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ENISA SITUATIONAL AWARENESS

▪ Information on Facts and Figures

▪ Threat and Incident Analysis

▪ Operational Risk Evaluation and

Guidance
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OSINT REPORT: DATA COLLECTION

How We Process the Data:

• We gather data daily using OpenCTI, 

ensuring continuous monitoring and 

timely updates.

• We select the most compelling stories 

and proceed with data enrichment to 

provide deeper insights and enhanced 

value. 

• After a transition phase through April, we 

standardized our data collection to a 

JSON format, optimizing data handling 

and analysis
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OSINT REPORT
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OSINT REPORT

Subscriptions:

sat@enisa.europa.eu
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How many Incidents?

Since January, we have recorded 84

incidents specifically affecting EU Member

States, as part of a broader dataset

comprising 345 events. This dataset

includes vulnerabilities, campaigns, and

outcomes of security research
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INCIDENT SEVERITY AND RELEVANCY 
DISTRIBUTION
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Threat Actors

We have identified 70 distinct threat actors, 
with the following being the most active:

• Akira

• Cyber Army of Russia

• UTA0218

• Anonymous Collective

• Blacksuit

• CyberDragon

• People's Cyber Army

• RED ransomware

• UserSec
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MOST AFFECTED MS
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TOP THREAT TYPES
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