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ccuas T Topics of the ahWG1 Thematic Group N°5

Cybersecurity Act - Regulation (EU) 2019/881 of the

European Parliament and of the Council Art. 54 1. :
(j) rules for monitoring compliance

(1) end of compliancy of certified products

(m) handling undetected vulnerabilities

(r) maximum period of validity of certificates

(s) disclosure policy for certificates issued, amended or

withdrawn



ccuas T Topics of the ahWG1 Thematic Group N°5

Cybersecurity Act - Regulation (EU) 2019/881 of the

European Parliament and of the Council Art. 54:

1. A European cybersecurity certification scheme shall

include at least the following elements:

(m) rules concerning how previously undetected
cybersecurity vulnerabilities in ICT products, ICT
services and ICT processes are to be reported and
dealt with;



CCLABc The problem

Certificate is a still picture of a TOE.

If the product changes
— the Assurance continuity process is available, but:
it takes a long time,
re-evaluation of the changes and reissuance of the certificate needs
to be done before the changed product is available to the users.

If a security patch needs to be applied to an already certified product,
the users need to choose in between:

a changed, but possibly secure product, or

an unchanged, certified, but surely unsecure product.

This is a problem, as the number of discovered
vulnerabilities and exposures are growing rapidly. 4



Acknowledgement and end-date of analysis

Agreement on proposed time

Vulnerability
verified

Vulnerability disproved

Proposed requirement on undetected vulnerability handling




ccmac Accepted patch management methodologies

ISO SC27 WG3 Technical Report "Extension for Patch
Management for 15408 and 18045”
or

the ISCI WG1 Proposal for new SAR components
and Packages in CC for Patch Management



ccmac EUCC scheme rules related to handling vulnerabilities 2

Previously undetected vulnerability shall be reported and
handled in accordance with the general rules of ISO/IEC 30111
and ISO/IEC 29147, adapted for the EUCC scheme, with the

additional possibility of patch management
1. Preparation

2. Receipt

3. Verification

4. Remediation development

5. Release and post release

+ Vulnerability disclosure with a possibility of a 1 month
embargo period



Developer details Patching
Process Using relevant SAR
units

Developer Details TOE
Definition

Defines TOE Boundary within
Security Target ASE_INT

Security Target Defines a

unique identifier for TOE and
Outside of the TOE ASE_INT

Developer Details Patching
mechanisms using the
relevant SAR work units

Initial Certification flow
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Developer The developer can update
successfully the product, needs to

applied an notify the CAB-CB
accepted Patch (Patch level 1)
management
Process

Triage Update The developer should Update process
o YES —> Ve _
process critical? choose Critical Update Flow developer view

"y |
Proximity or Devle ‘?pe; VINOR The developer should
availability of the analysis o choose Patch Level 2
possible attack changes
&

Level of change
The developer should
needed to be MAJOR choose Patch Level 3

applied




CCLAB 3 EU CC Scheme rules related to Patch management 3

 the Critical Update Flow Process is asynchronous,
and for the other levels:

 in Patch level 1 the CB is notified and able to apply
maintenance process if deems necessary;

 in Patch level 2 the ITSEF evaluates synchronously and CB
is again notified and can decide whether to update the
version on the certificate.

« In patch level 3 the process is fully synchronous;

It is the potential of future review of the scheme to consider
applying the fully asynchronous approach as well. 10



cois§ EU CCicheme rules related to Patch management4

Minor update flow

PASS
Developer
contacts the Delivery of Code
ITSEF detailing IAR No testing |
W [SRE[sls ISR s B ST showing new required
explaining why it identifier
IS minor
gla
c |2 A
3|3 =

Fail
“Developer notified
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Developer judges that
an update must be Notification to CB
urgently applied

Developer Updates
Product according to

the applied patch
management process

Critical update flow

12



CCLAB 3 EUCC scheme rules related to Patch management 6

* Functional patches may be used

only
if the Patch Level 1 approach is used,

or in other cases
bundled with vulnerability patches

and if
do not affect TSFIs neither directly nor indirectly,

and also

do not change the security functionalities
satisfying the security functional requirements.
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