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Swedish ECCG Operation

» The CSA certification framework is managed by the Ministry of Defence

» ECCG matters are approved by all relevant ministries in the Goverment
Offices.

» Minister of Defence assigned the SE delegate of the ECCG in summer
2019.

» Since start, Sweden participate in ECCG and associated sub workgroup
meetings.

» Monitor and comment on topics as:
» Union rolling work program
» EU CC scheme
» Cloud scheme
» Other schemes considered



Implementation of CSA in Sweden

» The government established early 2020 an inquiry with the task to
propose how to implement CSA certification framework in Sweden.

» Part 1: How SE is to meet the requirements on the member states as
stated in CSA.

» Part 2: If and how EU certificates can be used to improve cyber
security of critical ICT in Sweden.

» The inquiry made a broad consultation with agencies and
stakeholders.

» Part 1 was presented September 2020 and was sent on referral to
relevant stakeholders until end of January.

» Part 2is currently in progress.



Swed

sh CSA inquiry part 1 —

summary of proposals

>

>

A new national legislation that supplements the EU Cybersecurity Act is
to be established.

Swedish Defence Administration (FMV) assigned role as NCCA.
» Powers for supervision, issue penalties, collaboration etc
» Penalties proposed to be no less than 1000 € and no more than € 1 500 000.
FMV continues to host CSEC, with the latter operating at CSA level high.
» Relation with CCRA to be further explored.
National cyber strategy should accomodate for certfification.
» How depends on outcome of part 2 of the inquiry.

Cooperation among Swedish agencies regarding cyber certification
should be strengthened.



Way forward

» Receive comments on part 1, and then wait for final proposal and
necessary decisions on national legislation by the Government and

the Parliament during spring.
» Continue work on part 2
» How to take advantage of EUCC in Sweden.

» Continue to monitor and contribute to the ongoing work in ECCG,
ENISA etc.



Thanks for your attention!
Merry X-mas!

Questions®e



