2?;;%;% Agentschap Telecom
2L Ministerie van Economische Zaken

en Klimaat

Cybersecurity Act (CSA)
NL Preparations

ENISA conference
18 December 2020

Johan van den Bosch
Project lead CSA
Dutch Telecommunications Agency



Overview NL NCCA preparations 2019-2021

1. Inventory phase early 2019 start CSA project
* Dutch Telecommunications Agency — NCCA certification and supervisory
e CSA Prior Approval option
* National CSA implementing law (estimate July 2021 adoption/operational )
* Planning NCCA

2. NCCA Preparations phase 2020
* Inform and consultation of (CC) markets of CABs, ITSEFs, manufacturers
» Consultation/exploration with RvA (NAB) accreditation and NCCA support
* Organisational view on separation of NCCA tasks of supervision and certification
* Attraction certification personnel
* Estimate NCCA budgets 2021 and further

3. Start NCCA team certification January 2021

Design and implementation process & procedures

Design and implementation IT, dossiers and archive
 Communication to markets of CABs, LAB’s, manufacturers
Transition national CC scheme (NSCIB)



EU timeline Publication

NAB /
CAB ti

NCCA

Time lines NCCA implementation

Publication

v

Cloud scheme?

EUCC scheme

v

1jan 2022

Dec 2020 Q2 2021 Q3 2021 Q4 2021
- Accreditation CABs .
meline EUCC
[ Transition Dutch CC-scheme, support NAB, stakeholder communication
timeline Setup organisation, processes and IT

[ Cloud-scheme and other EU scheme developments

NL CSA Implementation law July 2021

Estimate first ‘prior
approvals’ EUCC

NCCA certification
operational
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NL prior approval: EUCC interaction model

Review
assessment
report

Prior Approval
certification

NCCA Planning Review Prior Approval
Certification observations assessment plan assessment plan

Start Request ‘prior Assessment Request ‘prior
CAB . approval’ s Testin’ approval’ Certification
assessment plan ! & certification
NCCA Supervisory > Supervisory activities >




Challanges

1.

Transition to EUCC without markets disruption

* Transferral knowledge/responsibilities from one government agency to
another

* Alignment of certification processes NSCIB national scheme - EUCC
e Alignment of market demands

Managing interdependency and unpredictability

* Voluntary: workload relates tot markets response.

» Expected: limited unpredictability for EUCC (existing practice)
* Expected: great for all other schemes

Continuing international recognition Dutch certificates (CCRA)
Alignment prior approval dossier — ENISA certification website



NL CSA NCCA separation of duties

Ministry of Economic Secretary
Affairs General

A

Digital Economy Director
Department General

Dutch - Chief Inspector
Telecommunications
Agency

)

Operations Supervision

CSA activities NCCA Certification NCCA Supervision

Other activities Telecom & Licencing NIS & Telecom

Supervision




