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Who is OTA?

Mission to enhance online trust and empowering users, while 

promoting innovation and the vitality of the internet.

• Goal to help educate businesses, policy makers and 

stakeholders while developing and advancing best practices and 

tools to enhance the protection of users' security, privacy and 

identity.

• Collaborative public-private partnerships, benchmark reporting, 

meaningful self-regulation and data stewardship.

• U.S. based 501(c)(3) tax-exempt charitable organization.

• Global focus & charter.

• Supported by over 100 organizations including retailers, 

commerce sites, interactive marketers, members of the 

advertising ecosystem and technology providers.

mailto:craigs@otalliance.org
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Focused on Collaboration
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The Consumer IoT Ecosystem

1. Highly personal, dynamic, 

persistent collection and 

transfer of data.

2. Reliance on a combination     

of devices, apps, platforms   

and cloud services.

3. Multiple data flows.

4. Multiple touch points and 

disclosures.

5. Sustainability / lifecycle issues.

6. Lack of defined standards.

7. Non-traditional market players.
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Multi-Dimension Issues
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• Data Security

• Privacy 

• Sustainability 

▫ Lifecycle issues

▫ Supportability 

▫ Data retention / 

ownership

• Data in use, transit & 

rest 

Working Group Goals

Sustainability

PrivacySecurity

1. Provide guidance to manufacturers and developers to 
help reduce attack surface and vulnerabilities, and adopt 
responsible privacy and data stewardship practices.

2. Drive the adoption of best practices; embracing 
“privacy and security by design”, as a model for 
the development of a voluntary, yet enforceable         
code of conduct.  

3. Provide positive affirmation and recognition to 
companies, products, and retailers who 
embrace the code of conduct and meet                     
minimum standards. 

4. Provide retailers / commerce sites criteria to aid in     
their product merchandising and promotion decisions.

5. Where possible, apply existing standards from NIST, NTIA, ISO and other 
industry working groups.  

6. Encourage collaboration, sharing of best practices and threat intelligence.

7. Evaluate and identify gating issues and considerations which may lead to the 
development of a seal or certification program which could 
become an incentive to adopt best practices. 
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Sample Framework Elements

• Prompt/change default 

passwords

• Encrypt data in motion 

and at rest

• Remediate vulnerabilities 

remotely or by notifying 

customers

• Sign/verify all 

updates/patches/ 

revisions

Security

• Privacy policy must be 

easily available before 

purchase, disclose 

consequences of opt 

out re: product features

• Disclose personally 

identifiable data types 

and attributes collected

• Data sharing only with 

third parties who agree 

to confidentiality, use 

for specific purpose

Sustainability

• Disclose what functions 

work if “smart” disabled

• Disclose whether user 

can remove/purge 

personal or sensitive 

data upon loss, damage, 

sale, end of life

• Provide mechanism for 

transferring ownership of 

devices/services

IoT Trust Framework – Aug Draft

• Developed collaboratively in the IoT

Working Group, released Aug 11th

• Addresses security, privacy, 

sustainability issues

• High-level, not calling out specific 

protocols, etc.

• 23 “must have’s”, 12 “should have’s”

• Call for public comment, deadline was 

September 21
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Request for Comments 

• Deadline was September 21, but will review others times 

permitting.

• Approximately 100 public and private comments submitted 

to-date.

• In process of being reconciled and clarified

• Expanding to approximately 50 principles and criteria

Security – Draft  
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Disclosures & Privacy

User Access & Credentials 
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Open Questions 

1. Consider a rating or scoring scale for certification. 

2. Will all criterial be weighed the same? 

3. Need to define who would be subject to the requirements?  Device 

mfgs, platform providers, the entire ecosystem?

4. Considerations for data/network isolation?

5. What about meta data?

6. Concerns about devices with limited power (battery and chip)

7. Requirement may to taxing, dramatic and potentially very costly 

8. Multi-user environments (family) 

9. Data collection of minors

10. Should source code be made public?

What’s Next?

• Consolidate feedback, release initial framework 

November 18.

• Review global considerations.

• Pursue a voluntary code of conduct (some companies 

already using it as vendor “checklist”), evolving to an 

enforceable code of conduct.

• Develop criteria as basis for a certification program.

• Expand collaboration with other organizations.
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More Information

• Submit Comments – We will review all! 

https://otalliance.org/iot-trust-framework-submission

• Join the working group 

https://otalliance.org/system/files/files/member/documents/ota

_iot_membership_application-2015v2.pdf

• Working group meeting in Washington, D.C. – November 18

https://otalliance.org/news-events/upcoming-events

• Contact us for more info:

https://otalliance/org/Iot +1-425-455-4500

https://otalliance.org/iot-trust-framework-submission
https://otalliance.org/system/files/files/member/documents/ota_iot_membership_application-2015v2.pdf
https://otalliance.org/news-events/upcoming-events
https://otalliance/org/Iot

