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ENISA: WHO WE ARE

The European Union Agency For Cybersecurity is

dedicated to achieving a high common level of
cybersecurity across Europe.

reinforce digital trust and security across Europe,
together

to strengthening Europe’s
preparedness and response capabilities
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REGULATIONS AROUND EU CYBER CERTIFICATION
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HOW DO WE BUILD A SCHEME? G
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CURRENT ACTIVITIES ON EUCC

- Implementing Act (ENISA support to the EC) based on the candidate
scheme

- Maintenance strategy
- Reuse of national supporting documents

- Cryptography

- Certification.enisa.europa.eu ENISA website dedicated to certification and
stakeholders’ platform to provide guidance and gather the ecosystem
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OTHER ACTIVITIES IN LIAISON WITH EUCC

EU5G
for eUICC certification

elDAS/wallet
may mandate EUCC certification or reuse EUCC certificates as a presumption of conformity

Al feasibility study
will analyse how to reuse EUCC certification and where different evaluation methods would be necessary

Cyber Resilience Act (CRA)

how to use EUCC certificates for presumption of conformity to CRA essential requirements as defined in
Annex |
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CURRENT ACTIVITIES ON EUCS (-

=

- CEN-CENELEC is making progress on the elements passed by ENISA
gl_security controls) for their transformation and maintenance into
echnical Specifications

- Candidate scheme under revision for final release
- EUCC Implementing Act will have to be considered
- Guidance development has been launched

- Discussion at ECCG has started
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CURRENT ACTIVITIES ON EUSG ((téi)z

- The AHWG sugporting ENISA is composed of a rich representation of
relevant stakeholders:

- eUICC and network products developers

- CABs

- MNOs

- standardisation organisations including ESOs, and GSMA
- national authorities, both telco and cybersecurity regulators

- ENollspf :Isans a first draft of the scheme to be available for public review
end o
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EUSG SCHEME ((téi);
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More to learn on the progress of ENISA's developments in
certification at the ENISA Cybersecurity Certification Conferences!

*
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EUROPEAN UNION AGENCY
FOR CYBERSECURITY

DEVELOPING THE CERTIFICATION
FRAMEWORK TOGETHER
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CERTIFICATION AS A BUILDING BLOCK OF A SAFER EU

Certification defines what Trust should be:

- Creates a common set of cybersecurity requirements
- Proposes different assurance levels

- Unify conditions for verification

For all ICT solutions?
- Covers as well ICT products, ICT processes and ICT services
- Ongoing discussions on the possible inclusion of MSSPs

What for?

- Addresses regulatory sensitive targets

- Facilitates access to public procurement

- Elevates the general cybersecurity posture
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CERTIFICATION AS A ENABLER OF BUSINESS 1/2

1500 @ Number of products

» General Increase of certification in the certified
past couples of year

1000

« Although a stabilisation between 2021 and
2022

500

Number of products certified

 Linked to the creation of new assessment

2018 2019 2020 2021 2022

schemes (loT, sectoral schemes — mobility) Year

Number of certified/assessed ICT products, all
certification schemes included
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CERTIFICATION AS A ENABLER OF BUSINESS 2/2

e Around 300 assessment bodies worldwide
(labs, evaluators, auditors, licensed CABs,..)

« 87 assessment bodies on the Common
Criteria — and around half of them in the
EU

« On other categories around 7. of the
assessment bodies are from the EU
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HOW TO BE INVOLVED

AHWGs and public consultations
Website: https://certification.enisa.europa.eu/
CEF platform

ENISA Certification video
Awareness Raising Videos : playlist:

3 episodes on Youtube:

Tradeshows and Events:
Annual Cybersecurity Certification Conference

ITSA Nuremberg 9-12 October 2023

Presentations, Talks & Social Media:

Follow on Linkedin

and on Twitter
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https://certification.enisa.europa.eu/

THANK YOU FOR YOUR ATTENTION

Philippe Blot, Head of Cybersecurity Certification Sector
Market, Certification & Standardisation Unit
ENISA, The European Agency for Cybersecurity
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@ @ "% @ Philippe.blot@enisa.europa.eu
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