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• Legal basis

• Main activities

• Analysis approaches 

• Market forces and cybersecurity related topics

• ENISA Cybersecurity Market Analysis Framework

AGENDA



“ENISA shall perform and disseminate 

regular analyses of the main trends in 

the cybersecurity market on both the 

demand and supply sides, with a view 

to fostering the cybersecurity market 

in the Union.”
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Chapter 1

Art. 8 par. 7 Cybersecurity Act

REGULATION (EU) 2019/881: https://eur-lex.europa.eu/legal-

content/EN/TXT/PDF/?uri=CELEX:32019R0881&qid=1695740

252336

LEGAL BASIS

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0881&qid=1695740252336
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MAIN ACTIVITIES

With the support of the ENISA Ad Hoc Working Group on EU Cybersecurity Market Analysis
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ANALYSIS APPROACHES

Overall market view:

- Revenues
- Investments
- Costs/spending
- Market share
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Overall Level: financial information, mainly earnings and spending

Median Level: structured by sector, and/or service segment

Low Level: structured by assets, requirements, threats, etc.

Median market view:

- Service groups
- Number/names 

of companies
- Size
- Geographies

Low level market 
view:

- Requirements
- Threat mitigation
- Supply chain
- Capability level
- Market niches, 

innovation
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MARKET FORCES AND CYBERSECURITY-RELATED TOPICS

Innovation/New ideas
(may lead to new solutions/products/businesses)

Research Venture 
capital

Incentives

Quality/Maturity
(enhance user trust)

StandardisationCertification Skills SOPs

Legal/Regulation/Compliance Requirements
(may add new compliance requirements)

Geopolitics Sovereignty Free market 
access

Threat Landscape
(may change exposure/protection rates)

Vulnerability
management

Incident
management

Threat
assessment

User Requirements
(may be derived by current and new business requirements)

Asset 
management

Risk 
management

Corporate
governance

Foresight

Procurement 

Primary market forces

Cybersecurity-related topics
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ENISA CYBERSECURITY MARKET 
ANALYSIS FRAMEWORK (ECSMAF V.2)



THANK YOU

www.enisa.europa.eu

market@enisa.europa.eu

+302814409684


