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LEGAL BASIS Chapter 1

“ENISA shall perform and disseminate
regular analyses of the main trends in
the cybersecurity market on both the
demand and supply sides, with a view
to fostering the cybersecurity market

in the Union.”

Art. 8 par. 7 Cybersecurity Act

REGULATION (EU) 2019/881.: https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:32019R0881&qid=1695740
252336
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https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0881&qid=1695740252336

MAIN ACTIVITIES

2 ENISA CYBERSECURITY MARKET *s
ANALYSIS CONFERENCE i

AGENDA

CONFERENCE 28 SEPTEMBER 2023AT 0900 AM[EET)
SEPTEMBER 2023 AT 0800 AM [EET)
RENCE ENISAPREMISES IN CRETE. NKOLAOU PLASTIRASS,
KA VOUTON, 700 13 HERAKLION, GREECE

UNDER PREPARATION

SPEAKERS | PANELISTS

ENISA CYBERSECURITY
MARKET ANALYSIS

FRAMEWORK V2.0
(ECSMAF) - V2.0

MARCH 2023

With the support of the ENISA Ad Hoc Working Group on EU Cybersecurity Market Analysis

CLOUD
CYBERSECURITY
MARKET ANALYSIS

VERSION 1.0

MARCH 2023

CRYPTOGRAPHIC
PRODUCTS AND
SERVICES

CYBERSECURITY
MARKET ANALYSIS




Collection Methods
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ANALYSIS APPROACHES

Overall market view:

Revenues
Investments
Costs/spending
Market share

+

Median market view:

Service groups
Number/names
of companies
Size
Geographies

Low level market
view:

Requirements
Threat mitigation
Supply chain
Capability level
Market niches,
innovation
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MARKET FORCES AND CYBERSECURITY-RELATED TOPICS

User Requirements
(may be derived by current and new business requirements)

Asset Risk Corporate Procurement
management | management || governance

Threat Landscape Innovation/New ideas

(may change exposure/protection rates) (may lead to new solutions/products/businesses)
Threat Vulnerability || Incident Foresight || Research | Venture || Incentives
assessment | management | management capital

Legal/Regulation/Compliance Requirements
(may add new compliance requirements)

Geopolitics || Sovereignty || Free market
access

Quality/Maturity
(enhance user trust)

_ Certification || Standardisation || Skills || SOPs
|:| Primary market forces

6 ||:| Cybersecurity-related topics T enisa



ENISA CYBERSECURITY MARKET
ANALY SIS FRAMEWORK (ECSMAF V.2)

HORIZONTAL ACTIVITIES

K. A
N

Choose the Scope the Analyse Decide Collect Analyse Disseminate
market market the market what to ask the data the data the results
segment for segment for segment stakeholders
analysis analysis
( ACTIONS )
* + Establish * Set the * Describe the - + Identify » Conduct * Process * Identify the
the goal of scope infrastruc- participating primary the data tools for
the market « Group ture market research collected presenting the
analysis scoping « Identify slalﬁeholder « Conduct « Identify market analysis
+ Assess the criteria assets types secondary interesting results
priorities ¢ : 2 * Decide on research findings * Visualise the
Consider Identify : &
+ Develop a budget for threats questions * Take into + Examine results with
and assess the market S lReRtH to ask account contextual good graphics
. . Identify re- stakeholders s
validation analysis quirements/ G . ethics factors + Assess the
criteria challenges and data « Identify e?fe}uwenebs
. protection e of the
Identify the + Identify f trends dis "
infrastructure valie stack ASSREStha issemination
2 Ste 5 activities

and the

stakeholders

elements

Identify mar-
ket segment
stakeholders

sustainabil-
ity, inno-
vation and
evolution of
the market

Compare
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