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About Us

“Global maritime transportation systems are m L]
evolving rapidly as technology and advanced u S On a lX
analytics drive innovation and challenge \ /\ /\ J/ 5;
existing approaches to risk management. o A

The art of the possible is changing. We must

change with it.” ADM Thad Allen (USCG Ret.) CompleX|ty m ade S|mp|e E
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Maritime Cyber Security
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CASE STUDY II: PORT OF SAN DIEGO
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Background /Reconnaissance /Weaponization Attack /Delivery

* Privilege escalation for
administrator rights
* Drop malware onto the server
* Run an .exe file

KEY FACT: RDP allows cyber
actors to infect victims with minimal
detection.

>

Conspiracy to Commit Fraud and Related Activity in Connection with Computers;
Conspiracy to Commit Wire Fraud; Intentional Damage to a Protected Computer;
Transmitting a Demand in Relation to Damaging a Protected Computer
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Recovery /Forensics
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* September 25, 2018 — Employee files locked and ransom demanded. All staff N
directed to shut down computers. Port notifies: Governor and County Offices of Initial Stage

Emergency Services, US Coast Guard, US Navy, US Dept. of Homeland Security and FBI.
* September 26 — Port issues public announcement. Port mobilizes team of industry

experts and government partners to respond to and recover from incident. Police use
Recovery process/

media handling

alternate systems to support public safety. Staff have limited functionality. Backup /
alternate systems employed.

* September 27 — Port remains open. Port issues follow up statements and continues to
work with investigators.

* September 28 — Cruise ship arrives in port. All passengers successfully processed. No
delays.

Contingency
* October 2 — Port operations continue normally, but administrative activities remain

planning
impacted. Alternate systems utilized where possible.

* October 3 — Payroll successfully processed using alternative system.
* October 4 — All operations continue. Cruise and cargo ships managed with out delays.

* November 28 — US Government announces indictments against hackers. :
Recovery/Forensics
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Thank You

HudsonCyber

Managing Cyber Risk

“If cybercrime was a country,
it would have the 13t highest GDP in the world”
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