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Who are we ?

Austria Greece Portugal

Romania
Slovak Republic
Slovenia
Latvia
Lithuania
Luxembourg
Finland Malta
France The Netherlands

Germany Poland

Australia

Bt

Bosnia and

Monaco

Montenegro
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The orgc

CAB Corporate
Affairs Bureau

Operations (O) Directorate Governance (G) Directorate Capabilities (C) Directorate
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The orgc

————

Operations (0O) Directorate

01 Operational &

Analysis Centre
(OAC)

02 European
Serious &

Organised Crime
Centre (ESOCC)

03 European Cyber
Crime Centre
(EC3)

04 European

Counter Terrorism
Centre (ECTC)

OS5 European
Financial &
Economic Crime
Centre (EFECC)



The organisation

Head of EC3

OUTREACH &
CYBER INTELLIGENCE
OUTREACH

FORENSICS
& STAKEHOLDER STAKEHOLDER
MANAGEMENT MANAGEMENT

HIGH-TECH
CRIMES AP CYBORG
INTERNET

GOVERNANCE DOCUMENT

FORENSICS

STRATEGIC
ANALYSIS

STRATEGY &

DEVELOPMENT || &'prevenTion

TRAINING &
CAP. BUILDING

JOINT CYBERCRIME ACTION TASKFORCE
(J-CAT)






PART II

SIM-Swapping

SIM-Swap fraud is an account take ove

=l= SIM Ca.rd
o Swapping

A




SIM-Swapping
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Hi, | work for the Business
Department of XX, and cannot
login. | talked to Clara before. If
she’s not in, maybe you can help

me.
Hi, just a moment. |
will help you shortly.

Thanks. Here is my profile. Can you
try if it uploads to you.

Sure, just a moment. K

Thanks Ronda, you're great!

PASSWORDS

Much appreciated
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SIM-Swapping

Bank accounts Social Media Wallets
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PART Il

SIM-Swapping
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L El"":pD ACTIVITIES & CRIME AREAS & PARTNERS &
— U = ABOUT EUROPOL
E L SERVICES TRENDS AGREEMENTS

* Organized Crime Group (O€G)
* hacking S -
* blackmailing TEN HACKERS ARRESTED FOR STRING OF SIM-
* SIm-Swapping SWAPPING ATTACKS AGAINST CELEBRITIES

e Account Take Over

Press Release

EIEEIE

* OCG found AUG 2020.
° A Ct i V i t i e S k n O W n fro m M A R C H 2 O 2 O ‘ A total of 8 criminals have been arrested on 9 February as a result of an international investigation into a series of sim
» Dismantled FEB 9 2021

The attacks orchestrated by this criminal gang targeted thousands of victims throughout 2020, including famous internet
influencers, sport stars, musicians and their families. The criminals are believed to have stolen from them over USD 100
- million in cryptocurrencies after illegally gaining access to their phones.
* Celebrity targets " e
This international sweep follows a year-long investigation jointly conducted by law enforcement authorities from the United

Kingdom, United States, Belgium, Malta and Canada, with international activity coordinated by Europol.

 |n excess of USD 100 Million losses
B—




* A dozen members, online presence larger
* Many in their teens, some in their 20’s.
e US, UK, CA, MT, BE, also other countries

* Social engineering on Telco’s

* Choosing public figures as targets (sports stars,
artists, etc).

* Blackmailed targets, SWATTING, pizza -bombing

“release XX from

— custody, or we will
/ fckd up. Pizza it is oublish your

then.... LOL” emails LOL”
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International cooperation

1.Core members of the group were finally identified in EUROPE
2.They were living in different jurisdictions

3.Some of them are juveniles

4.Unlikely to get extradition to the USA
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Action day: 9th of February

” United States Secret Service

About Us ~ Protection ~ Investigations - Mission Support Newsroom -~  Careers Contact ~

Home » Newsroom » News Releases

Brits arrested for SIM swapping attacks on U.S. celebs

Well-known sports stars, musicians and influencers target ¥
L ns“r
Published Date 2021-02-09

National Crime Agency

Whoweare v Whatwedo

Home > News > Brits arrested for sim

News
- Simultaneous house searches and 8 arrests in 4 countries (UK, US, CA)

swapping attacks on US celebs

v News v Careers v MostWanted Contactus v

Brits arrested for sim swapping attacks

on US calgbs
=
(cyperrne

Well-known sports s

- MT, BE arrests earlier

HOME

»  Europol Virtual Command Post (VCP) Support from EC3 AP Terminal

EURTPOL

= EURSPDL ABOUT ACTIVITIES & CRIME AREAS PARTNEJ

EUROPOL SERVICES & TRENDS AGREEM

NEWSROOM

TEN HACKERS ARRESTED FOR STRING OF SIM-
SWAPPING ATTACKS AGAINST CELEBRITIES

Press Release

& -210]¥in

A total of 8 criminals have been arrested on 9 February as a result of an international investigation into a series of sim swapping

attacks targeting high-profile victims in the United States. These arrests follow earlier ones in Malta (1) and Belgium (1) of other
members belonging to the same criminal network.
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Europol EC3

European X
Cybercrime
Center

/'Cb

Date

EURTZPOL

Siena

Secure Information Exchange
Network Application
Classifications for information
Secure messages to other
countries

Analytical support

Europol databases
Europol analytical tools

Forensic Support
Anti-Encryption tools

Europol Mobile
Office

Support Law Enforcement on-
site during action days
Virtual Command Post (VCP)

Funding

Travel
Special equipment
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Prevention and awareness

= EURTFPOL

SIM swapping occurs when a fraudster, using
social engineering techniques, takes control over
your mobile phone SIM card using your stolen
personal data.
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