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INTECO security awareness raising strategy 2011-2012 

“success through collaboration”  

TARGET: SMEs & CITIZENS (all segments) 

Security is on their 
mission 

Security affects their 
bussines 

Security affects their 
job, their lifes 

They are media 
influencers 

Intermediaries' channels DISEMINATION 

TOOLS 

Own channels 
(Web, social 

networks, 
newsletters) 
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ENTITIES who…security is on their mission 
 

WHO: Law enforcement agencies, security industry, security 

organizations. 

HOW TO INVOLVE THEM?  

 Through technical support in cybercrime, forensics 

 Through complementary collaboration and training: efraud, 

fighting botnets, security guides, etc 

 Organizing awareness campaigns and events together 

 Through helping promoting their solutions (security 

catalog, blog posts, contests…) 

OUR EXPERIENCE: sometimes an incident is the most 

effective event  
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Example of collaboration with LEAs: malware mitigation 
 

More than 25.000  

calls to the 

helpdesk, more 

than 200.000 visits 

to the web page 
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ENTITIES who…security affects their business 
 

WHO: Internet Services Providers, Social Networks, Online 

Banking, ecommerce… 

HOW TO INVOLVE THEM?  

 Through collaboration…win-win strategies 

 Providing information about infected users on their 

networks or compromised web sites hosted by them 

 Providing information about online fraud and new social 

engineering strategies for infecting and cheat users 

 Collaborating in awareness to their users with specific 

contents 

OUR EXPERIENCE: In some cases security has not been an 

aim from the beginning…but things are changing. 
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Involving ISP’s, online Banking, social networks 
 

DNSChanger 

mitigation… 

Real 

international 

collaboration 
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Groups who…security affects their jobs, life or 

reputation 
 

WHO: Teachers, parents, teenagers… 

HOW TO INVOLVE THEM?  

 Training the trainers 

 Providing materials for education 

 Support on new challenges 

 Appealing to users sense of responsibility 

 Entertaining with games, contests… 

 Helping them in case of security or privacy problems 

OUR EXPERIENCE: Education community needs support, 

adapt the study agenda, new procedures.. 
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Involving educators, parents, teenagers…  
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Entities or groups who…are influencers 
 

WHO: Communications media (TV, RADIO, NEWS) and social 

media influencers (like bloggers...) 

HOW TO INVOLVE THEM?  

 Providing them security news daily and weekly, 

interviews 

 Providing them materials adapted to their channels and 

audience 

 Using social responsibility as a key 

 Their opinion is important to us (events bloggers) 

OUR EXPERIENCE: Awareness can not be carry out without 

their support 
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Putting  the contents on influential channels   
 

More than 160.000 

reproductions of 

videos on the first 

month 
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Conclusions and lessons learned 

  Involving industry, ISPs and security agencies: 

 There is still a big work to do between public and private sector  

 Collaboration must be a fact not an intention 

 Security must be part of the business aims of the ICT industry 

 It’s needed better regulation and incentives 

 Involving influencers, educators and end users: 

 Users are the weakest link and the main target   

 End-users play a key role, users influence users, users also have 
responsibilities. Use social responsibility as a key argument 

 Education is the base for prevention, but over-education is quite a common 
mistake 

 When awareness, marketing expertise is more important than the information 
security expertise 

 Positive and simple messages that are to do with day to day matters, social 
media strategy actions works to do that 

 General and national communications media are big influencers, involve 
them 
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Thank you… any question? 
 

ana.santos@inteco.es 


