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What does TLP Green mean?
TRAFFIC LIGHT PROTOCOL (TLP)

Sources may use TLP:GREEN when information is useful to increase 

awareness within their wider community. 

Recipients may share TLP:GREEN information with peers and partner 

organizations within their community, but not via publicly accessible 

channels (e.g. websites, LinkedIn…). TLP:GREEN information may not be 

shared outside of the community. Note: when “community” is not defined, 

assume the cybersecurity/defense community.
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Directive (EU) 2022/2555 of the European Parliament and of the Council 
of 14 December 2022 on measures for a high common level of 
cybersecurity across the Union (NIS2 Directive)

Commission Implementing act of 17 October 2024 laying down rules 
for the application of Directive (EU) 2022/2555 as regards technical and 
methodological requirements of cybersecurity risk-management measures 
and further specification of the cases in which an incident is considered to 
be significant with regard to: 

• DNS service providers,
• TLD name registries, 
• cloud computing service providers, 
• data centre service providers, 
• content delivery network providers, 
• managed service providers, 
• managed security service providers, 
• providers of online market places, of online search engines and of social networking services 

platforms
• trust service providers

Law of 26 April 2024 establishing a framework for the cybersecurity of 
networks and information systems of general interest for public security (NIS2 
law)

Royal Decree of 9 June 2024 implementing the law of 26th April 2024 
establishing a framework for the cybersecurity of networks and information 
systems of general interest for public security (NIS2 Royal Decree).

Transposition

CCB CyberFundamentals Framework
CCB recommendation – NIS2 Quickstart Guide

CCB Guide on NIS2 notification
CCB Guidance on CVD (to update)

FAQ
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Agenda

1. Scope 

2. Sectoral authorities health

3. Cybersecurity measures (Cybersecurity frameworks/Risk Assessment)

4. Incident notification

5. Supervision

6. Timeline
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NIS2 made in Belgium 
CCB recommendation : Quickstart Guide – implementing NIS2 in 7 steps

1. Am I affected by NIS2?

2. Register your NIS2 entity ASAP

3. Report significant incidents

4. Determine your CyberFundamentals (CyFun®) level

5. Plan cybersecurity training

6. Implement the security measures

7. Have your security reviewed

https://atwork.safeonweb.be/tools-resources/nis-2-quickstart-guide



Scope (entities concerned)
01
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• Providing a service (entity-type) mentionned in 
Annex I or Annex II + size (“size-cap”)

• Exceptions: 
• other EU legislation applicable (Lex specialis) : 

DORA Digital Operations Resilience Act 
(Financial/Banking sectors) or specific exclusions
(public administrations active in public security)

• national identification (CER or NIS) – including for 
public administrations of federated entities;

• some entity-type for which the “size-cap” rule
doesn’t apply (providers of public electronic 
communications networks, public administrations, 
qualified trust service providers, top-level domain 
name registries and DNS service providers).

Entities concerned

Source: www.ncsc.gov.ie
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Annex II : other critical sectors



Sectoral authorities Health
02
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NIS2 Sectoral authorities health

Health Pharma / Medical devices



Registration tool
02
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Mandatory registration mechanism
Deadline March 18th 2025 (most entities)

Deadline December 18th 2024 (some entities of the digital sectors)

Representatives of an organisation will be able to:
• access Safeonweb@work
• register contact details and network information
• register as a NIS entity
• indicate the sector of activityhttps://atwork.safeonweb.be/register-my-organisation

https://atwork.safeonweb.be/register-my-organisation
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Registration Platform

 Single entry point for registration of NIS2 entities
 Scope test



Incident 
notification
04
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Essential entities

Important entities

NIS2 Incident Notification

Significant 
Incident* Notification

National CSIRT 
(CCB)

Affected Recipients

Information 
sharing

Other BE NIS2 
Sectors

CSIRT Network
Cross-
border 

impact?

24H 72H Update 
(upon request)

1 Month
Final report

If concerned

Always

Sectoral 
Authorities

Early Warning via written online 
notification or phone (if needed): 
indicate if incident presumed to 
be caused by unlawful or 
malicious action and/or if could 
have a cross-border impact

• Information update
• Initial assessment of the 

incident, its severity and impact, 
as well as where available, the 
indicators of compromise.

• Detailed description of the 
incident, its severity and impact, 

• Type of threat or root cause that 
likely triggered the incident,

• Applied and ongoing mitigation 
measures.* likely to adversely affect the provision of its NIS2 

services.

https://notif.safeonweb.be/

https://notif.safeonweb.be/
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“incident” means any event compromising the availability, authenticity, integrity or confidentiality of stored,
transmitted or processed data or of the related services offered by, or accessible via, network and information
systems;

An incident shall be considered significant if:

(a) the incident has caused or has the potential to cause severe substantial operational disruption or financial
losses for the entity concerned;

(b) the incident has affected or has the potential to affect other natural or legal persons by causing
considerable material or non-material losses.

Significant incident on the services 
provided

Guidance from the NIS CG & CCB
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Incident Notification Tool

 Reference to Guide on Incident notification

 Link to CCB’s Notification: https://notif.safeonweb.be/

https://notif.safeonweb.be/
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How to report a NIS2 incident ? 

Call
+32 (0)2 501 05 60 

24/7
Urgent 

situation/crisis 
(Early warning)
Support needed
Significant Cross-

border impact

Webform
24/7All types of 

notifications
(Early warning, 

notification, final
report)More detailled

information
Information 

sharing
Exceptional back-up notification channel:

Webform not available call
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CCB’s Incident Notification Tool

https://notif.safeonweb.be/

https://notif.safeonweb.be/


Supervision

Page 21

05
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Supervision of NIS2 entities
Important 

Entities
Essential Entities

Ex-post supervision: 
after an incident or if 

suspicion of 
potential 

infringements

Supervisory measures:
• On-site and off-site inspections
• Ad hoc audits
• Security scans
• Requests for information and evidence

Regular Conformity Assessment

Certification/Verification: CyberFundamentals
by an authorised conformity assessment body (CAB)

(with the relevant scope)
CyFun®

Certification: ISO 27001
by an authorised conformity assessment body (CAB) 

(with the relevant scope and statement of 
applicability)

Mandatory Inspection by the CCB
(with fees to be paid by the entity)

Presum
ption of conform

ity

Additional 
sectoral 

requirements

Additional 
sectoral 

requirements

Additional 
sectoral 

requirements

Voluntary regular 
conformity assessment 

under CyFun® or ISO 
27001

Ex-post & ex-ante
supervision

Mandatory regular 
conformity assessment 

under CyFun® or ISO 
27001 or mandatory 

inspection
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The CyberFundamentals ecosystem

CyberFundamentals Toolbox is publicly available www.cyfun.eu

CyberFundamentals LabelsCyberFundamentals 
Conformity 

Assessment 
Scheme 
for CAB’s

CyFun®

Self-Assessment tool

CyFun® 

Framework mapping

CyFun®

Selection tool
(Risk Assessment)

Energy

Organization Size (L/M/S = 3/2/1) 3
Threat 

Actor Type

Cyber Attack Category Global  or 
Targetted

Impact Prob Risk Score Prob Risk Score Prob Risk Score Prob Risk Score Prob Risk Score

Sabotage/ Disruption (DDOS,…) 2 High Low 0 Low 0 Med 30 Med 30 High 60

Information Theft (espionage, …) 2 High Low 0 Low 0 Low 0 High 60 High 60

Crime (Ransom attacks) 1 High Low 0 Low 0 Low 0 High 30 Low 0

Hactivism (Subversion, defacement…) 1 Med Low 0 Med 7,5 Low 0 Low 0 Med 7,5

Disinformation (political influencing) 1 Low Low 0 Med 0 Low 0 Low 0 Low 0 Score CyFun Level

Total Total 0 7,5 30 120 127,5 285 ESSENTIAL

Common skills

Competitors

Extended Skills

Cyber Criminals

Extended Skills

Nation State 
actor

Common skills

Ideologues 
Hactivists

Common skills

Terrorist

CyFun® BASIC
Policy templates



NIS Team CCB
nis@ccb.belgium.be

Centre for Cybersecurity Belgium
Under the authority of the Prime Minister

Rue de la Loi / Wetstraat 18 - 1000 Brussels

www.ccb.belgium.be
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