CENTRE FOR b
’ CYBERSECURITY . &

BELGIU ARSI .
b . Sy ] e *
AR 2 W T
9 S : o = NI s
o o — iy
8
.y i
4 A
J
; , Wi
- b - !' . \ 1

._

NIS 2 in Belgium: a national perspective
NIS Team CCB el B »



N,
DA

®— \What does TLP Green mean? o

TRAFFIC LIGHT PROTOCOL (TLP)

Sources may use TLP:GREEN when information is useful to increase
awareness within their wider community.
Recipients may share TLP:GREEN information with peers and partner

Green (TLP GREEN)
’ Limited disclosure, recipients can spread this OrganlzatlonS Wlthln thelr Communlty, bUt nOt Vla pUb“CIy aCCeSSIb|e
R channels (e.g. websites, LinkedIn...). TLP:GREEN information may not be
shared outside of the community. Note: when “community” is not defined,

assume the cybersecurity/defense community.




Directive (EU) 2022/2555 of the European Parliament and of the Council
of 14 December 2022 on measures for a high common level of
cybersecurity across the Union (NIS2 Directive)

Transposition

L 333/80 EN Official Journal of the European Union 27.12.2022

DIRECTIVES

DIRECTIVE (EUT} lﬂﬂ]‘ZSﬁﬁ OF THE EUROFEAN FPARLIAMENT AND OF THE COUNCIL
of 14 December 2022

on meazures for a high common level of cybersecurity across the Union, amending Regulation (EUT)
No 9102014 and Directive (EUT} 2013/1972, and repealing Directive (EU) 2016/1148 (NIS 2
Directive)

Commission Implementing act of 17 October 2024 laying down rules
for the application of Directive (EU) 2022/2555 as regards technical and
methodological requirements of cybersecurity risk-management measures
and further specification of the cases in which an incident is considered to
be significant with regard to:

DNS service providers,

L & * *,
TLD name registries, * *
cloud computing service providers, Foe g™
data centre service providers, European
Commission

content delivery network providers,
managed service providers,
managed security service providers,
providers of online market places, of online search engines and of social networking services
platforms

trust service providers

>

f#:‘& CENTRE
b’ CYBERSECURITY

Law of 26 April 2024 establishing a framework for the cybersecurity of
networks and information systems of general interest for public security (N1S2
law)

Royal Decree of 9 June 2024 implementing the law of 26th April 2024
establishing a framework for the cybersecurity of networks and information
systems of general interest for public security (NIS2 Royal Decree).

CCB CyberFundamentals Framework
CCB recommendation — NIS2 Quickstart Guide

CCB Guide on NIS2 notification
CCB Guidance on CVD (to update)
FAQ
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®— Agenda W o

1.Scope

2. Sectoral authorities health

3. Cybersecurity measures (Cybersecurity frameworks/Risk Assessment)
4. Incident notification

5. Supervision

6. Timeline
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®— NIS2 made in Belgium & o

CCB recommendation : Quickstart Guide —implementing NIS2 in 7 steps
1. Am | affected by NIS2?
Register your NIS2 entity ASAP

Report significant incidents

Plan cybersecurity training

2
3
4. Determine your CyberFundamentals (CyFun®) level
5
6. Implement the security measures

7

Have your security reviewed

https://atwork.safeonweb.be/tools-resources/nis-2-quickstart-guide
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®— Entities concerned i

Annex 1 -
Sectors of High = * -

Critica |'|JEV HEALTH ENERGY TRANSPORT

- Providing a service (entity-type) mentionned in
Annex | or Annex Il + size (“size-cap”)

- Exceptions:

- other EU legislation applicable (Lex specialis) :
DORA Digital Operations Resilience Act
(Financial/Banking sectors) or specific exclusions
(public administrations active in public security)

- national identification (CER or NIS) — including for
public administrations of federated entities;

Annex 2 -
Other Critical
Sectors

- some entity-type for which the “size-cap” rule
doesn’t apply (providers of public electronic
communications networks, public administrations,
qualified trust service prowders top-level domain
name registries and DNS service providers).




SECTOR SUB-SECTOR and/or ENTITY TYPE LARGE MEDIUM SMALL & MICRO
ENTERPRISES ENTERPRISES ENTERPRISES
staff headcount of at least 250 FTEs, staff headcount of at least 50 FTEs,
or > € 50m annual turnover and or > € 10m annual turnover / annual
€ 43m annual balance sheet total balance sheet total

1. Energy Electricity Electricity undertakings; Distribution system operators; Transmission system operators; Producers; Nominated electricity market
operators; Market participants; Operators of a recharging point
: District heating & cooling | Operators of district heating or district cooling
=) Oil Operators of oil transmission pipelines; Operators of oil production, refining and treatment facilities, storage and transmission;
o — Central stockholding entities
—
Gas Supply undertakings; Distribution system operators; Transmission system operators; Storage system operators; LNG system
m operators; Natural gas undertakings; Operators of natural gas refining and treatment facilities
o Hydrogen Operators of hydrogen production, storage and transmission
» —
2. Transport Air Air carriers used for commercial purposes; Airport managing bodies, airports, and entities operating ancillary installations
» — contained within airports; Traffic management control operators providing air traffic control (ATC) services
o Rail Infrastructure managers; Railway undertakings
Water Inland, sea and coastal passenger and freight water transport companies; Managing bodies of ports and entities operating works Essential Only if identified*
: and equipment contained within ports; Operators of vessel traffic services (VTS)
Road Road authorities responsible for traffic management control, excluding public entities for which traffic management or the operation
m of intelligent transport systems is a non-essential part of their general activity; Operators of Intelligent Transport Systems
» —
: 3. Banking QHAHD Credit institutions [DORA Lex specialis]
[ } 4. Financial Market °sts ) | Operators of trading venues; Central counterparties [DORA Lex specialis]
Infrastructure ﬂﬂﬂﬂ
o 5. Health % Healthcare providers; EU reference laboratories; research and development activities of medicinal products; manufacturing of basic pharmaceutical products
and pharmaceutical preparations; manufacturing of medical devices considered to be critical during public health emergency
wl 6. Drinking Water <@ Suppliers and distributors of water intended for human consumption, only if essential part of their general activity
o 7. Waste Water Undertakings collecting, disposing of or treating urban waste water, domestic waste water or industrial waste water, only if essential part
whd of their general activity
o 8. Digital Infrastructure ™ Qualified trust service providers
m DNS service providers [excluding root name servers] Essential
w TLD name registries
L Providers of public electronic communication networks or electronic communication services available to the public Essential
— Non-qualified trust service providers
x Internet Exchange Point providers
m Cloud computing service providers
Essential . I
s Data centre service providers Only if identified
s Content delivery network providers
9. ICT-service ==\ | Managed (Security) Service Providers
< management
10. Public Administration Public administrations depending on the federal State Essential
(excluding judiciary, @
garlikaments, celntral Public administrations depending on the federated entities (only after identification following a risk-based assessment of the criticality of the services provided)
anks; national security,
public security, defence Emergency zones (including the Firefighting and emergency medical assistance service of the Brussels Capital Region)
or law enforcement).
11. Space Operators of ground-based infrastructure that support the provision of space-based services, excluding providers of public electronic communications networks Essential Only if identified*

()




Annex Il : other critical sectors

CYBERSECURITY
BELGIUM

%ri CENTRE FOR

SECTOR

SUB-SECTOR and/or ENTITY TYPE

1. Postal and courier
services

Postal service providers, including providers of courier services

2. Waste
Management

Only if principal economic activity

3. Chemicals

Manufacture of substances and distribution of substances or mixtures;
Production of articles from substances or mixtures

4. Food

Wholesale distribution and industrial production and processing

5. Manufacturing

(In vitro diagnostic) medical devices; computer, electronic, optical products;
electrical equipment; machinery and equipment n.e.c.; motor vehicles, trailers,
semi-trailers; other transport equipment (NACE C 26-30)

6. Digital providers

Online marketplaces

Online search engines

Social network service platforms

7. Research

® @ ®0)®®|®

Research organisations, excluding education institutions

LARGE ENTERPRISES

staff headcount of at least 250 FTEs,
or > € 50m annual turnover and
€ 43m annual balance sheet total

MEDIUM ENTERPRISES

staff headcount of at least 50 FTEs,
or > € 10m annual turnover /
annual balance sheet total

SMALL & MICRO ENTERPRISES

Only if identified*
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Sectoral authorities Health
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®— NIS2 Sectoral authorities health e

Pharma / Medical devices
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Registration tool
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Deadline March 18t 2025 (most entities)

Mandatory registration mechanism TP cnerscomn

BELGIUM

Deadline December 18t 2024 (some entities of the digital sectors)

Safeonweb™
@work

ﬁ CCB_TEST_ORGANIS
ATION_2

N® BCEOD00002

@ Home

== Services

O Organisation Information

El Contact informations

Cyber Threat Alerts

52,5 Network informations

Receive early warning of threats to your network

Activate Cyber Threat Alerts

9

Get alerted from potential threats and vulnerabilities on your
network to improve your organisation's protection and gain
confidence in the security of your network.

Cyber Threat Alerts vulnerability reports are sent by e-mail.
Reports are sent on a fixed schedule, once a day oronce a

week, depending on their nature.

Receiving no report does not mean that your network is free of
vulnerabilities, but that we have no information available.

Safeanweb@wark do?r \

beace more that nel - REPTESentatives of an organisation will be able to:
provide any operatid)  ®  access Safeonweb@work

https://atwork.safeonweb.be/register-my-organisation

* register contact details and network information
* register as a NIS entity
* indicate the sector of activity



https://atwork.safeonweb.be/register-my-organisation

®— Registration Platform

Safeonweb®™
@work

Organisation size

The staff headcount of your organisation

® <50FTE
D 50-249FTE
D >250FTE

The balance sheet of your organisation

O <10mil.€
O >10mil. € <43 mil. €
> 43 mil. €

The annual turnover of your organisation

D < 10mil. €
@® >10mil. € <50 mil €
O >50mil. €

-
578
%

" CYBERSECURITY
Organisation Sector(s) ®
Sector(s), subsector(s) and entity type(s) in which your organisation has activities (multiple choice):
Banking 1 A
Banking
Credit institutions ®

Financial Market Infrastructures

=» Single entry point for registration of NIS2 entities
=>» Scope test




Incident

notification
04

FR DE EM

CERT.be

The Federal Cyber Emergency Team

Overons  Een ent melden  Richtlijnen  Nieuws

| EEN INCIDENT MELDEN

een bedrijf

een overheidsdienst
een ziekenhuis

een (non-pr

een aanbiedel

verdacht vesdacht by

E-mail

Vacatures

W CENTRE FOR

Qther official information and services: www.belgium.be h

Contact

| Vul contactgegevens in als je ondersteuning nodig hebt.

Contactpersoon

Type incident *
O Weet niet
O pC/netwerk wordt gegijzeld door een ransomware
O PC/netwerk is gehackt
O PC/netwerk is besmet met een virus

CEO-fraude

Scam

O} DDOS aanval

O Ander (nl...)

Als je i wil bij een incident, gelieve dan hierboven het hokje ‘ondersteuning b

e e & e-mailadres in te vullen. Als j& en phishingte

It wil melden, stuur het besicht dan door naa

phishing

Page 15



https://notif.safeonweb.be/
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®— NIS2 Incident Notification W e

[ Avv National Crisis Center]
| National CSIRT |
Notification (CCB) I Information Sectoral

Always sharing Authorities

Significant
Incident*

Essential entities

Other BE NIS2

Affected Recipients | Sectors

Important entities

If concerned I

b o - CSIRT Network

Cross-
border
impact?

Update 1 Month
(upon request) Final report
Early Warning via written online e Information update e Detailed description of the
notification or phone (if needed): e Initial assessment of the incident, its severity and impact,
indicate if incident presumed to incident, its severity and impact, « Type of threat or root cause that
be caused by unlawful or as well as where available, the likely triggered the incident,
malicious action and/or if could indicators of compromise. « Applied and ongoing mitigation

have a cross-border impact
P * likely to adversely affect the provision of its NIS2 measures. 16 —®

services.


https://notif.safeonweb.be/

Significant incident on the services % Geamscinm
provided

“incident” means any event compromising the availability, authenticity, integrity or confidentiality of stored,
transmitted or processed data or of the related services offered by, or accessible via, network and information
systems;

An incident shall be considered significant if:

(a) the incident has caused or has the potential to cause severe substantial operational disruption or financial
losses for the entity concerned;

(b) the incident has affected or has the potential to affect other natural or legal persons by causing
considerable material or non-material losses.

%
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y(l)SOPERATION Guidance from the NIS CG & CCB
GROUP H

©  GUIDE SUR LES
NOTIFICATIONS NIS2

cmrcomeysites | by
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Incident Notification Tool P R

Vg" CYBERSECURITY

- Reference to Guide on Incident notification

- Link to CCB’s Notification: https://notif.safeonweb.be/

GUIDE SUR LES
NOTIFICATIONS NIS2



https://notif.safeonweb.be/

How to report a NIS2 incident ?

"““ CENTRE FOR
Gg;‘ CYBERSECURITY

BELGIUM

24/7 All 2/ of
— U'_' —— - notifications
situation/crisis .
\ , (Early warning,
r—Ll:g-LL‘—'—“‘-'Atn-:-n‘a—\ﬁ mnakificaadiAn gy |
Support needed ~More detailled
: Slgnﬁ;lcan; Eross- ] _ .
. Information }
sharing

Exceptional back-up notification channel:

Webform not available = call

19 —®
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®— CCB’s Incident Notification Tool L

Report an incident to the CCB
In which main sector(s) does the organisation operate?
Is this an incident report subject to the NIS2 law?
[ ] Banking Digital infrastructure
@ Yes -
|| Digital providers [ ] Drinking water
O No
) [ ] Energy [ ] Financial market infrastructures
{required *)
| am (required *)
MIS2 Entit v o
T Digital Infrastructure sub-sector
{required *)
Qualified trust service providers v
How is the organisation defined under the NIS2 law?
@ Essential {rsauied)
(O Important T o : o
What type of NIS2 incident notification are you submitting?
{required *)
() Voluntary Notification
In which main sector(s) does your organisation operate?
(@ 24h initial report
[] Public administration [] Research
() 72h/intermediate report
[] Space Transport
[] Waste management [ Wastewater () Final Report (30 days after initial report)
(required ) (required *)
What type of NIS2 incident notification are you submitting?
() Voluntary Notification R H -9
https://notif.safeonweb.be/ 20
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Supervision
05




®— Supervision of NIS2 entities

~

ssential Entities

/ Important \ /E
Ex-poEntibi&%ision:

after an incident or if
suspicion of
potential

Ex-post & ex-ante
supervision

\ A

L/

CENTRE FOR
CYBERSECURITY
BELGIUM

K infringements / k /

Supervisory measures:

* On-site and off-site inspections

* Ad hoc audits

* Security scans

* Requests for information and evidence

Mandatory regular
conformity assessment
under CyFun® or ISO
27001 or mandatory
inspection

Voluntary regular
conformity assessment
under CyFun® or ISO
27001

Regular Conformity Assessment

Certification/Verification: CyberFundamentals
by an authorised conformity assessment body (CAB)
(with the relevant scope)

CyFun®

Additional
sectoral
requirements

Certification: ISO 27001
by an authorised conformity assessment body (CAB)
(with the relevant scope and statement of
applicability)

Additional
sectoral
requirements

/TR
ISO
NS

Mandatory Inspection by the CCB

(with fees to be paid by the entity) Additional

sectoral
requirements

’4:‘ CENTRE FOR

(/> CYBERSECURITY
‘ BELGIUM
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CyFun®
Framework mapping

CYBER FUNDAMENTALS CyFun®
Selection tool
(Risk Assessment)
CyFun®
CyberFundamentals (CyberFundamentaIs Labels )| Self-Assessment tool
Conformity e e ™
Assessment BASIC IMPORTANT | ESSENTIAL | CyFun® BASIC
Scheme Verified Verifed SCies Policy templates
for CAB’s B i »
g y y

CyberFundamentals Toolbox is publicly available = www.cyfun.eu 23 —®




’4‘6 CENTRE FOR
@'% CYBERSECURITY
‘ BELGIUM @
NIS Team CCB Q; ;
nis@ccb.belgium.be Q

Centre for Cybersecurity Belgium
Under the authority of the Prime Minister

Rue de la Loi / Wetstraat 18 - 1000 Brussels

www.ccb.belgium.be
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