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Concentration Risk



Definitions

• Organizational Ris k 
• 4th Party Ris k

• Sectoral Ris k 

• Geographical Ris k

o ve r- re lia n c e  o n  a  lim ite d  n u m b e r o f s o u rc e s  fo r c rit ic a l o p e ra tio n s



Case Studies/Examples



Case Studies/Examples - Internal

• CrowdStrike

• Mirai Botnet – Dyn (DNS)

• DDoS

• Medical Devices



Case Studies/Examples - Sectoral

• Blood Supply

• Wes trock

• Sector Concentration

 PACs  – 5/ 61%

 Clinical Labs  – 2/ 90%

 PBS/ Switches  - 3



Case Studies - Geographic

• Hurricanes  Maria  and Helene

• COVID-19



Impacts



Threats Resulting from Concentration Risk

• Operational Res ilience

• Targeting



Industry Efforts



Mapping Efforts

• Organizational 

• Sectoral
 Identify
 Addres s
 Regional Collaboration



Thank you
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