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over-reliance on a limited numberofsources forcritical operations
* Organizational Risk - ‘

« 4% Party Risk
* Sectoral Risk
* Geographical Risk
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Case Studies/Examples - Internal
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Case Studies/Examples - Sectoral

Russian Ransomware Gangs Distupt Patient
Care - AHA & Health-ISAC Joint Threat Bulletin
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Case Studies - Geographic

Hurricanes Maria and Helene

COV

-19

Live:Election2024  Harris CNN town hall Grizzly 399 death Tropical Storm Dana

HEALTH

Hospitals’ IV fluid shortage may impact
surgeries for weeks
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Threats Resulting from Concentration Risk

Operational Resilience

Targeting

i i Reuters

World v US Election Business v Markets v Sustainability v Legal v Breakingviews v  Technology Vv

World

Russia’s suspected sabotage campaign
steps up in Europe

By Peter Apps
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Hobby Exercise 2024 After Action Report

Mapping Efforts

Sector Challenges

In addition to the key recommendations noted above, the following three sector challenges

warranted additional summarization and may be areas ripe for follow-on exploration.

Concentration Risk

¢ OI'g dNniza th na 1 Inspired by several recent incidents, the topic of concentration risk was one area this year's

exercise scenario was developed to explore.
In our context, concentration risk refers to two issues that can be described as follows:
e Sectoral

Organizational concentration risk occurs when an entity has an over-reliance on a single IT
> Id o ntlf vendpr for all or many of its technology solutions (e.g., operating systems, office productivity,

y email, chat, conference, web browser, cloud, security, or identity capabilities). In this instance
an organization's lack of a diversified IT environment creates a risk that a flaw or compromise:

ffecti i i ; L
> Ad dr ess aftecting the dominant IT provider, or one of Its systems, may lead to a larger incident within

the organization. A more diversified IT environm iffi
"ganizati ent may be more d intai
may limit the “eggs in one basket” risk. ' et t eian, bu

» Regional Collaboration
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In this Instance, a
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