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ENISA CYBER CRISES
CONTRIBUTION

Support Preparation and Response
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EU CYBER CRISIS RESPONSE
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Boosting your Organisation’s Cyber Resilience
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Commission * % Based on the continuously increasing threat level ENISA, The EU Agency for Cybersecurity, and

* ¥ CERT-EU, the CERT of all the EU institutions, bodies and agencies, strongly encourage all public
and private sector organisations in the EU to apply, at a minimum, the cybersecurity best

practices hereunder.

c U - . ENISA and CERT-EU remain confident that, by applying this set of recommendations in a
s ERT-E = EUR—POL EC3 y applying

e B European Cybercrime . . . . . . .
r Centre consistent, systematic manner, organisations in the EU will be able to substantially improve

their cybersecurity posture and enhance their overall attack resilience.
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OBSERVED THREATS AND

INCIDENTS TO EU
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KEY OBSERVATIONS

=  Wipers were used against UA targets with very limited spill-over effects.

= Viasat incident had the biggest spill-over effect with several ten thousand dysfunctional satellite
terminals across multiple industry sectors emanating from the initial attack.

= Phishing/Spear-phishing continues from various threat actors picking war related themes of
interest to target groups.

= Hacker groups like hacktivists, cyber partisans, and ransomware operators joined the conflict by
taking sides and continue to conduct cyber operations against organisations of interest.

= Disinformation and information manipulation operations continue in support of RU actions.
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ENISA THREAT LANDSCAPE

2021

Malware

Cryptojacking Disinformation
Threats Misinformation
against data
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threat LANDSCAPE

Non-malicious
threats

Email related .
threats €

Ransomware Threats against
availability &

integrity

https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends
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THANK YOU FOR YOUR
ATTENTION
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