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Progress of SIP project
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SCOPE

Background and Scope 
Japanese Cabinet approved the "Integrated Innovation Strategy 2020“.
The pilot project between Japan and Europe has been decided to be launched for the 

establishment of mutual recognition of trust services in that strategy

■PROJECT TASKs

1. Confirmation of the equivalence of technical standards
2. Test implementations of Japan Trusted list
3. The validation of digital signatures in Japan and Europe using the Trusted List
4. Technical demonstration of interoperability between Japan and Europe trust services

(1) Extent of CSC* API standard to enable certificate 
issuing from multiple CAs (key management API 
which is conforming to ETSI 119 431-1) and 
validation.
* CSC：Cloud signature Consortium

(2) demonstration of  the interoperability for Japan-
EU trust services by  using a remote signature 
system that implements this API .

Note: Bridge model is adopted in Japan currently 
and used for validation of domestic Trust services.
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The project  started on last October as 3rd year project with major Japanese TSPs .
the actual demonstration will run in 2022 with EU cooperation. 
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EU TSP
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GLEIF PoC, Demonstration for cross-validation of e-Seal
⚫ PoC in 2021:

The cross-validation of eSeal with contain LEI was Demonstrated in 2021 with GLEIF. To 
validate Japanese TSP, the PoC version of JP TL and EU LOTL which has links to JP TL 
were prepared. Both the EU side and Japan’s side successfully could validate eSeal each 
other.
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Scheme information will be  Tentative.
URI will be a test site. 

QcStatement will be  Tentative.

Digital signature of Scheme operator will be  Tentative. 

Japan Trusted List（test implementation only for PoC）

TSP and TS are real. 
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International Cross-reference of trust anchors
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TL: Trusted List
LOTL: List of Trusted List
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TS: Trust Service

In the SIP project, Both the test version of the Japanese Trusted List and EU LOTL have 
been developed. the Test version of JP TL and EU LOTL includes reference points for each 
other to enable interconnection between trust anchors.

Verification of JP QeSig in EU

JP TL can be used independently to 
validate Japanese QeSig domestically.
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⚫ PoC in 2022:
The SIP project has a plan to demonstrate the interoperability of QeSig and QeSeal by using a Remote 

signature system between EU TSP and JP TSP in 2022. The project needs EU TSP volunteers to perform 
the following two parts.  

A） Interoperability between RSSP and Signature Creation Application（SCA)
B） Interoperability between RSSP and CA



SCA RSSP CA

A) -1 SECOM SECOM EU TSP

A) -2 EU-TSP SECOM EU TSP

B) -1 SECOM EU TSP EU TSP

B) -2 EU TSP SECOM SECOM

PoC 2022:Interoperability of trust service 
We assume each TSP will have the following role in each demonstration.
We are very appreciative if EU TSP joins in this PoC. 

A） Interoperability between RSSP and CA
B） Interoperability between RSSP and Signature Creation Application（SCA)

First priority

We would like to do at
least one of them. 



Schedule

Tasks Subject

2022 2023

Oct. Nov. Dec. Jan. Feb. Mar.

Decision of participation EU TSP

A Share the detail of the Credential management API
SECOM/
EU TSP

Preparation of the CA(RA) software with new API   EU TSP

Preparation of the RSSP system for EU CA SECOM

Actual demonstration
SECOM/
EU TSP

Reporting SECOM

B Preparation of the SCA software with CSC API
SECOM/
EU TSP

Preparation of the RSSP software with CSC API
SECOM/
EU TSP

Actual demonstration
SECOM/
EU TSP

Reporting SECOM



Thank You 

This work was supported by Council for Science, Technology and Innovation, “Cross-ministerial
Strategic Innovation Promotion Program (SIP), Big-data and AI-enabled Cyberspace Technologies”.
(funding agency: NEDO(New Energy and Industrial Technology Development Organization))
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Japanese Trust framework

- Introducing report from SWG for Trust Assured DX -
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Introducing report from SWG for Trust 
Assured DX
• The Sub-working Group for Trust-Assured Digital Transformation (DX)

• Established under the Data Strategy Promotion Working Group on October 2021.

• Total 11 sessions by July 2022
• Identifying needs and challenges

• Discussion of Trust service based on surveys

• Required Actions

• Report of the Sub-working Group for Trust-Assured Digital Transformation
https://www.digital.go.jp/assets/contents/node/basic_page/field_ref_reso
urces/0f321c23-517f-439e-9076-
5804f0a24b59/3b9ab650/20220729_meeting_trust_dx_report_en_01.pdf
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Identifying needs and challenges

• Needs of Trust services are identified in the below industry/fields
• government, finance/insurance, telecommunications, real estate, 

medicine/welfare, and transportation/postal services.

• Challenges identified
• Difficulty of service selection

• Lack of recognition

• Difficulty of aligning actions between companies

• Limited Digitalization in G to C, G to B.
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Surveys on the needs

Figure 3 from Report of the Sub-working Group for Trust-Assured Digital Transformation, Digital Agency 16



Challenges identified

Figure 6 from Report of the Sub-working Group for Trust-Assured Digital Transformation, Digital Agency 17



Digitalization in administrative process

Figure 7 from Report of the Sub-working Group for Trust-Assured Digital Transformation, Digital Agency 18



Discussion of Trust Service

• Assurance level for Trust
• Smooth service selection

• Promotion of the utilization of trust services in administrative procedures
• Review of “regulations requiring face2face meetings and paper documentation”

• Trust services is effective for “Digital Completion”

• Promotion in private sector
• Trust service policies discussed by Multi Stakeholder Model

• Trust Policy
• basic ideas for the framework assuring trust

• Key principles of the policy were agreed
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Assurance level for Trust
• Organization of IAL and AAL

• Mapping use cases in Japan to assurance levels (eIDAS, NIST SP800-63-3 and 
NZ government standards)

Figure 9 from Report of the Sub-working Group for Trust-Assured Digital Transformation, Digital Agency 20



Assurance level for Trust

Figure 10 from Report of the Sub-working Group for Trust-Assured Digital Transformation, Digital Agency 21



Assurance level for Trust 

Factors relating to Assurance level for Trust are discussed.

• Role of the State
• Developing standards

• Referencing international standards by provisions

• Legislation
• Legal value of Trust services are “Presumption” and presumed fact may be denied by contrary evidence. 100% guarantee is not sought.
• Common law vs Civil law, w/wo QSCD

• Technical specifications(standards) 
• To be same level with ETSI, CEN works, a massive amount of work required…

• some ingenuity needed

• Relation with assurance level for Digital Identity
• No dependency between IAL and Trust Service Assurance Level 

• Audit requirements
• Point in time audit + Operational Transparency (such as AI based monitoring) 
• Audit/Certification vs Assurance Level

• UX
• The universality of electronic documents shall not be denied only for the reason that they are in an electronic format (no 

exception should be allowed)
• Trust service should indicate its assurance level somehow 
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Promotion of Trust services

Public Sector

• Digital Completion
• The government will play a central role in discussing the technology standards 

and utilization policies of trust services used in official certificates and will 
provide input aiming for June 2025 

Private Sector

• Followings will be discussed by MSM
• Technical specification for Remote signature and eSeal

• Hearing of opinions regarding trust services in which public institutions are 
involved
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Multi Stakeholder Model

Figure 13 from Report of the Sub-working Group for Trust-Assured Digital Transformation, Digital Agency 24



Key Principles of Trust Policy

Figure 14 from Report of the Sub-working Group for Trust-Assured Digital Transformation, Digital Agency 25



Action Required

• The government takes the lead in promoting the use of trust services 
in digital completion.

• Operation of MSM

• Trust framework for eSeal
• Guidelines Pertaining to Electronic Seals announced by MIC

• Technical specifications and conformity assessment framework will be 
discussed

• Promote internationally harmonized rule-making 
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Plan

Figure 15 from Report of the Sub-working Group for Trust-Assured Digital Transformation, Digital Agency 27



Thank you

• If you have questions, please contact s.Hamaguchi@cosmos-
corp.com.
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