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Progress of SIP project



Background and Scope

Japanese Cabinet approved the "Integrated Innovation Strategy 2020".
The pilot project between Japan and Europe has been decided to be launched for the
establishment of mutual recognition of trust services in that strategy

B PROJECT TASKs

Confirmation of the equivalence of technical standards

Test implementations of Japan Trusted list

. The validation of digital signatures in Japan and Europe using the Trusted List

. Technical demonstration of interoperability between Japan and Europe trust services
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JP-EU pilot project for interoperability of electronic signature

The project started on last October as 3rd year project with major Japanese TSPs .
the actual demonstration will run in 2022 with EU cooperation.
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SIP Trust Team Framework
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GLEIF PoC, Demonstration for cross-validation of e-Seal

® PoCin 2021:
The cross-validation of eSeal with contain LEI was Demonstrated in 2021 with GLEIF. To
validate Japanese TSP, the PoC version of JP TL and EU LOTL which has links to JP TL
were prepared. Both the EU side and Japan’s side successfully could validate eSeal each

other.
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Japan Trusted List (test implementation only for PoC)

Scheme information will be Tentative.

Digital signature of Scheme operator will be
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International Cross-reference of trust anchors

In the SIP project, Both the test version of the Japanese Trusted List and EU LOTL have
been developed. the Test version of JP TL and EU LOTL includes reference points for each
other to enable interconnection between trust anchors.
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PoC 2022:Interoperability of trust service
® PoCin 2022:

The SIP project has a plan to demonstrate the interoperability of QeSig and QeSeal by using a Remote
signature system between EU TSP and JP TSP in 2022. The project needs EU TSP volunteers to perform

the following two parts.
A) Interoperability between RSSP and Signature Creation Application (SCA)

B) Interoperability between RSSP and CA
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PoC 2022:Interoperability of trust service

We assume each TSP will have the following role in each demonstration.
We are very appreciative if EU TSP joins in this PoC.
A) Interoperability between RSSP and CA
B) Interoperability between RSSP and Signature Creation Application (SCA)

| ScA RSP A

First priority ~ A) -1 SECOM SECOM EU TSP
A) -2 EU-TSP SECOM EU TSP )
B)-1 SECOM EU TSP EU TSP
B) -2 EU TSP SECOM SECOM

We would like to do at
least one of them.



Schedule

Decision of participation EU TSP
. . SECOM/
A Share the detail of the Credential management API EU TSP G
Preparation of the CA(RA) software with new API EU TSP —
Preparation of the RSSP system for EU CA SECOM —
. SECOM/
Actual demonstration EU TSP Gl
Reporting SECOM G
B Preparation of the SCA software with CSC API SE'EJC%"P/ —
Preparation of the RSSP software with CSC API s;f?;dp/ —
. SECOM/
Actual demonstration EU TSP D e

Reporting SECOM D



Thank You

This work was supported by Council for Science, Technology and Innovation, “Cross-ministerial

Strategic Innovation Promotion Program (SIP), Big-data and Al-enabled Cyberspace Technologies” .
(funding agency: NEDO(New Energy and Industrial Technology Development Organization))



Japanese Trust framework

- Introducing report from SWG for Trust Assured DX -



Introducing report from SWG for Trust
Assured DX

* The Sub-working Group for Trust-Assured Digital Transformation (DX)
* Established under the Data Strategy Promotion Working Group on October 2021.
* Total 11 sessions by July 2022

 |dentifying needs and challenges
* Discussion of Trust service based on surveys
* Required Actions

e Report of the Sub-working Group for Trust-Assured Digital Transformation
https://www.digital.go.jp/assets/contents/node/basic page/field ref reso
urces/0f321c23-517f-439e-9076-
5804f0a24b59/3b9ab650/20220729 meeting trust dx report en 01.pdf
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https://www.digital.go.jp/assets/contents/node/basic_page/field_ref_resources/0f321c23-517f-439e-9076-5804f0a24b59/3b9ab650/20220729_meeting_trust_dx_report_en_01.pdf

|[dentifying needs and challenges

* Needs of Trust services are identified in the below industry/fields

« government, finance/insurance, telecommunications, real estate,
medicine/welfare, and transportation/postal services.

* Challenges identified
 Difficulty of service selection
* Lack of recognition
* Difficulty of aligning actions between companies
* Limited Digitalization in G to C, G to B.



Surveys on the needs

Major industries/fields with many related people in which trust has been introduced in advance
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Source: Individual/company questionnaire surveys

Figure 3 from Report of the Sub-working Group for Trust-Assured Digital Transformation, Digital Agency



Challenges identified

Interest in policies to promote trust services
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Source: BCG analysis from company questionnaire surveys

Figure 6 from Report of the Sub-working Group for Trust-Assured Digital Transformation, Digital Agency



Digitalization in administrative process

While digitization is making progress in applications, etc. from thefrivate sector to the
government (approx. 70%), progress is limited (approx. less than 20%) in other areas
which consist primarily of disciplinary notification/delivery, etc. from the government to
the private sector

Delays in the online systematization of disciplinary notification/delivery, etc. from the government to the private sector

B Already online Scheduled to be online """ Undecided [l Excluded from application M Unknown/unanswered

1,441

Applications, etc. 13,745 7,284 33,846 41% : 22% )
|
Disciplinary notification, etc. 668 489 5% |
based on application, etc. 7,150 gpR] 9,563 75% :
798 T4 '
Disciplinary notification, etc. ~* 8,620 10,581 81% :
not based on application, etc. KE 49 |
: |
i ST7 83%
Delivery, etc. ﬁ 1.306 {
i
Inspection, etc. '838 ,341 79% ‘
' |
Creation, save, etc. %47 79% |
4645 615 :
Unknown/unanswered 514 99% |
p I
7 2,806

Figure 7 from Report of the Sub-working Group for Trust-Assured Digital Transformation, Digital Agency



Discussion of Trust Service

e Assurance level for Trust
e Smooth service selection

* Promotion of the utilization of trust services in administrative procedures

* Review of “regulations requiring face2face meetings and paper documentation”
* Trust services is effective for “Digital Completion”

* Promotion in private sector
* Trust service policies discussed by Multi Stakeholder Model

* Trust Policy
* basic ideas for the framework assuring trust
» Key principles of the policy were agreed



Assurance level for Trust

* Organization of IAL and AAL

* Mapping use cases in Japan to assurance levels (eIDAS, NIST SP800-63-3 and
NZ government standards)

Identity verification

IAL Identifier method Use case
Item that can be Verified face-to- Face-to-face application using an Individual Number
electronically identified face Card
itggct)i?gt?oﬁ trustworthy Non-face-to-face  Digital signature using an Individual Number Card

Verified face-to-
face by a qualified

IAL-3  |ltem that is assured person
by Fhe i Aridoan Face-to-face Online matching of an individual's identification card
be identified ?&Vca;l)ent online  photo and a real time image of the person

Verify face-to-face

Item that is assured by the Open a bank account online -> identity verification

(i issuer and can be identified fg&ggg“gﬁ at card pickup
temthatcanbe . Verified without N y
electronically iaentiiie face-to-face Open an account online using an Individual Number
through a trustworthy Contact Card reader
IAL-2 institution
Item that is guaranteed by  Verified without ) ) ) ) . ;
the issuer and can be face-to-face Online EC site member registration using identity
identified contact verification documents (image upload, etc.)
Can be self-asserted with identity Confirm notification at an email address during
|AL-1 \r/]grilfc?ggttil(t)yn verification service registration

Figure 9 from Report of the Sub-working Group for Trust-Assured Digital Transformation, Digital Agency



Assurance level for Trust

Authentication process Use case
In addition to AAL2, the use of a Mynaportal: log in via user authentication using an electronic
certified hardware-based certificate for verifying the user of an Individual Number Card

- AAL-3 - authenticator with resistance to e-Tax: Declaration through the use of an IC card based remote
impersonation is essential. signature

Business banking: remittance of large sums of money by two factor
The use of multifactor

authentication and certified e-Tax: Declaration through the use of a Smart-ID based remote signature
encryption methods is essential. Internet broker: change the transfer destination bank using one-time
The use of an authenticator with password authentication based on a certified encryption method using
resistance to impersonation is the user name, password, and software token

AAL-2 recommended.

Internet broker: log in via user name and password
Business chat service: send a link to an AAL-1 email address and

AAL-1  Single factor authentication user authentication based on followingthat link

AAL-O No authentication E-commerce: maintain a new customer cart through a new cookie

Figure 10 from Report of the Sub-working Group for Trust-Assured Digital Transformation, Digital Agency 2



Assurance level for Trust

Factors relating to Assurance level for Trust are discussed.

* Role of the State

* Developing standards
* Referencing international standards by provisions

* Legislation
* Legal value of Trust services are “Presumption” and presumed fact may be denied by contrary evidence. 100% guarantee is not sought.
*  Common law vs Civil law, w/wo QSCD

Technical specifications(standards)

* To be same level with ETSI, CEN works, a massive amount of work required...
* some ingenuity needed

Relation with assurance level for Digital Identity
* No dependency between IAL and Trust Service Assurance Level

Audit requirements
* Pointin time audit + Operational Transparency (such as Al based monitoring)
e Audit/Certification vs Assurance Level

* UX

* The universality of electronic documents shall not be denied only for the reason that they are in an electronic format (no
exception should be allowed)

* Trust service should indicate its assurance level somehow



Promotion of Trust services

Public Sector

* Digital Completion

* The government will play a central role in discussing the technology standards
and utilization policies of trust services used in official certificates and will

provide input aiming for June 2025

Private Sector

* Followings will be discussed by MSM
* Technical specification for Remote signature and eSeal

* Hearing of opinions regarding trust services in which public institutions are
involved



Multi Stakeholder Model

Overview: summarize suggestions based on

institutional jurisdiction, and trust service

Regulator

C It Overview: After
opinions from other communities onsu g(’)%%’i‘t'i’a'gg tg‘:nfﬂw?t?‘
Members: ministries and agencies with system the MSM while also
jurisdiction, ministries and agencies with Propose receiving suggestionsand

applying them to policy

vendors Members: related

Trade Union

Overview: input opinions regarding trust
service utilization from a laborer perspective

service utilization from a business perspective

Members: Internet related businesses, etc.

. : Members: labor unions
Business that use trust services
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Figure 13 from Report of the Sub-working Group for Trust-Assured Digital Transformation, Digital Agency

ministries and agencies

Output

* Guidelines
pertaining to
private sector
online transactions
and procedures

* Guidelines, etc.
based on needs
from the private
sector
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Key Principles of Trust Policy

Layer 7 Create new
value

Basic principles for the formation of a digital society: (1) Open and transparent, (2) Fair and ethical, (3) Safe and secure, (4)
Continuous, stable, and robust, (5) Solve social issues, (6) Rapid and flexible, (7) Inclusive and diverse, (8) Widespread, (9)
Create new value, (10) Advance, international contribution)

Digital principles

Layer 6 Operational
reforms,
BPR/organiz
ation

Princirle (1)
Di%ita completion and
automation principal

Layer 5 Rules

Principle (2) o
Agile governance principal
(agile and flexible governance)

Principle (3)
Public-private partnership
principal

(G to B to C model)

Layer 3 Collaboration
platform

Principle (4)
Interoperability ensurance
principal

Layer 2 Data

Principle (5)

Layer 1 Infrastructure

Common foundation usage
principle

Key Principles of trust policy

Ensure the
vaIidity(StabiIitY) to contribute to digital completion
Ensure the imple

of procedure(Consistency)

Develop the minimum legal infrastructure and respond through:

interpretation and operation(Agility)
Ensure technical agility(Flexibglli

) :
Thoroughly implement EBPM tgased on data(Transparency)to:

ensure trust as well as agile and continuous revisions

Ensure trust services that are easy to use from a user

perspective(User-friendliness)

Suggest a vision and ensure incentive design for users and
roviders to promote public-private partnerships(Set a vision)
ntroduce competitive market principle, and ensure a perspective

that respects and utilizes private sector

ingenuity(Competitiveness)

Ensure international coordination in anticipation of international
standards institutions discussions and various overseas systemic
trends and state of use(Interoperability)

Include ensuring trust through new technologies associated with
technology innovation(Technical neutrality)

Prepare a common foundation through public-private partnerships

long-term validity of trust services and social§

mentation of trust services tailored to the category

25



Action Required

* The government takes the lead in promoting the use of trust services
in digital completion.

e Operation of MSM

e Trust framework for eSeal

* Guidelines Pertaining to Electronic Seals announced by MIC

* Technical specifications and conformity assessment framework will be
discussed

* Promote internationally harmonized rule-making



Plan

Period Details to be studied Study approach

» Promote the utilization of trust services for “digital completion”
-ldentity verification guidelines within administrative procedures
+ Authenticity guidelines within administrative procedures (tentative name)

(Trust service technology standards and utilization policies used in official Discuss at the Digital
certificates) Agency based on the
opinions of diverse
Short= . pK] (study the next Identification Number Card) stakeholders

term * Trust services operated in which public institutions are involved

* Explore the issues in private sector online

transactions and procedures Q Digital Agency to

* Address remote signatures and electronic seals, etc. based on provide a place for
the Act on Electronic Signatures and Certification Business and discussion
Explore updating of technology standards

* Explore DIW, etc. with international interoperability

Mediu Organize trust legal framework considering existing legal Start by gathering
m to systems and international trends information and
long- . Organize video and image data from drones and infrared research and study
term sensors, instruments, time and other needs and issues

pertaining to trust

Figure 15 from Report of the Sub-working Group for Trust-Assured Digital Transformation, Digital Agency
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Thank you

* If you have questions, please contact s.Hamaguchi@cosmos-

corp.com.
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