
Dr. Apostolos Malatras, Knowledge & Information Team (KIT) 

INCIDENT REPORTING IN TRUST 
SERVICES AND EID

27 10 2022



2

SCOPE – EIDAS ART. 19

• ENISA supports Art. 19 incident reporting since 2016
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SCOPE – EIDAS ART. 10

• eID Cooperation Network has tasked ENISA to support 
incident reporting under Art. 10

• Process to begin as of 2023
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INCIDENT REPORTING PROCESS
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TYPES OF INCIDENTS
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ART. 19 OVER THE YEARS
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ART. 19 OVER THE YEARS
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• More detailed root cause analysis
• Multi-annual impact on services and severity of impact
• Report already validated by Art. 19 Group
• Art. 10 will join in from 2023

• General findings
• Increase in notified incidents by around 18%

• Incidents with a large impact has increased: quadruple increase.

• Ratio of qualified trust services over non-qualified remains high.

• First reporting of a threat/vulnerability.

• Root causes for malicious actions consistent with ETL 2021.

ANNUAL INCIDENT REPORT – ART. 19
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CYBERSECURITY INCIDENT 
REPORTING AND ANALYSIS SYSTEM

https://ciras.enisa.europa.eu/
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CIRAS TOOL
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CIRAS TOOL
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THE WAY FORWARD – NISD 2.0
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