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ENISA Trust Services Forum – October 27 – Berlin

Trust Services / Digital Identities Landscape

New threats and challenges

Jörg Lenz Paolo Campegiani
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Topics covered in this session 

• First some good news

• Landscapes of Providers for Qualified Trust Services, Remote Identification 

and Digital Identity 

• Adoption of eIDAS instruments in public sector: Facing the hurdles 

• Legal, technological and economic influences

• UK-EU: Mutual recognition of Trust Services endangered 

• Adoption of eIDAS instruments in private sector – and the interests of 

stakeholders 

#TSF2022
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Some good news first for QTSPs 

There are many opportunities for Qualified Trust Services Providers

Together with corresponding orchestration systems – orchestrating processes for identification and/or signing 

and/or document handling QTSPs are able to deal with complex legal and regulatory requirements and hence 

having increasing strategic relevance – also sometimes considered as being part of the critical infrastructure (as 

seen in peak pandemic times)  

Increased strategic relevance of trust service providers and identity orchestration platforms 

Identity-related functions are becoming increasingly important or are required such as strong user 

authentication, identity proofing, digital identity wallet integrations, or use of digital certificates issued by a 

trusted entity

Basic Electronic Signature is increasingly offered as core functionality in content services platforms or feature in 

other purpose-built software, even browsers (e. g. Mozilla Build 106) … However, awareness is raising that basic 

e-signatures often come with a lack in evidence hand have more a “decorative” character. 

Now, let’s face the challenges… 
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Qualified Trust Service Provider Landscape  

222 active Qualified Trust Service Providers 
(QTSPs) in 29 countries - operating with 
different backgrounds

• Ownership: state owned vs. privately 
owned  

• Technology: Increasing number of QTSPs 
operating based on PKI as a service 

• Business Cultures: e .g. Nordics / Baltics 
different to Mediterranean

• Level of Trust in Government and its ability 
to digitize 

Spain, France and Italy have 42% of the active 
QTSPs due to an active role of their respective 
Public Admins to foster digitization & usage of 
digital certificates for the delivery of citizen 
services (subsequent familiarity of the private 
sector with these digital solutions)

20

27

47

https://esignature.ec.europa.eu/efda/tl-browser/#/screen/statistics

Screenshots taken October 21, 2022

https://esignature.ec.europa.eu/efda/tl-browser/#/screen/statistics
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* Source: Namirial Research and European Commission - eID User Community: Overview of (pre-)notified eID schemes ( i. e. those that can be used across national borders thanks to their integration with the eIDAS network )   http://bit.ly/eIDSchemes-eIDAS

Landscape Remote ID Proofing & Digital Identity

Last update: October 24, 2022 © Joerg Lenz Namirial ; Information provided without guarantee for accuracy and completeness of data displayed; For clarity reasons organizations are only listed in their home / main country  
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Digital Identity Adoption

Source of data in image: Digital Innovation Observatories of the School of Management of Polytechnic 

University Milano –Working Group Digital Identity –Results presented in Workshop November 19, 2021

% of Population owning a Digital Identity

74%

Norway | BANKID

79%

2020 2021

79%

The Netherlands | DIGID

95%

22%

Belgium | ITSME

46%

28%

France | FRANCE CONNECT

45%

17%

Portugal | CHAVE MÓVEL DIGITAL

19%

78%

Sweden | BANKID

83%

22%

Italy | SPID

43%

7%

Czech Republic | MOJEID

7%

7%

Switzerland | SWISSID

23%

18%

Austria | HANDY-SIGNATUR

22%
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Facing the competition: Winning Hearts and Minds because of UX?

twitter.com/Google/status/1524453491963568131?s=20&t=sp-11bE7G-BGk7Bj4jQwVAapple.com/newsroom/2022/03/apple-launches-the-first-drivers-license-and-state-id-in-wallet-with-arizona/

https://twitter.com/Google/status/1524453491963568131?s=20&t=sp-11bE7G-BGk7Bj4jQwVA
https://www.apple.com/newsroom/2022/03/apple-launches-the-first-drivers-license-and-state-id-in-wallet-with-arizona/
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Self Sovereign Identity & eIDAS 2.0

A chicken, egg … and grassland problem

To exchange attributes there need to be at least three parties: 

1. User equipped with a wallet (e. g. new employee)

2. Attribute source (e. g. university certifying a degree) 

3. Consumer of attributes (e. g. employer)

Essential keys to SSI success 

• Usability: Users need to understand - in simple and effective manner which objective which attributes they 

are providing to whom

• Real Interoperability: To be automatically processed by a computer system from relaying parties,  

automatic management of attributes is requiring their description following some ontologies (or other 

semantic-level approaches)

eIDAS 2.0 Compliance

What it exactly is has to be defined in – a lot of – standards, often intertwined together

Having them perfected will take some time (as it took time for eIDAS 1.0)
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Public Sector & eIDAS adoption: German Patchwork 

Distributed responsibilities plus hesitant, slow decision making

= Many smaller silo measures causing resulting in various hen and egg problems

Online Access and Digital Administration Act 

(Ministry of the Interior)

Register modernization 

Citizen ID

Bridging solutions

Interministerial laboratory format

(“Digitallabor”)

…. 

eID on National Identity Card 

(launched 2010, Ministry of the Interior)  

Smart eID 

(enacted 2021, launch pending)  

EU Regulation eIDAS 

(Revision triggered 2021 followed by Ministry 

of Economics and Climate)

eID Showcase projects 

(Ministry of Economics and Climate)

eID Pilot project

(Chancellery) 
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Public Sector & eIDAS adoption: The German Struggle  

Adoption is highly depending on ambition and ability of government to execute, enabling and motivating 

public administration to digitize their processes. 

Some issues of one of the laggards in eIDAS trust services adoption – Germany:  

• Scattered responsibilities among departments on various levels (federal, state, municipalities) with little 

successful orchestration so far. Results of Online Access Act way behind initial plan

• Lack of uptake on instruments in public administration – e. g. electronic seal  

• Lack of change management orchestration: E. g. eID Missing evangelization of initial touch point of 

citizens: Employees in citizen bureaus often have no idea what can be done using

• Digital Strategy not ambitious enough: No goals on actual usage - just availability of technology 

• Missing so far for electronic identity: interdepartmental and action-driven strategy

• National overregulation keeps sending “anti-digitization” signals* – e. g.  recent transposition of EU 

Directive 2019/1152 on transparent and reliable working conditions into Act on Evidence of Working 

Conditions (Nachweisgesetz): Continued exclusion of electronic form in Art. 2 (1) s. 3 continues to block 

usage of QES 

• Start of promised digital checks on new laws delayed into 2023

* Corresponding reading: linkedin.com/pulse/almost-one-month-down-road-germanys-anti-digital-law-place-joerg-lenz/

https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32019L1152
https://www.gesetze-im-internet.de/nachwg/
https://www.linkedin.com/pulse/almost-one-month-down-road-germanys-anti-digital-law-place-joerg-lenz/
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Public Sector & eIDAS adoption: German Anti-Digital Law

Sources of the screenshots: Click on image in PDF to access the links 

International echo on Act on Evidence of Working Conditions August 2022: 

Lots and lots of extra work for trust service providers explaining it’s still possible to e-sign employment 

contracts – when using a side letter explain some working conditions regulated in NachweisG

https://www.linkedin.com/posts/sarah-al-hussaini_talent-employment-germany-activity-6951104320012480512-DuzG
https://twitter.com/mparts_/status/1545361203094081542?s=20&t=TozTIUoL8O4b0_c__9sJOw
https://www.washingtonpost.com/business/germanys-anti-digital-law-is-a-case-study-in-stunting-progress/2022/08/03/f4e5b174-12e9-11ed-8482-06c1c84ce8f2_story.html
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Member states are „allowed“ to add complexity 

EU Regulation 910/2014 Art. 2 (3)

"This Regulation shall be without prejudice to national law or Union law 

concerning the conclusion and validity of contracts or other legal or 

procedural formalities.“

Result: EU Member states “may” choose to make it more complicated 

than others in the EU and some gladly are doing so – Germany being 

one of them 

https://eur-lex.europa.eu/legal-content/DE/ALL/?uri=CELEX%3A32014R0910
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Members States are also „allowed“ to make eIDAS really work 

linkedin.com/posts/agenzia-italia-digitale_spid-activity-6977624762294394880-ebT4

https://www.linkedin.com/posts/agenzia-italia-digitale_spid-activity-6977624762294394880-ebT4
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Mutual recognition of Trust Services endangered 

How the United Kingdom 

intends to deal with trust 

services after Brexit: UK Data 

Protection and Digital 

Information Bill - July 18, 2022

Options for the Secretary of 

State to remove recognition of 

EU Standards - see p. 103

https://publications.parliament.uk/pa/bills/cbill/58-03/0143/220143.pdf


Click to edit Master title style

• Click to edit Master text styles
• Second level

• Third level

• Fourth level

• Fifth level

Click to edit Master title style

• Click to edit Master text styles
• Second level

• Third level

• Fourth level

• Fifth level

© Namirial – All rights reserved 15

Private sector & eIDAS adoption

Focus interest on Operational excellence (OPEX) User / customer experience (UX / CX)

Project 

stakeholders 

(Examples) 

Teams in … 

• Compliance and Risk Management 

• Contract / subscription management

Teams in…

• Sales & Marketing

• Customer success and loyalty

Compliance meeting Simplicity

Frequent temptation for private sector to focus rather on cost savings, conversion etc. than compliance

Secret sauce 
for successful 
projects

Accelerate

closures

Reduce

Process Costs

Delight

customers

Compliant

processes

Digitization goals (examples) 
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eIDAS 2.0: In need of clarification 

Current sticking points 

• Wallet: Itself as an identification instrument? 

• Level of Assurance: Will a focus on “high” result in poor adoption as for many use cases in the private 

sector “substantial” is sufficient. Could history be repeating in poor adoption of wallets – similar to

eID on national IC cards in several EU countries?

• Persistent Identifier: How about users of multiple wallets (e. g. in case of dual citizenship)  

• Wallet Certification: Process to be defined, standards to be developed for conformity assessments 

• Notification of Relying Parties

Czech Republic Council Presidency pushing for compromise with series of compromise proposals

Architectural Reference Framework (ARF) by toolbox group: Initially announced to become available in 

finalized version Oct 30, 2022, now communicated as subject to be updated iteratively (= moving target)
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Thank you for you attention 

Jörg Lenz

Head of Marketing & 
Communication Namirial 

j.lenz@namirial.com

+49 174 2409 299

bit.ly/JoergMLenz

@Joerg_Lenz

Paolo Campegiani

Head of Strategy and 
Innovation Bit4id

pca@bit4id.com 

+39 344 380 5517

linkedin.com/in/paolocampegiani

Contact us 

for individual 

information 

Follow us
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