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Topics covered in this session

* First some good news

* Landscapes of Providers for Qualified Trust Services, Remote Identification
and Digital Identity

* Adoption of eIDAS instruments in public sector: Facing the hurdles

* Legal, technological and economic influences

* UK-EU: Mutual recognition of Trust Services endangered

* Adoption of eIDAS instruments in private sector — and the interests of
stakeholders
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Some good news first for QTSPs

There are many opportunities for Qualified Trust Services Providers

Together with corresponding orchestration systems — orchestrating processes for identification and/or signing
and/or document handling QTSPs are able to deal with complex legal and regulatory requirements and hence

having increasing strategic relevance — also sometimes considered as being part of the critical infrastructure (as
seen in peak pandemic times)

Increased strategic relevance of trust service providers and identity orchestration platforms

|dentity-related functions are becoming increasingly important or are required such as strong user

authentication, identity proofing, digital identity wallet integrations, or use of digital certificates issued by a
trusted entity

Basic Electronic Signature is increasingly offered as core functionality in content services platforms or feature in
other purpose-built software, even browsers (e. g. Mozilla Build 106) ... However, awareness is raising that basic
e-signatures often come with a lack in evidence hand have more a “decorative” character.

Now, let's face the challenges...
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@ Qualified Trust Service Provider Landscape

222 active Qualified Trust Service Providers
(QTSPs) in 29 countries - operating with
different backgrounds

* Ownership: state owned vs. privately
owned

* Technology: Increasing number of QTSPs
operating based on PKI as a service

* Business Cultures: e .g. Nordics / Baltics
different to Mediterranean

* Level of Trust in Government and its ability
to digitize

Spain, France and Italy have 42% of the active
QTSPs due to an active role of their respective
Public Admins to foster digitization & usage of
digital certificates for the delivery of citizen
services (subsequent familiarity of the private
sector with these digital solutions)

https://esignature.ec.europa.eu/efda/tl-browser/#/screen/statistics

Screenshots taken October 21, 2022
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Show statistics on types of @ Active qualified trust service providers only

services:

All trust service providers

Spain
- TSPz 55
« Qualified: 47
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© Namirial — All rights reserved


https://esignature.ec.europa.eu/efda/tl-browser/#/screen/statistics

@ Landscape Remote ID Proofing & Digital Identity
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@ Digital Identity Adoption

% of Population owning a Digital Identity

Sweden | BANKID

Norway | BANKID
74% 79%

78%

83%

Czech Republic | MOJEID

The Netherlands | DIGID
79% 95%

7%

Belgium | ITSME
22% 46%

7%

23%

Austria | HANDY-SIGNATUR

France | FRANCE CONNECT
28% 45%

18%

Italy | SPID
22% | 43%

Portugal | CHAVE MOVEL DIGITAL
17% | 19%

Source of data in image: Digital Innovation Observatories of the School of Management of Polytechnic 2020 2021
University Milano ~Working Group Digital Identity —Results presented in Workshop November 19, 2021
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Facing the competition: Winning Hearts and Minds because of UX?

® Apple launches the firstdriver's| X = =+ g =

¢« C @ applecom/newsroom/2022/03/apple-launches-the-f.. & ¥ : ~ Google &

= e e B @Google

Newsroom Q Search Newsroom  Popular Topics v/ Phone, keys ... Google Wallet. Coming soon to

Android, Google Wallet gives you fast, secure access

m— to all your everyday essentials — including payment
e . . cards, boarding passes, vaccine cards, event tickets
Apple launches the first driver's and soon even your driver's license. #GooglelO1®
license and state ID in Wallet Tweet ibersetzen
with Arizona

Additional states to follow, including Colorado, Hawaii,
Mississippi, Ohio, and the territory of Puerto Rico

0y = ¢
@ Google Wallet
B &8 4 0=

The following information will be presented:

Legal Name @ Issue Date
Date of Birth [ Expiration Date
Sex @® Real ID Status
ID Number = 1D Photo

State

(aiF[ALT

8:16 nachm. - 11. Mai 2022 - Sprinklr

224 Retweets 71 Zitierte Tweets 964 .Geféllt mir*-Angaben

apple.com/newsroom/2022/03/apple-launches-the-first-drivers-license-and-state-id-in-wallet-with-arizona twitter.com/Google/status/15244534919635681312s=20&t=sp-11bE7G-BGk7Bj4jQwVA
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Self Sovereign Identity & elDAS 2.0

A chicken, egg ... and grassland problem

To exchange attributes there need to be at least three parties:
1. User equipped with a wallet (e. g. new employee)

2. Attribute source (e. g. university certifying a degree)

3. Consumer of attributes (e. g. employer)

Essential keys to SSI success

* Usability: Users need to understand - in simple and effective manner which objective which attributes they
are providing to whom

* Real Interoperability: To be automatically processed by a computer system from relaying parties,
automatic management of attributes is requiring their description following some ontologies (or other
semantic-level approaches)

elDAS 2.0 Compliance

What it exactly is has to be defined in — a lot of — standards, often intertwined together
Having them perfected will take some time (as it took time for elDAS 1.0)
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Public Sector & elDAS adoption: German Patchwork

Distributed responsibilities plus hesitant, slow decision making

= Many smaller silo measures causing resulting in various hen and egg problems

elD on National Identity Card Online Access and Digital Administration Act
(launched 2010, Ministry of the Interior) (Ministry of the Interior)
Smart elD Register modernization

(enacted 2021, launch pending)
Citizen ID
EU Regulation elDAS
(Revision triggered 2021 followed by Ministry Bridging solutions
of Economics and Climate)
Interministerial laboratory format
elD Showcase projects (“Digitallabor”)
(Ministry of Economics and Climate)

elD Pilot project
(Chancellery)
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Public Sector & elDAS adoption: The German Struggle

Adoption is highly depending on ambition and ability of government to execute, enabling and motivating
public administration to digitize their processes.

Some issues of one of the laggards in elDAS trust services adoption — Germany:
* Scattered responsibilities among departments on various levels (federal, state, municipalities) with little
successful orchestration so far. Results of Online Access Act way behind initial plan

* Lack of uptake on instruments in public administration — e. g. electronic seal

* Lack of change management orchestration: E. g. elD Missing evangelization of initial touch point of
citizens: Employees in citizen bureaus often have no idea what can be done using

* Digital Strategy not ambitious enough: No goals on actual usage - just availability of technology
* Missing so far for electronic identity: interdepartmental and action-driven strategy

* National overregulation keeps sending “anti-digitization” signals* — e. g. recent transposition of EU
Directive 2019/1152 on transparent and reliable working conditions into Act on Evidence of Working
Conditions (Nachweisgesetz): Continued exclusion of electronic form in Art. 2 (1) s. 3 continues to block
usage of QES

* Start of promised digital checks on new laws delayed into 2023

* Corresponding reading: linkedin.com/pulse/almost-one-month-down-road-germanys-anti-digital-law-place-joerg-lenz/

@Namirial © Namirial — All rights reserved


https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32019L1152
https://www.gesetze-im-internet.de/nachwg/
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Public Sector & elDAS adoption: German Anti-Digital Law

International echo on Act on Evidence of Working Conditions August 2022:

<« C @ washingtonpost.com/business/... & ¥

The Washing

Democracy Dies in Darkmes:

BUSINESS
Germany’s Anti-Digital Law Is a Case Study in
Stunting Progress

Analysis by Andreas Kluth | Bloomberg

August 3, 2022 at 3:50 a.m. EDT

O il Iy

Comment Gift Share

If you want to know why Europe’s largest economy is a digital laggard
— indeed, if you want to know why progress is difficult anywhere — regale
yourself with a trip into the fine print of a new German law governing

employment contracts.
lJ,Ip Get the full experience. Choose your plan =

Spoiler: The problem isn’t hardware, it's software — the human kind.

The oceasion for the anecdote is a directive from Brussels requiring all 27
members of the European Union to update their legislation on what
employers must stipulate when hiring people. This concerns everything from
pay to vacation and other conditions. The world of work has changed
dramatically since the EU first opined on these matters in 1991 — just think
of the gig economy, teleworking or home offices. So a good legislative
tweaking makes eminent sense.

Miriam Partington

< @mparts

Germany is banning the use of e-
signatures on fixed-term employment
contracts. How does it expect
companies (especially remote-first
ones) to hire international talent if a
wet ink signature is needed?

12:56 - 08.07.22 -
155 Retweets 108 Zitierte Tweets

1.197 ,,Gefallt mir“-Angaben

:|j' #nachweisgesetz - Follower:in oo
Q 6 Tage - Beitrag von Alvaro Mendizabal
\ |
Absolute Madness.
... mehr
Sarah Al-Hussaini - 2. + Folgen

Co-Founder & COO at Ultimate | #1
Virtual Agent Platform for Custom...
6 Tage - ®

GERMANY COME ON
Banning the use of e-signatures on employment
contracts?! Back to signing with wet ink?!

Did we miss the whole remote-work explosion?
What about making it easy for businesses to attract
top global talent to Germany? Can you imagine how
hard it is to get wet ink signatures sorted with top
engineers around the world?

Berlin friends, let's get this revoked. Sian the
petition. Link in comments. Cas 1432

Lots and lots of extra work for trust service providers explaining it's still possible to e-sign employment
contracts — when using a side letter explain some working conditions regulated in NachweisG

Sources of the screenshots: Click on image in PDF to access the links
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https://www.linkedin.com/posts/sarah-al-hussaini_talent-employment-germany-activity-6951104320012480512-DuzG
https://twitter.com/mparts_/status/1545361203094081542?s=20&t=TozTIUoL8O4b0_c__9sJOw
https://www.washingtonpost.com/business/germanys-anti-digital-law-is-a-case-study-in-stunting-progress/2022/08/03/f4e5b174-12e9-11ed-8482-06c1c84ce8f2_story.html

Member states are ,,allowed” to add complexity

EU Regulation 910/2014 Art. 2 (3)

"This Regulation shall be without prejudice to national law or Union law
concerning the conclusion and validity of contracts or other legal or
procedural formalities.”

Result: EU Member states “may” choose to make it more complicated
than others in the EU and some gladly are doing so — Germany being
one of them
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Members States are also ,,allowed” to make elDAS really work

m Agenzia per I'ltalia Digitale Ll
bivio s @

& #SPID: continua la crescita delle identita digitali rilasciate, che toccano quota 32
milioni. Oltre 12.000 le Amministrazioni aderenti.
Guarda i dati qui g https://Inkd.in/dPNGzdR

See translation

675 milioni
access! ai servizi anline
sto 2022

sped

12.459

Enti Pubblici aderenti

32 milioni

di identita rilasciate

linkedin.com/posts/agenzia-italia-digitale spid-activity-6977624762294394880-ebT4
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Mutual recognition of Trust Services endangered

@& publications.parliament.uk

HOW the U n Ited KI ngdom s " 89  Removal of recognition of EU standards etc
|ntends to deal Wlth tru St = (1) The Secretary of State may by regulations—

(9) In paragraph 58(1) of Schedule 20 to the 2018 Ac . ¢ > ; : F 51

. ‘L. relating fo the PEC Regulations) for “regulations 2,31 (a) amend Article 24A of the eIDAS Regulation (recognition of EU
services atter Brexit ata o, subsitute “reguiton 2 of , : gn

= standards etc for qualified trust services) so as to remove circumstances

Trust services in which something is to be treated as qualified under that Regulation

PrOteCtlon d nd Dlg Ital 87 The eIDAS Regulation for the purposes of a provision or measure specified in paragraph 1 of
Information Bill - July 18, 2022 B3l Europein Parament ot ol ot 3 -

identification and trust services for electronic tran (b) revoke that Article;

market.

(c) revoke Article 24B of the elDAS Regulation (recognition of EU
conformity assessment bodies);
(d) revoke Article 51 of the elDAS Regulation (transitional measures for

Options for the Secretary of At
. electronic signatures);
State tO remove recogn|t|on Of TR S ety B (e) amend a provision listed in subsection (3) so as to remove a reference

For the purposes of Articles 20(1), 21 and 24(1)(d), a i . oy N o4 P 3 »
e iy e e A to a trust service provider established in the EU;
- ervices provider (and trust service) if it is a conf . e - cart - - , foT -
EU Sta nda I’dS see p 1 03 ki e et D el (f) amend a provision listed in subsection (4) so as to remove a reference

equivalent EU law.” to European standards or provisions of equivalent EU law

88  Recognition of EU conformity assessment bodies

In Chapter 3 of the eIDAS Regulation (trust services),

“Article 24B

89  Removal of recognition of EU standards etc

(1) The Secretary of State may by regulations— 20

(a) amend Article 24A of the eIDAS Regulation (recognition of EU
standards etc for qualified trust services) so as to remove circumstances
in which something is to be treated as qualified under that Regulation
for the purposes of a provision or measure specified in paragraph 1 of
that Article;

(b) revoke that Article;

(c) revoke Article 24B of the eIDAS Regulation (recognition of EU
conformity assessment bodies);

(d) revoke Article 51 of the eIDAS Regulation (transitional measures for
electronic signatures); 30

(e) amend a provision listed in subsection (3) so as to remove a reference
to a trust service provider established in the EU;

o

(f) amend a provision listed in subsection (4) so as to remove a reference
to European standards or provisions of equivalent EU law

2) The power under subsection (T)(a) mcludes power To amend of Temove an 35
assumption in Article 24A(2) of the eIDAS Regulation.

(3) The provisions mentioned in subsection (1)(e) are—
(a) Article 13(1) of the eIDAS Regulation;
(b) Articles 2(1)(a) and 4(1)(a) of the Implementing Decision.

(4) The provisions mentioned in subsection (1)(f) are — 40
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https://publications.parliament.uk/pa/bills/cbill/58-03/0143/220143.pdf

Private sector & elDAS adoption

Digitization goals (examples)

=,

Reduce

Process Costs

e

Accelerate
closures

R ®

— Q
Compliant Delight
processes customers

Frequent temptation for private sector to focus rather on cost savings, conversion etc. than compliance

Focus interest on

Operational excellence (OPEX)

User / customer experience (UX / CX)

Project
stakeholders
(Examples)

Teams in ...
« Compliance and Risk Management
« Contract / subscription management

Teams in...
+ Sales & Marketing
« Customer success and loyalty

Secret sauce
for successful
projects

@ Namirial
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elDAS 2.0: In need of clarification

Current sticking points

* Wallet: Itself as an identification instrument?

* Level of Assurance: Will a focus on "high” result in poor adoption as for many use cases in the private
sector “substantial” is sufficient. Could history be repeating in poor adoption of wallets — similar to
elD on national IC cards in several EU countries?

* Persistent Identifier: How about users of multiple wallets (e. g. in case of dual citizenship)

* Wallet Certification: Process to be defined, standards to be developed for conformity assessments

* Notification of Relying Parties

Czech Republic Council Presidency pushing for compromise with series of compromise proposals

Architectural Reference Framework (ARF) by toolbox group: Initially announced to become available in
finalized version Oct 30, 2022, now communicated as subject to be updated iteratively (= moving target)
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Thank you for you attention

Contact us Paolo Campegiani Jorg Lenz
for individual Head of Strategy and Head of Marketing &
information Innovation Bit4id Communication Namirial
pca@bitdid.com l.lenz@namirial.com
+39 344 380 5517 +49 174 2409 299
Follow us m linkedin.com/in/paolocampegiani m bit.ly/JoergMLenz
] @Joerg Lenz
@Namirial
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