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Introduction to European Digital Identity Framework (EDIF)

In 2021, the European Commission proposed a revision to the 2014 regulation to establish a new European Digital Identity
Framework and create a unified approach to electronic identification for reducing the associated risks of fragmentation.

Improvements New
Ensure the Provide highly Allow citizens to Ensure that
acceptance of secure and carry their digital public and
qualified trust trustworthy identity across the private services
services in the electronic EU, maintaining can rely on
EU and equal identity solutions control of their data trusted and
conditions for for cross-border with privacy and secure digital
their provision. use. security at the core. identity

solutions.
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European Digital Identity Framework
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Empower natural and legal
persons to use digital identity
solutions linked to various
attributes, allowing for
targeted sharing of identity
data limited to the needs of
the specific service requested.
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The 3 main pillars of the EDIF

To achieve its objectives, the EUDIF was founded on three main pillars:

elD Schemes

Member states must notify the European
Commission of their elD schemes, which
are then published as trusted and
recognised for cross-border use.

The Regulation establishes a framework for
the mutual recognition of electronic
identification means and trust services
across EU member states.

The Regulation lays down the conditions
under which Member States are to
recognise natural and legal persons’
electronic identification means falling
under a notified electronic identification
scheme of another Member State.

The elDAS Regulation establishes three
levels of assurance (low, substantial and
high), and each level has certain minimum
criteria and functional requirements.

b EU Digital Identity
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EU Digital Identity Wallets

* Every Member State will offer at least
one EU Digital Identity Wallet under a
notified elD scheme, to its citizens,
residents and businesses.

* To make wallets work seamlessly across
borders, every Member State will rely on
a common set of standards and
specifications to build their wallets.

* These common specifications for the EU
Digital Identity Wallet will be referenced
in Implementing Acts (legislative texts)
making them mandatory for all wallets
across all EU Member States.

Trust Services

Trust services refer to a range of
electronic services that are designed to
provide security, privacy, and reliability
for electronic transactions. The Regulation
establishes a general legal framework for
the use of trust services.

Beyond mere identification, the regulation
will expand the scope of trust services to
include recording of electronic data in an
electronic ledger, the management of
remote electronic signature and the
creation devices or remote electronic seal
creation devices.

The EUDIW raises the bar for trust
services, requiring higher assurance levels
for digital identity schemes.
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Trust services under the EUDI Framework

Trust services refer to a range of electronic services that are designed to provide security, privacy, and reliability for
electronic transactions. The Regulation establishes a general legal framework for the use of trust services.

European
Commission

General Trust Services

electronic signatures

electronic seals

electronic time stamps

electronic documents

electronic registered delivery services
certificate services for website authentication

electronic signature and seal creation devices

-

EU Digital Identity
Wallet

New - Relevant to EUDI Framework

electronic archiving
electronic attestation of attributes
electronic ledgers

management of remote qualified
signature creation device

management of remote qualified
seal creation device
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Trust services under the EUDI Framework

The new EU Digital Identity Framework introduces, amongst others, Qualified Electronic Signatures (QES), which are free for
personal use.

Capability

Electronic Electronic Website Provision of Electronic Electronic Electronic Electronic data
signatures seals authentication | other trust attestations of | timestamps registered and

services attributes delivery documents
Feature services

Validation of (data transmitted
through)

Provision of

Recording

*Source: elDAS - The Ecosystem

Legend

European - EU Digital 1dentity
m Commission | Wallet = Trust service
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The EDIF timelime

The Large Scale Pilots are currently testing prototype wallets building on the specifications detailed in the Architecture and
Reference Framework (ARF). After the legislation and specifications are finalised, each Member State will be obligated to offer
at least one wallet to citizens, residents, and businesses.

Regulation

Implementing Acts
Piloting
Implementation by Member States

* Trilogue negotiations concluded on EU * Expected Adoption of EU Digital e First Member States Wallets made * Wallets widely available in all

Digital Identity Wallet Regulation Identity Wallet Regulation available Member States
* European Parliament ITRE Committee * Publication of the EU Digital Identity

vote on the regulation, confirmed by Regulation in the Official Journal

vote in plenary * Adoption and publication of the
* Council and European Parliament Wallet Implementing Acts

approval of regulation
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Build the EUDI Wallet

The approach to deliver the EUDIW wallets can be seen around 4 main pillars.

Technical

Standardization and harmonization:

Toolbox : ARF, Best Practices

Reference Implementation

European S EU Digital Identity
m Commission | Wallet

Legal and Governance

Legislative framework: Regulation & Implementing Acts (lAs)

Governance Framework: Collaborate with MS & other stakeholders

Testing

Large-scale pilots

Co-creation events

Integration

elDAS 1 Trust services integration

10
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Iterative definition of Wallet’s specifications
The Toolbox, created by Member States, is being tested by the Large Scale Pilots.

Legal and Governance

Toolbox \[—\ Large Scale
ARF + Reference \j\

Implementation Pilots tests

Implementing Acts (lAs)

European S EU Digital Identity
m Commission | Wallet

On June 3 2021, the European Commission adopted a
recommendation for Member States to work together to create a
Toolbox for the wallet, to include an Architecture and Reference
Framework (ARF), technical specifications and a set of common
guidelines and best practices. The first version of the Toolbox
was published in February 2023.

In addition, the European Commission is building a set of
reusable code libraries based on the ARF, known as the Wallet
Reference Implementation. This will help accelerate the
deployment of wallets by Member States.

The Large Scale Pilots (LSPs) are testing the wallet in a range of
use cases; building on the specifications in the Toolbox and the
Reference Implementation.

The results of their work will be used to refine the Toolbox, and
ultimately will inform the content of the Implementing Acts that
will enshrine the wallet's specifications into law.

11
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Legal and Governance

European
Commission

Wallet
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Implementing Acts (lAs)

Implementing Acts Topics following the EUDI Framework Regulation Adoption (adopted in May 2024)
Content Based on ARF - High Level Technical Requirements

1st batch IAs Additional IAs

Core functionalities of the EUDI Wallet Interoperability

General trust model of the EUDI Wallet Trust & Security

Electronic attestations of attributes e Governance framework

Identity matching * Governance of trust services

General trust services

European
Commission

W\: :
i

| b EU Digital Identity

Wallet
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Overview of the Implementing Acts

Priority IAs

Due Nov ‘24
Based on Art. 5a

1. Protocols and Interfaces: This IA aims to ensure the proper implementation of protocols and interfaces crucial for the effective
operation of the wallets.

2. Integrity and Core Functionalities: This IA aims to lay down rules to ensure that Member States provide wallets that are interoperable
and can be used for all their intended purposes.

3. Trust Framework: This IA aims to ensure that the electronic notification system established by the European Commission acts as a
secure and transparent communication channel for exchanging information between the Commission and the Member States.

4. Person Identification Data and Electronic Attestations of Attributes: This IA aims to ensure the smooth lifecycle management of both
personal identification data and electronic attestations, covering issuance, verification, revocation and suspension.

Based on Art. 5¢

5. Certification: This Implementing Act aims to lay down the requirements for certification of the conformity of European Digital Identity
Wallets.

European S EU Digital Identity
m Commission | Wallet
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Overview of the Implementing Acts

Other lAs

Second batch: Due Nov 24

* Based on Art. 5b: Relying Parties

* Based on Art. 5d: Wallets List

* Based on Art. 5e: Security Breaches

* Based on Art. 11b: Identity Matching

* Based on Art. 45d-f: Electronic Attestation of Attributes

Third batch: Due May 25

* Interoperability

e Trust & Security

* Governance of Trust Services

* General Requirements for (qualified) trust service providers

* Electronic signatures and electronic seals

» Other qualified trust services (incl. QERDS, QWACs, QARCHIV, QEL)
* QSigCD / QSealCD

European S M cuoigial L identity
m Commission | Wallet
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Governance and Supervision of the EDIF

European Digital Identity Cooperation Group

actors Replacing = = groups

Supervisory bodies for
Wallets & Trust Services elDAS Expert Group

Sub — group on Certification

Single Points of Contact | E D | CG
Cooperation Network

elDAS Technical sub-group
cveen | Xl Wallet
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European Digital Identity Cooperation Group

Tasks

i. mutual cooperation and exchange of best

practices
* on emerging policy initiatives in the field of wallets,
electronic identification means and trust services;
* by engaging with relevant stakeholders;

ii. advising the Commission,

* preparation of draft implementing and delegated acts

* Standardisation, certification, update of the Architecture
and Reference Framework (ARF)

European ] EU Digital Identity
Commission | Wauet

iii. supporting the supervisory bodies

exchange best practices and information

assess the relevant developments regarding digital wallets,
electronic identification and trust services

facilitate the exchange of information between the supervisory
bodies

Iv. organising peer reviews

of electronic identification schemes to be notified under the
Regulation
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Role, scope & objectives of the EDICG

Other actors

Observers
Supervisory bodies for the * ENISA shall be invited to participate Single points of contact for Wallets,
Wallet Framework and Trust as observer in the meetings when Trust Services & elD schemes
Services it exchanges views, best practices
and information on relevant
The supervisory bodies of the cybersecurity aspects. A liaison function to facilitate
Wallet Framework and Trust cross-border cooperation

 The EDPS is invited to participate as
an observer in the cooperation
group and its sub-groups

Services may seek through the
EDICG mutual assistance from
the supervisory bodies of the

between the supervisory bodies
for trust service providers and
between the supervisory bodies

Wallet Framework or Trust * Representatives of other public or for the Wallets providers and
Services respectively in another private bodies upon invitation of with the Commission and ENISA
Member State. the Chair and with other competent
« Western Balkan countries, Ukraine authorities within the Member
& Moldova can be invited in the State of the appointed Single
meetings as observers upon point of contact.

invitation of the Chair

S AL ol L identity

Wallet

European |
Commission



Copyright © 2024 European Commission. All rights reserved.

Technical and Testing

-« EU Digital Identity

European |
Commission Wallet
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Open

There will be multiple EU Digital Identity Wallets, all built to a common set of open specifications by the European Commission
and Member States. They will be interoperable, and both the reference implementation and all European Wallet Apps for
consumer devices will be open source.
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Common EU Toolbox

Identify common standards and specifications as well as guidelines and best practices

oN 0 Y O
@ oy a0 MO
O
Architecture Reference Guidelines and best Demo Co-creation
Framework (ARF) practices Software events

Common EU Toolbox

> o=
— =

Large-Scale

©

\ . Reference application
3 E s AL o | identity Pl IOtS
| Wallet of the wallet

Commission

21



Copyright © 2024 European Commission. All rights reserved.

Large Scale Pilot Overview (2023-2025)

To support the development of a reference implementation of EUDI Wallet Solutions and to pilot its usage across different priority
use cases, the Commission launched The Large Scale pilot under the Digital Europe Programme.

NOBID [D

COMSORTIUM

A set of Nordic and Baltic countries
who, together with Italy and
Germany, are developing a large-scale
pilot for the payment use case in the
EU Digital Wallet.

# PAYMENTS

v,20)s

b EU Digital Identity

European |
Commission Wallet

Potentral

For European Digital Identity
Potential is a secure digital ID that will
allow citizens to quickly and securely
prove theiridentity as part of their
online citizenship procedures.
# MOBILE DRIVING LICENSE

# ACCESS GOV SERVICES

# OPEN BANK ACCOUNT

# HEALTH # CONTRACTS

# SIM REGISTRATION

=l | SR K Ko
Og(es

o -

The EWC aims to harness EU digital
identity benefits for Digital Travel
Credentials across Member States,
building on the Reference Wallet

Application for this specific use case.

# PAYMENTS
# TRAVEL

# ORGANISATION ID

Ub::'l-ﬂ

added
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8 DC4EU

DCA4EU supports the education and
social security sectors by integrating
cutting-edge digital services across
Europe within a cross-border trust
framework.

# EDUCATION

# SOCIAL SECURITY

| NN
0."--0

Oo T
h 4
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Large Scale Pilot New Call Publication (2025-2027)

24

The new call for large scale pilots has been published on 07/05 by HaDEA on the EU Funding & Tenders Portal.

This call, “European Digital Identity and Trust Ecosystem (Standards and Sample Implementation)” will
provide support for the piloting and deployment of the EU Digital Identity Wallet around 4 priority use-cases

dareas.

Wallets for Businesses Wallets for Travel

Business-to-business and business- National and Cross-border travel
to-government scenarios including scenarios including local public
regulatory compliance, company transport, long-distance travel,

shared mobility border control,
hotel check-in

registration, and power of attorney

European | =ity .5 L identity
m Commission | Wallet

Wallets for
Payments & Banking

Payment and banking scenarios
including a standardised process
for Know-Your-Customer, Strong
Customer  Authentication, and
offline transactions and processes

Wallets for
Age Verification

Age verification scenarios
including the issuance of
a pseudonymous attestation
containing only age information
by a trusted third party


https://secure-web.cisco.com/1wL54GJbvuMesfEnQmTEAt4GdDsmCAtUXDKY21JQFFqs13h1NNgBrJ-jLHq-XHOMm9JhhOVugzRoPC1_fYAWXqiTV8vVzMbE1I3jJR1lavvGjYhuoqWqX4etDAoVsX9aIn2-y02ZhaHEeeur0w4ZaS3E1VzqpSdGfFWkAQx9D18MeROSExmmKInEMxI8ZukZvGTOHPLx_Q1OAFkNk1pFf-Rt1XDtx8RrOpSnGG9TqhDKfyOrY7TLGq0PSjR7D8dsqfg9EVOBWNSfleZZEHJxmoipRUU5xPHc3n4Z8cmDqqy3DUcz1htoA3ISjX-VdmTfr/https%3A%2F%2Fec.europa.eu%2Finfo%2Ffunding-tenders%2Fopportunities%2Fportal%2Fscreen%2Fopportunities%2Ftopic-details%2Fdigital-2024-bestuse-tech-06-trust%3FisExactMatch%3Dtrue%26status%3D31094501%2C31094502%26frameworkProgramme%3D43152860%26order%3DDESC%26pageNumber%3D1%26pageSize%3D50%26sortBy%3DstartDate
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Standardisation Paths

The European Digital Identity Wallet Standardisation Strategy

Three different standardisation paths:

1. Recognized European SDOs (ESOs)
2. Recognized International SDOs
3. Non-Recognized SDOs!

Influential but non-recognized SDOs like W3C, IETF, OpenID Foundation and CSC.

1 as per Regulation 1025/2012 on EU standardisation

European B B cuoigital identity
m Commission | Wallet
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Seek Collaborative Approach with SDOs

The European Digital Identity Wallet Standardisation Strategy

* Engagement Process: Setting up an engagement process with recognized SDOs as per Regulation 1025/2012. Collaboration

with ESOs and recognized SDOs like ETSI, CEN/ CENELEC, ITU and ISO/IEC, to identify and address gaps.

* Initial Engagement: Send Engagement Letters to SDOs outlining the gaps relevant to them and inviting them to dialogue.

Engagement includes discussions, technical exchanges, and contributions to working groups.

European B B cuoigital identity
m Commission | Wallet


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32012R1025

Copyright © 2024 European Commission. All rights reserved.

Standardisation Workflow
The European Digital Identity Wallet Standardisation Strategy

1. Understand ARF’s High Level Requirements and Implementing Acts: Comprehend the EUDI Wallet's legal and technical requirements.

2. Identify Standardization Gaps: Analyze existing standards to identify standards that meet the EUDI Wallet's needs and areas whether
further work is needed.

3. Classify Gaps into their Standardization Stream: Determine which track (European SDOs, International SDOs, non-recognized SDOs) is
most suitable for addressing each gap.

4. Engage with SDOs:
1. Engagement letter and dialogue: Initiate communication with relevant SDOs to discuss the identified gaps.
2. Provide input and align or coordinate roadmap: Offer technical input and align efforts with the SDOs' roadmaps.

3. Issue Mandates when relevant: Provide official mandates to SDOs for standard development or modification.

5. Update Existing or Create New Standards or Technical Specifications: Ensure that new or updated technical specifications are eligible
for adoption through the MSP process (or an alternative process).

6. Ongoing Monitor and Collaboration: Continuously monitor progress and collaborate with SDOs to ensure standards meet EUDI Wallet
requirements.

S AL ol L identity

Wallet

European |
Commission
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Trust Model

What should be standardised

EUDI Wallet Trust model related
standardization primarily focusses on:

- Policies for issuance of relevant
certificates
o Policy & security requirements
forissuance
o Profiles and formats
o Cryptographic techniques

- Trust model representation (trusted
lists, LOTL)

European S M cuoigial L identity
m Commission | Wallet

Register the
Wallet Providers
and their trust anchor{s)

Register the
PID/Attectatio
and their trus

n Providers
st anchor{s)

1
AuthN
i
+ PID Provider e PUTRN R Al e s
* Attestation Provider AuthZ
(QEAAJEAA/PUB-EAA)
AuthN

\_, * PIDProviders Registrar (M5}

= Attectation Providers Registrar (MS)

=

EUDI Wallet Provider

Get the Wallet Provider

AuthZ (optional)
Ay

AuthN /

Gat the PID/Atte
and Wallet Provider Trusted Lists

-3

Relying Party Instance p—

=

<tation Provider Register the Relying Parties

@

Wallet Providers Registrar Trusted List
(MS) Relying Party Registrar
(MS) W
Publish URLs for Trusted Lists of Get the RP CA and
PID Providers and Attectation Providers, FiD/Attestation Provider CA E;
as well as for related CAs Trusted Lists
oy Publish URL for
Wallet Providers Trusted List Rilying Bartp CA Trastd Lisk
Common trust infrastructure
(Metadata + URL of the Trusted Lists)
EU Commission
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Progress achieved

* Defined High-Level Standardization Needs and Processes

* Distinguished Standards from ICT Technical Specifications !

* Identified Relevant European and International Standardisation Bodies and
Organizations

* Identified the Process for Referring Standards and Technical Specifications in IAs and
Public Procurements 2. 3

 Completed Comprehensive Analysis and Mapping:
Identified gaps in existing standards and mapped them to the relevant SDO bodies.

* Initiated Engagement with SDOs:
Prepared and sent initiation letters to ETSI, CEN/CENELEC, and ISO, inviting them to engage
in dialogue.

1 Regulation EU 1025/2012
2 Regulation EU 1025/2012 Article 13.1 and 14
3 European Multi-Stakeholder Platform (MSP) on ICT Standardisation renders ICT Technical Specifications eligible.

European

| S AP | oigialidentity
Commission




Thank you!

Questions?

EU Digital Identity
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