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What are Honeypots?

Trap or decoy enviroment designed to emulate
legitimate service or protocol in order fo create

interaction with cybercriminails.

S What does it provide?
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“Governmental Honeypot System”™
HONEYPOT

Aims to help further sthrengthen the security of critical infrastrucures.

Network security:

* A second line of defence
« Easily provide firewall rules
 Infrusion alarm

Incident response:

* Enriches incident data from other s
« Discovery of Zero Day vulnerabilifies
Intelligence:

* Provides new indicators

* Helps in frend analysis
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GovProbe Statistics : @*

HONEYPOT

« 216801000 daily attack entries

6 BihmmiterogstidRLsaondbgx enviroments

» 8ysatydrom ~ 3000 unigue IP adresses a day

» Aldtifietoerselocd860900 passwords and 200.000
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Thank you for =
your attention!

abel.gonda@nki.gov.hu \

Learn more about the GovProbe Honeypot!
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