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Quantum Technologies (QT)

« Quantum mechanics describes the “ultrasmall” — single particles (electrons,
atoms, ions) and indivisible units of light and radiation (photons).

« Quantum technologies make use of the properties of quantum mechanics

“things can be in more than one state at the same time”
Superposition

“‘observation (measurement) changes the observed object” = +

“the state of two distant objects can be linked” Entanglement

= +
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The second quantum revolution
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Wave of new technologies that will create many new businesses
and help solve many of today's global challenges

QUANTUM INTERNET
THE ULTIMATE GOAL

The second quantum revolution is all
about controlling individual guantum
systems, such as charged molecules, to
a greater extent than before, enabling
even more powerful applications of
guantum information. (NIST)

EU has scientific leadership in QT

...and aims at
iIndustrial leadership
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The Quantum Technologies Flagship &/

OQUANTUM

FLAGSHIP

APPLICATION AREAS

SCIENCE

CROSS-CUTTING ACTIVITIES
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SENSING & ENGINEERING /CONTROL
METROLOGY
EDUCATION/TRAINING
SOFTWARE/THEORY

Key areas and activities of the Quantum Flagship

October 2018 2000+ experts

10 years
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Quantum technologies & cybersecurity

« Quantum random number generators: source of true randomness

« Quantum computing: harnessing the collective properties of guantum states
(superposition, interference, entanglement)

« Quantum sensors: detect the variation of physical properties at atomic level

« Quantum communication: uses gquantum properties to securely exchange
Information
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The threat of quantum computers

» Cryptography relies on mathematical complexity
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* New guantum algorithms emerge and will continue
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« Threat on robustness of existing algorithms
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https://www.nature.com/articles/414883a

“A cryptographically relevant Quantum Computer will be available by the beginning of the
2030ies.” (BSI)

“Quantum Computing is for tomorrow, but Quantum-related risk is here today” (Security Week, Jan
2022)
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Addressing the QC threat

« Post-quantum cryptography

* New crypto algorithms that are believed to resist to the increase of computing power and
specific properties of quantum computers

* Quantum key distribution
« Exchange an initial secret, encoded on quantum states (usually photons)
« Use it to encrypt communications the standard way
Don’t bet on a single horse.

Post-quantum cryptography and Quantum Communication will complement each other.
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Quantum Communication: N OUANTUM
the Flagship's goals =~ ™"

APPLICATIONS
@

(luantum communication will build on the current digital infrastructure to
distribute and connect quantum resources for improved security and

J
QUANTUM COMMUNICATIONS

functionality. This will address challenges such as the long-term security of
health records, to connected quantum clock netwaorks and eventually
enabling secure connection to quantum computers in the cloud.

»
' . - - ' .
L - - L -
. . ]
» .

- -lEe
- T " e,
-

e L LT
. »® "u_

S QUANTUM S SENSORAND S QUANTUM
¢ CRYPTOGRAPHY % ¢ CLOCK v ; COMPUTING &
' * ' NETWORKS =+« °* L

ARCHITECTURES

3
W w

QUANTUM COMMUNICATIONS TECHNOLOGIES
{ QUANTUM % ¢ QUANTUMKEY % §  SECURE %
{RANDOM NUMBER: { DISTRIBUTION : { COMPUTINGIN
GENERATOR (QRNG) (QKD)
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EuroQCI:
A pan-EU guantum communication infrastructure

« An integrated satellite and terrestrial system spanning the whole EU for ultra-
secure exchange of cryptographic keys (Quantum Key Distribution)

« Key objectives:

« Equip the EU with a state-of-the art guantum communication capability, integrated into
existing communication infrastructures, to help securing communications and critical
Infrastructures

« Boost Europe’s scientific and technological capabilities in cybersecurity and in quantum
technologies

* Improve Europe’s digital sovereignty and industrial competitiveness
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EuroQCI — policy context

« EuroQCI Declaration signed by all the 27 Member States

« EuroQCI is part of the European Cybersecurity Strategy and of the Secure
Connectivity programme

EuroQCl space segment EuroQCI terrestrial segment
Distribution of quantum-secured encryption Federation of national terrestrial QCI
keys on a global scale networks with cross borders connections
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EuroQClI - key actions

Increase EU industrial capability & mature products

Let MS deploy their first terrestrial networks, identify use cases, test, etc

Prepare & launch first quantum satellites

Encourage MS to create cross-border links & link to space segment

Work on EuroQCI specifications for next generation
« Address security aspects together with National Security Agencies
« Define and procure a testing and certification infrastructure

« Encourage EU participation in standardisation activities
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EuroQCI: Terrestrial Segment

A federation of national terrestrial QCI
networks

Potential sites accross the EU (study)
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@ EU institutional seats

@ Further EU agencies’ sites
@ Capitals

© Additional TESTA sites
@ GSA Sites

© Border nodes

e Further Inland sites

* Long-term vision, to be achieved incrementally by MS working on
national and cross-border links over the next five years: Digital
Europe Programme and Connecting Europe Facility calls ongoing

* Federation of interconnected/interoperable national networks
linking key sites (governmental, critical infrastructures, etc).

* Dimensioning: fibre backbone connecting European metropolitan
areas in all 27 MS + relay nodes (currently ~100 km max fibre
length). Total length of about 44,000 km

47/48/49 ® 15}
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EuroQCI: Space Segment

EO Satellites

Keyl®Key2

Key technologies
Urban optical & : Detectors
ground station \ £3589
QKD key £ - Optical
management § (o1 ) Space
systems & Terminal
T 100010
Quantum HQN 01010011 § Software
transmitter \gsg 0100000

 End 2024: Pre-deployment of a
first LEO satellite (Eagle 1)
- technical proof of concept

« 2025-2026: Deployment of a 15t
generation constellation LEO
satellites - pre-validation: end to
end QKD between different sites
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EuroQCIl & Secure Connectivity - schedule

21 22 23 24 25 26 27 29 30
Early services Entry in
SECURE CONNECTIVITY service

SEeUiE Conr:eexliitrI]\gty dezaen Secure Connectivity implementation Secure Connectivity service provision
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Integration

i

Dev. & launch EU funded 1st generation sétellites (uncla) ; SIS
‘ provision
el |
Dev. EU funded 2nd generation satellites (cla) [ |

QCl

Accredited CLA

— itk

Cla service
provision

EuroQCl — Space segment

> First terrestrial networks — testing and Terrestrial —

operations 1nd gen

Approved
Security products

Uncla security product development

Terrestrial — 2" gen*
Dev of the
certification labs

EuroQCI — Terrestrial segment Cla Products development evaluation
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