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Flubot SMS

• Belgian regulator BIPT and National Center for Cyber Security (CCB)
escalated on 09/05/2021

• International attack on android devices asking user to install a parcel 
tracking app DHL,  UPS, BPOST,…

• First wave 08/05/2021 till 24/07/2021 (including voicemail smishing)

• Wave 2: 06/09/2021 : Flubot started again 

• Still ongoing : variabel content messages

Proximus
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Flubot smishing 
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Actions
• Wave 1

• Align with BIPT, CCB and other olo’s
• Filtering Flubot( texts on SMSC )
• Implement barring of outgoing SMS for infected customers during a week
• Blocking on BICS level of international SMSes
• Park bills of infected customers 
• Inform customers on barring, unbarring 

• Wave 2
• Blocking on SMSC firewall
• IP and domain barring in agreement with CCB (to block traffic to command and 

control centers)

• BIPT is aware & approved mitigation actions taken by the different operators

Proximus
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SMS content info customers

Barring SMS:

Proximus-info: Dear customer, we have noticed an abnormal sending of SMS from your cell phone 
number. To protect you, the sending of SMS is temporarily suspended for a period of one week. To solve 
this situation, follow the instructions on safeonweb.be and read the article on fake SMS.

Unbarring SMS:

Dear customer, as previously announced, we enabled SMS-sending again for your mobile number.
As advised on safeonweb.be, you should have done a factory reset in the past week. 
If you have not executed this step, your device remains infected. If abnormal usage is detected again, 
Proximus will block again SMS-sending.
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Communication  
• Proximus recommends  its customer to follow the rules defined by CCB 

(safeonweb.be)
• Social Media

• Proximus shares messages from CCB via Facebook and Twitter
• Proximus informs customers via Facebook and Twitter

• Support Pages of Proximus  - information published

• WAP+ : banner on Proximus intranet page to inform collaborators
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Flubot MMS – May 2022
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Belgian Legislation: Art. 125 §1, 7° Electronic Communication law: 

- Allows the processing of traffic data  and/or, if necessary, message content 
for customers protection against fraud related to SMS/MMS/RCS.

- No legal obligation for us to offer that protection.

- If content is processed, only by “mechanical means”.

- Processing only by Proximus’ employees fighting that type of fraud 
= No communication to third parties

- No prior customer’s consent needed but obligation to inform customer about 
the data we are collecting/processing, for which purposes, for how long, etc.

Proximus
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Government’s Stop Phishing project - spamshield

Purpose: 

• Improve national resilience to phishing in order to protect citizens, 
businesses and public actors. 

• adapt the regulatory framework in line with European and national rules

• detect and block phishing attempts through the implementation of anti-
phishing platforms at telecom operators operating in Belgium

• Proximus participation via implementing spamshield

Proximus
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Thank you

Proximus


