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The Road Ahead: Increased Risk and Talent Gap

The automotive industry stands to 

lose over $500 billion by 2024

Open Cyber Jobs 

Worldwide

3.5M

Breaches involving 

the Human Element

82%

Projected Cybercrime 

Impact by 2025

$10.5T

Business Risk: Cybersecurity

Top 1

Cybersecurity Skill Gap 

in Europe in 2022

500K

Gender Gap - Women in 

Cybersecurity

24%

https://cybersecurityventures.com/jobs/
https://www.verizon.com/business/resources/reports/dbir
https://cybersecurityventures.com/cybercrime-damages-6-trillion-by-2021/
https://www.agcs.allianz.com/news-and-insights/reports/allianz-risk-barometer.html
https://www.eeas.europa.eu/sites/default/files/documents/Comm_cyber%20defence.pdf
https://www.forrester.com/press-newsroom/forrester-security-culture-in-many-organizations-remains-hostile-toward-women/


Navigating Complexity: 
Ecosystem, Regulations and Skills Gap

Hampers the automotive industry's 
ability to innovate and defend their 
critical infrastructure.
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Exacerbates the challenge of 
securing our digital ecosystem

Complex Ecosystem & Regulatory 

Landscape

Calls for moving beyond 
awareness.

UN R155

GDPR

UN R156

ISO/SAE 21434
CRA

AI Act

ISO 24089:2023The skill gap …

https://pixabay.com/users/piro4d-2707530/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=1651718
https://pixabay.com/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=1651718
https://www.gartner.com/en/articles/7-top-trends-in-cybersecurity-for-2022


Skills Misalignment in Job Descriptions

Product Security Officer
Product Security Incident Handler

(Chief) Product Security Officer
Security Architect
Security Tester
Security Risk Analyst
Security Assessor
Product Security Incident Responder
Product Security Manager

Cybersecurity Engineer / Specialist

Product Security Officer
Security Tester
Security Engineer R
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Product Security Officer
• Advanced knowledge of cryptography
• Knowledge of cybersecurity
• [List of soft-skills]

Security Architect
• Deep knowledge of security aspects 

of systems, software and hardware
• Deep knowledge of security methods 

and approaches.
• [List of non-cs skills]

Cybersecurity Architect
• Knowledge of cybersecurity standards and regulations (UNECE 

R155, R156, ISO21434).
• Support the CISO in establishing an automotive security program.
• Assess the cybersecurity capabilities of suppliers.
• Establish and foster security culture (e.g., trainings and awareness).
• Execution of threat analysis and risk assessments (TARAs)
• Design, Implementation and review of security concepts and 

security architectures.
• Implementation of security solutions.
• Coordination, planning and execution of security reviews.
• Penetration Testing (IT, OT and IoT) 
• Vulnerability identification and management
• Planning and implementation of IT-security certifications and 

audits.



Leveraging ECSF for Solutions

Closing the Gap: A Holistic 
Approach

▪ Define roles and responsibilities

▪ Identify the skills required by those roles

▪ Establish skill-development programs

▪ Publish open positions

▪ Harmonization across the industry



Promote regulatory compliance

Protect automotive systems

Bolster automotive industry resilience

Increase competitiveness

Propel Europe’s cybersecurity strategy
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The Road to a Secure Future:
Benefits of Closing the Skill Gap
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Key Roles

(Chief) Product Security Officer

Cybersecurity Risk Manager / Analyst

Cybersecurity Architect

Cybersecurity Implementer

Cybersecurity Auditor / Assessor

Cybersecurity (Penetration) Tester

Cybersecurity Incident Responder



(Chief) Product Security Officer

• Assess and enhance an organizations cybersecurity posture
• Analyze and comply with cybersecurity-related laws, regulations and legislations impacting products
• Develop, champion and lead the execution of a cybersecurity strategy for products
• Analyze and implement product cybersecurity policies, certifications, standards, methodologies and 

frameworks
• Design, apply, monitor and review CSMS (directly or by leading its outsourcing)
• Establish a cybersecurity plan
• Manage cybersecurity resources 
• Influence an organization’s security culture
• Identify and solve cybersecurity-related issues and implement cybersecurity best practices
• Communicate, coordinate and cooperate with internal and external stakeholders.

Category: Overseen and Govern 

Manages an organization's product cybersecurity strategy and its implementation to ensure that product 

related systems, services and assets are adequately secure and protected

Specialty: Cybersecurity 

Management 



It is Real

Skills Misalignment in Job Descriptions


