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The Centre for Cyber security Belgium

Cyber Crime phenomena

*  Phishing
« Ransomware

Data exfiltrat

«  Supply Chain

« (Advanced Persistent Threat Acto

How is this possible?
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The Centre for Cyber security Belgium

Vulnerabilities

*  Human e Technical
« Unawareness « |CT Complexity
* |gnorance » |nstant patching pressure
« Gullibility « Disorganized architectures
« Speculation « Supply Chain challenges
« Greed « Business pressure
e Cluelessness * Funding limitations
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@ the beginning of ...
making cyber space less
vulnerable
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The Centre for Cyber security Belgium
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Malicious With And Malicious  Exploitinga Of a Target
\ Actor Intentions Infrastructure Action Vulnerability or Victim/

Cyber Defence & Intelligence

Cyber Crime Operations

Active Cyber Security
Detect — Disturb - Warn — Involve
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The Centre for Cyber security Belgium

Active cyber security/Protection - a wider preventive and
—resitience strategy

* Introducing concepts of Liability & Accountability

* A proactive, tailored, automated and participative approach

* Active and solicited involvement of users in their own protection

* Focusing on actively bettering prevention, detection, monitoring & analysis
e Offering free services or tools

* Rapidly and automatically share and understand relevant threat information

e Directly to the involved parties (spear-warning)
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The Centre for Cyber security Belgium

Active Cybersecurity

 Target Technical

vulnerabilities
« Early Warning System
 Spear Warning
» [Fast and direct alerting
* Cyber Threats
* Vulnerabilities
e Intrusions ...

« SafeOnWeb@Work -> all
NIS-2 entities and more?
ke’
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Target Human Vulnerabilities
« suspicious@safeonweb.be

« Safeonweb app

« Belgian Anti-phishing shield

« Validated sites

BAPS
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The Centre for Cyber security Belgium

BePhish (suspicious@safeonweb.be)

o +« CENTRE FOR Number of mails received

gg&ﬁﬁ ’\SIIEcURITY ] Jan 1, 2022 @ 00:00:00.000 to Apr 1, 2022 @ 00:00:00.000
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BePhish statistics

Number of mails received over time & Jan 1, 2022 @ 00:00:00.000 to Apr 1, 2022 @ 00:00:00.000 @ 1 ' ,

Mails received

® Number of mails received

Number of unique URLs tagged as malicious by Netcraft
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Unique URLs tagged as malicious by Netcraft

) Jan 1, 2022 @ 00:00:00.000 to Apr 1, 2022 @ 00:00:00...
Top 100 Subjects observed (il Jan 1, 2022 @ 00:00:00.000 to Apr 1, 2022 @ 00:00:00.000 &

Number of mails

L 129,987

Date

v Safeonweb

™ Export

of unique ins that are possibly ious (Net...
Jan 1, 2022 @ 00:00:00.000 to Apr 1, 2022 @ 00:00:00... Bedreigingen

Momenton| vool phishing borichton aodotoctoord
met als onderwerp: ‘Belangrijke bercht

Bericht 33,874 112021

Wieuwe publicatie: Cyberaanvallen en enline
oplichting. wat is het? Wat te doen en ho jezef

Laatste herinnering 9,179 5 3 12 beschermen?
oafmjze21
Bevestig je afspraak 7,451 ] ; ; Opgepast voor verdachte berichton die by -Bax

nabootsen

Subjects ~ Count ~

Unique domains tagged as malcious by Netcraft ozf1tf2021

Momantee veel phishing berichten gedetactaard
met els onderwerp: Belangrijke update.

. . zenuszozt
Kennisgeving 6,606
Kifk it voor e-meils e van de olitie jker e
kemen
26h0jz021

Automatisch bericht 6,638

Valse berichten in naam van De Wateraroep
2171012021

Momenteel veel phishing berichlin gedetectocrd
met als onderwer: Je nisuwe factuurjeeditnata
FAK218574037

19/1072021
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The Centre for Cyber security Belgium

Stats suspicious@

Received emails to @safeonweb.be

W e-mails
2017 2018 2019 2020 2021
) Source: CCB, 2021
\\4///Z== CENTRE FOR
A § CYBER SECURITY
\' BELGIUM Page 10

1//}// ] ]



The Centre for Cyber security Belgium

Stats suspicious@

Blocked URL'’s

W URL

2017 2018 2019 2020 2021

Source: CCB, 2021
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The Centre for Cyber security Belgium

Belgium is high ranking in Cyber Security

BitSight Security Ratings
Countries of European Union

A 10 Countries
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Malta

Bulgaria
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@ the beginning of ...
new notions on trust?
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The Centre for Cyber security Belgium

Changing the Internet

Synthetic Trust Zero trust

Digital identity-based Trust
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The Centre for Cyber security Belgium

Validated web sites 2023

Al

Certificate Authorities \ PR S

Company Registration

/7

e STRONG Publisher Validation Validated @ AY| 4
Sltes T
7 POOR Publisher Validation \ / Identity & CBE
Serwce Validation

e NO Publisher Validation Safeonweb*
4Business
e Known Malicious
Safeonweb®™

Bephish
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Abused .||\ BELGIUM
Domains &
Certificate Types Governement Registration
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The Centre for Cyber security Belgium

Know and understand current and future cyber threats

Intelligent fraude

Intelligent systems
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* You see Do’s number & name No Stir/Shaken
* You hear Do’s voice Deep voice Fake
e Do clearly knows you SOCMINT
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We also need to make the inter

humans
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