5G RAN-One
Software track -
Securitybenefits

Anna Kahre, Product Security Director — Business Area Networks
Ericsson AB



High level mobile network overview
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Public networks

— Control signalling
— User payload
— Management traffic



Security of deployed networks

Ericsson Trust Stack model

Operations process

Deployment process
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Secure operational
procedures, e.g., use of least
privilege, logging etc.

Solid network security
design, configuration and
hardening

Vendor product development
process

Secure HW & SW, secure
development and version
control

Telecommunications
standardization process

Sources: Ericsson analysis
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Secure protocols, algorithms,
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One software track for all markets

* One SW (main-track) that serves all markets

» Features and licensing used to meet different markets/customer demands
» Development efficiency

* Bugs, vulnerabilities and fixes handled “once”

* One SBOM facilitates modernization & upgrades of SW components

<OV = Softwere Bil of Meteril One SW for all customers => A fix of a fault or vulnerability in

MTR = Main Track Release the main track means a fix available for all customers
GA = General Available

IP = Intermediate Package
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Software Assurance — main activities
« Ericsson (internal) regulation: ‘Ericsson Security st YT e
! ! ! !

Reliability Model (SRM)’

* Assurance, Compliance & Documentation
Functions Assurance Compliar:;:teifn DePI::LmiZTS&
» Development activities assure strong security posture --

Customer Documentation
Risk Assessment Secure coding e.g. Hardening guideline

!

Privacy Impact Analysis Vulnerability Analysis Software
&

Penetration tests release
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Security Reliability Model

Software assurance

 Vetting of open-source software

FOSS management

Internet  Free open-

 SBOM database mapped to Vulnerability . _ sourcesw
4= ‘:‘94—

database

* Vulnerability Management = e
d ° . e 0%

» Code development and code review - “four o ? J

eyeS" prin C|p| e Version updates V4,0 val Va2

Loggmg and traceabil Ity of code commits Security culture built-in to the organization

e Test & verification Audited development Buﬁ;ﬁ;‘rﬁea
processes and products T
(NESAS and SCAS) Engineering

» Security professionals Appointed security

employees in all
development teams

FOSS = Free Open-Source SW

SBOM = Software Bill of Material

EVMS = Ericsson Vulnerability Management Service
NESAS = Network Equipment Security Assurance Scheme
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Signing of Software & Firmware

v’ Minimum amount of exploitable Vulnerabilities

v’ Minimized risk of malware Injection

P
Ericsson Production

PKI (EPPKI)

» The SW is signed after assurance activities (test
and verification)

« The UP (Upgrade Package) contains X.509
signatures §8\ d?é)‘

* The firmware is signed

« Software is made available in SW GW

| 2023-05-24 | Commercial in Confidence | Page 7



OECD Vulnerability recommendations

Risk-based approach : 1) Mitigating measures 2) exploitability 3) feasibility

OECDpublishing

ENCOURAGING
VULNERABILITY
TREATMENT

OVERVIEW FOR POLICY MAKERS

OECD DIGITAL ECONOMY
PAPERS

February 2021 No. 307
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To reduce the risk, it is possible to apply a mitigation measure (“mitigation”). For code vulnerabilities,
a mitigation called a “patch” modifies the code to fix the vulnerability. Patches need to be implemented on
each software instance through a security update, broader update or new release (e.g. upgrades in mobile
apps). However, it is not always possible to develop a patch, for example, when the product is no longer
supported, does not have update capabilities, or would have to be redesigned to fix the vulnerability. In
such cases, a set of instructions, configuration requirements or documentation can reduce the risk without
necessarily eliminating it. In some smart products, such as certain low-cost loT devices, the code cannot
be updated. For system vulnerabilities, mitigations consist in actions that system owners can take, e.g.
changing configuration settings or applying an existing patch previously set aside.

However, there is no way to eliminate all vulnerabilities. While addressing vulnerabilities is essential,
fixing all vulnerabilities would not be a realistic objective, for many reasons including cost and technical
feasibility. Furthermore, many code vulnerabilities will never be exploited, and some system owners may
not apply a patch because it would disrupt operations, create compatibility issues or introduce additional
risk. Moreover, vulnerabilities may be discovered in products that are still in use but no longer supported
and will never be corrected. In absence of a code mitigation, or when a patch cannot be applied, a
workaround may exist, such as a configuration change in a firewall.

Risk management, which enables discernment and flexibility, is the cornerstone of vulnerability
treatment. The overarching objective of vulnerability treatment is to make products and information
systems “secure enough” rather than absolutely secure, in order to sufficiently reduce, rather than entirely
eliminate, security risk for users and third parties. Mitigation development is primarily a matter of
prioritisation based on risk assessment.

https://www.oecd-ilibrary.org/science-and-technology/encouraging-vulnerability-treatment @e2615ba-en
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https://www.oecd-ilibrary.org/science-and-technology/encouraging-vulnerability-treatment_0e2615ba-en

Not all vulnerabilities are equal

 To help identify the severity of a vulnerability, a globally
recognized standard exists.

—CVSS — Common Vulnerability Scoring System,

» The base CVSS score (as often discussed in the media) only
considers the vulnerability in isolation.

* In reality, systems and telecom networks are implemented in a
security context

—layers of protective measures

 This security context is captured in the CVSS by the
environmental and temporal security relevant criteria.

Source: https://www.first.org/cvss/
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https://www.first.org/cvss/
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Example of vulnerability handling

Vulnerability alert Ericsson severity
in EVMS rating
\/ v

TRi
PDU issHes \ Implementati Test &
analysis / on of patch verification

Time depends on the severity

Main SW track

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ L 2 ¥

MTR 2241 MTR 22.43 MTR 22.45 MTR 22.47 MTR 22.49 MTR 22.51 MTR 22.01 MTR 22.03 MTR|23.05 MTR 23.07 MTR 23.09 MTR23.11

$ ¥ ¥

MTR23.13 MTR23.15 MTR23.17

__ Test& verification . ’ GA release
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Example of vulnerability handling

Vulnerability alert

in EVMS
v

Ericsson severity

rating
v

PDU
analysis

\\

>TR issues

\, Implementati Test &
/ on of patch verification

}

Time depends on the severity

l Code freeze for GA

A 4

Main SW track

¥ ¥ ¥ ¥ ¥

MTR 2241 MTR 22.43 MTR 22.45 MTR 22.47 MTR 22.49
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\Which vulnerabilities matters for ensuring resilience ?

Cyber Resilience Act

ANNEX |
ESSENTIAL CYBERSECURITY
REQUIREMENTS

1. SECURITY REQUIREMENTS RELATING
TO THE PROPERTIES OF PRODUCTS
WITH DIGITAL ELEMENTS

Products with digital elements shall be
delivered without any known critical or high
severity exploitable vulnerabilities.
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OECD Vulnerability recommendations

Risk-based approach: 1) Mitigating measures 2) exploitability 3) feasibility

OCECD,

ENCOURAGING
VULNERABILITY
TREATMENT

OVERVIEW FOR POLICY MAKERS

OECD DIGITAL ECONOMY
PAPERS
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. To reduce the risk, It Is possible to apply a measure (' ). For code

@ mitigation called a “patch” modifies the code 10 fix the vulnerability. Patches need to be implemented on
each software Instance through a security update, broadar update or new release (e.9. upgrades in moblie
apps). However, 1 is not always possible 1o develop a palch, for example, when the product is no longer
suppored, does not have update capabiities. or would have 10 be redesigned to fix the vuinerability. in
such cases, a set of 18, configuration or decumentation can reduce the risk without
necessarkly eliminating it. In some smart products, such s cerain low-cost loT cevices, the code cannot
be updated. For sysfem vulnevabilties, mitigaticns consist in acticns that system owners can take. .9
changing configuration settngs of apphying an ensné-q paich previously set aside

However, there is no way to all _,E Whie s is essential,
fixing a¥ vulnerabiities would nct be a realistic cbjective, for many reasons mcsuong cost and technical
feasibiity. Furthermore, many code vuinerabilities wil never be exploited, and some system owners may
not apply a patch because it would disrupt operations, create compatiiity Issues of introduce additional
risk, Moreover, vulnerabilties may be discovered in products that are s8ll in use but no longer supporied
and will never be corrected. in absence of a code MgGation, or when a patch cannot be applied, a
workaround may exist, such as a configuration change in a firewall.

Risk management, which enables and is the of

treatment. The overarching objective of vulnerability treatment is to make products and Information
systems “secure encugh” rather than absolutely secure, In order 1o sufficiendy reduce. rather than entirely
eiminate, sacurity risk for users and third partias. Mitigation development is primanly a matter of
pricritisation based on risk assessment.
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summary

» Security of deployed networks is determined by
standards, vendor development processes,
configuration and operations.

* One software track benefits our customers and
ensures efficiency and hence affordability of
products and services

« Software assurance throughout the development
process increase security

* The main consideration in CRA should be to
minimize the risk of cyber incidents as opposed to
minimizing the mere presence of any kind of
vulnerability
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https://www.ericsson.com/en/public-policy-and-government-affairs/cyber-
network-security?video-dialog=1 kw4tjgmé
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