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 ENISA cyber exercise efforts

 organisation and support

 Cyber Europe 2016

 EuroSOPEx 2016



ENISA’s Efforts in Cyber 
Exercises
A reminder
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 Cyber exercise planning training courses

 Support in exercise planning

 European Commission, EEAS, Eurocontrol, EU Agencies, ..

 Cyber Exercise Platform available for the organisation of 

EU Institutions, incl. Agencies, and Member States 

exercises

 Technical Playground



Cyber Europe 2016
Overview and status update



7

Simulation of large-scale cybersecurity incidents and EU-wide cyber crises

Business continuity and crisis management situations

Advanced technical cybersecurity incidents 

Exciting scenarios, inspired by real-life events

National and international cooperation

Flexible learning experience
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CE2016 high-level goals:

1. Test EU-level cooperation processes

2. Provide opportunities to test local-level cooperation processes

3. Train EU- and national-level capabilities
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Phase 1: 

Apr-Oct 2016: focus on technical knowledge enhancement 

Technical ‘challenge of the month’ released on a regular basis 

Build up the crisis, keep participants interested, train participants

Phase 2:

Oct 2016: two-days focus on cooperation and operations
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 Phase 1: launched on 26th April

 3 Incidents released already 

 Over 350 players from 19 countries are already onboard

 Final Planning Conference: 15-16 Jun Athens

 Phase 2: 

 Dry-run: 14-15 Sep

 Exercise: 13-14 Oct



EuroSOPEx 2016
Exercise debriefing
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Exercise goal

Train CSIRT PoCs on the use on EU-
Cyber SOPs and its supporting 

pilot CSIRT Cooperation Platform

Objective 1

Use the 

EU Cyber SOPs

Objective 2

Test familiarity 
of CSIRT PoCs
with the EU 
Cyber SOPs 

Objective 3

Use the 
supporting 
pilot CSIRT 

Cooperation 
Platform

Objective 4

Test familiarity 
of CSIRT PoCs
with the pilot 

CSIRT 
Cooperation 

Platform
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General Info

Distributed 
TT Exercise

Central 
EXCON

Common 
Scenario

Attack on EU 
Power Grid

Session 1

31st May

Malta

Spain

France

Portugal

Germany

Bulgaria

Session 2

1st June

Italy

UK

Sweden

Netherlands

Belgium

Session 3

2nd June

Croatia

Poland

Austria

Cyprus

Slovakia

Czech 
Republic

Greece

Session 4

3rd June

Latvia

Lithuania
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Role Playing of Actual National 
Authorities (CSIRTs)

Use of Media Pressure

Use of Political Pressure
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• Information sharing (MISP, operational)
• Knowledge of the EU Cyber SOPs
• Reactive responses from MS and ENISA
• Identified need to use Cooperation Platforms 

into day2day business

• No Cryptomailer use
• No naming convention for Chat Service
• Teleconference issues
• Hesitance to take leading role in Crisis 

Management
• Last minute changes to Participants info
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