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eHealth in the EU and the EC

• The first EU eHealth Action Plan 2004-2011

• The second eHealth Action Plan 2012-2020

• eHealth Strategies across the EU 

– Ministries of health

– EU task force

• ICT security not in scope

– Electronic health records

– Health information networks

• Security incidents increased

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:52004DC0356:EN:NOT
https://ec.europa.eu/digital-agenda/news-redirect/9156
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ENISA work on eHealth – the beginning

• Security and Resilience in eHealth infrastructures and 
services

• Scope:

– Health information networks (eHealth networks in 
hospitals in national/ regional level, peripheral networks 
that offer access to professionals, hyper-nation private 
networks)

– Health jurisdictions responsible (centralized or 
decentralized approach) 

– Electronic health records (data that is exchanged/ 
transferred)
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eHealth Study

• Approach:

– Creation of a working group of experts 

– Interviews, surveys (topics: eHealth services and 
infrastructures, security and privacy requirements, security 
practices, national strategy and legal aspects)

– Use case scenarios (eHealth and cloud computing, smart 
ehealth devices etc)

• Stakeholders:

– South Denmark

– Communidad de Madrid

– Scottish Centre for Telehealth and Telecare

– INSERM

– Health Cluster Portugal
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Questions?
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National Cyber Security 
Strategies
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NCSS in EU

20 NCSS in EU
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ENISA doctrine: NCSS Lifecycle
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High level goals
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Long term impact
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Supporting the MSs creating a strategy 

• Cyber Security is important for the well functioning of the 
society and economy; MS recognize the importance and 
develop NCSS

• Critical Services and Infrastructures should be better 
protected from cyber attacks and threats

• ENISA develops good practices for EU MS and Private Sector 
to address the emerging issues; training material to support 
MSs to create a strategy

• Sharing experiences and deploying good practices improves 
the situation quickly

• When it is necessary, additional regulatory measures are 
introduced to resolve issues
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2015 activities for NCSS

• Focus on Working group: currently 14 MS participating (8 
actively) +1 EU Country (CH); need for more 
participation and contribution

• WG will focus on small papers on NCSS components and 
will describe the specific approaches per country i.e. 

– CIIP approaches (governance perspective), 

– Public Private Partnerships

– Capacity building and other topics will come

• Training material setup to deliver training services to MSs 
that don’t have a strategy

• Evaluation of a NCSS: working deeper on the specific 
KPIs, the goal is to offer a checklist the MSs can use
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2nd ENISA National Cyber Security 
Conference

13th of May in Riga

Save the date!!
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Questions?
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Follow ENISA:

Thank you for your attention

For more information visit: http://www.enisa.europa.eu

https://www.enisa.europa.eu/

