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s enisa eHealth in the EU and the EC
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e The first EU eHealth Action Plan 2004-2011
e The second eHealth Action Plan 2012-2020

Country Reports Database

Individual eHealth Strategies Country Reports and further information:

e eHealth Strategies across the EU . e
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http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:52004DC0356:EN:NOT
https://ec.europa.eu/digital-agenda/news-redirect/9156
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. enisa ENISA work on eHealth - the beginning

* X
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e Security and Resilience in eHealth infrastructures and
services

e Scope:

- Health information networks (eHealth networks in
hospitals in national/ regional level, peripheral networks
that offer access to professionals, hyper-nation private
networks)

— Health jurisdictions responsible (centralized or
decentralized approach)

— Electronic health records (data that is exchanged/
transferred)
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. enisa eHealth Study

e Approach:
— Creation of a working group of experts

- Interviews, surveys (topics: eHealth services and
infrastructures, security and privacy requirements, security
practices, national strategy and legal aspects)

— Use case scenarios (eHealth and cloud computing, smart
ehealth devices etc)

e Stakeholders:
— South Denmark
— Communidad de Madrid
— Scottish Centre for Telehealth and Telecare
— INSERM
— Health Cluster Portugal
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Questions?

www.enisa.europa.eu
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Y enisa NCSS in EU
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20 NCSS in EU
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enisa ENISA doctrine: NCSS Lifecycle
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. enisa High level goals
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M Establish and clarify roles in collaboration between € Invest in ICT and innovation for S Protection and efficient functioning of - Sustainability: shape an open, stable
LI the public and private sector cybersecurity and privacy aritical information infrastructure ANYJ ond secure cyberspace

Establish and implement legislative framework

0 Citizens’ perception of sufficient data protection T Protect digital nafional information Education and training @ Internotional leadership position Secure vital notional funions and

resources interests against cyber threats and attacks

Preparedness, resilience and adequate response ' Promote economy reliant on Awareness raising B Tockle ybercime @‘{ Endorse and respect certin rules of
o) I cyberthreats and attacks E digitalized industry behhuwours ||} Thtla digital arena consistent
with nafional values

= Sufe use of information and communication in fe oloce fo do bus Quality of IT and communicafion m Secure cyberspace with respect for
A the cyberdomain by citizens, businesses and authorities a Secure safe place to do business products and security standards fundamental rights and values
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(Critical) information infrastructure and services:
information security

% Better coordination and greater competence
S of public and private actors involved in the
information infrastructure security

& Ensure confidentiality, integrity and accessibility

of electronic information and services

& Reduction or elimination of distuptions in the
normal functioning of essential services that
are vital to funcfioning of society

Strengthened capabilities protecting ciitical
information infrastructures, communication
networks and services

Long term impact
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Business & innovation

Rights and society

B A balonce between privacy, fundamental rights
and liberties, free access to information with
the need fo guarantee security

Protection of personal data and privacy

Ability to counter online criminal acfivifies

PIEN A cyberspace optimal for societal Y Foster a growing business sector
(5 development and expanding digital economy =

Innovative public services

é Maintaining and promoting
economic and social prosperity

I (reation of an infemationally
GQE recognized compefifive and
exportable cybersecurity cluster

P2 Development of effective and
W innovative ebusiness solutions

Stimulate technological capabilities
and national academic initiatives in
security and privacy knowledge

@ Establishing a cost-effective structure
%?ggﬁg excessive burden on pivate r* Awareness and a culture of security among
citizens and insfitutions

Public — private relations

Allow citizens and businesses to safely handle their
affairs with the government

General

@, A cybersecurity policy consistent for all the
involved agents

A secure, credible and reliable cyberspace for all users
n Enhanced national security

Greater confidence in safefy of using cyberspace
by cifizens, businesses, public sector

m Increased resilience against cyberthreats and atfacks

International cooperation
E International leadership position

Lower effectiveness of interet terrorism and lower
costs of countering cyberterrorism

@ Prevention of threats

Better cybersecurity practices and procedures

H www.enisa.europa.eu
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. enisa Supporting the MSs creating a strategy
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e Cyber Security is important for the well functioning of the
society and economy; MS recognize the importance and
develop NCSS

e C(Critical Services and Infrastructures should be better
protected from cyber attacks and threats

e ENISA develops good practices for EU MS and Private Sector
to address the emerging issues; training material to support
MSs to create a strategy

e Sharing experiences and deploying good practices improves
the situation quickly

e When it is necessary, additional regulatory measures are
introduced to resolve issues

PHASE 1 PHASE 2 PHASE 3 PHASE 4
Developing the Executing the Evoluating the Mainfaining the
strateqgy strategy strategy strateqy

Updating the Updating the Periodically reviewing (Confinuous
strategy action plan(s) the strategy improvement
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2015 activities for NCSS

Focus on Working group: currently 14 MS participating (8
actively) +1 EU Country (CH); need for more
participation and contribution

WG will focus on small papers on NCSS components and
will describe the specific approaches per country i.e.

— CIIP approaches (governance perspective),

— Public Private Partnerships

— Capacity building and other topics will come

Training material setup to deliver training services to MSs
that don’t have a strategy

Evaluation of a NCSS: working deeper on the specific
KPIs, the goal is to offer a checklist the MSs can use




.« 2nd ENISA National Cyber Security

S enisa
RIGA|2014
EUROPEAN CAPITAL OF CULTURE

X, - Conference

13th of May in Riga
Save the datel!




Questions?
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Thank you for your attention

For more information visit: http://www.enisa.europa.eu

Folow ENISA: fin BT @ 8N

European Union Agency for Network and Information Security WWW.enisa.europa.eu
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