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CCN PROJECT SPARTA
WP9: CYBERSECURITY TRAINING AND AWARENESS

SPARTA WP9 Overview:
� Deliverables:

� All deliverables (D9.1, D9.2, D9.3, D9.4, D9.5) submitted
� Available: https://www.sparta.eu/deliverables/

� Results:
� Education Map published

� https://www.sparta.eu/study-programs/
� Curricula Designer published

� https://www.sparta.eu/curricula-designer/
� Papers published

� https://www.sparta.eu/papers/
� Events:

� Go Cyber with SPARTA at ULPGC
� Go Cyber with SPARTA at La Reunion
� ARES ETACS Workshop

� 2021, 2022
� https://www.ares-conference.eu/workshops-eu-symposium/etacs-2022/

https://www.sparta.eu/deliverables/
https://www.sparta.eu/study-programs/
https://www.sparta.eu/curricula-designer/
https://www.sparta.eu/papers/
https://www.ares-conference.eu/workshops-eu-symposium/etacs-2022/
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CCN PROJECT SPARTA
CYBERSECURITY CURRICULA DESIGNER 2021
Curricula Designer Web App
�A result beyond DoA that implements the 

SPARTA CSF and helps building 
customized curricula.

�Based on SPARTA Topics – NICE 
Competencies – Work Roles mapping.

�Allows identification of unsupported 
“standardized” work roles and consistent
analysis of existing programs.

�Currently only for Bachelor’s programs.
�Originally based on NICE CSF.
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CCN PROJECT SPARTA
CYBERSECURITY CURRICULA DESIGNER 2021
Weaknesses of 2021 version:
�Based on SPARTA Cybersecurity Skills Framework (not maintained any more) and NIST 

NICE (designed in and tailored for US job market):
�sometimes difficult application to EU job market.

�No direct link between Work Roles and Knowledge/Skills, need for intermediate 
connectors (SPARTA Topics):
�may result in losses of precision for Work Roles – KAS mapping.

�No support for the newly emerging ECSF designed by ENISA:
�a framework that is expected to become major EU tool would be unsupported.

Solution provided by 2022 version:
� Integration of ESCF with Curricula Designer tool.
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CCN PROJECT SPARTA
ENISA EUROPEAN CYBERSECURITY SKILLS FRAMEWORK
12 Role Profiles in Draft v0.5:
�Chief Information Security Officer (CISO),
�Cyber Threat Intelligence Specialist,
�Cybersecurity Educator,
�Cybersecurity Risk Manager,
�Cyber Incident Responder,
�Cybersecurity Architect,
�Cybersecurity Implementer,
�Digital Forensics Investigator,
�Cyber Legal, Policy & Compliance Officer,
�Cybersecurity Auditor,
�Cybersecurity Researcher,
�Penetration Tester.

For each profile, ECSF defines:
�Alternative Titles,
�Summary Statement,
�Mission,
�Deliverables,
�Main Tasks,
�Key Skills,
�Key knowledge,
�E-Competences.

�Direct link between Profiles and 
Skills/Knowledge is defined.



@
sp

ar
ta

_e
u

| 
sp

ar
ta

.e
u

6

CCN PROJECT SPARTA
ESCF AND CURRICULA DESIGNER INTEGRATION
1. For a specific Work Role 1, education providers find 

the relevant Profiles (Profile 1 and Profile 12 in our 
example). This mapping, marked by brown arrows, 
should be specified by the job advertisers/employers.

2. Education providers identify the necessary 
knowledge and skills for selected profiles. These 
requirements are defined by the ECSF, marked by 
blue arrows.

3. Education providers design new or reuse existing 
courses (in our example courses 1, 2, 3, 4) that 
address the knowledge and skills identified in the 
step above. This mapping between courses and their 
content must be done by course administrators.

4. Having all necessary courses (and all prerequisites 
for them, general non-cybersecurity courses, other 
courses for broadening the scope of students, etc.), 
the core of the curriculum is ready. 
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CCN PROJECT SPARTA
ESCF AND CURRICULA DESIGNER INTEGRATION

https://www.sparta.eu/curricula-designer/

https://www.sparta.eu/curricula-designer/
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CCN PROJECT SPARTA
CYBERSECURITY CURRICULA DESIGNER 2022
Updates of 2022 version:
�Based on SPARTA Cybersecurity Skills Framework, NIST NICE and ECSF:
�Directly applicable to both US and European job market and institutions.

�Direct link between Profiles and Knowledge/Skills
�No losses of precision for Work Roles – KAS mapping.

�Support for the ECSF designed by ENISA:
�Curricula Designer is usable in varied environment, framework can be chosen.

Future work (REWIRE):
�Simplify the integration of frameworks: definition in machine-readable format.
�Expand to professional training and certification.
�Provide more connectors (course databases, study program maps, etc.) and ”bilateral 

features”.
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