ENISA work to secure eHealth
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What would happen if... * enisa

NHS suffered a power outage
causing loss of service for
more than 12 hrs

Surgical teleoperated robot
hacked remotely

Hacking the Heart

Pacemaker hacked wirelessly
(mannequin lost life
indicators)




Security challenges in eHealth
systems and infrastructures

Which do you believe are the most important security challenges in eHealth
infrastructures and systems?
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2016: ENISA work to secure Smart % enisa
Hospitals
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Core Infrastructures
High speed reliable network
Identification technology
Sensor networks
Embedded systems

Secure devices and systems to improve patients’ safety



2016: Cloud Security in eHealth *

HEALTHCARE

ADOPTION & USE

@ TOP REASONS Ot ADOPTING
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Objectives

 Measure Cloud adoption in the
eHealth sector

* Identify examples of services
deploying cloud and the specific
security requirements

* Analyse the cyber security challenges
and the opportunities

e Security self assessment tool for
healthcare organisations

Secure infrastructures to improve patients’ safety



Thank you

@ PO Box 1309, 710 01 Heraklion, Greece

@ Tel: +30 28 14 40 9710

info@enisa.europa.eu

@ WWW.enisa.europa.eu
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https://www.facebook.com/ENISAEUAGENCY
https://www.facebook.com/ENISAEUAGENCY
https://www.linkedin.com/company/european-network-and-information-security-agency-enisa-
https://www.linkedin.com/company/european-network-and-information-security-agency-enisa-
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