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About ENISA

The European Network and Information Security Agency (ENISA) is an EU agency created to
advance the functioning of the internal market. ENISA is a centre of excellence for the
European Member States and European institutions in network and information security,
giving advice and recommendations and acting as a switchboard of information for good
practices. Moreover, the agency facilitates contacts between the European institutions, the
Member States and private business and industry actors.

Contact details:

For contacting ENISA or for general enquiries on EFR Collaboration Platform, please use
the following details:

e-mail: NAME, Title — email

Internet: http://www.enisa.europa.eu/

Legal notice

Notice must be taken that this publication represents the views and interpretations of the authors and editors,
unless stated otherwise. This publication should not be construed to be an action of ENISA or the ENISA bodies
unless adopted pursuant to the ENISA Regulation (EC) No 460/2004. This publication does not necessarily
represent state-of the-art and it might be updated from time to time.

Third-party sources are quoted as appropriate. ENISA is not responsible for the content of the external sources
including external websites referenced in this publication.

This publication is intended for educational and information purposes only. Neither ENISA nor any person acting
on its behalf is responsible for the use that might be made of the information contained in this publication.

Reproduction is authorised provided the source is acknowledged.

© European Network and Information Security Agency (ENISA), 2008
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Introduction
This User Guide presents a step by step guide for understanding and using the EFR platform, a
collaboration platform for concurrent use, implemented to facilitate the execution of the EFR
Processes.

This guide should serve as a suitable guidance for users to perform the tasks they have been
assigned and support them to operate on the platform correctly.

The platform is structured according to the general workflow of the EFR process and the users/
platform permissions are designed in compliance to each user’s specific work scope. In
particular this platform supports the phases of scenario building, scenario analysis and risk
assessment as well as the preparation of the final deliverable.

The purpose of the platform is to create a collaborative space where all participants whao
contribute to the process of assessing Emerging and Future Risks (EFR Process) can cooperate.
Via the EFR collaborative platform, the different user groups coordinate their efforts to create,
analyse, and assess scenarios in the face of identifiable Emerging and Future Risks.

This User Guide will first present an overview of the EFR platform by briefly depicting the
different user groups, the general activity workflow, the key terminology as well as the
principal pages the user will operate on. Further, the guide provides a chapter on basic
document management pointing out the most essential steps the users have to take in order
to process documentation with the application. , by giving an

The User Guide concludes with a more precise description of each scenario phase of the EFR
Collaboration Platform presenting for each phase the involved users and introducing concisely
the different roles and tasks the involved users will carry out.

The EFR Framework at a glance

The EFR framework consists of a set of core processes aimed at assessing Emerging and
Future Risks. The framework builds a scenario describing the threat environment by
incorporating the known characteristics of the current environment and the known or
envisaged characteristics of future/emerging application or technologies. The core processes
of the framework shown in are:

1. Submission of a Request
Scenario Building and Analysis
Risk Assessment

Risk Treatment

Trend Analysis

Information Collection
Information Dissemination

NoUunhsWN
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Figure 1: High level overview of the EFR process

The diagram shows the flow of the EFR process root level. The starting point would be a
request submitted by the Users with the objective to assess emerging and future risks that
might result from a combination of new technology and/or new applications being
implemented. These requests may come from:

a) Member States considering the impact of new technology/applications and the need for
introducing new or amended policy

b) The EC and other EU Institutions considering the impact of strategic IS/IT planning or
considering the development/implementation of new and innovative applications or
technology.

The requests need to be presented in a specific template, thus assuring that the client-
specific requirements are properly formatted. These requests will be used to build scenarios.
Specialised expertise required for each process depending on the request is provided with the
involvement of subject matter experts.

Additionally, Subject Matter Experts would take into account information such as trend
reports, the World-Wide-Web, white papers and research papers in order to develop and
endorse scenarios. The trend reports are elaborated during the Trend Analysis and document
relevant trends concerning emerging and future risks.

Once having built and analysed the scenario, a completed and approved scenario template
will be forwarded to the Risk Assessment. On the base of the scenario template, potential
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risks are identified and assessed and appropriate risk treatment decisions are afterwards
produced in order to encounter the identified risks. In a final step the outcome of the
evaluation would be disseminated to the target audience using a number of diverse
mechanisms.!

! Enisa: EFR Framework Handbook, Dec 2008.
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Introduction to the EFR collaboration platform

The EFR collaboration platform (from now on “The Platform”) aims to facilitate the usage of
the EFR framework by supporting the execution of key processes and their corresponding
activities. In this version the platform supports the processes of scenario building, scenario
analysis and risk assessment as well as the preparation of the final deliverable. Other
processes and activities for the time being will have to be carried out completely manually. As
the experience with the framework grows and the users get familiar with the features of the
platform it is certain that ways to increase the efficiency of the current implementation and
extend support to the currently manual parts will be identified.

The purpose of the platform is to create a collaborative space where all participants who
contribute to the processes of assessing Emerging and Future Risks (EFR Framework) can
cooperate. The different user groups coordinate their efforts to create, analyse, and assess
scenarios to reveal identifiable Emerging and Future Risks. The platform provides storage
space (workspaces) to store files and facilitate sharing of information, document editing,
discussion forums and workflow features that lead to the production of the EFR processes
outputs (documents). Users can track what is the progress of each process and where their
contribution is required. In addition the platform will sent out email notifications to alert the
users on certain events (file uploaded, user contribution required, process output accepted,
etc).

The outputs of each process (output documents) in many cases will use preformatted
templates designed to present the contributions of the experts in a coherent format. The
development of these documents is supported by a file editing workflow and document
versioning. The same workflow is uniformly applied in all processes, thus experts should find
few surprises once they participate in the execution of one process. In the following chapters
the implementation artefacts used to realise the processes will be explained as well as the
actions required by each user depending their specific roles and the progress of the process
they participate.

User Roles

As per the description of the EFR processes the participants assume certain roles that frame
the obligations and interaction of each individual to the execution of each process. In the
case of this platform this translates to a set of permissions on objects (artefacts) of the
platform that prescribe what the user is allowed to do and how the platform interacts with the
user. The users of the EFR collaborative platform correspond to the following roles:

1. EFR Manager
2. EFR Specialists

3. Experts

4. EFR Stakeholder
5. EFR Administrator

According to the EFR framework, these roles represent the key actors participating in the
building, analyzing, assessing and finalizing of a scenario. The main functions of each role are
described below.

10
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Please note that the described roles refer to the roles as users of the EFR platform application
which is mainly focused on access control management and the assignment of tasks. For a full
description of the principal actors in the EFR Framework please be referred to the EFR
Framework Handbook.

EFR Specialists

The EFR Specialists are mainly responsible for the correct circulation, management and
validation of the working documents. One of his tasks is to initiate the scenario building
process by choosing the according scenario templates from the database. These templates
serve as the starting point for the Experts.

Further, the EFR Specialists are in charge of consolidating the Experts’ contributions into one
working document and uploading them to the corresponding workspaces. Please find more
information about the actions of the EFR Specialist in the corresponding chapter at the end of
the user guide.

Experts

This role requires significant knowledge and experience in the specific subject area
considered using the EFR framework. The expertise needed may vary based on the specific
requirements of the submitted requests, the technologies involved, the threat environment or
the type of risks being identified or assessed.

The Experts tasks include creation of scenarios and analysis, contribute new document
versions or add comments to existing scenarios. They are responsible for uploading their
documents to the platform and share them with other experts. Additionally, they have the
possibility to participate for instance in a blog of building discussions with the mean to
interchange positions or opinions and enrich the process. This role is typically recruited for
particular assignments called in an ad-hoc basis. Thus, it is not a stable entity.

There are different depending on the sub-workspaces they are working in:
1. Building: Building Matter Experts
Building Validation Matter Experts
2. Analysis: Analysis Matter Experts
Analysis Matter Experts
3. Assessment: Assessment Matter Experts
Assessment Validation Matter Experts

4. Finalization: Finalisation Matter Experts

EFR Manager

The EFR Manager ensures the smooth operation and quality of the entire process by
reviewing and evaluating the most relevant aspects of the EFR application. Apart from the
overall controlling and supervising functions, his main tasks are to examine as well as to
(dis)approve the scenarios created by the different Expert groups.
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EFR Stakeholders

The EFR Stakeholders form part of the EFR Stakeholder Forum, a stable entity composed by
highly experienced experts in information risk assessment and management, emerging and
future risks, emerging technologies. They review the generated EFR scenarios, give advisory
services on issues of their expertise and have the opportunity to comment and provide their
feedback in a specific dialogue workspace. The role of the EFR Stakeholder Forum is mainly
advisory and ensures regular revisions and evaluations of relevant aspects of the entire EFR
infrastructure.

EFR Administrator

Note that the EFR Administrator will not actively participate during the document workflow
which will be the main focus in this chapter. For this reason, the actions of the EFR
Administrator will not be described during the course of the different scenario phases, but are
presented in a separate section at the end of this chapter (section 12.6).

EFR Process implementation deviations

What should this chapter contain? Which kind of information should be added here?
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Figure 2: Overview scenario phases

Scenario phases of the EFR infrastructure

The scenarios that each user will be working with are
composed of different phases which are represented by
the top phase folder of the platform structure. These
phases represent the subsequent steps necessary to
carry out the key principals of the EFR process. The four
phases of the process are:

1. Building
2. Analysis
3. Assessment
4. Finalisation

Whenever one phase is finalized, the EFR Collaboration
Platform automatically opens the next phase. When all
working documents are stored in the “Accepted” folder
of the workspace the phase is considered to be finalised.
At this moment, the system automatically opens the
subsequent phase and the work in this phase can start.

In exceptional cases, the opening of a new phase can
also be carried out manually even though the previous
phase has not been finalised yet. This rather
extraordinary action can only be carried out by the EFR
Manager and the EFR Specialists. They are equipped
with the specific permissions to manually open the next
phase.

In both cases the users know at all times at which point
of the workflow a specific scenario is in. The drop down
menu of each scenario on the left hand side of the
application will only open up to the workspace in which
the users are currently working in. This means for
instance that the users cannot open the Finalization
phase if the process is still in the Analysis phase. Even
more, the Finalisation workspace button to click on does
not appear in the navigator menu until the Assessment
phase has not been started yet.
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Workspaces and sub-workspaces

Each of the four phases represents a workspace. The workspaces are, except of the last
workspace “Finalization”, divided into four sub-workspaces or steps. The sub-workspaces of
all phases are:

1. Draft

2. Validation

3. Pending acceptance
4. Accepted

The workspace “Finalization” is composed of only three sub-workspaces - Draft, Pending
acceptance and Approved. The sub-workspaces contain the templates, working documents
and contributions which is the basic working material for the different users. More details
about the different document types will follow in section Nomenclature.

The Drafting Step

During this step, the EFR Specialists copy a scenario template document from the
“Administration/templates” workspace to the "“Draft” workspace. At this moment, the
appropriate Experts of this phase download these templates from the draft sub-workspace
and start working with them.

The Experts upload their contributions they have been working on to the top phase folder
(these are the main workspaces of the phases - Building, Analysis, Assessment, Finalisation).
The contributions can either be based on the templates or are edited as new documents. The
EFR Specialists are now able to consolidate the different expert contributions to a working
document. This working document is then stored in the “Validation” folder.

The Validation Step

The document validation starts as soon as the EFR Specialists store a working document in
this sub-workspace. At this point, the Validation Experts will be able to work with the working
document and upload contributions for this document to the top phase folder. Based on these
contributions the EFR Specialists compose a working document and store it in the “Pending
Acceptance” sub-workspace.

The Pending Acceptance Step

In this sub-workspace, the EFR Manager is in charge of evaluating the working document
which he can accept or reject. In the case of acceptance, the working document will pass on
to the next sub-workspace “Accepted”. In the case of rejection the working document is send
back to "Draft” for refinement or new edition.

The Accepted Step
The last step of each phase is the “Accepted” folder. Here, the final versions of the working
documents are stored and ready to pass on to the next phase of the EFR process.

This is the procedure for all phases of the EFR infrastructure. After the document is stored in
the “Accepted” sub-workspace the EFR Specialists start the next phase by retrieving the
corresponding template from the folder Administration/templates/phase. The process will
start again as described before.

Depending on the role the user is performing, the administrator has granted specific
permission rights to each user allowing him to access the different workspaces in order to be
able to cope with the tasks he has been assigned to.
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It has to be taken into account that the access to the different phases depends on the current
working state of the workflow. In other words, the user is not able to access for example the
fourth phase “Finalisation” if the current work on the scenario is still in the “Building” phase.
This implies that the working process needs to be performed in subsequent steps.

Permissions

The users are equipped with different permission rights defining their access to the
workspaces and their scope of actions within the workspaces. These permissions are granted
by the EFR Administrator.

All participants have access and reading permissions for those folders they are supposed to
work in. The different Expert Groups, for instance, can upload their contributions to the
workspace they are assigned to. They have owner permissions, which mean they can make
changes/updates in their own documents.

Additionally, EFR Manager and EFR Specialists have permissions to open the subsequent
phase manually even though the previous phase is still active. For example, in an exceptional
case, they could open the Analysis phase although the Building phase is still in working
process (See detailed information in section “Actions of EFR Manager”).
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Implementation artefacts

The EFR collaboration platform has been implemented using the Alfresco Enterprise
Content Management System. The system was accordingly adapted and customized in
order to meet the criteria required for the implementation of the platform.

Alfresco document management features provide organizations with all the services
necessary for creating, converting, managing, and sharing electronic documents. Built on
industry-standard open-source platforms, Alfresco provides version management, search
capabilities, and Vvisualization showing relationships and dependencies. Alfresco
collaboration features provide the infrastructure, integration points, and tools required for
accessing, sharing, and distributing content among users.? As such some of the
terminology used in alfresco is inevitably visible by the users.

In the following section we introduce the key terminology of the EFR Collaboration
Platform.

Key terminology of the platform
The following terms form part of the platform’s key terminology:
e Workspaces

¢ Phase
e Step
e Discussion Forum

¢ Email notification

Workspaces
According to the Alfresco system “Workspace” is the term used to define the folder where
the platform documents are stored:

"An Alfresco space is a folder with additional properties such as business rules and
security. Similar to a folder, a space can hold sub-spaces and any type of content. "
Workspaces and sub-workspaces are used to provide the tree structure where documents
are stored depending on their type, process (phase) relevance, or workflow step.

Phase / Process workspace

A phase is a workspace that used to hold the documents specific to an EFR process. The
phases of the EFR collaborative platform are corresponding to the supported EFR
processes: 1.Building, 2.Analysis, 3.Assessment and 4.Finalisation. For example the
“1.Building” phase is where we can find all the documents relevant to the “Scenario
Building” process of the EFR framework. Exception to this rules are the “External
Information Document” type, these documents are to be stored in their own workspace,
the “Scenario Knowledge” workspace regardless of their relevance to a specific phase.

2 More detailed information on Alfresco: Shariff, Munwar Alfresco. Enterprise Content Management, Packt
Publishing, Birmingham, 2006, or www.alfresco.com
3 See Shariff, Munwar: Alfresco. Enterprise Content Management, Packt Publishing, Birmingham, 2006, p. 63.
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Apart from documents inside a phase workspace are located discussion forums and the
editing workflow sub-workspaces (Steps).

Step

As already discussed the output of each phase/process is a set of output documents.
These documents are built inside the file editing workflow that consists of the following
steps: Draft, Validation, Pending Acceptance, and Accepted. The Step sub-workspace is
the representation of the workflow step and contains the “working documents” that have
reached the certain step of the workflow. Depending on the Step different actions are
possible on the documents by different users (EFR Specialist and Managers) and other
users are required to complete specific actions (Contribute to the content, Validate
content, Approve content)

Note: the last phase “Finalisation” represents an exception in the sense that it is just
composed of three steps: Drafting, Pending Acceptance, and Accepted.

Discussion forums

The platform provides a special type of spaces called “Discussion forums” for collaboration.
A forum is essentially a space composed of a number of member-written topics. Each topic
entails a discussion or conversation in the form of a series of member-written replies.
These topics remain saved on the website for future reading indefinitely or until deletion
by a moderator.”

The discussion forums are the best place to share thoughts, ideas or comments about
certain scenarios, documents etc.

Using the collaborative forums, the author of a document can invite others to work on the
document and participate in the general discussions about the document.

Email notification
Email notification is a powerful feature where people can be notified immediately on
certain events of the platform based on their assigned roles.

In particular users will be notified when documents are added to a workspace and the
users’ contributions, comments or specific actions are expected. Further, email
notifications will be sent out to the concerned users when new documents have been
uploaded or modified. Please find detailed descriptions of all email notifications in Annex I
and III.

Document types
Throughout all phases the users will work with different types of documents:

e Templates Documents

e Contributions documents

e Working documents

e External information documents

e OQutput Documents

4 See ibid, Alfresco. Enterprise Content Management, p.265.
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Templates

Templates are the starting point for preparing the output required by the execution of a
process/phase. A Template can be an empty document, a specially structured document,
the output document of the previous phase or older scenarios prepared in the past. For
convenience and coherence “Templates” should be collected in the workspace
"0.1.Templates”. Once a template is copied in one of the steps of a phase workflow it is
then a “Working document” and not a “Template” anymore. There can be a number of
templates for each phase and only some of them may need or be selected for use.
Uploading Template files and using them as working files is an action available only to the
EFR Specialist.

Contribution Document

These documents are stored in the top phase folder (1.Building, 2.Analysis, 3.
Assessment, 4.Finalisation). They contain the Experts’ contributions on the basis of the
scenario templates. As such the experts must download the latest version of the working
document the wish to contribute to and include their contribution. Then the expert has to
name the contribution file according to the guidance given below on naming conventions
and upload it to the top phase folder. Note that document versioning is not automatically
enabled for contribution documents, thus following the guidance on naming convention is
important.

Working documents

The working documents are the consolidated version of the different expert contributions.
These documents are consolidated by the EFR Specialist and always include the term
“scenario” in the file name. Working documents follow the structure of the platform folders
and indicate the status the process is currently in.

Please note that there can be any number of working documents for each phase and the
overall process is only considered to be finished when all working document are accepted
as output documents.

Note: It is required that working documents contain the word “scenario” in their name.

Guidance on document naming conventions

The table below describes the nomenclature of the different document types. Please note
that the enumeration of the contribution and working documents should be identical to the
template number they are based on:

Phase Template name Contribution Working
document document
Building O1l-template- 0l-<exp_username>- O1-scenario-
Building.doc Building_<ss>.doc Building.doc
Analysis O1l-template- 01l--<exp_username>- O1-scenario-
Analysis.doc analysis_<ss>.doc analysis.doc
Assessment O1l-template- 0l-<exp_username>- Ol-scenario-
assessment.doc assessment_<ss>.doc assessment.doc
02-template- 02-<exp_username>- 02-scenario-
assessment. <ext> assessment_<ss>.doc assessment.doc
Finalisation O1l-template- 0l-<exp_username>- O1-scenario-
finalisation.doc finalisation_<ss>.doc finalisation.doc
02-template- 02-<exp_username>- 02-scenario-
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| finalisation.doc | finalisation_<ss>.doc | finalisation.doc

<ss> representes a two digit serial number that needs to be incremented on every new
contribution of the expert corresponding to the same Working document
(01,02,3,..,etco).

Figure 3: Documents naming convention

Output Documents

When a phase is completed, one or more output documents will describe the results of the
specific phase. These documents will be used as inputs to a next phase. In the last phase
Finalisation the phase output documents are the result (Final deliverable) of the entire
scenario workflow.

Note: A phase cannot be dimmed complete if there are working documents left in any step
of the workflow.

External Information Document

These documents do not form part of a specific phase and they do not represent a specific
step within the workflow. They can be documents found in the web or reports of an
organisation relevant to the scenario. This is a type of document with additional
information on a certain topic which might be of interest for the participating users and
relevant to the scenario. These documents must be stored in the “Scenarioknowledge”
workspace.

Document Versioning and History

The control of the distinct versions of the "Working Documents” uploaded to the systems is
performed automatically by Alfresco. This means that whenever a working document
changes in the system (that is, whenever you upload it), Alfresco automatically replaces
the previous document with the new one and generates an internal copy of the previous
document, called a version of the document. This copy may be accessed by the user at a
later point in time (subject to their corresponding access rights), by accessing the version
control feature of Alfresco. This allows the user to recover previous versions of the
document at any time.

Alfresco provides the option to specify whether the uploaded document includes minor or
major changes and it allows the user to add notes to the document versions in order to
maintain a brief change history.
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Scenario Phases and workspace structure

The following section describes the workspace structure of the EFR Collaboration platform

as it is presented by the application.

The basic structure principal can be illustrated in the screenshot below:

¥ ) Scenarios

» () EFR_V1_Testi

<¥ ') HandbookScenario
' 0.Administration

@Penﬂing ﬂcc@
1.3.Accepted

@ Building Discussiol

1) 3.Assessment

4 Finalization
Scenario Knowle

Figure 4: Workspace structure

The green circle represents the structure
level where the different scenarios are
stored. In our example the name of this
workspace is “Handbook Scenario”. Please
note that there is no possibility to store,
upload or edit any documents in this
workspace. The EFR-SHForum workspace is
equally located on the same structure level
than the different scenarios.

Each scenario comprises six main
workspaces or top phase folders which
represent the different scenario phases of
the EFR process and additional information
folders (red circles).

The main phases of a scenario are:
1. Building

2. Analysis

3. Assessment

4. Finalisation

Additional workspaces of this structure level
are the 0.Administration and the Scenario
Knowledge workspace.

By clicking on the arrow symbol next to the
phases, each phase unfolds and displays
the different steps necessary in order to
forward a document to the next workflow
phase. Each phase consists of the five sub-
workspaces represented in the screenshot
by the blue circles. As described previously,
all working documents of the scenario need
to pass through the steps Draft, Validation,
Pending Acceptance and Accepted before
the phase is considered to be finalised (blue
circles).
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The Building phase
This first phase of the EFR workflow has at its aim to generate relevant and valid scenarios.

All user groups will be involved in the “"Building” workspace with the construction, evaluation
and approval of valid scenarios. The involved users are namely the EFR Specialists, Building
Matter Experts, Building Validation Matter Experts, the EFR Manager and the EFR
Stakeholders.

According to the general activity workflow previously described the Building workspace (1.
Building) is composed of the following sub-workspaces (green circle):

¥ A Scenarios
¥ A HandbookScenario

5 0 Aadministraton

v T Euiding
> 3 1.0.Draft
o 1.1 validation
B 4 1.2.Pending Acceptance
| _-}. 1.3 Accepted

e 0¥ Building Discussion

| N I Y=t v

Figure 5: Building workspace

The working documents pass through all sub-workspaces and are at the end of the phase
stored by the EFR Manager in the 1.3Accepted folder. Once every working document is
stored in 1.3Accepted, the phase is considered to be finalised. The “Phase Output
Documents” contain the results of the Building workspace and will pass on as input to the
Analysis workspace. As soon as all working documents are in the Accepted sub-workspace
all other sub-workspaces will then be blocked for any interaction by the users.

The Analysis phase

The objective of this part is to analyse the outcomes of the previous “Building” phase which
purpose was the construction, evaluation and approval of valid scenarios. The involved
users of the Analysis phase are namely the EFR Specialists, Analysis Matter Experts,
Analysis Validation Matter Experts, the EFR Manager and the EFR Stakeholders. After having
achieved stable and validated scenario versions from the previous phase, the experts of this
phase analyse the scenarios in cooperation with the other users.

The actions performed during the different phases are identical. They all follow the same
pattern which consists in forwarding the working documents to the “Accepted subfolder of
the according phase” which concludes with the opening of the next phase.

The main distinction consists in the involvement of different groups of Experts (Analysis
Matter Experts and the Analysis Validation Matter Experts) specialized in the analysis of
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scenarios. Furthermore, the participants of this phase have the chance to exchange opinions
in the “Analysis discussion blog”.

According to the general activity workflow described in chapter 4, the “Analysis”
(2.Analysis) workspace is composed of the following sub-workspaces (green circle):

N & cenario nome

|2

v ) Scenarios
¥ . EFR Scenario 4

» 3 0.Administration

» 5 1.Building
- 2.Analysis
> ) 2.0.Draft
» 5 2.1.validation
> _) 2.2.Pending Acceptance
» [ 2.3.Accepted
. Analysis Discussio
» ) 3.Assessment
» 3 EFR-SHForum

P A Scenario Knowledge

Figure 6: Analysis workspace

The Analysis phase finalises when all working documents have been accepted by the EFR
Manager. These final “Phase Output Documents” contain the results of the Analysis
workspace and will pass on as input to the Assessment workspace. As soon as all working
documents are in the 2.3Accepted sub-workspace all other sub-workspaces will then be
blocked for any interaction by the users.
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The primary purpose of the scenario generation is to create valid scenarios to facilitate the
assessment of emerging and future risks. The risk assessment process utilises the
generated scenarios to identify relevant assets, threats and vulnerabilities relevant to each
scenario in order to analyse potential risks. The Scenario Assessment phase is structured

as presented in the screenshot below:

\ = cenario Home

v ._) Scenarios

» 75 1.Building
> ‘_} 2.Analysis

» % 3.0.Draft

v ) HandbookScenario
> __} 0. Administration

v Assessment

» [ 3.1.validation
> ._} 3.2.Pending Acceptance
> _‘,‘L 3.3.Acceptead
W Assessment Dis
> _}} 4.Finalization

Figure 7: Assessment workspace

During this phase Assessment Matter Experts and Assessment Validation Matter Experts will
form the group in charge of identifying and assessing risks relevant to the scenarios which

have been previously analysed.

Similar to the other phases, the Assessment phase provides an Assessment Discussion
workspace in order to exchange opinions on the Assessment of the scenarios.
When the EFR Manager accepts all working documents, the next phase “Finalisation” will be

opened automatically.
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The Finalisation phase

The last phase of the scenario workflow is the Finalisation phase. After having built,
analysed and assessed the scenario, the process needs to be finalised during this phase.
This phase is structured as follows:

" A Scenario Home

» % 1.Building

> “} 2.Analysis

h 4 ‘_} 3.Assessment
» .5 3.0.Draft
» A 3.1.validation
> ) 3.2.Pending Acceptance
» A 3.3.Accepted

b 9 Assessment Discussion

4.Finalization
» 5 4.0.Draft

> __) 4.1.Pending Acceptance
» A 4.2.Approved

@ Finalization Discu
» % EFR-SHForum
> __;‘u Scenario Knowledge

Figure 8: Finalisation workspace

The main difference to the previous phases is that the step “Validation” is not carried out
during this last phase. The Finalisation phase is considered to be the final revision and
approval of the generated and validated scenarios. At this point of the process there is nao
special Validation Expert group required since the scenarios have already been validated
during the previous steps. The only Experts involved are the Finalisation Matter Experts.
This workspaces stores the results achieved from the assessment of the scenarios. As soon
as all working documents are stored in the 4.2Approved folder of the Finalisation workspace
the scenario is considered to be finalised. At the end of the workflow all finalised scenarios
are stored by the EFR Administrator in a specific repository folder.
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The User Interface

Login in the system
The user enters the platform via the website: http: domain pending to be defined by

ENISA
The users receive an invitation email from Enisa

> e inviting them to join the EFR Framework
~ €ermsa application.
e They are asked to log-in with their personal
Enter Login detalls: credentials sent to them by the platform
ser Mame: || | administrator.
Password: | |
Language: |Eng|ish L |

Figure 9: Enisa Login

Screen layout

The layout of the EFR Collaboration Platform screen is composed of various parts. A typical
platform page is shown in the screenshot below. In this example, the user entered the
workspace Building using the navigator on the left area of the screen. Let us examine
various sections of the site’s layout.
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EMISA Scenario Home My Overviesy Tool Bar = 1 @ raise an tssue [SLogout (5pe5) | =) \
) =
Navigator (g € || Company Home > Scenarios > EFR Scenarin 5 = 1.Buikding
I Header
o . LBuilding . i i
W Scenarics 2 A This e llows you ta browse the kems i s space, Fo Ldpadd Conteni. Create(z) More Adtionsly) - [2] Detals View (z)
> (3 EFR Scenario 4 o Scenario Building workspace container, Contains SMExpert contributions to the draft
¥ (A EFR Seenario 5
» (3 0.Administration ¥ Browse Spaces . Ttems Per Page |20
" Detail
» 251 Buiding
» Name & Description @ Created ® Modified @ Actions
) EFR-SHF T
; erum . + G Working Documents Container 23 July 2009 0335 23 July 2009 0335
B (5 Scenario knowledge Brooft
’ B L1veidetion @ Contains the scenario o be validated under the cortrols of Ehe EFR Speciaiit. 23 July 2009 03:35 23 July 2009 03:35
Navigator 1.2 Pendng Acceptance @ Implemented working docurents waiting For the EFRManager to exarinats. 23 July 2009 03:35 23 1uly 2009 03:35
D 1 2ccopted @ Contains the result of the phase 23 July 2009 03:35 23 July 2009 03:35
@) Buiding Diseussion G Buiding Discussion 23 July 2009 03:35 23 July 2009 03:35 1E®
Page 1 [of1 1
¥ Content Items Content Ttems Per Page |20
Name & Description @ Size @ Created @ Modified @ Actions
My Cvervigw = | X =)
b 8 01-Helrps Biscenarin cor (3 =5k8 23 July 2009 08:09 30 1uly 2009 13:18 HEE
153.25 K8 23 July 2009 08:03 23 1y 2009 08:03 ZHEi®
SPSS_Getting_Smart_About_ROI Executive_Brief. pdf
i
Page 1 |of 1 1

Figure 10: Screen layout

The Tool Bar
The Tool Bar on top of the page provides the following information:

e The user can browse through the platform by clicking on the links to the two main
spaces “Enisa Scenario Home” and "My Overview” provided at the top.

e Administration Console icon to perform system administration functions
e User Options icon to change your options and settings

e Help button to launch online help of the alfresco system

e Raise an Issue link to submit bug reports to Alfresco

e Login and logout options

e Search box with basic and advanced search options

Navigator

The navigator on the left area of the screen is a useful tool to browse to the different
spaces of the platform. The user can go to a specific space with one click and the detail
and content of this space are displayed in the main area of the screen. The navigator
always indicates the user in which space of the platform he is currently browsing.

Header

The header screen provides information about the current space, options to create
content, menu actions to manage content, and options to use various views to display the
information in the current space.
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Detail and content

The main area of the site provides information about the sub-spaces and content that is
part of the current space. You can click on the icon or title of a space or content item in
the detail screen to access the information. Actions are listed as icons for each space or
content. Additional action items will be listed if you click on the double-arrow icon.

User Tools
The menu of the platform is kept simple and user friendly, providing two main menu items
once the user has entered:

e "My Overview”

e “Enisa Scenario-Home"

My Overview
The main page "My Overview” is the starting page for every user. The page displays the
following main components:

o My task list

e My spaces list

e -

: My Dashboard =
ENISA Scenario Home Configure this view and build your personal dashboard

My task list

List of Tasks

EFR-SHForum
Phase Working folder State Discussion
HandbookScenario
Phase warking folder State Discussion

Building .Pending Acceptance Phase: Experts and stakeholders are expected to post
D Leuldrg 3 1.2.pending Acceptance Cornments and put ther contribution in the folder of the phass for the document B8 Buiding Discussicn
EFR scenario contribution2 dac

analysis . alidation Phase; Specialsts are expected to valdate the document B3 erR @ analysis valdation

1D 2. analysis B 2 1valdation scenario.doc Discussion

My Spaces List

@ Compamy Home > g Scenarios
_dUpload 3 Create Space
All Items Q_t‘ Refresh
|| EFR 5cenario Z.acp
B EFR-SHForum

‘Wb HandbookScenario

Figure 11: Layout "My Overview"

These items allow the user to see at one glance the tasks he is assigned to and the
workspaces he is involved in.
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The following section takes a closer look at these important components of the “My
Overview” page.

The “My task list” is a very important tool for the user and serves him as the main point of
reference. The “My tasks list” is a personalized list presenting all pending tasks the user
needs to accomplish and presents an essential tool to track the progress of a scenario:

Mavigatar (w) & My Owerview
== My Dashboard .
B2 Corfi
EMISA Scenario Home Configure this view and build your personal dashboard Gl

List of Tasks

FR Scenatio 4

Fhase Werking Falder Ghate Discussion

B 1 puilding B 1.3, Accepted Bullding .Accapted Phass: The Following document has been accepted: B8 scenario.bxt &) Bulding Discussion
B e N Building .Draft Phase: Specialists sre expected to gather all contributions and generste the @

#5 1 Buiing LoDt cansolidated document B8 01-gid-scenario.do Buiding Discussion

N N Building .Draft Phase: Specialists are expected to gather all contributions and generate the @
2 1.Buiing 10t cansolidated document BB 02-6ld-scensrio.doc Building Discussion
A 2 Building .Draft Phase: Specialists are expected to gather all cantributions and generate the @
B 1 puiding B 10ovake - = Building Discussion
consolidated document BB scenario.doc
a 3 Buikling Draft Fhase: Specialists are expected bo gather all cantibutions and generate the @
5 Lbuiding 1.0 Dralt cansolidated document B8 03-gid-scensrio.dor Buiding Discussion
B2 analysis 32 3 Accepted fnalysis .accepted Phase: The folowing document has been accepted: B3 scenario. b @) inalysis Discussion
" " issessment Draft Phase: Specilists are expected to gather all contributions and generate the
3. pssessment B 5.0.0raft & nssessment Discussion
censclidated document O scensrio et
EFR Scenaria §
Phase Weorking Fokder Stake Discussion
B 1 puikding 1.1 validation Bullding .Validation Phase: Specialisc are expected to validate the dacument B8 01-Bld-scenario.doc '@ Building validation Discussion
B 1 uiting B 13 accepted Bubdng Accepted Phase: The falbuing decument nas ben ecspted B sconario- @ usding Discussion

Figure 12: “My task list”

To begin with the pending tasks are organised according to the scenario they belong to. In
our example this would be EFR Scenario 4 and EFR Scenario 5 (Figurel2, red circles).
Within the scenario, the list is split up in four columns:

) Phase: This column indicates the scenario phase in which the document is currently
stored.

e Working folder: This column specifies the step sub-workspace in which the working
document is currently stored.

e State: This column informs more explicitly about the actual tasks the user is
assigned to. For example: “Building Draft phase Specialist are expected to gather all contributions

and generate the consolidated document @ 02Bld-scenario.doc”

By clicking on the link of the document file (e.g.: 02Bld-scenario.doc) the user can
directly download the document without having to navigate to the according
workspace.

. Discussion: This column informs about the discussion workspaces the user can
participate
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Please note that every user will additionally be informed via automatically generated email
notifications reminding him/her of each pending task he needs to cope with.

The “My Spaces List” is a tool enabling the user to navigate through the different
workspaces of the EFR platform. This tool works in accordance with the user’s access
permission and therefore enables the user to access and view only those items he has
permission for.

In comparison to the platform navigator (see below section ENISA Navigator) the "My
Spaces List” provides a direct access to all items the user is involved in. By using the "My
Spaces list”, the user does not necessarily need to know in which exact workspace the
document is stored he would like to access, he just clicks on the icons of the list and will
be automatically forwarded to the space or the document.

Whereas using the navigator, the user would need to know more precisely in which
workspace the document is stored or he would need to navigate through the different
spaces until he finds the according item.

The “My Spaces List” is composed of (Figure 13):

e All Items: This view displays workspaces and documents.
e Spaces: This view displays just the spaces related to the user.

o Documents: This view shows only the documents associated to the user’s
workspaces.

o My Items: This view presents the items of which the user is the editor/owner.
These items are created by the user.

o Recently Modified: It reveals recently modified documents or workspaces.

VT

\} Company Home = \} Scenarios

_ax Upload T4 Create Space

<& Refresh

@)FR Scenario 2.acp
@ EFF. Scenario 4

Wb EFR Scenario 8

Figure 13: “My spaces” - All items
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The system allows the user to navigate in different ways through this component:

The user can click on the space icon (Figure 14, blue folder image EFR Scenario 4)

and access directly the content of the space.

e The user can point at the blue box and a small drop-down display will appear below
the document offering the items meta data and further options. The element chosen
can be a document or a workspace.

If the element selected is a document — a drop-down display will appear below the
document title with several options and a preview of the document.

The options the user will find are the following:
e Check Out
e Edit Details (regarding the properties of the documents).

e Update (possibility to update a document allowing the user to upload a document
and store it under the same name as the original document)

e View Content which is a link to download the document. For closing this extra-
window the user should click again into the blue box.

e Delete

My Spaces Lisk

\_} Company Home = ._}. Scenarios

_én Upload % Create Space

ALl Items & Refresh

EFR Scenario 2.acp (i

Description: Alfresco content package for Space 'EFR Scenario 2',
Modified: Jun 5, 2009 92442 fid
Modified By : admin

Created: Jun &, Z009 9:2: 41 A4
Created By: admin
Size: 126,93 KB

Eorry, no preview currently awvailable for this document,
54 Check Out ¢ | Edit Details

Q Update Wiew Content

||1 Delete More Actions...

Wb Scenario v0.5

Wb Scenario v0.6

Showing 3 items(s) -

Figure 14: "My Spaces List" - All items - Document
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If the element selected is a workspace @ a small window will appear disclosing three
options:

e Edit Details: An explorer new tag is opened. Here, the properties of the workspace
can be edited (Name, Description,..)

e Delete: The user can delete the selected workspace and the related sub-spaces and
documents.

e More Actions: This option button will open a new tab disclosing the document’s view
properties. This option allows the user to configure and change the specifications for
this document, as well as to apply actions to it.

My Spaces List

Wl Company Home = gk $Scenarios
& Upload M Create Space

All Rems {E‘ Refrezh

. . = E
Atos testing scenario 2 (0

Description: Atos testing scenario 2 Created: Apr 7, 2009 5:43:15 PM
Modified: Apr 16, 2009 4:31: 14 Phh Created By: admin

Modified By: admin Size: 0 KE

1 1. Building
"_} 2. Analysis .>‘ Edit Details
"_} 3 Azezsment =
_> 4. Finalization IHI Delete
B CASEA0. doc :

_} Scenario Knowledge More
Actions...

W Copy of Scenario wo.4 h—

W Minimized scenario [l

Showing 7 items{s) -

Figure 15: "My Spaces List" - All items — Workspace
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The Navigator and ENISA Scenario Home

The ENISA Scenario Home page presents the actual working and collaboration area of the
EFR infrastructure. On the page “ENISA Scenario-Home"” the user can find the different
scenarios he is currently involved in. Each scenario is composed of the above mentioned
four phases where the different user groups will be collaborating.

The phases can easily be selected by using the navigator on the left hand side of the
interface. By clicking on the arrow next to “Scenarios” a drop down menus will unfold with
the existing scenarios. The user can choose the scenario he wants to work with by clicking
on the arrow.

Again, a drop down menu will display the different phases of this specific scenario. By this
means the user can navigate through the different phases of different scenarios and the
contents will be displayed on the right hand side of the screen.

EMISA Scenario Home My Ouerview &2 18 @ raisz an1ssue [SLogout (Mg

MNavigatar | -r ) {@'

Caompany Home 2 Scenatios

— . Scenarios 3.
viis & .. -
B scenarics ) This view allows you ko browse the items in this space. @ (1) Creately)
¥ 3 Scenario +0.5 - User Homes
[ 3 jZ‘Analysis ¥ Browse Spaces
> 23 3, Assessment
‘ Name 4 Description & Created @ Modified &
2 4 Finalizati
natsan 3 scenariovo.s @ 30 Apri 2009 04:53 30 pril 2009 04:54
> j Administration L :
T 20 May 2009 06:22 20 May 2009 D6:22
» A Scenario knowladae A Seenario 0.6 L
> ) Scenatio w6 Page |1 of 1 1
¥ Content Items
Name 4 Description & Size @ Created @ Modifig

| EFR Scenario 2.acp X Alfresco content package for Space 'EFR Scenario 2 123,95 KB 5 June 2009 09:24 5 June 3

Page |1 of 1 1

My Cverview

Figure 16: Navigator and ENISA Scenario Home

Working with documents
This section deals with the basic document management features such as:®

e Uploading a document
e Downloading a document
e Editing a document

e File Properties and File History

5 Note that this section is based in most parts on the Alfresco User Manual: Shariff, Munwar Alfresco. Enterprise
Content Management, Packt Publishing, Birmingham, 2006 or www.alfresco.com.
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Upload a document

The screenshot below presents an example of the main document management features of
the platform. Please note that the layout and components can be slightly different
depending on the specific user access rights. If the user is not equipped with certain
permissions, the corresponding icon will not appear in the interface. For example, if the
user does not have edit rights in a specific phase, the icon “Edit” (pencil) will not appear in
the interface.
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Figure 17: Basic document management - Upload document

In order to upload a document, the user has first to enter the workspace he would like to
work in (Figure 17: in our example marked with the green circle). The user can either
navigate to this file by using the navigator on the left hand side or he could access directly
from "My Overview — My task list” to the corresponding workspace.

In "My task list”, the user clicks on the pending task he needs to accomplish and will
automatically be forwarded to the workspace the document belongs to.

Once entered the workspace, the user can upload content from his hard drive into a
workspace following the steps given below:

1. In the space header, click the Add Content link (blue circle).
2. The Add Content dialog appears.

3. To specify the file that you want to upload, click Browse. In the File Upload dialog
box, browse to the file that you want to upload. Click Open. Alfresco inserts the full
path name of the selected file in the Location text box.

4. Click the OK button to upload the file from your hard disk to the EFR platform
repository. A message informs you that your upload was successful as shown in
Figure 20:
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Figure 18: Add content dialog
Click OK to confirm.

The Modify Content Properties dialog appears (Figure 19).

; =) A
Mavigator (¥ < Comparty Home > Scenarios > HandbookScenatio = 1.Buiding > 1.1.%alidation

., Modify Content Properties

' Modify the content properties then click O,

| 2 _,,‘.‘. Scenario Repositary
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Figure 19: Modify content properties

Verify the pre-populated properties and add information in the text boxes. Name is a
mandatory property (as you can tell from the small star next to the label), whereas Title
and Description are optional properties. The name defines the file name of the document.
Additionally, the user can provide meaningful and appropriate document title and
description as well as the author’s name. This additional information facilitates the search
for this specific document. The more information provided for a document, the more
search parameters can be used in order to carry out a successful search.
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Auto versioning can be enabled by selecting the Auto Version checkbox. If auto versioning is
enabled, each Save and of the document and update (upload) results in an incremented
version number which will be reflected in a version history of the document.

If auto versioning is not enabled, the version number is incremented only when the
document is checked in (for further explanation on the “check in” of documents see next

page).

Click OK to save and return to the space you were in before. The file that you uploaded
appears in the Content Items pane of the workspace.

Download a document

In order to download a document the user needs to click on the download button which is
the second icon of the “Actions” options attached to the document he would like to
download and save on his hard disk.

2L5KE 4 August 2009 12:50 4 August 2009 12:50 Y 4 ;:' il ®

[ EFR scenario.doc [

Figure 20: Download a document

Edit a document
The user has different options to edit content. He can either edit an already existing
document offline or he can upload an update from his hard disk.

Edit offline
As mentioned before, you need to have edit permissions on the content to edit documents.
In order to edit a document offline the user follows the below procedure.

If you have edit access to a file, you will notice a small pencil (edit) icon as shown in the
next screenshot.

By clicking on the pencil icon you can download the element to your hard disk and edit it
offline.

& EFR scenariodoc (@ 21.5KB 4 August 2009 12:50 4 August 2009 12:50 _' =1 il ()

Figure 21: Step 1 - Edit document

The downloaded document will be locked for editing by other users (see Figure 22 “lock”
icon in the blue circle). Further, a new document is created in the workspace with the

name “Working copy”.
21.5 KB 4 August 2009 4 August 2009 .,: . {I =1 =
13:30 13:30 T

21.5 KB 4 August 2009 4 August 2009 ‘*'| = ()
12:50 13:30 '_' i

&M EFR scenario (Working Copy).doc

[

E:E_[i EFR scenario.doc =

Figure 22: Step 2 - Edit document

Once the user has modified the content on his hard disk, he uploads the new version to
the platform by clicking on the upload symbol carrying the green arrow (Figure 22: red
circle).
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The user is asked to specify whether the document has been modified with minor or major
changes.

Note, that uploading a new version will overwrite the former version of the original
document. In order to complete with the upload you need to “check in” the new version
by clicking on the pencil icon with the green checkmark (green circle). If you decide not to
edit the original document by uploading the new version you can cancel the action by
clicking on the “cancel file editing” icon (Figure 22: black circle).

After uploading the new version the “working copy” and the lock icon on the original file
disappear and the modified document replaces the original file maintaining the same file
name (Figure 23).

21.5 KB 4 August 2009 5 August 2009 * Iﬁ v=]| ||| (v)
12:50 08:57 '_' -

[

EE EFR scenario.doc i

Figure 23: Edit document - Finish

Update a file

Apart from editing a document offline as shown
before, the user can also update a document ﬂjmf_risf-ammx'd“
without going offline. o

163,
I

Movember 2006 17:24

If you have edit access to the file, you will notice 2 =[]} &= More Actions

the “Update” action icon in the more actions link as ' Delete

s il
shown in the screenshot.
4¢ Update

On clicking on the update icon, the update pane
opens. Click on the “"Browse” button to upload the
updated version of the document from your hard
disk. Please notice that this function will overwrite
the content of the original document while
maintaining the original document name. Figure 24: Update File

4 Cut
Copy
W Start Discussion

Start Advanced Workflow

In comparison to the edit offline function, the update function does not create a working
copy and does not lock the document in order to prevent any editing by others. This is
not necessary with the Update function since the document will be updated with a
content which has been edited at an earlier stage and saved on the user’s hard disk. In
the case of the Edit offline function, the document is first downloaded to the user’s hard
disk, modified offline and then uploaded again.

File Properties and File History
The user can view the properties of a file by clicking on the “View Details” icon (Figure 25:
blue circle).

. ; 21.5 KB 4 August 2009 5 August 2009 *iii' (¥
 scenarlo.doc @ g : & CEEM @
EEH EFR scenario.doc 12:50 08:57 =

Figure 25: View details icon
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A pane opens displaying details of the file. The most important information for the platform
user is the file name, the author and creation date of the original file and the modifiers
name and modified date (Figure 26).

Further, the user will have clickable actions as shown in the screenshot on the next page.
These clickable actions (icons) will be dynamically generated for a content based on the
current user's permissions for that content. For example, if you have copy permission for
the content, you will notice a copy icon as a clickable action for that content.

Details of 'EFR scenario.doc’
Location: /Company Home, Scenarios/ Scenario 0.6,/ 1.Building
wiew the detals about the content.

¥ Custorn iew ﬂ[

Apply Ternplate 7 Edit Offine
= Chedk Out
¥ Link
e |"_,| Dovwnload
Wigw In Browser Wi in WebDAW Wiew in CIFS ';':, consolidate building
Download Content Dietails Page URL Alfresco Mode Reference -:L Update
Ay Cut
¥ Properties 5 | Copy
EFR. scenatio.doc il Delete
Microsoft YWord #5 Take Ownershin
UTF-8 w Manage Content Users
EFR. scenario.doc @9 [#] create shorteut
A‘::s Crigin Prewiew in Template
1.5 KE | Run Action
A 1.1 L Make Multiingual
Doc| res G Start Discussion
cimi
armin e Start Advanced Workfiow
4 fugust 2009 12:50 -
adirriiry

5 August 2009 08:57
111895

Figure 26: File properties and user actions

Very useful is the link to the “Version History” of the file on the bottom of the screen.
There, you find a list of the different file versions and their characteristics (version
number, notes, author, upload date, and actions). When uploading a document it is
recommendable to fill out the field “Notes” by briefly describing the modifications
implemented in the new document version. These notes are integrated in the Version
History and serve as a brief change log of the document (see Figure 27).

¥ ersion Histary

Version @ Notes @& Author @ Date w Actions

2.0 Consolidated contribution SprHb 16 Septernber 2009 10:15 Properties Wisv
regarding actor interaction to EFR
application

1.1 Created scenario description, SpcHb 16 Septermber 2009 10:14 Properties Wisw
included cormments of SHF

1.0 SpcHb 16 Septermber 2009 10:02 Properties Wisw

Page |1 of 1 1

Figure 27: Version History
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Cut, Copy & Paste

From the list of actions as shown in the upper screenshot, you can click on the “Cut” action
to move the content to the clipboard. Now you can navigate to any space hierarchy and
paste this particular content as required.

Similarly, you can use the “"Copy” action to copy the content to another space.

Please note as before, in order to cut, copy & paste from one workspace to another, you
need to have the required permission rights.

Using the discussion forums

The platform offers the possibility to create and/or participate in discussion forums. In
general, there are discussion forums in every top workspace (scenario phase) and in every
validation sub-workspace of each phase. The discussion forums are a collaborative
workspace where the users can exchange opinions, comments and give feedback about a
specific topic.

Every user involved in a specific scenario can access several discussion forums. Please be
aware that the access to the forums and the possibility to actively contribute to a topic
depends on the permissions granted to the users. If the user is assigned to work in a
specific phase/step, he is also permitted to post comments to each discussion forum
associated to this phase/step. In the case that the user is not assigned to work in a
specific phase/step, the user is only permitted to read the discussion forums without
having the possibility to contribute to them.

For example, Building Validation Experts are only allowed to post comments to the forums
associated to the phase Building and the step 1.1 Validation. They may view the other
forums of other phases and validation steps, but do not have permission to comment.

The platform provides the following discussion spaces:
e Building Discussion
e Building Validation Discussion
e Analysis Discussion
e Analysis Validation Discussion
e Assessment Discussion
e Assessment Validation Discussion

e Finalization Discussion

Start a discussion forum

Supposing that the user is equipped with the required permissions, he can start a
discussion forum by entering the folder “<phase or step> Discussion”, for example
“Building Discussion”.
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To create a forum in this discussion, follow the steps given below:

1. Use the “Create” menu drop down list and choose “Create forum” as shown in the
screenshot.

EMISA Scenario Home My Overview ‘a;;\ a @ raise an ssue (5 Logaut (hidEnpHn) =R
avigator (gl @) Company Home = Scenarios > HandbookScenario > 1.Building = Buiding Discussion
| ario Horme
S —— Building Discussion : N
Lﬂ This view allows you to browse forum spaces and forums. QBGYE More Actions(w) [+=]
¥ (3 Handbookscenario Building Discussion @ Creata Forum Space
'») 1. Buicing # Create Forum
» “j 1.0.0raft Browse Forum Spaces and Forums
»> ) 1.1.validation Mo forurn spaces or forums to display, Clidk the Create Forum Space’ action to create a forum space or 'Create Forumn' action to create a forum,
> } 1.2.Pending Acceptance Page of 1 1

»> ) 1.3.Accepted

@ Building Discussian,

» ) EFR-SHForum
» ) Scenario Knowledge

Figure 28: Start Discussion

2. The next window asks you to complete the mask with the forum name. In our example
we named the forum “EFR Scenario Building” and accept the name by clicking “Create
forum”.

— Create Forum
Enfer infarmation about the new forum then click Create Forum,

Properties
@ Mame: |EFR Scenario Building |

Description: |Discussi0n about the buiding of the|

Icon: ® @

Figure 29: Create Forum
3. The forum is created as shown below (Figure 30):

EMISA Scenario Home Ty Owerwiew 22 @ @ rase anssue [E2Logout (bidExpHb) | e

i ) o
Mavigator (g <€ Company Home > Scenarios > HandbookScenario > 1.Building = Building Discussion

ario Home

Building Discussion
This wiew allovs you to browse forum spaces and forums.

¥\ Scenarios ¥ More Actions|

¥ % HandbookScenario Building Discussion
¥ 2> 1.Building
»> ) 1.0.Draft Browse Forum Spaces and Forums

» 3 1.2.Pending Acceptance

B 1308 ted
i coeptel Page of 1 1
» (% Building Discussion

» % EFR-SHForum

» 5 1.1.validation R
§ EFR Scenario F sl )=

» A Scenario kKnowledge

Figure 30: Created discussion forum

Create a topic in a discussion forum

Within a discussion forum, you can create an endless number of topics by clicking on the
name of the forum (red circle). Topics are a type of content item like a plain-text item and
depict the actual discussion taking place in this forum.

You can create a topic in this forum by following these steps:
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1. Use the “Create” menu drop down list and choose “Create topic”

2. A window pops up asking for the topic details as shown in the screenshot below:

= Create Topic

Enter information abouk the new topic then click Create Topic,

Properties ‘ Create Topic '
e —

[+] Subject: Scenario 1
= 1 2
Teon: O OW @ ¢
Message
@ Message: Do you have more information on scenario 17

Figure 31: Create topic in discussion

After creating a topic the discussion forum will indicate that there has been a new topic
added to this forum (here: “Topic 1” was added to the forum “EFR Scenario”, Figure 32):

ENISA Scenario Home Iy Overview :;\ L @ Raise an Issue [#Logout (HdExrHD) | Eolw

(=) & . . . .
havigatar (» € Company Home == Scenatios > HandbookScenario = 1.Buiding = Building Discussion

v ) Scerarios Building Discussion

This view allows you to browse forurn spaces and forurms. Createl ' MMore Actions| '
¥ ) Handbaokscenario Building Discussion
¥ .5 1.Buiding

> ) 1.0.Draft Browse Forum Spaces and Forums
» 5 1.1 Validation . \ @

EFR Scenario & 11 S
» 5 1.2 Pending Acceptance B

Topic 1
» [ 1.3.Accepted

Page |1 of 1 1

» ¥ Building Discussion

Figure 32: Discussion forum and topic

Users who have access and contribution permission in this discussion forum can reply to
this topic. First they need to enter the topic by clicking on the topic name.

A new window appears providing a green response arrow on the right hand side which
leads to the option to formulate a contribution as shown in the screenshot below. Please
note that there is no limitation on the number of replies (Figure 33).

Company Home == Scenarios 2> Scenatio w0.6 = 1.Building > EFR scenariao.doc discussion = Scenario 1

Post Reply

Enker message bext ko reply then click Reply,

Message

@ Message: [seenario | s

8 d Posted: 5 August 2009 10:53

admin Do ywou hawve more information on scenario 17

Figure 33: Post Reply
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You can create as many topics as you like in a discussion forum. The “Details View”

of a

discussion forum lists all the available topics and the replies as shown in the screenshot

overleaf (Figure 34):

Company Home > Intranet > Engineering Department > Engineering Discussions > Alfresco Technology

‘ Alfresco Technology

} This view allows you to browse topics in this forum.

b

Create ™ More Actions "

Browse Topics

Topic .~ Replies &
= Alfresco Deployment options 0
=/ Hot Backup 0
2) Imaging Solution 1

Pag

Figure 34: Topic list of discussion forum

Each discussion workspace can encompass an endless number of discussion forums
including an endless number of topics. Applying the “Browse View” of a Discussion

workspace all forums and topics will be displayed:

i (=] B
MNavigator (. € Company Home > Scenarios > HandbookScenaria > 1.Building > Building Discussion

Building Discussion

¥ scenarios This wiew allows you to browse forum spaces and forums.
¥ ) HanchookScenario Building Discussion
Y,j 1.Building
» \) 1.0.0raft Browse Forum Spaces and Forums

0 11 validation e N
3 . ' EFR Scenario & 11 = EFR Scenario 1
> ) 1.2.Pending Acceptance ‘ B B B
\ Topic 1 | Topic 2 Topic 1.1
b_) 1.3.Accepted
Page - of 1 1
@ Building Discussion -

» ) EFR-SHFonm

» ) Scenario Knowledge

EMISA Scenario Home My Overview f:;l il @ Raise an Bssue (5 Logout (bidExpHn) E=ER2 |:

Create( f | More Actidr

Figure 35: Discussion forums and topics

Notifying and tracking the Progress of Phases

The platform offers a notification and tracking system in order to report the progress of
phases. The notification system informs the users about changes which have been made

and are subject to their concern and the tracking system supports especially the

EFR

administrator and EFR Manager in retracing the main actions carried out on the platform.

Notifications
Email notification is a powerful feature which immediately informs the appropriate
about new events of the EFR workflow. The application notifies the involved users whe

user
n for

example documents are uploaded or when changes are made to the certain files. As the
workflow proceeds from phase to phase, the platform is configured to send email
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notifications to all the parties involved when tasks need to be performed or information
needs to be circulated.

Notifications are for example send out when a new scenario has been uploaded and the
first phase of the workflow - the “Building” phase - is about to begin. In this case, the
system informs the concerned users about the new scenario and notifies them of pending
tasks they are assigned to at this specific moment of the process (here: Expert
contributions on the created scenario are expected).

One example of such a notification is shown below:

Description | NOTIFICATION BUILDING FOLDER CONTRIBUTION send to
SPECIALIST, EXPERTS

Recipients | Specialist, Building Matter Experts, Building Validation Matter
Experts

Subject | EFR "Scenario Name”, Phase: Building, Document uploaded

Body | Greetings.
This notification is relevant to the Building phase of the EFR

“Scenario Name”.

A new document "document.name" has been uploaded and it is
available at

http://document.url

Please take into account the new information provided by this
document.

Discussion on the contents of this document or other topics relevant
to this scenario is available at “Building phase forum” Your
contributions for this phase must be uploaded at:
http://document-workspace.url

You can access and upload other relevant information to this
scenario at “Scenario Knowledge” workspace.

Best regards.

The EFR project.

For more examples of email notifications please see Annex I at the end of the user guide.

Tracking activities

The “My task list” advises the user about pending tasks he needs to accomplish. Besides,
the list gives an overview about the different scenarios the user is involved in and informs
about the documents currently in progress.

In the following, we present examples of the “My task list” which are generated for
different users. The screenshots display an exemplary task list for the Specialist, Experts
and Stakeholders.

In our example the Specialist uploads a working document (01-scenario-building.doch) to
the Draft workspace of the Building phase. The message on his task list advises the
Specialist that he is supposed to gather contributions from the experts and generate the
consolidated document (Figure 36).
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The other item of the task lists belongs to the Validation workspace of the Building phase.
A new working document has been uploaded which requires the validation by the
Specialist (Figure 36).

My Dashboard B configure
Configure this vies and build your personal dashboard
My task list

List of Tasks
EFR-SHForum

Phase Wiorking folder State Discussian

HandbookScenario
Phase Wiorking folder State DisCLssion
L ] ) Building .Walidation Phase: Spedalists are expected to validate the document m Ll Building Walidation

) 1Buicing ‘) 1.1 Valtation 01-scenario-building, docx DisCLssion

3 B N Building .Draft Phase: Specisists are expected to gather al contributions and generate G .

¥ 18uiding 2 10Dnsft the consolidated docurment = 01-scenario-buiding, docx Buiicing Discussion

Figure 36: Specialist - Task list of the Building phase/Draft and Validation

By observing the information on the task list, the user can track the progress of his tasks.
In our example, the working document relevant for the Specialist is currently in the second
step of the Building phase - the Validation step.

Similarly, the involved Experts of the Building phase and Stakeholders are advised about
the status of their tasks as shown in Figure 37. They are asked to contribute or post
comments concerning the uploaded working document:

My Dashboard B2 Confiqure
Configure this view and build your personal dashboard
My task list

List of Tasks
EFR-SHForum

Phase Wworking folder State Discussion

HandbookScenario
Phase Working folder State Discussion

Building .Validation Phase: Validation Experts and stakeholders are expected to post ) . §

‘) 1.Building _.) 1.1.validation comments and put their contribution in the folder of the phase for the document -] DISEE;'E:,?Q Validation
01-scenario-building. docsx
Building .Draft Phase: Matter Experts and stakeholders are expected to post comments

5 1 Buiding I3 100t and put their contriaution in the folder of the phase for the docurment B8 ) Building Discussian
01-scenario-building. docx

Figure 37: Building phase Experts and Stakeholders - Task list of the Building phase/Draft and Validation
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Apart from the information provided by the task list, the users additionally receive email
notifications advising about the tasks and phases the user is assigned to. In accordance
with our example, Specialists, Building Matter Experts and Stakeholders receive the
following email notification when a new working document has been uploaded the to the
Draft workspace/Building phase:

Greetings.

You have been assigned to the phase 1.Building/1.@.Draft of the EFR process
HandbookScenario.

A new Working Document "@l-scenario-building.docx" has been uploaded and it is available
at http://enisa-server.atosorigin.es/alfresco/d/d/workspace/SpacesStore/79dbdo00-e67c-
48ff-9234-070e89a79cab/01-scenario-building.docx

or through the application:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/workspace/SpacesStore/b46a1127-0bdc-4aca-
820b-2981dec@8db7.

You can access and upload other relevant information to this scenario at “Scenario
Knowledge” workspace.

Best regards.
The EFR project.

Please find below the according email notification which Specialists, Building Matter
Validation Experts and Stakeholders receive when a new working document has been
uploaded to the Validation workspace/Building phase:

Greetings.

You have been assigned to the phase 1.Building/1.1.Validation of the EFR process
HandbookScenario.

A new Validated Document "@l-scenario-building.docx" has been uploaded and it is
available at http://enisa-
server.atosorigin.es/alfresco/d/d/workspace/SpacesStore/762359ca-8902-4373-al1a9-
d7ccPe5286a4/01-scenario-building.docx

or through the application:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/workspace/SpacesStore/217a9aeb-7b27-4b5b-
b07b-66f632ff443c.

Please review the document and provide your opinion in the discussion forum of the
validation phase 1.Building at “1.Building Validation Phase Forum”.

You can access and upload other relevant information to this scenario at “Scenario
Knowledge” workspace.

Best regards.
The EFR project.
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http://enisa-server.atosorigin.es/alfresco/navigate/browse/workspace/SpacesStore/b46a1127-0bdc-4aca-820b-a981dec08db7
http://enisa-server.atosorigin.es/alfresco/navigate/browse/workspace/SpacesStore/b46a1127-0bdc-4aca-820b-a981dec08db7
http://enisa-server.atosorigin.es/alfresco/navigate/browse/workspace/SpacesStore/b46a1127-0bdc-4aca-820b-a981dec08db7
http://enisa-server.atosorigin.es/alfresco/d/d/workspace/SpacesStore/762359ca-8902-4373-a1a9-d7cc0e5286a4/01-scenario-building.docx
http://enisa-server.atosorigin.es/alfresco/d/d/workspace/SpacesStore/762359ca-8902-4373-a1a9-d7cc0e5286a4/01-scenario-building.docx
http://enisa-server.atosorigin.es/alfresco/d/d/workspace/SpacesStore/762359ca-8902-4373-a1a9-d7cc0e5286a4/01-scenario-building.docx
http://enisa-server.atosorigin.es/alfresco/navigate/browse/workspace/SpacesStore/217a9aeb-7b27-4b5b-b07b-66f632ff443c
http://enisa-server.atosorigin.es/alfresco/navigate/browse/workspace/SpacesStore/217a9aeb-7b27-4b5b-b07b-66f632ff443c
http://enisa-server.atosorigin.es/alfresco/navigate/browse/workspace/SpacesStore/217a9aeb-7b27-4b5b-b07b-66f632ff443c
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Document activity Audit trails

The platform offers the possibility to track the activities completed throughout the
workflow by means of the log file. Note that only the EFR platform administrator and the
EFR Manager have access to the log.

The log file is automatically generated by the application and reports all activities
associated to working documents. Each time a working document is for instance validated,
accepted or rejected and therefore moves from one folder to another, the log file will store
this activity and the corresponding details (Date, time, author of activity).

Please find below some sample messages from the log file:

Tue, 28 Jul 2009 13:03:00 GMT: User Specialist enisa has uploaded document 03-Bld-scenario_DRL.doc in folder
1.Building//1.2.Pending Acceptance

Tue, 28 Jul 2009 13:03:00 GMT: The document 03-Bld-scenario DRL.doc has entered the folder
1.Building/1.2.Pending Acceptance due to an action of user Specialist enisa

Tue, 28 Jul 2009 13:03:00 GMT: The document 03-Bld-scenario_DRL.doc has abandoned the folder
1.Building/1.1.Validation due to an action of user Specialist enisa

Tue, 28 Jul 2009 13:02:43 GMT: User Specialist enisa has uploaded document 03-Bld- Information collection and
sharing

A more detailed description of the log file can be found in Annex II.

Information collection and sharing

The platform offers a specific workspace for information sharing and collection. This
workspace is a knowledge repository which serves as an extra information source for all
users with a role in the scenario.

Scenario Knowledge Workspace

(5] =
Havigator (¥ €| company Hore 3> Seenarios > EFR Seenaria § 3 Scenario Knowledge

¥ O Scenar | Scenario Knowledge @ ) ) )
cenarios TR T SIS o £ BFawES e e n this space. o _pdd Content. Create(y) More Actions(x) - [:=) Details View (x)
P 3 EFR Seenario 4 " Docunnents with info relevant to the scznario
¥ (B EFR Scenaria 5
» % 0. Administration ¥ Browse Spaces Items Per Page |20
» /A 1 Building
» % EFR-SHForum

Name & Description & Created @ Modified @ Actions

O EFR-Process-Documentation (1) EFR Guldes for sxperts 23 July 2009 03:36 2330y 2008 03:36 B2

Page [1 oft 1

W% Scenario Knowledge
» ) EFR-Process-Documentation

¥ Content Items Items Per Page |20

Name a Description @ Size @ Created ® Modified @ Actions
153.25KB 23 Juby 2009 06:05 23 July 2009 08:05 FhEi®

SP55_Getting_Smart_about_ROI_Executive_Brief pdf
i

Fage [1 of1 1

Figure 38: Scenario knowledge

Each scenario has its own scenario knowledge folder which is regarding to the structure of
the platform situated at the same level as a top phase folder.

Every user can upload relevant documentation to the folder and share it with all
participants of the platform. The documents should be related to the scenario in which
they are stored and could for instance contain aspects such as information about a specific
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technology, possible risks involved when using a technology or application or trend
analysis on diverse issues.

The Scenario Knowledge Workspace provides additional information for everybody involved
in performing the EFR process while performing their tasks. The repository is regularly
updated and maintained by the EFR Specialists.

EFR-Process Documentation
Which documents will be stored here?

Actions of the Users

The following chapter looks at the basic activities performed by the different users when
working with the EFR collaboration platform.

The first section of this chapter gives an overview of basic actions which are essential for
all users in order to use the platform. The subsequent sections present then each user
group of the platform highlighting the main actions they perform and the workspaces they
work in. Basic actions for all users

There are a set of basic actions shared by all users when working with the EFR
collaboration platform. Here are some examples of these commonly shared actions:

How and where to contribute by uploading a document

The contributions need to be added to the phase folder they refer to. This means for
example that a contribution from the Building Matter Experts needs to be placed in the top
folder of the workspace it refers to, in this case the 1.Building folder. Therefore, the user
needs to navigate to the Building folder and upload to this folder the contribution he would
like to submit.

For specific instruction concerning the upload of a document please be referred to chapter
8 (Section 8.1) of this user guide.

How to contribute by uploading a source of relevant information

This type of additional information should be stored in the workspace Scenario Knowledge.
This folder is not linked to any process phase and serves as a general information
repository which can be accessed by all users. The purpose of this folder is to store
documents providing additional information which could be relevant for all users in order
to perform their tasks.

The upload of this kind of documents has to be carried out in the same manner than
uploading a document to the other workspaces.

For specific instruction concerning the upload of a document please be referred to chapter
8 (Section 8.1) of this user guide.

How to contribute by participating in a discussion

Every user involved in a specific scenario can access several discussion forums. Please be
aware that the access to the forums and the possibility to actively contribute to a topic
depends on the permissions granted to the users. If the user is assigned to work in a



X x

x *
EFR Collaboration Platform - User Guide * *
x enisa 47

European Network
and Information
Security Agency

specific phase/step, he is also permitted to post comments to each discussion forum
associated to this phase/step. In the case that the user is not assigned to work in a
specific phase/step, the user is only permitted to read the discussion forums without
having the possibility to contribute to them.

In order to contribute to a discussion the user needs to navigate to the discussion
workspace where he can start a new discussion forum or reply to an already existing
forum.

For detailed information about discussion forums please see chapter 10.

How to track the state of a working/output document

One of the platform’s structure principles consists in the fact that the location of the
working documents indicates the state in which the documents are in. This means that for
example a document stored in the “Pending Acceptance” step of a workspace is at this
moment pending to be approved by the EFR Manager before the document can proceed
within the workflow.

In particular, any user can track the state of a working document relevant to him by
checking his "My task list”. This list reveals at a first glance which documents are pending
to be worked with and automatically indicate the workspace the documents are in.

How to know when it is time to contribute

As soon as the user enters the platform with his user credentials, "My tasks list” will be
displayed informing about any pending tasks. Apart from informing about the scenario
name, phase and working folder the document is, the list gives further advice about the
task the user is expected to perform. By clicking on the document link of the pending task,
the user is directly forwarded to this document in order to contribute.

In addition to this, every time the users are expected to contribute they will receive email
notifications advising about pending tasks and providing direct links to the relevant files.
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EFR Specialists
Generally speaking, the EFR Specialists supervise all phases and ensure a smooth
functioning of the process.

The Specialists contribute actively in two sub-workspaces of the different scenario phases,
explicitly they will cope with tasks in the Drafting and the Validation steps. They are
mainly responsible to provide scenario templates and to consolidate the contribution
documents of the Experts and send them to the according folders of the different phases.

Ultimately, they are responsible to move finished scenarios to the corresponding “Scenario
repository” folder.

Actions of the EFR Specialists
The EFR Specialists perform the
following actions during the phases of
e Copy scenario templates to Draft the EFR process:

e Upload initial working document
e Create consolidated working

Actions EFR Specialists

e Copy the scenario template from
the 0.Administration folder to the

5 g(e):f\Lcllmvf:rtlfing documentats Draft folder of the respective phase.

Validation and Pending Acceptance e Upload an initial working document
e Participate in Discussion forums version in order to trigger the
e Store finished scenarios beginning of the workflow

e Based on Experts contributions

Actions in following workspaces: create consolidated versions of the

e 0.Administration working documents and send them
e Draft from Draft to Validation or from
e Validation Validation to Pending Acceptance

* Finalisation phase e Participate in Building Discussion,
* Discussion workspaces of all phases Building  Validation  Discussion,
* Stakeholder Forum Discussion Stakeholder Forum Discussion

e Scenario Knowledge workspace

e Store finished scenarios in the

_ scenario repository folder

The Drafting step

One of the tasks the EFR Specialists needs to accomplish during the Drafting step is
copying the scenario template document of the according phase from the
0.Administration folder to the Draft folder of the same phase.



X x

x *
EFR Collaboration Platform - User Guide * *
% enisa 49

European Network
and Information
Security Agency

The scenario templates for each phase of the EFR infrastructure (Building /Analysis/
Assessment/Finalization) are stored in the 0.1Templates subfolder of the
0.Administration workspace as shown in the screenshot below:

® »
Navigator gy | company Home > Scenarios > HandbookScenarin > 0.Administration > 0.1.templates

s . O.1.templates .

cenarios ¥ - : ;
’ 3 This wiew allows you ta browse the items in this space. Fo _ghdd Content Create(w) More Actions(x) [-=| Details
¥ 5 HandbookScensrio Contains all the templates

W5 0. Administr ation

B 0.1 templates ¥ Browse Spaces
> 8 0.2.00gs

Items Per

> ) 1 Buld Name a Description & Created @ Modified @ tions
') uing 1L g Templates (& Space cortainer for Bulding Templatas 7 August 2009 10;18 7 Bugust 2008 10:18 EO
¥ (3 EFR-SHForum MRl L =
) i - i Space container for AnalysisTemplates 7 August 2009 10:18 7 August 2009 10:18 .
b ) Scenario Knowledge (3501 2 analysis Templates (& oy
Space corksiner For Asssssmant Templatss 7 August 200 10:16 7 August 2006 1015

[ 0.1 3.Assessment Templates (&

0.1 4 Finalzation Tenpites @ Space conkainer for Finalization Templates 7 August 2009 10:18 7 August 2009 10:18 YEE

Figure 39: Copy Building template

Further, the Specialist is in charge at this early stage to upload an initial version of the
working document. This initial version can be based on the template or on the output
documents of the previous phase. In the case of the Building phase, for example, the
initial working document is likely to contain just a minimum set of data (i.g. scenario
name,...) since the process is only about to start.

At this point it is mandatory to upload the initial working document according to the
working document naming convention (i.g. 01-scenario-building.doc) and by this means
ensuring the beginning of the workflow.

The initial working documents now stored in the Draft workspace serve as the starting
point for the Experts to elaborate their contributions.

By the time the Experts have submitted their contributions to the top phase folder
(Building Matter Experts contribute to the 1.0Building folder, Analysis Matter Experts to
the 2.0Analysis folder etc.) the Specialists receive an email notification informing them
that new documents have been uploaded and are ready to be consolidated.

They can either follow the link provided in the email, click on the appropriate file in the
"My tasks list” or navigate to the according top phase folder in order to access the
different expert contributions.

The Specialists’ task at this moment of the workflow is to consolidate the different expert
contributions into one working document. Several steps are required to consolidate a
document:

1. The Specialists download the different Expert contribution to their hard disk and
create a consolidated version of the working document.

2. The working document is uploaded by the Specialist to the Draft folder (Choose the
“"Add Content” option in the Draft folder). According to the documents naming
convention, the Specialists upload the working document with the file name 01-
scenario-<phase>.doc whereas the numbers refer to the scenario template the
working document is based on. Please note that the term “scenario” remains an
obligatory and unchangeable item of the working document name. The working
documents must carry the term “scenario” in their file name.
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3. After having possibly discussed about the working documents and upload all of
them, the Specialists send the consolidated version from Draft to Validation by
selecting the consolidation action. During the Building phase, for example, the
Specialist clicks on the “More Actions” button and chooses the “consolidate building
draft” option from the drop down menu as shown below:

M

A

. 1.0.Draft

[prarios - ¥ - 0 - -
7 This view allows you to browse the items in this space. ¥ @ _@Add Content Create(y) More actions(x) (=] Detals view (x)

HanobaokScenario . Working Docurnenits Container

|3 0.admiristration

v () 0.1.templates ¥ Browse Spaces Iterns Per Page |20

> 75 0.1 Bulding Ternplat Mo items to display. Click the 'Create Space' action to create a space.

> _) 0.1.2.Analysis Templat Name & Description @ Created = Modified e Actions

» _) 0.1.3.Assessment Term Page |1 of 1 1

» (D 0.L.4Finalization Tern
P75 02,100 ¥ Content Items Iterns Per Page |20
|25 1 Buldng

Name & Description @ Size @ Created @ Modified @ Actions

b 5 1L vlidation TR £FR scenario.doc 2L5ke 12 August 2009 10:05 12 August 2009 10:05 g \'E
Previes in Template

B % 1.2.Pending Acceptance Page L |ofl : 2 Undate
LS
P 1.3.Accepted 3 = che
> ¥ consolidate buiding dra
o d Cut
) Copy
Start Discussion
A e, S w b izl t o i . i atic b anc clannibis b LI te Caifiad Do dick hara & Al it e
L ol

Figure 40: Send working document to Validation

The Validation Step

The working document is automatically forwarded to Validation and is available for the next
step and the involved users are notified by email. Like before, the Experts in charge begin
to comment and validate the scenarios and upload their contributions to the top phase
folder.

In accordance to the Draft step, the Specialists collect the different Expert contribution
documents from the top phase folder and create a consolidated version of the working
document which they upload to Validation. By selecting the “send for approval” option from
the Actions menu (Figure 42), the working documents with the validated scenarios are
automatically send to the next step of the phase - the Pending Acceptance.

avigator () &

Company Home ™ Scenarios > HandhookScenario > 1.Buildng > 1.1.¥alidation

. l.1.Vvalidation 3.

O s 3 = =
D scenarios 1\ This view allows you to browse the items in this space, e _iahdd Content Create(x) More Actions(x) [-=|Deta
¥ 3 HandbookScenario " Contains the seenario ko be validated under the controls of the EFR Specilist,
¥ ) 0. Administration
¥ 0. Lkemplates ¥ Browse Spaces Trems P

> 35.0.1.1 Building Templats

Name a Description & Created @ Modified & Actions
B 55.0.1.2. Analysis Templat

) . B 7 August 2009 10:16 7 August 2008 10:16 PNE®
i =
» 53.0.1.3.Assessment Ter @ Bullding Yalidation Discussion
» 3.0.1.4 Finalization Temy Page |L |of 1 !
» hn.zlogs
¥ 25 1 Building ¥ Content Items Trems P
(D 1.0.Drsft MName 4 Description & Size @ Created @ Modified & Actions
1,1, Wslidation . . 3
-_ T seorarindor @ 21,568 12 August 2009 0936 12 August 2009 09:40 £ i
3 1.2.Pending Acceptance poge [T ot 1 . B
» [ 1.3.Accepted v <& Undate
> _$ Check Out

send For approval
Overview o

Figure 41: Send working document to Pending Acceptance

50



* x

x *

EFR Collaboration Platform - User Guide * '
, enisa
European Network

and Information
Security Agency

How to reject a working document from validation back to the drafting step

In case the Specialist decides that the working document is not ready to be approved, he
can reject the document and send it back to Draft for refinement (Figure 42):

SR SUET iU HUIE

Ep—— . 1.1.validation 3.
1 scenario Reposior - e - . .
postory |3 This visw allons you b brawse the rems n this space, 1) _Add Content. Create(w) Mors Actions(¥) = Detals view (¥)
|5 seenarios " Conkains the scenatio ta be validated under the controls of the EFR Specialist,
P O3 EFR-SHForum
¥ (3 Handboakscenario ¥ Browse Spaces Items Per Page
> 3 0. Administration
Name & Description @ Created @ Modified @ Actions
¥ 3 1.Bulding = T
Iding Yalidation Discussion (1) 7 August 2009 10:16 7 August 2009 10:16 NE®
» 5 0. Draft @ Building Validation Discussion \L/ (=)
Page [1 [of 1 1
1.1 Yalidation =02 “'
P @ Bulding Validation Discussic
B (3 1.2.Pending Acceptance ¥ Content Items Ttems Per Page
» 3 1.3.Accepted Name 4 Description @ size @ Created @ Modified @ Actions
B Building Discussion . " =
g @ O1-sreneriobuldng doce (0] 10.17 KB 17 September 2009 05140 17 September 2009 06:40 thiEE
> D2 fnclyss Page o1 ) Preview in Template
» 3 Scenario knowledge L Update
kS ¥ send For approval
X Reject ta Draft
Ovarview 5
{3 Copy
- 45 Start Advanced worl

Figure 42: Reject to Draft

Store finished scenarios

A scenario is considered to be finished when all
working documents are stored by the EFR
Manager in the Accepted sub-workspace of the B ) Data Dictionary

Finalisation phase.
1 Scenario Repository

At his point of the process, the EFR Specialist is ¥ 3 Scenarios
in charge of moving the entire scenario folder by
using the Cut & Paste function. > demo3

P ) EFR Scenario S

In order to avoid the overload of the
4.3Accepted folder, the scenario is moved to the > ) EFR Scenario 6
“Scenario repository” folder where all finished
scenarios are stored.

B ) EFR scenario 7

Figure 43: Scenario Repository

Apart from the above mentioned activities, the EFR Specialists have the possibility to
participate at any time in the three existing Discussion workspaces of the different
phases. For more details about these workspaces please see the section on Discussion
forums.

Like all other users, they can further partake in the information sharing and collection by
contributing or downloading information to and from the Scenario Knowledge workspace.

Experts

There are two different types of Experts per phase working on the EFR platform.
Depending on their field of expertise, Experts either work in the phases Building, Analysis,
Assessment or Finalisation. As described in previous chapters, there are also different
types of Experts working within the same phase. During the Building phase, for instance,
the following Experts form part of the scenario building process:
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o Building Matter Experts
e  Building Validation Matter Experts

The Building Matter Experts, for example, are actively involved in the 1.0Draft sub-
workspace whereas the Building Validation Matter Experts accomplish their tasks in the
1.1Validation sub-workspace.

R ——————8 A ctions of the Experts

The Experts and Validation Experts carry
Actions Experts out the following actions during the

e Download scenario templates phases of the EFR process:
e Upload contribution documents

« Participate in Discussion forums e Download scenario templates of the

respective phase

Actions in following workspaces: e Upload Expert contribution

e Draft documents to the top phase folder.

e Building Consider the naming convention:

e Validation Ol<exp_username><Phase><ss>.

e Discussion workspace of assigned doc

h \F;gﬁz;ion Discussion of assigned Please note that the first number
phase needs to be identical to the number

in the scenario template the
contribution is based on.

_ e Participate in their respective

Discussion forums
The Drafting Step

The Experts automatically receive an email notification as soon as a working document has
been stored in the Draft folder. At this point, the main tasks of the Experts start.

In each phase, the involved Experts are expected to contribute to the working document/s
of the phase. Therefore, Experts initiate their actual working process by downloading the
corresponding template document and replenish it with their contribution. Building Matter
Experts download for example the template-Building.doc from the 1.0Draft folder.

Once they have filled out document template, they upload their contribution (the filled
template) to the system, following the appropriate naming convention (see below). These
contributions will be used by the Specialist to consolidate the working document.

The different steps to be accomplished are summarized as follows:

1. Download the scenario templates from Draft necessary to create the Expert
contribution.

2. Upload the contributions to the top phase folder following the instructions given in
the example below:

In our example the Expert with the username “A” is performing his tasks in the
Building phase:

e Expert "A” downloads for example 01-template-Building.doc to his hard disk
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o Experts create a contribution document based on the information from the

Building template
o Expert accesses the 1.0Building top phase folder
e  Clicks on “Add Content”

e Uploads the contribution document in accordance with the naming convention

0Ol-<exp_username>-<Phase>_<ss>.doc.
In our example: 01-exp_A-Building_<01>.doc

The first number must be identical to the number of the scenario template
the Expert contribution document is based on. In this case the contribution
is based on the template 01-template-Building. The last number represents
a two digit serial number that needs to be incremented on every new
contribution of the expert corresponding to the same Working document
(01,02,3,..,etc).

Please note that the Expert contributions should not carry the word
“scenario” in the file name since only working documents include “scenario”
in their document names.

The contributions of the Experts are integrated by the EFR Specialists to a consolidated
working document and forwarded to Validation.

The Validation Step

From now on, another group of Experts - the Validation Matter Experts of each phase- will
be notified by email. They are asked to comment on and/or modify the working documents
stored in the Validation folder.

Similar to the steps described in the above section, they download the working documents
from the Validation folder and add their contributions. Their contribution documents
contain the Experts’ evaluation about the created scenarios and assess if the scenarios
fulfil all requirements and are therefore considered to be valid.

Validation Discussions of each phase

Apart from the general Discussion workspace of each phase accessible for both Expert
types, the Validation Matter Experts can additionally exchange opinions on the special
Validation discussion forums in the Building, Analysis and Assessment phase. This
workspace is mainly designed for the Validation Experts and serves as a tool to exchange
ideas and opinions amongst them. Besides, EFR Specialists, and the EFR Manager can
actively participate and contribute to the Validation Discussion workspace. The screenshot
below shows an example of a Validation Discussion.

European Network
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e p— @ Building Validation Discussion )
This viesy allows you to browese forum spaces and forums.,
¥ 3 HandhookScenario

V») 1.Building
» 0 1.0Draft
¥ [ 1.1validation validation Forum L00E
< B Buling VAN DEE
» ) 1.2.Pending Acceptance Page |1
» ) 1.3 Accepted
) Bulding Discussion

» ) EFR-SHFarum

Browse Forum Spaces and Forums

» ) Scenario Knowledge

Figure 44: Building Validation Discussion

Like all other users, they can further partake in the information sharing and collection by
contributing or downloading information to and from the Scenario Knowledge workspace.

EFR Manager

The main responsibility of the EFR Manager is to monitor, examine and approve the
scenarios designed by the Experts. He will intervene in the last sub-workspaces “Pending
Acceptance” and “Accepted”.

Actions EFR Manager The EFR Manager performs the following

e Approve and reject scenarios actions during the phases of the EFR
e Manually open new scenario phases process:
e Participate in different Discussion

e Monitor the process
forums

e Examine the scenarios provided

Actions in following workspaces: by the Experts
e Approve scenarios

Pending Acceptance
Accepted e Reject scenarios and send for
Discussion workspaces of all phases correction or rebuilding

Validation Discussions of all phases

Stakeholder Forum Discussion

Scenario Knowledge workspace e Participate in the Discussion and
Validation Discussion workspaces

— of each phase and the

Stakeholder Forum Discussion

e Open new scenario phases

The Pending Acceptance Step

In the same manner than the other users, the EFR Manager is notified whenever a new
working document has been stored in the Pending Acceptance folder and is pending to be
approved. At this moment of the process, the EFR Manager decides whether the document
is approved and able to enter the next phase or if it is rejected.
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Approve a document:

In the case that the scenario described in the working document copes with the required
criteria, the EFR Manager forwards the document to the last sub-workspace Accepted. In
order to approve the scenario, the EFR Manager chooses from the “Action” drop down menu
the option “<phase> accepted”. Supposing he is working in the Building phase, he chooses
“building accepted” as shown in Figure 44. In this example the working document is
automatically sent to the 1.3Accepted folder, the last sub-workspace of the Building phase.

Company Home = Scenartios == HandbookScenario = 1.Buiding = 1.2.Pending Acceptance

1.2.Pending Acceptance . ) i i
THiE Ve elevs-pep-ta-sramvmsa-tvetams 1 this space, ¥ ©) | gpAdd Content Create(w)  More Actions(w) [#=] Details View (x)
Implemented working docurnents waiting for the EFRManager to examinate.

¥ Browse Spaces Items Per Page 20

Mo itemns to display. Click the 'Create Space' action to create a space.

Name & Description s Created e Modified & Actions

Page (1 of1 1
¥ Content [tems Items Per Page |20
Name & Description @ Size @ Created @ Modified @ Action:
- ) . F -

=8 LR scenario.doc @ 21.5KB 12 August 2009 02:36 12 August 2009 11:45 s ]= @

page |1 |ofl 1 El Preview in Template
AL Update

#5 building accepted
] Copy
% Start Advanced Workdfiow

Figure 45: Approve working document

Reject a document:

In case that the EFR Manager decides that the document needs to be refined he rejects
the document. According to our example, he rejects the created scenario by selecting
“building rejected” from the “Actions” drop down menu (Figure 44). The document is
automatically sent back to the 1.0Draft folder where the elaboration of the scenario will
start once again.

The Accepted Step

During this last step of each phase the EFR Manager is in charge of finalizing the phase by
sending the working document to the subsequent phase in order to be examined by
another group of Experts.

At this point, the EFR Manager has two options:
¢ Send the working document to the Draft folder of the next phase

e Send the working document back to Draft folder of the current phase
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As illustrated in the below screenshot, the EFR Manager can choose from the Action menu
whether he sends the working document to the next phase or back to Draft to be refined.

Company Home > Scenarios = HandbookScenario = 1.Building = 1.3 Accepted

C1.3.Accepted - )
A This view aI0we o0 T0 Browse the items in this space, & ©B) _@Add Content Createlw) More Actions() [*=] Details View (x)
Contains the result of the phase

¥ Browse Spaces Iterns Per Page |20

Mo iterns to display. Click the 'Create Space’ action to create a space.
Name & Description & Created & Modified @ Actions

Page |1 of 1 1

¥ Content Items Items Per Page |20

Name a Description & Size @ Created & Modified & Actions
TR scenario i @ 255 KB 12 August 2009 10:05 18 August 2009 08:06 :_, £

Page |1 of 1 1 El Preview in Template
L Undats
£ go to Analysis Draft
.5 back to building Draft
] Copy
*; Start Advanced Workfio

Figure 46: Send document to Analysis

Please note that apart from being send back to Draft, a working document which has
already passed on to the “Accepted” state may still be edited by the EFR Specialist.

When all working documents are stored in the Accepted folder the Specialists, Experts,
EFR Manager and the Stakeholders are notified that the next phase can start.

Open a new scenario phase

As briefly described in a previous chapter, the system automatically opens the subsequent
phase whenever the anterior phase has been finalised. A phase is considered to be
finalised when all working documents have been stored in the “Accepted” folder of the
workspace.

This means, for example, if there is still one working document in the Building Draft step
and all other working documents are already stored in the Building Accepted step, the
system will not open the Analysis phase until the remaining document has been send to
the Accepted folder as well. During a normal course of the workflow, a new phase can only
be opened when the previous one has been finalised.

However, the opening of a new phase can also be carried out manually even if the
previous phase has not been finalised yet. This rather exceptional action can only be
carried out by the EFR Manager and the EFR Specialists. They are the only users equipped
with the specific permissions to manually open the next phase.

In order to open a new scenario phase, the EFR Manager needs first to navigate to the
phase he would like to open. In our example, the EFR Manager opens the Analysis phase
manually as shown below:
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1. Choose the option “View details” from the “"More Actions” drop down menu

MNavigator (x < Campany Home > Scenarios > HandbookScenaio = 2, Anaysis

¥ LA Scenarics

¥ .3 Handbockscenario
» 3 0.admiristration
» [ LBuiding
» [ 3. Assessment
> _D 4. Finalzation
» ' EFR-SHForm
> _} Scenario Knowledoe

)/ 15 ViEw JIows you to brovse the items in this space.

L JE)

Scenario Analysis workspace container

¥ Browse Spaces

Name & Description e
D z.0.0raft H wiorking Documents Container
_) 2.1.Validation ‘1) Canftains the scenario ta be valdated under the controls of the EFR Spedialst

1\ 2.2.pendng Accantance | i Implemented working documents waiting for the EFRManager to examinate,

)2 3. Accepted (5] Contalns the result of the phase

@ analysis Discussion &) Anchysis Discussion

| $add Content Creataly)

Created &
7 August 2009 10:17

7 August 2009 10:17
7 August 2009 10:17
7 August 2009 10:17

7 August 2009 10:17

%] Dotals view (¥)

Page |20

) Copy
a
Paste all
T AL b
&) Tmport

A s Manage Space Usars =

Mot 5

=)
]

7 21§ Manage Content Rulss «)

7 August 2009 10:17 Y

7 August 2009 10:17

&'

Figure 47: Open Scenario manually - I

2. Select from the Actions list "Run Action”

Compary Home = Scenatios = HandbookScenatio = 2, Analysis

I Location: /Company

. Details of "2.Analysis’

ome/ScenariosHandbookScenario

Wiew the detals about the space,

P Custom View

¥ Links

Wigw in YebDay
Details Page URL

¥ Properties

Marne:
Title:
Description:

1 ‘(9 Creator:

& Created Date:
Modifier:

Modified Date:

Email 1C:

Wiew i CIFS

Browse Page URL Alfresco Mode Reference

2. Analysis
Scenario Analysis workspace container @

Scenario analysis workspace container @
ADMZ

7 August 2009 10:17

ADM2

T August 2009 10:17

112173

@ i

[

¥ Actions

4 cut

] Capy

'_ﬁj' Delete

& Impore

_B Export

Create Shortout

# Take Ownershin

s Manage Space Users
? Manage Content Rules

7] Ermal Space users

Preview in Template

G Start Discussion

Figure 48: Open Scenario manually - II
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3. In the list provided by the Run Action Wizard, choose the option “Execute a script” and

activate this selection by clicking on the button “Set values and select” and then click on
“Next”

i ¥ T
Mavigatar (¥ € Company Home 2 Scenatins = HandbookScenario = 2.Analysis

i Run Action Wizard

This wizard helps you run an action

¥ ) Scenarios

¥ ') HandbookScenario
> _) 0.&drministration

Steps Step One - Select Actions
» ) 1.Building 1. Actions
> u) 2.8nalysis 2. 5urnrnary 1. Select Action
> ) 3.Assessment tSelect an action... v
P T Select an action...
> _.) 4 Finalization 2. | Add aspect to itemn
» ) EFR-SHFarum Add simple warkflow to item
Copy itern to a folder in a web project

» ) Scenario Knowledge

Hy ITErm to 3 spe = W=

ecute a script

SU Increment Counter
M Lirk itern to category
Move itern to a specific space
Rernove an aspect from an item
To o Send an email to specified users
Specidise the type of an item

Figure 49: Open Scenario manually - III

4. In the next window select from the drop down list “userOpenPhase.jr” and continue by
clicking on “OK”

Compatyy Home = Scetatios = HandbookScenario 2= 2, Analysis

. Run Action Wizard

This wizard helps vou run an action

Set action values

Select a script to execu@penphage.js D

Figure 50: Open Scenario manually - IV

5. The last window shows a summary of the action and needs to be finalised by clicking on
“Finish”.
Like all other users, the EFR Manager can further partake in the information sharing and

collection by contributing or downloading information to and from the Scenario Knowledge
workspace.

EFR Stakeholder Forum
The role of the EFR Stakeholder Forum in the EFR process is mainly advisory. The EFR
Stakeholders have access rights to every workspace and principally support the other
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users with comments on scenarios or specific issues and give advice related to areas of
their expertise.

The EFR Stakeholder Forum carries out a universal role during the performance of the
workflow and will remain unchanged in their composition. In other words, the same EFR
Stakeholders represent the Forum during all phases of the EFR process.

Actions EFR Stakeholder Forum

e Provide advice to the users on specific
topics in all phases

e Participate in Discussion forums in all
phases

Actions EFR Stakeholder Forum

The members of the EFR Stakeholder
Forums carry out the following actions
during the "Building” phase:

. . ) e Give support to the users
Actions in following workspaces:

Dt e Providing advisory services on a
o Validation specific issue

e Pending Acceptance e Contribute and exchange
e Accepted opinions on the different
e Discussion workspaces of all phases Discussion forums of all phases
e Stakeholder Forum Discussion

e Scenario Knowledge workspace

The EFR Stakeholder forum workspace

The members of the EFR Stakeholder Forum dispose of a workspace especially created for
them in order to add contributions or discuss in a special discussion workspace - the
Stakeholder Forum discussion (see the section on Discussion forums).

The members of the Stakeholder Forum can upload contributions to the EFR Stakeholder
forum workspace by clicking “"Add Content”. For more detailed information on uploading a
documents please be referred to the according section “Upload a document”.

These Stakeholder contributions can be downloaded by all other users and can serve as an
additional information, support or advice for them in order to perform their tasks.

Similar to the other users, the Stakeholders can participate in the discussion forums
created on the platform.

Further, the EFR Stakeholder Forum workspace disposes of a special discussion workspace
principally created for the members of the Stakeholder Forum.

All users have access rights to the Stakeholder Forum discussion, so they can follow the
discussions, but only the Stakeholders, Specialists and the EFR Manager have edit
permissions. The Experts cannot edit in the Stakeholder Forum discussion.
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The screenshot below illustrates the most important features of the EFR Stakeholder
Forum workspace:

vigator () € || company Home > Scenarios > HandbookStenario > EFR-GHForm

I Scenzrios EFR-SHForum .

) This vigw Slows YOO 10 trowse the items in this space, @ @ ddct Content)reate(x) More Actions(x) [=] Detais View
I % HandbookScenario

EFR-SHFomum Workspace

» ) 0.Administration

¥ 2> 1Buiding ¥ Browse Spaces Items Per Page
> 1.0.0raft
B Name & Description & Created & Modified & Actions
» ) L. L.validation &ialke Holder Forum Discussion 7 August 2009 10:18 7 August 2009 10:18 =)
b O 1.2Pendng Acceptance @ Stake Holder Forum Discussion W& =

Page |1 of 1 1
»> ) 1.3.Accepted

» @ Building Discussion

w2 EFrSHrorum ¥ Content Items Items Per Page
P~ Sfoke Holder Forurn Dissster T e Destription @ Size @ Created @ Modified @ Cactions
» 5 Scenario Knowledge @ EFR scenario contributionsthl.doc 215KB 14 August 2009 02:21 14 August 2009 0321 e I=[ i
T
Fage (1 |of1 1 Download

Figure 51: EFR-SHForum workspace

Like all other users, they can further partake in the information sharing and collection by
contributing or downloading information to and from the Scenario Knowledge workspace.

Discussion workspaces of the EFR platform

The users have diverse possibilities to participate in discussion forums of the EFR platform.
In the following, we take the Building phase as the showcase in order to demonstrate the
different discussion options the user disposes of during each scenario phase.

During the Building phase the users can contribute to a total of three different Discussion
workspaces:

1. Building Discussion
2. Building Validation Discussion
3. Stakeholder Forum Discussion

Please note that not all users will have access to all of the three discussion workspaces
and follow discussions whereas not all users have edit rights for all discussion workspaces.

The “Building Discussion” is the general discussion workspace of the Building phase. It
contains general feedback about this first phase. All users have the possibility to actively
participate in the discussions of the Building phase, exchange opinions or doubts, and give
advice by posting messages to the forums. This means they can both create new
discussion forums and invite other users to exchange opinions on a specific issue or simply
reply to the comments of others. The Building discussion presents a sub-workspace in the
Building phase. For more detailed information on the basic management features of the
discussion forums please see the specific chapter on discussion forums.

The "“Building Validation Discussion” is a discussion workspace especially designed to
exchange information on the issue of validating scenarios. Please note that note all users
have the possibility to participate in this discussion forum. The Building Validation Matter
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Experts, the EFR Specialists and the EFR Manager can contribute to these discussion
forums.

The “Stakeholder Forum Discussion” serves as a main communication tool for the EFR
Stakeholders. By means of these forums, the Stakeholders can chat and exchange
opinions and doubts. According to their rather universal role of examining and monitoring
the process, the EFR Specialists and the EFR Manager are also able to actively participate
in this “Stakeholder Forum Discussion” workspace.

EFR Administrator

The EFR Administrator is not bound to any specific phase of the process and does not
participate in the actual working tasks of the EFR process. His main working field is the
provision of administrative and technical support.

Actions of the EFR Administrator

The EFR Administrator has permissions to all

Actions EFR Administrator workspaces and all system files including the
system folder “Data Dictionary” which must
e Create new scenarios not be deleted under any circumstances and
e Add new users which should not be modified unless you
have profound knowledge of Alfresco and the

e Assign scenario roles EFR process implementation.
e Administer log file In addition, he has access to the log of the

application which serves for tracking the
actions of different users and the general

— movements on the platform.

Apart from the general administrative tasks, the EFR Administrator performs several tasks
which should be explicitly mentioned in the next sections.

Create new scenarios

The EFR Administrator is in charge of creating new scenarios for the EFR collaboration
platform. Once having accessed with the administrator credentials, the EFR administrator
needs to navigate to the “Scenario” folder and click on the “Create” button. From the drop
down menu he selects the “"Advanced Space Wizard” option as shown in Figure 51.
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EMISA Scenario Home My Overview &2 [ @ Raise an lssue [ Logout (ADM2)

Navigatar (¥) <& Company Home > Scenatias

ENISA Scenario Home

» % Data Dictionary 3 Scenarios @

¥ 3 Scenarios User Homes
» M EFR Scenario 3
» (M EFR Scenario 4 ¥ Browse Spaces
» A\ EFR Scenario 5

Create Spa

-viliniit p——" usnmos ot o om oot
q A EFR Scenario 3 WL ' :

: .‘j :::::::Z :;: i EFR Scenario ¢ (@) EFR. Scenario 4 22 July 2009 08:44 22 July 2009 08:49

O EFR Scenaria 5 ® EFR Scenario 5 23 July 2009 0335 23 July 2009 03:39

OAEFR_Wt _Testt @ 15 July 2009 03:40 15 July 2009 03:42

O scenario vo.s @ 30 April 2009 04153 30 April 2009 04154

20 May 2009 06:22 20 May 2009 0622

A scenario v, 6 (L)

Page |1 of 1 1

‘ ) This view allows vou to browse the ibems in this space, ¥ _dpivdd Content Creie() More Actions(¥)
' Create Content

R =8

(2]

Advanced Space Wizard

=N\etails View ()

By 2 i @
P @
D@
i @

Figure 52: Create Scenario — Advanced Space Wizard

The next screenshot displays the Create Space Wizard where the EFR Administrator selects

the “Using a template” option and clicks next:

« % Create Space Wizard

| Data Dictionary
')‘ ) This wizard helps you to create a new space.
¥ 3 Scenarios
»- % EFR Sceririo 3 Steps Step One - Starting Space
» B EFR Scenario 4 1. Starting Space Choose how you want to create your space,
» % EFR Scenario 5 2. Space Options
. Howy dio wou want to create your space?
» B EFR_W1_Testl b SFEER BEEND -
) AN Sy Frorm scratch
» 3 Scenario v0.5 " Based on an existing space
> 8 Scenario v0.6 ' Using a termplate

To continue click MNesxt,

EMISA Scenario Home Iy Qverview &= 0@ @ raise anlssue [Briogout eomzy | BSle =N
— 2
Mawigator < Company Home = Scenarios

Back |

Finish I
Cancel I

Figure 53: Create Scenarios — Starting Space

The administrator is asked to select the template he wants to use. By default configuration

he ought to choose the template “"EFR Processv1l_0":

ENISA Scenario Home My Cverview

- <
Navigator ) < Company Home > Scenarios

ENISA Scenario Home .
% Create Space Wizard

» % Data Dictionary
) This wizard helps you to create a new space.
¥ A Scenarios
» B EFR Scenario 3 steps Step Two - Space Dptions
> ) EFR Scenario 4 1. Starting Space Select space options,
L EFR. Si 5 2. Space Options
L “> cenara Template Space
» 8 EFR_W1_Testl 3. Space Details
4. S Select ou want o use,
» B Scenario v0.S | Summary
EFR Process w1_0 -
5 Scenario w0.6

Mote: Any content rules for spaces will also be copied,

To continue click Mesxt.

&= U@ @ raise an 1ssue [ErLogout (apmz) | ES]e Q

Bacl

Finish I
Cancel I

Figure 54: Create Scenario - Space Options
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After he selected the template, the EFR administrator is asked to complete the scenario
details as illustrated below:

European Network

ENISA Scenario Home My Overview Q%I g @) Raise an lssue [ErLagout (a0mz) | BElw .

: = 3
MNavigator (¥} « Cormpany Home = Scenarios

% Create Space Wizard

. Thiz wizard helps you to create a new space.

¥ % Data Dictionary
¥ 5 Scenarios

» 3 EFR Scenarlo 3 Steps Step Three - Space Details et
» (% EFR Scenario 4 ;Itarting Enter information about the space, Back
B % EFR Scenario 5 Space T
: R Space Details L‘Shl
S EFR_W1_Testl 2, Space
. Options © Mame: HandbookScenario CLCE‘I
» 5 Scenario v0.5 '
3, Space o -
» % Scenario vO.6 Detapils Title: Scenario for Handbook
4. DescriptiotsJInternal scenario for handbook purpose;
Summary

\

Icon: o ) & ) [ 7) [ ‘?) (& 'E\J-} 8l D)

To continue click Mesxt,

Figure 55: Create Scenario - Scenario details

The last window presents a summary of the replenished scenario details. The scenario
creation is completed by clicking on “Finish”.

Add users to the system

Besides the creation of new scenarios, the EFR Administrator is also responsible to add
users to the system. By accessing the “Administration Console” on the top menu, the
administrator is able to manage several system administrative functions. The
Administration Console can be accessed via an icon on the “Enisa Scenario Home"” page as
indicated below:

EMISA Scenario Home My Overview TE @ @ raise anlssue [Grlogout (anmzy | ]+ *§
Mavigator (w) & Administration Console

Company Home > Scenarios 2> HandbookScenario

. HandbookScenario &
This wiew allows you ko browse the items in this space, E‘ ()
v ") Scenarios Internal scenario For handbook purposes. Do nok kouch

> _) EFR. Scenatio 3

> )\ Data Dictionary

| épAdd Content Create(w) More Actions(y) =] Details Yiew (v)

Figure 56: Administration Console
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In order to add users to the system, the administrator needs to select "Manage system

user” from the administration console:

Navigatar (¥) &

Company Home > Scenarios > HandbookScenario

> 3 Dt Dictcnary Administration Console
v } Scenarios
» )\ EFR Scenario 3
> ) EFR. Scenario 4
>\ EFR Scenario 5
B A EFR_W1_Testl

Use this wiew ta perform system administration functions.

[ ZManage System Users

88 Manage User Groups

> } HandbookScenaria ICategory Management
B A Scenario v0.5
> ) Srenario w06 Q)Impurt

RExport

@ System Information

@ Node Browser

EMISA Scenario Home My Crvervigw & @ raise an Issue [ELogout (ADME) vI Q@

Close |

Figure 57: Administration Console - Management System Users

Then, the administrator chooses the “Create User” option as shown below:

Mavigator () & Ty Cwerview

Users

a ot of users in the system.

[ Show &l

Name @ User Name w Home Space Usage Quota Actions

Page of 1 1

EMIS4 Scenario Home My Overview &2 08 @ raie an ssue [GrLogout (admin) | 35w

@@ Manage System Users
”& » Create User o= Ls)
S Ele M S Manage the users of the repository, e

I) To find a user search for them wsing their first name, last name and/or user name. Altermatively to see all users dlick 'Show All', howewer, this may take some time if there are

Figure 58: Create User
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The “New User Wizard” guides through the steps necessary to add a user. The EFR
Administrator needs to complete first the person properties as shown below:

MNavigator () {,\?’

NISA Scenario Horme

> ) Data Dictionary
v ) Scenarios
» A EFR Scenario 3

Company Home = Scenarios > HandbookScenario

@ New User Wizard

This wizard helps vou to add a user to the repository,

_ Steps Step One - Person Properties < Next J
g ) EFR Scenario 4 1. Person Properties Enter infarmation about this person, Back
> ) EFR. Scenario 5 2, User Properties —F. -
- inis
P M EFR_Y1_Testl 3, Summary Person Properties
b A HandbookScenario ©  First Name: [Randback Canicel I
» -) Scenario v0.5 @  Last Name: Isnecialist
b Scenario w06 . -
> ©  Emal JhdbEsp@enisa,com

Other Options

Comparty 10

rganizakion:

Job Tikle:
Location:
My CvErview Fresence Provider: [tNane) = |

Presence Username; I
Quota: I IG_ LI

To continue click Next.

Figure 59: Person Properties

Second, the user properties need to be completed(Figure 59):

X —~ 3
Navigator (x) € Company Home > Scenarios 2> HandbookScenario

A Scenatio Home

@ New User Wizard

This wizard helps you ko add a user to the repasitory.,

P J Daka Dickionary
IV A Scenarios
B ) EFR Scenario 3

- Steps Step Two - User Properties
> J EFR. Scenario 4 1. Person Propetties Enter Information about tis user, Back |
» A EFR Scenario 5 2. User Properties n

’ f Finis| |
B A EFR_W1_Testl 3. Summary User Properties
» 1 HandbookScenario @ User Mame: |5pcHb CLCS‘I
> (A Seenario w05 @  Password: Josses
» ) Scenatio v0.6

2 @ Corfirm: |.....|

Home Space

Home Space Location: Scenarios

Home Space Mame:

To continue dlick Mext,

Figure 60: User properties

The last step provides a summary of the user details. The configuration is confirmed by
clicking on “Finish”.
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Assignment of scenario roles

The EFR Administrator is further accountable for assigning scenario roles to the users.
Assigning a role mean in the context of the EFR Collaboration Platform that a user is added
to a specific user group of a specific scenario.

Please note, for a smooth functioning of the system, it is essential to create the scenarios
first before assigning the scenario roles.

The "“Administrative Console” is the starting point for the assignment. The EFR
Administrator chooses “"Manage User Group” as shown in the next screenshot:

ENISA Scenatio Home My Overyiew &5 08 @ raseanlssue [Slogout (aomz) | ()= \

) - 3
Mavigator (x) € Company Home > Scenarios 2 HandbookScenario

» T3 Data Dictionary Administration Console

Use this view to perform systemn administration functions.,
¥ 3 Scenarios
» |3 EFR Scenatio 3
Close

» ) EFR Scenaria + Manage System Users _Glose |
» 3 EFR Scenario 5

gy Manage User Groups
» | M EFR_V1_Testl
» (3 Handbookscenario <JCategory Management
» 3 Scenaria v0.5
» | Scenario v0.6 A Import

'._BExpurt

@ System Information

(i Node Browser

Figure 61: Manage User Groups

In order to assign a scenario role to a user, the EFR Administrator selects first the
respective scenario from the root groups of the application.

It is crucial to remember that there are two special groups at the root level which should
not be modified or deleted. The Template Group is a system group which should not be
modified/deleted under any circumstances and the Stakeholder Group functions
independently from the scenarios. Since there is only one common Stakeholder Forum for
all scenarios, this group has been created previously on the platform and should remain
unchanged.
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Once the EFR Administrator has chosen the scenario, he can assign a user to one of the

user groups by clicking on the “Add user” icon
group. In our example a new user is added to
Expert” group:

situated underneath the respective user
the “EFR Scenario 5 Finalization Matter

ENIS& Scenario Home Wy Overview

Mavigator | E ) Q_‘)

Company Home

» | EFR Stenanio 3
» () EFR Srenario 4
v ) EFR Scenario 5
» ) 0.2dministration
» 1) 1Buiding
» __\ 2. 2nalysiz
> ) 3 AssEssment

Root Groups = EFR Scenario 5 = EFR Scenario 5
Groups

QQ EFR Scenatio 5 Finalization Matter Expert

e

Q@ EFR g ilding validation Expert
B [} 4 Finalization () grou Aqd Lser i &

-
El

Gr
=

» ) EFR-SHFomm -1

EF
Gr
o
[

1
L+
R Scenario 5 Assessment Matter Expert
up
b

W

»> ) Scenario Knowledge

» M EFR_V1 Testl

. L ey
-y -]

— Groups Management
- O
» ) Data Dictianary * &S ErR Scenarin 5
v ) Scenarios Manage the members of 4 group, create new groups or remove existing groups.

QQ EFR Scenario 5 EFRSpecialist

OQ EFR Scenario 5 Building Matter Expert Group QQ EFR Scenario 5 Assessment Validation Expert

QQ EFR Scenario 5 Analysis Yalidation Expert

[ &2 08 @ rase anlssue [Logout (admin) - 52w

& create Group  Maore Actions(w) 7 Children (v)

@@ EFR Scenatio 5 EFR Manager

Y Waean

g ow

QQ EFR Scenario 5 Analysis Matter Expert Group

Weea

e

up

Figure 62: Add user to user group

Please note there is a second possibility to add a user to a user group. The administrator
could also enter into the respective user group and choose from the “More Actions” drop

down menu the option “Add user”.

The next step is to search for the user you woul

d like to add by clicking on “Search” and

selecting the required user from the list by clicking on “Add”. Confirm this step with the

“OK" button.

EMISA Scenario Home My Owverview

Mavigator () &

Company Home = Scenarios = HandbookScenario

Add User
e}_‘ HandbookScenario EFRSpecialist

¥ A Scenarios Add an existing User to a Graup

» A EFR Scenario 3
» % EFR Scenario 4 Select Users to add to this Group 1.
» 3 EFR Scenatio 5 ik
» M EFR_W1_Testl
> _} HandbookScenatio
» A Scenario v0.5

Results for 'stk!, Clear Resulks
stakeholder member 1 [stk1]

stakeholder member 2 [stkz]

» A Scenario v0.6

Selected Users
MName

stakeholder member 1 [fi]

E- S

&2 08 @ raise an Issue [ Logout (ADMZ)

3.
=

Figure 63: Search a

nd add user
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Annex I - Email Notifications Chart
Phase Event Recipient Description
Working Specialist, Notification about Building
Building document Building Matter Experts, Building | folder contributions send to
uploaded Validation Matter Experts Specialist, all Building Experts
Working o - Notification about Building
Building document EgegLilslsts, Building Matter Draft folder send to Specialist,
uploaded P Building Matter Experts
Workin Notification Building validation
- 9 Specialists, Building Validation document send to Specialists,
Building document - s
Experts, Stakeholders Building Validation Experts,
uploaded
Stakeholders
Buildin Scenario Notification Building Pending
jaing . Stakeholders acceptance document send to
Validation available
Stakeholders
- Docur_nent Notification Building Pending
Building submitted
- EFR Manager acceptance document send to
Validation for
Manager
approval
Document All groups involved in the
- accepted group Notification Building document
Building Building phase except the EFR oo
by EFR acceptance to building groups
Manager Group
Manager
Working Specialist, Notification about Analysis
Analysis document Analysis Matter Experts, Analysis | folder contributions send to
uploaded Validation Matter Experts Specialist, all Analysis Experts
Working Specialist Notification about Analysis
Analysis document Aﬁal sis I\;Iatter Experts Draft folder send to Specialist,
uploaded Y P Analysis Matter Experts
Workin Notification Analysis validation
Analvsis docum(gnt Specialists, Analysis Validation document send to Specialists,
Y Matter Experts, Stakeholders Analysis Validation Experts,
uploaded
Stakeholders
Analvsis Scenario Notification Analysis Pending
Alysl . Stakeholders acceptance document send to
validation available
Stakeholders
. Docur_nent Notification Analysis Pending
Analysis submitted
o EFR Manager acceptance document send to
Validation for
EFR Manager
approval
Document All groups involved in the
. accepted group Notification Analysis document
Analysis Analysis phase except the EFR :
by EFR M acceptance to Analysis groups
anager Group
Manager
Workin Specialist, Notification about Assessment
9 Assessment Matter Experts, folder contributions send to
Assessment | document S o
uploaded Assessment Validation Matter Specialist, all Assessment
Experts Experts
Assessment | Working Specialist, Notification about Assessment
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document Assessment Matter Experts Draft folder send to Specialist,
uploaded Assessment Matter Experts
Notification Assessment
Working Specialists, Assessment validation document send to
Assessment | document Validation Matter Experts, Specialists, Assessment
uploaded Stakeholders Validation Experts,
Stakeholders
Assessment | Scenario Notification Assessment
. . Stakeholders Pending acceptance document
validation available
send to Stakeholders
Docur_nent Notification Assessment
Assessment | submitted .
A EFR Manager Pending acceptance document
Validation for
send to EFR Manager
approval
Document All groups involved in the Notification Assessment
accepted
Assessment by EFR Assessment phase except the document acceptance to
Y EFR Manager Group Assessment groups
Manager
Workin Notification about Finalisation
e 9 Specialist, folder contributions send to
Finalisation document A - S
Finalisation Matter Experts Specialist, Finalisation Matter
uploaded
Experts
Working Specialist Notification about Finalisation
Finalisation document Fiaalisatioln Matter Experts Draft folder send to Specialist,
uploaded P Finalisation Matter Experts
Scenario Notification Finalisation Pending
Finalisation . Stakeholders acceptance document send to
available
Stakeholders
glfs;ai?toed Notification Finalisation Pending
Finalisation for EFR Manager acceptance document send to
EFR Manager
approval
. Specialist, e e .
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Annex II - The Scenario log

Apart from the document history, which can be accessed through the “View details” option
of the document, the EFR application generates a log of the performed actions which
reflects the process evolvement. This is the case, whenever a Specialist or a Manager
sends a working document from one step to another (e.g. the Specialist sends a working
document for approval), a new line is added to the scenario log specifying the complete
date and time of the operation, the user who performed it, the kind of operation, and the
folders involved in the operation. There is a different log for each scenario, which is
located in O.Administration > 0.2.logs in each scenario workspace.

The log file is the document log.csv. The next figure shows an example of the location of
the file:

|
EMISA Scenario Home My Crverviews &5 0@ @ Raiseanlssue [Brlogout (MngHb) | (S | Q
gy & Company Home 2> Scenatios 2= HandbookScenatio 2= 0. Adminiskration = 0.2.logs
|
. 0.2.logs &
¥ Scenarios . - e sy
2 (oA This wiew dllows vou to browse the items in this space, W ()] Create(¥) Mare Actions(w) Details Yiew (¥
v ..:\ HandbookScenaria - Contains the log. bt file
¥ 3 0. Administr ation
B B0.2.logs ¥ Browse Spaces Ttems Per Fage IZD
»> '_ﬁ 1.Building
. Mo items to display. Click the 'Create Space’ action to create a space.
>[5 2. Analysis Name 4 Description @ Created @ Modified & Actions
> ) 3. Assessment
Page |1 of 1 1
T3 4 Finalization
PN EFR-SHES
» 3 Scenario Knowledge ¥ Content Items Ttems Per Page |20
Name & Description ® Size® Created @ Modified @ Actions
@ log.csv H scenario lag 1.58 KB 13 August 2009 13:55 18 August 2009 10:52 _@ f @ = v

Pagz |1 of 1 1

For security reasons, only Managers and System Administrators are allowed to see this file
and the folder which contains it.

The log file is a csv file, a standard text file which separates the different fields by a special
character, in this case the character';’.

Spreadsheets applications, like MS Excel are able to open these kinds of files almost in the
same way as any excel file because it interprets every field as an excel field. Therefore it is
possible to show the file as an excel spreadsheet.
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The next figure shows an example of the content of a log file and how it is opened by MS
Excel:

A B c D E F z
1 |DateTime ser Action Document Original folder Final folder
2 |Thu, 13 Aug 2009 17:57:33 GMT Handbook specialist entered folder EFR scenario.doc 1.Building/1.1.validation
3 |Thu, 13 Aug 2008 17:57:59 GMT Handbook specialist uploaded document EFR scenario.doc 1.Building/1.1.Validation
4 |Tue, 18 Aug 2009 11:43:25 GMT Handbook Manager abandoned folder  EFR scenario.doc 1.Building/1.3.Accepted
5 |Tue, 18 Aug 2009 11:43:26 GMT Handbook Manager entered folder EFR scenario.doc 2.Analysis/2.0.Draft
6 |Tue, 18 Aug 2009 11:43:26 GMT Handbook Manager abandoned folder  EFR scenario.doc 2.Analysis/2.0.Draft =
7 |Tue, 18 Aug 2009 12:05:32 GMT Handbook specialist abandoned folder  EFR scenario.doc 1.Building/1.1.Validation
8 |Tue, 18 Aug 2008 12:05:33 GMT Handbook specialist entered folder EFR scenario.doc 1.Building/1.2.Pending Acceptance
9 |Tue, 18 Aug 2009 12:05:33 GMT Handbook specialist uploaded document EFR scenario.doc 1.Building/1.2.Pending Acceptance
10 (Tue, 18 Aug 2009 12:06:47 GMT Handbook Manager abandoned folder  EFR scenario.doc 1.Building/1.2.Pending A
11 Tue, 18 Aug 2009 12:06:48 GMT Handbook Manager entered folder EFR scenario.doc 1.Building/1.3.Accepted
12 Tue, 18 Aug 2009 12:06:48 GMT Handbook Manager uploaded document EFR scenario.doc 1.Building/1.3.Accepted
13 |Tue, 18 Aug 2009 14:52:49 GMT Handbook Manager abandoned folder  EFR scenario.doc 1.Building/1.3.Accepted
14 |Tue, 18 Aug 2009 14:52:51 GMT Handbook Manager entered folder EFR scenario.doc 2.Analysis/2.0.Draft
15 |Tue, 18 Aug 2009 14:52:51 GMT Handbook Manager abandoned folder  EFR scenario.doc 2.Analysis/2.0.Draft
War ] log I 7 T
Ready |
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Annex III - Email notifications

Description | NOTIFY BUILDING FOLDER CONTRIBUTION to SPECIALIST,
EXPERTS
Recipients | Specialist, Experts

Subject | Phase: Building, Document uploaded

Body | Greetings.

This notification is relevant to the Building phase of the EFR
“Scenario Name”.
A new document "document.name" has been uploaded and it is
available at
http://enisa-server.atosorigin.es/alfresco/document.url
Please take into account the new information provided by this
document.
Discussion on the contents of this document or other topics relevant
to this scenario is available at “Building phase forum” Your
contributions for this phase must be uploaded at:
http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
Please review the document and provide your opinion in the
discussion forum of the building validation phase at “Building
validation phase forum”
You can access and upload other relevant information to this
scenario at “"Scenario Knowledge” workspace.
Best regards.
The EFR project.



http://enisa-server.atosorigin.es/alfresco/document.url
http://enisa-server.atosorigin.es/alfresco/navigate/browse/document.workspace
http://enisa-server.atosorigin.es/alfresco/navigate/browse/document.workspace
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Description | NOTIFY BUILDING DRAFT to SPECIALIST, BUILDING
MATTER EXPERTS
Recipients | Specialists, Building Matter Experts

Subject | Phase: Building, Working Document uploaded

Body | Greetings.

You have been assigned to the phase Building of the EFR process
“scenario name”

A new Working Document "document.name" has been uploaded
and it is available at
http://enisa-server.atosorigin.es/alfresco/document.url

or through the application:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
You can access and upload other relevant information to this
scenario at “Scenario Knowledge” workspace.

Best regards.

The EFR project.



http://enisa-server.atosorigin.es/alfresco/document.url
http://enisa-server.atosorigin.es/alfresco/navigate/browse/document.workspace
http://enisa-server.atosorigin.es/alfresco/navigate/browse/document.workspace
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Description NOTIFY BUILDING VALIDATION DOCUMENT TO
SPECIALISTS, BUILDING VALIDATION EXPERTS AND SHF
Recipients | Specialists, Building Validation experts and Stake holder forum
members

Subject | Phase: Building, Working Document uploaded

Body | Greetings.

You have been assigned to the phase Building.Validation of the EFR
process “scenario name”.

The  ENISA specialist has produced a new version
(document.version) of the Document “document.name”

The document is available at
http://enisa-server.atosorigin.es/alfresco/document.url

or through the application:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
Please review the document and provide your opinion in the
discussion forum of the building validation phase at “Building
validation phase forum”

You can access and upload other relevant information to this
scenario at “"Scenario Knowledge” workspace.

Best regards.

The EFR project.
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Description NOTIFY BUILDING PENDING ACCEPTANCE DOCUMENT TO
STH Forum

Recipients | STH Forum
Subject | Phase: Building validation, scenario available

Body | Greetings.

This notification is relevant to the Building.Pending Acceptance
phase of the EFR “Scenario Name”.

The ENISA specialist has produced a new version
(document.version) of the scenario.doc.

The document is available at
http://enisa-server.atosorigin.es/alfresco/document.url

or through the application:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
You can access and upload other relevant information to this
scenario at “Scenario Knowledge” workspace.

Please review the document and provide your opinion in the
discussion forum of the building validation phase at “Building
validation phase forum”

Best regards.
The EFR project.



http://enisa-server.atosorigin.es/alfresco/document.url
http://enisa-server.atosorigin.es/alfresco/navigate/browse/document.workspace
http://enisa-server.atosorigin.es/alfresco/navigate/browse/document.workspace
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Description | NOTIFY BUILDING PENDING ACCEPTANCE DOCUMENT TO
MANAGER

Recipients | Manager
Subject | Phase: Building validation, scenario submitted for approval.

Body | Greetings.

This notification is relevant to the Building Pending Acceptance
phase of the EFR “Scenario Name”.

The  ENISA specialist has produced a new version
(document.version) of the scenario.doc.

The document is available at
http://enisa-server.atosorigin.es/alfresco/document.url

or through the application:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
Please allow some time for the rest of the reviewers to provide their
opinion in the forum of the building validation phase at “Building
discussion forum”

In this phase, you are expected to accept or reject the consolidated
document by choosing the appropriate option via the popup menu
available in the document icon on the EFR application (note link
above).

Best regards.

The EFR project.



http://enisa-server.atosorigin.es/alfresco/document.url
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Description | NOTIFY BUILDING DOCUMENT ACCEPTANCE TO BUILDING
GROUPS

Recipients | All groups involved in the Building phase except the EFR Manager
Group
Subject | Phase: Accepted: Document accepted by the EFR Manager

Body | Greetings.

This notification is relevant to the Building phase of the EFR
“Scenario Name”.

The ENISA EFR Manager has accepted the document
(document.version) of the scenario.doc.

The document is available at
http://enisa-server.atosorigin.es/alfresco/document.url

or through the application:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
Best regards.

The EFR project.
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ANALYSIS PHASE

Description | NOTIFY ANALYSIS FOLDER CONTRIBUTION to SPECIALIST,
EXPERTS
Recipients | Specialist, Experts

Subject | Phase: Analysis, Document uploaded

Body | Greetings.

This notification is relevant to the Analysis phase of the EFR
“Scenario Name”.
A new document "document.name" has been uploaded and it is
available at
http://enisa-server.atosorigin.es/alfresco/document.url
Please take into account the new information provided by this
document.
Discussion on the contents of this document or other topics relevant
to this scenario is available at “Analysis phase forum” Your
contributions for this phase must be uploaded at:
http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
Please review the document and provide your opinion in the
discussion forum of the building validation phase at “Analysis
validation phase forum”
You can access and upload other relevant information to this
scenario at “"Scenario Knowledge” workspace.
Best regards.
The EFR project.



http://enisa-server.atosorigin.es/alfresco/document.url
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Description NOTIFY ANALYSIS DRAFT to SPECIALIST, ANALYSIS
MATTER EXPERTS
Recipients | Specialists, Analysis Matter Experts

Subject | Phase: Analysis, Working Document uploaded

Body | Greetings.

You have been assigned to the phase Analysis of the EFR process
“scenario name”

A new Working Document "document.name" has been uploaded
and it is available at
http://enisa-server.atosorigin.es/alfresco/document.url

or through the application:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
You can access and upload other relevant information to this
scenario at “Scenario Knowledge” workspace.

Best regards.

The EFR project.
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Description NOTIFY ANALYSIS VALIDATION DOCUMENT TO
SPECIALISTS, ANALYSIS VALIDATION EXPERTS AND SHF
Recipients | Specialists, Analysis Validation experts and Stake holder forum
members

Subject | Phase: Analysis, Working Document uploaded

Body | Greetings.

You have been assigned to the phase Analysis.Validation of the EFR
process “scenario name”.

The  ENISA specialist has produced a new version
(document.version) of the Document “document.name”

The document is available at
http://enisa-server.atosorigin.es/alfresco/document.url

or through the application:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
Please review the document and provide your opinion in the
discussion forum of the building validation phase at “Analysis
validation phase forum”

You can access and upload other relevant information to this
scenario at “"Scenario Knowledge” workspace.

Best regards.

The EFR project.
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Description NOTIFY ANALYSIS PENDING ACCEPTANCE DOCUMENT TO
STH Forum

Recipients | STH Forum
Subject | EFR "Scenario Name”, Phase: Analysis validation, scenario available

Body | Greetings.

This notification is relevant to the Analysis.Pending Acceptance
phase of the EFR “Scenario Name”.

The ENISA specialist has produced a new version
(document.version) of the scenario.doc.

The document is available at
http://enisa-server.atosorigin.es/alfresco/document.url

or through the application:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
You can access and upload other relevant information to this
scenario at “Scenario Knowledge” workspace.

Please review the document and provide your opinion in the
discussion forum of the building validation phase at "“Analysis
validation phase forum”

Best regards.
The EFR project.
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Description | NOTIFY ANALYSIS PENDING ACCEPTANCE DOCUMENT TO
MANAGER

Recipients | Manager
Subject | Phase: Analysis validation, scenario submitted for approval.

Body | Greetings.

This notification is relevant to the Analysis Pending Acceptance
phase of the EFR “Scenario Name”.

The  ENISA specialist has produced a new version
(document.version) of the scenario.doc.

The document is available at
http://enisa-server.atosorigin.es/alfresco/document.url

or through the application:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
Please allow some time for the rest of the reviewers to provide their
opinion in the forum of the building validation phase at “Analysis
discussion forum”

In this phase, you are expected to accept or reject the consolidated
document by choosing the appropriate option via the popup menu
available in the document icon on the EFR application (note link
above).

Best regards.

The EFR project.
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Description | NOTIFY ANALYSIS DOCUMENT ACCEPTANCE TO ANALYSIS
GROUPS

Recipients | All groups involved in the Analysis phase except the EFR Manager
Group
Subject | Phase: Accepted: Document accepted by the EFR Manager

Body | Greetings.

This notification is relevant to the Analysis phase of the EFR
“Scenario Name”.

The ENISA EFR Manager has accepted the document
(document.version) of the scenario.doc.

The document is available at
http://enisa-server.atosorigin.es/alfresco/document.url

or through the application:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
Best regards.

The EFR project.
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ASSESSMENT PHASE

Description | NOTIFY ASSESSMENT FOLDER CONTRIBUTION to
SPECIALIST, EXPERTS
Recipients | Specialist, Experts

Subject | Phase: Assessment, Document uploaded

Body | Greetings.

This notification is relevant to the Assessment phase of the EFR
“Scenario Name”.

A new document "document.name" has been uploaded and it is
available at

http://enisa-server.atosorigin.es/alfresco/document.url

Please take into account the new information provided by this
document.

Discussion on the contents of this document or other topics relevant
to this scenario is available at “Assessment phase forum” Your
contributions for this phase must be uploaded at:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
Please review the document and provide your opinion in the
discussion forum of the building validation phase at “Assessment
validation phase forum”

You can access and upload other relevant information to this
scenario at “"Scenario Knowledge” workspace.

Best regards.

The EFR project.
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Description | NOTIFY ASSESSMENT DRAFT to SPECIALIST, ASSESSMENT
MATTER EXPERTS
Recipients | Specialists, Assessment Matter Experts

Subject | Phase: Assessment, Working Document uploaded

Body | Greetings.

You have been assigned to the phase Assessment of the EFR
process “scenario name”

A new Working Document "document.name" has been uploaded
and it is available at
http://enisa-server.atosorigin.es/alfresco/document.url

or through the application:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
You can access and upload other relevant information to this
scenario at “Scenario Knowledge” workspace.

Best regards.

The EFR project.
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Description | NOTIFY ASSESSMENT VALIDATION DOCUMENT TO
SPECIALISTS, ASSESSMENT VALIDATION EXPERTS AND SHF
Recipients | Specialist, Assessment Validation experts and Stake holder forum
members

Subject | Phase: Assessment, Working Document uploaded

Body | Greetings.

You have been assigned to the phase Assessment.Validation of the
EFR process “scenario name”.

The  ENISA specialist has produced a new version
(document.version) of the Document “document.name”

The document is available at
http://enisa-server.atosorigin.es/alfresco/document.url

or through the application:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
Please review the document and provide your opinion in the
discussion forum of the building validation phase at “Assessment
validation phase forum”

You can access and upload other relevant information to this
scenario at “"Scenario Knowledge” workspace.

Best regards.

The EFR project.



http://enisa-server.atosorigin.es/alfresco/document.url

* x

x *
EFR Collaboration Platform - User Guide * *
x €enisa 87

European Network
and Information
Security Agency

Description NOTIFY ASSESSMENT PENDING ACCEPTANCE DOCUMENT TO
STH Forum

Recipients | STH Forum
Subject | Phase: Assessment validation, scenario available

Body | Greetings.

This notification is relevant to the Assessment.Pending Acceptance
phase of the EFR “Scenario Name”.

The ENISA specialist has produced a new version
(document.version) of the scenario.doc.

The document is available at
http://enisa-server.atosorigin.es/alfresco/document.url

or through the application:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
You can access and upload other relevant information to this
scenario at “Scenario Knowledge” workspace.

Please review the document and provide your opinion in the
discussion forum of the building validation phase at “Assessment
validation phase forum”

Best regards.
The EFR project.
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Description | NOTIFY ASSESSMENT PENDING ACCEPTANCE DOCUMENT TO
MANAGER

Recipients | Manager
Subject | Phase: Assessment validation, scenario submitted for approval.

Body | Greetings.

This notification is relevant to the Assessment Pending Acceptance
phase of the EFR “Scenario Name”.

The  ENISA specialist has produced a new version
(document.version) of the scenario.doc.

The document is available at
http://enisa-server.atosorigin.es/alfresco/document.url

or through the application:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
Please allow some time for the rest of the reviewers to provide their
opinion in the forum of the building validation phase at “"Assessment
discussion forum”

In this phase, you are expected to accept or reject the consolidated
document by choosing the appropriate option via the popup menu
available in the document icon on the EFR application (note link
above).

Best regards.

The EFR project.
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Description | NOTIFY  ASSESSMENT DOCUMENT ACCEPTANCE TO
ASSESSMENT GROUPS

Recipients | All groups involved in the Assessment phase except the EFR
Manager Group

Subject | Phase: Accepted: Document accepted by the EFR Manager

Body | Greetings.

This notification is relevant to the Assessment phase of the EFR
“Scenario Name”.

The ENISA EFR Manager has accepted the document
(document.version) of the scenario.doc.

The document is available at
http://enisa-server.atosorigin.es/alfresco/document.url

or through the application:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
Best regards.

The EFR project.
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FINALIZATION

Description | NOTIFY FINALIZATION FOLDER CONTRIBUTION to
SPECIALIST, EXPERTS
Recipients | Specialist, Experts

Subject | EFR “Scenario Name”, Phase: Finalization, Document uploaded

Body | Greetings.

This notification is relevant to the Finalization phase of the EFR
“Scenario Name”.

A new document "document.name" has been uploaded and it is
available at

http://enisa-server.atosorigin.es/alfresco/document.url

Please take into account the new information provided by this
document.

Discussion on the contents of this document or other topics relevant
to this scenario is available at “Finalization phase forum” Your
contributions for this phase must be uploaded at:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
Please review the document and provide your opinion in the
discussion forum of the building validation phase at “Finalization
validation phase forum”

You can access and upload other relevant information to this
scenario at “Scenario Knowledge” workspace.

Best regards.

The EFR project.
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Description | NOTIFY FINALIZATION DRAFT to SPECIALIST,

FINALIZATION MATTER EXPERTS
Recipients | Specialists, Finalization Matter Experts

Subject | Phase: Finalization, Working Document uploaded

Body | Greetings.

You have been assigned to the phase Finalization of the EFR
process “scenario name”

A new Working Document "document.name" has been uploaded
and it is available at
http://enisa-server.atosorigin.es/alfresco/document.url

or through the application:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
You can access and upload other relevant information to this
scenario at “Scenario Knowledge” workspace.

Best regards.

The EFR project.
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Description | NOTIFY FINALIZATION PENDING ACCEPTANCE DOCUMENT
TO STH Forum

Recipients | STH Forum
Subject | Phase: Finalization validation, scenario available

Body | Greetings.
This notification is relevant to the Finalization.Pending Acceptance
phase of the EFR “Scenario Name”.
The  ENISA specialist has produced a new version
(document.version) of the scenario.doc.
The document is available at
http://enisa-server.atosorigin.es/alfresco/document.url
or through the application:
http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
You can access and upload other relevant information to this
scenario at “"Scenario Knowledge” workspace.
Please review the document and provide your opinion in the
discussion forum of the building validation phase at “Finalization
validation phase forum”

Best regards.
The EFR project.
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Description | NOTIFY FINALIZATION PENDING ACCEPTANCE DOCUMENT
TO MANAGER

Recipients | Manager
Subject | Phase: Finalization validation, scenario submitted for approval.

Body | Greetings.

This notification is relevant to the Finalization Pending Acceptance
phase of the EFR “Scenario Name”.

The ENISA specialist has produced a new version
(document.version) of the scenario.doc.

The document is available at
http://enisa-server.atosorigin.es/alfresco/document.url

or through the application:

http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace
Please allow some time for the rest of the reviewers to provide their
opinion in the forum of the building validation phase at “Finalization
discussion forum”

In this phase, you are expected to accept or reject the consolidated
document by choosing the appropriate option via the popup menu
available in the document icon on the EFR application (note link
above).

Best regards.

The EFR project.
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Description | NOTIFY ALL FINALIZATION EMAIL

Recipients | Experts, Specialist, STH Forum, Manager

Subject | Scenario finalized

Body | Greetings.

The scenario of the EFR Process "“Scenario Name” has been
approved and released.
and it is available at
http://enisa-server.atosorigin.es/alfresco/document.url
or through the application:
http://enisa-
server.atosorigin.es/alfresco/navigate/browse/document.workspace

Thank you for your collaboration.
Best regards.
The EFR project.
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NOTIFY MANAGER PROJECT FINALIZATION

Manager

A scenario has been finalized and is ready for storing

Greetings.

The EFR process “ScenarioName” has been finalized. You may now
store the resulting documents into the common repository.

Best regards.
The EFR project.




