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1.EXTERNAL REQUESTS TO
ENISA

The Cybersecurity Act lays down a number of areas in which ENISA can support Member States,
the European Commission, and other EU institutions or bodies by responding to requests directed
to the Agency.

Since 2013, ENISA has responded to various requests pursuant to Article 14 of its previous
Founding Regulation (EU) 526/2013. There is no direct equivalent of ex Article 14 in the
Cybersecurity Act and this provision has been replaced by request mechanisms within the
framework of the specific tasks of the Agency as described in Title I, Chapter Il of the
Cybersecurity Act.

The following document provides information of requests handled by the Agency pursuant to the
ENISA Founding Regulation as contained in the EU Cybersecurity Act' (Regulation (EU)
2019/881). The report does not apply to requests that are described in Title Ill of the
Cybersecurity Act, which relates specifically to the Cybersecurity Certification Framework.

The legal basis for this is the Cybersecurity Act, and in particular the following Articles thereof:

e Article 5 on the development and implementation of Union policy and law;
e Article 6 on capacity building;

¢ Article 7 on operational cooperation at Union level,

o Article 8 on market, cybersecurity certification, and standardisation;

¢ Article 11 on international cooperation.

The following actors are able to make requests to ENISA pursuant to the Cybersecurity Act:

e The Member States of the EU (Arts. 6, 7, and 8);
e The European Commission (Arts. 7 and 11);

e The European Data Protection Board (Art. 5)

e EU institutions/bodies (Arts. 5 and 7).

Information contained in this report is accurate as of the 4th December 2019.

1.1 REQUESTS AFTER THE EU CYBERSECURITY ACT CAME INTO
FORCE 27TH JUNE 2019

This section provides an overview of the requests to the Agency according to EU Cybersecurity
Act? (Regulation (EU) 2019/881). The section does not apply to requests that are described in
Title Ill of the Cybersecurity Act, which relates specifically to the Cybersecurity Certification
Framework.

" Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the European Union Agency
for Cybersecurity) and on information and communications technology cybersecurity certification and repealing Regulation (EU) No

526/2013 (Cybersecurity Act). OJ L 151, 7.6.2019, p. 15-69. Available at: hitps://eur-lex.europa.eu/eli/req/2019/881/0j
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1.2 OVERVIEW OF REQUESTS

’ 2019 ‘ % Change

Number of new requests: 1
Number of requests in progress: 1
Number of requests completed: 0
Effort in person days:

Effort in Euros (FTE® including overhead) @ €0
Direct Cost®: €0
Total Cost: €0

(1) Mean full time equivalent (FTE) costs are calculated on the basis of the total budget consumption over
201,6 actual working days p.a., to support salaries and overhead for staff in service in the reference year in
2019 including TA, CA and SNE).

(2) Based on statistical analysis at the end of 2019 the use Cost of a person-day in 2019 (including
overheads) is €589.56.

(3) Mission costs, other direct expenses linked to request are included in this budget estimate.

Effort in person days was provided by staff from Core Operations Department — there were no
additional staff costs incurred. Direct costs were provided out of the operational part of the budget
(Title 3 appropriations).

1.3 TABLE OF REQUESTS
The table of requests outlines all current ongoing requests per country. The budget indicated is

the direct budget concerning mission costs and other direct expenses.

Effort in
Institution person Effortin € | Budget
days
« | EU Chair of the ICT Cybersecurity
L Institution Advisory Committee Exercise PDs €0 €0

Status

In progress

*request received 2019 but to be initiated in 2020
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2.EX ART.14 REQUESTS

REQUESTS TO ENISA
December 2019

This section of the report provides an overview of the requests to the Agency according to Article

14 of Regulation (EU) No 526/2013.

2.1 OVERVIEW OF EX ART.14 REQUESTS IN 2018-2019

Key figures in this report are the following:

Number of new requests: 17
Number of requests in progress: 12
Number of requests completed: )
Effort in person days: 701
Effort in Euros (FTE® including overhead) @ €405.178
Direct Cost®: €33.348
Total Cost: €438.667

(1) Mean full time equivalent (FTE) costs are calculated on the basis of the total budget consumption over 201,6 actual working days p.a., to support salaries and

overhead for staff in service in the reference year in 2019 including TA, CA and SNE).

(2) Based on statistical analysis at the end of 2019 the use Cost of a person-day in 2019 (including overheads) is €589.56.

(3) Mission costs, other direct expenses linked to request are included in this budget estimate.

2019

0

13

163

€96.098

€19.300

€115.398

The effort in person days was provided by staff from the Core Operations Department — there
were no additional staff costs incurred. Direct costs were provided out of the operational part of

the budget (Title 3 appropriations).

2.2 TABLE OF EX ART.14 REQUESTS

The table of requests outlines all current ongoing requests per country. The budget indicated is

the direct budget concerning mission costs and other direct expenses.

% Change

-76%

-100%

160%

-717%

-76%

-42%

-74%

05



Institution

Institutional map and

Effort in
person
EVE]

Effortin €

REQUESTS TO ENISA

December 2019

Status

: Federal .
1 Austria cybersecurity 5PDs €2.948 €0 Complete
Chancellery capabilities in MS
Federal Assistance in the
2 Austria Chancelle preparation and drafting 5PDs €2.948 €0 Complete
v ref document
Estonian EU Cyber Capacity
3 Estonia Information Building Network 0PDs €0 €0 Complete
System Authority 9
European Union )
4 EU Institution Agency for 4th Ra!\ilvay op: ckage 2PDs €1.179 €0 Complete
Railways PP
European Union Cooperation between
5 EU Institution Agency for ERA & ENISA for Rail 2PDs €1.179 €1.000 Complete
Railways Cybersecurity
Cyber Education
- Training Exercise and
6 EU Institution EEAS Evaluation (ETEE) OPD €0 €0 Complete
Platform
Request to support eu-
7 EU Institution EU-LISA LISA exercise (it also 120PDs* €70.747 €12.000 Complete
includes training)
European Sector specific activities
8 c pea DG ENER/COM DG ENER in cyber 2PDs €1.179 €1.000 Complete
ommission ;
security
Support DG GROW for
European IT Security requirements
9 Commission EC - DG GROW of Medical Devices 5PDs €2.948 €1.800 Complete
Regulations
European Support in the activities
10 c pea EC - DG SANTE of the 3rd Joint Action 5PDs €2.948 €1.000 Complete
ommission
on eHealth
National Cyber
1" Greece Security Authority Art. 2 of the NIS OPDs €0 €0 | Complete
of Greece
National Cyber Request on Industrial
12 Greece Security Authority systems security 2PDs €1.179 €0 Complete
of Greece initiatives
National .
13 Portugal Cybersecurity CEP Exercise tool for 15PDs €8.843 €2.500 Complete

Centre (CNCS)

EXNCS

*The Agency was compensated for the person days for this project.



2.3 REQUESTS LINKED TO WP19 OUTPUTS
2.3.1 Request No. 11 relating to Output 3.2.2

Art.14 request no. 11 relates to cooperation with relevant EU bodies on initiatives
covering NIS dimension related to their missions, namely “Output 3.2.2. ENISA
cooperation activities with relevant EU bodies” in ENISA programming document 2019-
2021.

This section reports on the cooperation activity carried out as Art.14 request. ENISA
contributed to the EU Cybersecurity Forum event organized on 15-16 April in Brussels,
Belgium.

The EU Cybersecurity Forum is an initiative implemented by the European Union
Institute for Security Studies (EUISS) with the support of the Service for Foreign Policy
Instruments (FPI).

The EUISS organized the event in partnership with the FPI| and the European External
Action Service in the framework of the EU Cyber Direct project. ENISA and EC3 were

invited to contribute on topics related to their mandate. ENISA co organized one of the
panel (“loT cybersecurity and consumers rights. Supply chain integrity-related threats”)
and provided speaker in another session of the EU Cyber Forum.
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