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Introductory Note

This volume presents selected results achieved by the European Network
and Information Security Agency (ENISA) in the field of information secu-
rity awareness for the year 2010. The white papers included have been
produced as part of the Work Programme 2010 of the Agency.

This edition consists of one book containing the following publications:
Online as soon as it happens, E-mail security, Malicious software, Online se-
curity at home, Preventing identity theft, Security when working remotely,
Security while travelling.

The information has been compiled based on studies, analysis, research
and interviews conducted by ENISA.

The collection is published in English and it has been prepared for docu-
mentation purposes.
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Executive summary

Experiencing online social networking sites (SNSs) has become one of
the most popular activities carried out on the Internet. The modern way
of staying in touch with business and personal contacts is to be present
on social networking sites and to communicate using e-mail and other
digital tools. The social networking phenomenon has registered an ex-
ceptional growth trend and there has been a widening in terms of users’
profiles involved in such activity ('), affecting and changing consequent-
ly the way people get in contact, meet, communicate and share opinion,
information and ideas. This phenomenon is rapidly evolving not only in
relation to the audience, changing its demographics, but also in relation
to the way the audience itself can experience social networks. Besides
traditional computer-based access, users are now able to access social
networks through their mobile phones.

Mobile social network (MSN or social mobile) is a means of communica-
tion using a combination of voice and data devices over networks includ-
ing cellular technology and private and public IP infrastructure (3). Sub-
scribers access social networks on their mobile phone by browsing over
the mobile internet, through downloaded applications and by text —
messaging (3). In this paper we will refer and take into particular consid-
eration the‘on deck’services (*), coming pre-packaged with the purchase

(") This shift has primarily been driven by Facebook, which started as a service for university
students; now almost one third of its global audience is aged 35-49 years and almost one
quarter is over 50 years old. Source: The Nielsen Company, Global faces and networked places,
March 2009, available at http://blog.nielsen.com/nielsenwire/nielsen-news/social-networking-
new-global-footprint/ (last visited on 5 October 2009).

(3 Nick Lane, Nicky Walton-Flynn, Freda Benlamlih (Informa Telecoms & Media), Mobile social net-
working — the paper was sponsored by Buongiorno and the research has been carried out by In-
forma Telecoms & Media, July-September 2008 - available at http://www.telecoms.com/wp-con-
tent/uploads/2009/05/buongiorno_final-fmt_nl-3110-f.pdf (last visited on 18 November 2009).

(%) Users can register a phone that allows them to send text message post directly to their user
profile.

(%) ‘On deck’refers to applications that operate through a partnership between social network
companies and wireless phone carriers whereby programs and application are distributed via
the wireless carrier.
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of a mobile phone. Nevertheless the overall data and figures provided in
this document include all modes of access to social networking.

Nowadays many mobile users use their phone as a backup device for
business and personal data, contacts and pictures also keeping a record
of their personal details and access codes. As a consequence, a lost or
stolen mobile phone can cause serious damage considering that all in-
formation and data, about the user and his contacts, entrusted on SNSs
and linked to the mobile phone could be used in an illegitimate way.
Case studies from different European countries show that a considerable
number of users are unaware of their exposure to security risks and pri-
vacy issues. While many of the privacy issues originating from the web-
based access to SNSs also apply to MSNs, there are also a number of
unique risks and threats against MSNs.

ENISA believes that users’ awareness is the first line of defence regarding
their privacy and security of their data. This white paper aims to provide
a set of recommendations for raising the awareness of SNSs users and in
particular of social mobile users of the risks and the possible conse-
quences related to theirimproper use.

This document does not cover the access of SNSs through mobile phone
by minors (°) and consequently any matters related to this aspect. Finally,
it should not be seen as either a comprehensive source of all risks associ-
ated to the usage of social networks or as a technical guideline or speci-
fication to secure standards or solutions.

(°) Nevertheless the data provided for the description of the social networking scenario in
Europe include the access of social networks also by users aged 15 and older.
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Introduction

According to recent statistics there are more than 65 million active users
currently accessing Facebook through their mobile devices and the ones
that do so are almost 50% more active than non-mobile users (%).

Today mobile devices are not only used for voice communication or sim-
ple peer-to-peer connections between people who know each other, but
also for data connection to the Internet. Moreover, with their sophisti-
cated and user friendly features, mobile devices are not only consuming
content but are also capable of producing and storing content. The rapid
development of information and communication technologies, espe-
cially the Internet and the mobile phone, has transformed the way peo-
ple interact with each other and connect with the environment around
them. Over the last few years, a plethora of new applications have sprung
up, enabling a whole new dimension of social interaction. Portability,
high capacity memories and ‘always on’ technology are pushing the use @
of mobile devices for an increasing number of services in the everyday
life and are bringing the networking environment definitely closer to us-
ers. The MSN services that come pre-packaged with the purchase of a
mobile phone, to which we refer in this paper, support social networks
through their ubiquitous usability and easy sharing of location, informa-
tion and experiences and allow access to SNSs anytime and anywhere
with just a click (*).

Users need guidance and education on how simple lack of attention or
voluntary misconduct when accessing and using social networks through
a mobile phone can have unexpected consequences which can be avoid-
ed by following some good practices that each user should be aware of.
Several stories highlight that many users are unaware of the risks and

(°) Facebook press room, statistics available at http://www.facebook.com/press/info.php?statistics
(last visited on 5 October 2009).

(’) This paper does not include the description of the ‘off deck’ services referring to those ap-
plications that do not come pre-packaged with the purchase of a mobile phone but have to
be downloaded from the Internet or from a wireless provider after the time of purchase.
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threats related to the misuse of the information they entrust to an SNS

and of the proper way to protect their privacy (5). Severe reputational and
personal damage can be caused not only by the users themselves but also =
by other users and third parties, using the social networking tools in an
improper way. For example, in the UK, a teacher has been suspended for
complaining on Facebook about her class (°) and in Italy, the forgery of a
Professor’s identity has been discovered on Facebook, while friends and
colleagues of the victim were chatting and sharing information with
someone that was not who he claimed to be (*).

ENISA believes that increasing awareness of the risks and the possible
consequences related to social networks’ improper use is the first line of
defence. This paper is designed to provide comprehensive information
about the MSN services and the risks and threats connected to their use.
It will also analyse the social networking world under the lens of the Eu-
ropean directive on data protection.

(8) According to a recent survey conducted by AVG and CMO Council ‘less than one third of
social networkers are taking actions to protect themselves online] Bringing social security to
the online community, 26 August 2009, available at www.avg.com.au/files/media/avg_socialse-
curity_2009-08-26_au.pdf (last visited on 19 November 2009).

(°) MailOnline, Teacher is suspended for jibe on Facebook about her class, 1 August 2009, available
at http://www.dailymail.co.uk/news/article-1202210/Teacher-suspended-jibe-Facebook-class.html
(last visited on 26 November 20009).

('°) LaStampa.it, Facebook, rubata l'identita’ a un Professore di Trento, 5 January 2009, available
at http://www.lastampa.it/_web/cmstp/tmplrubriche/tecnologia/grubrica.asp?ID_blog=30&ID_
articolo=5580&ID_sezione=38&sezione=News (last visited on 26 November 2009).
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Social network: a definition

A social network is an online community that allows people, through a
built-up profile, to meet, communicate, keep in touch, share pictures and
videos with other community members with whom a connection is shared.

The social network’s structure includes having a profile (which contains
personal information about the user), friends (trusted community mem-
bers that can post comments on the user’s profile and send private mes-
sages) and groups (people with the same interests meet online and discuss
a variety of topics). Some social networks also allow users to personalise
their profile using widgets or to create their own blog entries.

From a functional point of view ("), social networks can be classified in
two main categories: ‘general purpose’and ‘niche’ social networks.

Share
pictures
and
videos

'General
purpose’
social
networks

Meet
people

Keep

'n‘:,?;m Figure 1: Different types of interests

friends spread out from ‘general purpose’ so-
cial networks.

(') For a deeper analysis see Alexander Richter, Michael Koch, Functions of social networking serv-
ices, in: Proceedings of the 8th International Conference on the Design of Cooperative Systems,
Carry-le-rouet, France, Institut d'Etudes Politiques d’Aix-en-Provence, 2008, available at http://www.
kooperationssysteme.de/docs/pubs/RichterKoch2008-coop-sns.pdf(last visited on 5 November 2009).

01_2010_3942_txt_EN.indd 18 @ 12/11/10 12:08



**’*

* *
+ enisa 19

European Network
x X and information

Online as soon as it happens

‘General purpose’ social networks have as a primary scope communica-

tion and interaction among users and anybody is free to join the online
community since they do not cater to any specific theme or interest but =
they gather a variety of interests. Among others, Facebook, Myspace, Ba-

doo and Netlog belong to this category. On the other side, ‘niche’ social
networks allow users to perform a specific activity ('?). Business-oriented

social networks such as LinkedIn or reunion sites such as Classmates.com

are in fact sites focused on a specific interest such as professional con-

tacts or the search for old school friends.

Business
opp

Business N|che| ‘ Business
socia .
contacts info
networks

Business
activities

Figure 2: A’niche’social network such
as LinkedIn attracts the same sort of
interest (i.e. professional/business).

() Joseph Bonneau, Soren Preibusch, The privacy jungle: On the market for data protection in
social networks, Eighth Workshop on the Economics of Information Security (WEIS 2009), 24—
25 June 2009, available at http://weis09.infosecon.net/files/156/index.html (last visited on 5
November 2009).
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Mobile social network: a definition

A first generation of social networking on mobile networks began in
1999/2000 as chat services launched in some European and non Europe-
an countries (). The phenomenon spread rapidly and evolved through
the years to the current environment and services offered. According to
Facebook ('4), there are more than 180 mobile operators in 60 countries
working to deploy and promote Facebook mobile products.

Mobile social networking is a means of communication using a combina-
tion of voice and data devices over networks including cellular technology
and private and public IP infrastructure (**). Generally speaking MSNs can
be divided into two categories: ‘on deck’ and ‘off deck’ ‘On deck’ refers to
services that operate through a partnership between social network com-
panies and wireless phone carriers. This category of services programs and
applications which enable the social networking experience are distribut-
ed via the wireless carrier and are pre-packaged with the purchase of a
mobile phone. ‘Off deck’ refers instead to services whose applications do
not come pre-packaged and the user has to download the application
from the Internet or from a wireless provider after the time of purchase.

Many SNSs, like MySpace and Facebook, offer phone versions of their
services, allowing users to interact with their friends. This enables the us-
ers to experience the social networks on their handset and to gain ad-
vantages from getting immediate alerts and notification of changes in

(**) Foracomplete description of the history of mobile social networking see Nick Lane, Nicky
Walton-Flynn, Freda Benlamlih (Informa Telecoms & Media), Mobile social networking - the
paper was sponsored by Buongiorno and the research has been carried out by Informa Tele-
coms & Media, July-September 2008 - available at http://www.telecoms.com/wp-content/up-
loads/2009/05/buongiorno_final-fmt_nl-3110-f.pdf (last visited on 18 November 2009).

(%) Facebook press room, statistics available at http://www.facebook.com/press/info.php?statistics
(last visited on 5 October 2009).

(') Nick Lane, Nicky Walton-Flynn, Freda Benlamlih (Informa Telecoms & Media), Mobile social
networking - the paper was sponsored by Buongiorno and the research has been carried out by
Informa Telecoms & Media, July-September 2008 - available at http://www.telecoms.com/wp-
content/uploads/2009/05/buongiorno_final-fmt_nl-3110-f.pdf (last visited on 18 November 2009).
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their communities (immediacy), to personalize and reflect personal pref-
erences and conditions (intimacy) and to spot the presence of others in
the local area (discovery of others in proximity) (). =

A European overview

Social networking reach in European countries

Of the around 283 million European users, 211 million of them, aged 15
and older who accessed Internet via a home or work computer, visited a
social networking site. The largest public is represented by the UK with 29
million visitors, reaching 80% of the country’s total Internet audience ().
Among all social networking sites, Facebook has gained a top position
throughout the majority of European countries. A research conducted by
comScore ('®) stated that, of the 17 European countries included in the
study, Facebook played a leading role in the social networking category in
11 of them in terms of unique visitors. The site’s largest audience is in the
UK with about 23 million visitors followed by France with about 14 million
visitors. The only countries in which Facebook does not hold the No 1 or
No 2 position are Germany (No 4), Portugal (No 3) and Russia (No 7).

Mobile social networking reach in European countries

The growing popularity of social networks has determined an increasing
demand to access them via mobile phone. The mobile social networking

(') Nick Lane, Nicky Walton-Flynn, Freda Benlamlih (Informa Telecoms & Media), Mobile social
networking - the paper was sponsored by Buongiorno and the research has been carried out by
Informa Telecoms & Media, July-September 2008 - available at http://www.telecoms.com/wp-
content/uploads/2009/05/buongiorno_final-fmt_nl-3110-fpdf (last visited on 18 November 2009).
(") comScore press release, 17 February 2009, available at http://www.mediametrix.com/Press_
Events/Press_Releases/2009/2/Social_Networking_France (last visited on 5 November 2009).

('8) comScore press release, 15 April 2009, available at http://www.comscore.com/layout/set/
popup/Press_Events/Press_Releases/2009/4/Facebook_Top_Social_Network_in_Spain (last vis-
ited on 5 November 2009).
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scenario described by the data and figures below include all kind of ac-
cess to social networking (such as mobile internet, apps). Social network-
ing attracts three quarters of European Internet users and, in the UK, it is
one of the few mobile Internet activities more popular with females than
males (Figure 3) in respect of general mobile internet browsing (Figure 4).

Mobile social networking

W Male

" Female

Figure 3: UK, Q4 2009,
Source: The Nielsen Company.

General mobile Internet browsing

W Male

[ Female

Figure 4: UK, Q4 2009,
Source: The Nielsen Company.
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In the UK, in the fourth quarter of 2008, 2 million people visited a social net-

work through theirhandset, corresponding toanincrease in 2008 of 249% ('°).

The number of social mobile users grew rapidly. In the fourth quarter of 2009 =
figures for the UK show that 3.9 million people accessed a social network
through their handset with an increase of almost 200% on Q4, 2008 (¥°).

The most popular social networking sites accessed via personal compu-
ter are also the leading ones being used over mobile phones. Facebook
represents the vast majority of social networking’s active reach on mo-
bile phones and it has been the most visited site in at least four European
countries: the UK, Italy, Spain and France (*').

Send Read
messages/mail messages/mail
56% 50%

View pictures Upload photos

43% 31%

Add friends
24%

Figure 5: Top five mobile social networking activities
Source: The Nielsen Company.

(**) The Nielsen Company, Global faces and networked places, March 2009, available at http://
blog.nielsen.com/nielsenwire/nielsen-news/social-networking-new-global-footprint/ (last visited
on 5 November 2009).

(%) ENISA has been provided with this data by The Nielsen Company.

(') ENISA has been provided with this data by The Nielsen Company. It refers to Q2, 2009 and
to Q1, 2009 (France).
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Figure 5 shows the top five social networking activities conducted on a
mobile phone at a pan- European level (??). Other activities are also car-
ried out on a mobile phone, such as: receive text alert (23%), view profiles
(15%), create or update profile (13%), upload videos (10%), participate in
chat rooms (8%) and post blogs (7%).

A marketing channel

Social networks are communication channels with features largely com-
parable to newspaper, radio and television. Companies with a product or
service should consider it as another vehicle to target the audience and
to communicate with consumers (*3).

Social networks provide significant competition for publishers in terms
of consumer attention but also give them the opportunity to create a
tailored content, reflecting the
public’s desires and tastes and
to optimize campaign reach.
The time spent on social net-
works, by chatting with friends,
posting content and so on, in-
crease the size and value of the
network, making the social
network more attractive as an
engaging advertising medi-
um (**). Mobile advertising pro-
vides the opportunity for op-

(%) The Nielsen Company, Mobile media nei mercati emergentie in Italia, |IAB Seminar, 16 July 2008,
available at http://www.iabseminar.it/video.aspx?IDSessione=12 (last visited on 5 November 2009).
(%) The Nielsen Company, Global faces and networked places, March 2009, available at http://
blog.nielsen.com/nielsenwire/nielsen-news/social-networking-new-global-footprint/ (last visit-
ed on 5 November 2009).

(%) Mashable, The social media guide, Exploring best practices for building and monetizing mo-
bile social networks, 3 October 2008, available at http://mashable.com/2008/10/03/mobile-so-
cial-networking/ (last visited on 30 November 2009).
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erators to earn revenues from greater data usage as users click through

to, and browse, advertiser sites, or else respond to advertisement by

SMS (®). In this regard, mobile social networks will play a leading role in =
term of revenues (%).

The exploitation and monetization of social networks include the follow-
ing economical variables:

v" Advertising (based on users’ preferences and main source of in-
come).

v"Premium (in order to obtain a more advanced profile or use more
applications users need to subscribe to options, subject to charges).

v"Donations (users make donations for the maintenance of the plat-
form).

v" Payment for use (users need to pay for the access and usage of cer-
tain tools) (¥).

(%) Juniper Research, Mobile advertising, because I'm worth it, extract from Mobile advertising
delivery channels, strategies & forecasts 2008-2013, 2008, available at http://www.c2mweb.
eu//files/Whitepaper_Mobile_Advertising.pdf (last visited on 30 November 2009).

(%) Advertising to Fuel Mobile Social Networking Growth as User Generated Content Revenues
Reach $7.3bn by 2013, available at http://arabcrunch.com/2008/09/advertising-to-fuel-mobile-so-
cial-networking-growth-as-user-generated-content-revenues-reach-73bn-by-2013.html (last visit-
ed on 25 January 2010).

(%) INTECO, Study on the privacy of personal data and on the security of information in social
networks, February 2009, available at http://www.inteco.es/Security/Observatory/Publications/
Studies_and_Reports/estudio_redes_sociales_en (last visited on 24 November 2009).
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Main features

The world of social networking and the new ways of communicating are
no longer confined to the user’s desk. The online social network experi-
ence has been extended into everyday life without the need for a PC
screen thanks to the integration between mobile phones and social net-
works. The launch of this technology has brought the networking envi-
ronment closer to the user, empowering and enhancing opportunities
for interaction and communication. MSNs offer almost the same services
of web-based social networks but which a much greater interaction with
everyday life. ‘Online as soon as it happens’ better summarizes and de-
scribes the social mobile experience, allowing users to test a new kind of
interaction and communication where every moment and thought can
appear online as soon as soon it is experienced.

In particular, the MSN’s services coming pre-packaged with the purchase
of a mobile phone offer the chance to combine web-based and phone-
based information in order to gather in one place all user contacts, com-
munities, entertainment and personal favourites.

Tag and share photos
and videos:

v Brightness
v Gallery
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One of the results of this interaction is the ‘social phonebook’ which pro-
vides one place to store contacts available on a SNS and the ones already
stored in a mobile phone, keeping them constantly synchronized. The =
user can rotate through all of the contacts displayed in the mobile’s
screen, pick up a friend and choose how to communicate, either by mes-
sage, chat or e-mail. After synchronizing the social networks contacts and
the chat accounts, users can see what their friends are doing in that very
specific moment and where they are thanks to the map function that can
locate them in real time. The quick and easy way to communicate can be
found in another new feature provided by MSNs which is the possibility to
take a picture and/or a video, to save it and tag it on the mobile phone
and share it online, as soon as it happens, with friends and peers.

Why social mobile?

It has been estimated that in 2011 the number of mobile social network
users worldwide will be 554 million, corresponding to 13.3% of mobile
phone subscribers, with a growing trend for 2012: 803 miillion users, corre-
sponding to 18.8% of mobile phone subscribers (*). In Europe, in 2012, the
number of users will be 134 million meaning that one out of five mobile
phone subscribers will use the mobile device to access a social network (¥).

The increasing demand to access social networks on the move is a natu-
ral consequence for social networks, as consumers are used to communi-

(%) eMarketer, April 2008, available at http://www.emarketer.com/Report.aspx?code=emarketer
2000489 (last visited on 2 November 2009).

(*) Nick Lane, Nicky Walton-Flynn, Freda Benlamlih (Informa Telecoms & Media), Mobile social
networking - the paper was sponsored by Buongiorno and the research has been carried out by
Informa Telecoms & Media, July-September 2008 - available at http://www.telecoms.com/wp-
content/uploads/2009/05/buongiorno_final-fmt_nl-3110-fpdf (last visited on 2 November 2009),
The daily bit, Un fenomeno chiamato mobile social networking, September 2008, available at
http://www.thedailybit.net/index.php?method=section&action=zoom&id=2489 (last visited on 18
November 2009) and Lastampa.it, In Europa il social network piace sul cellulare, August 2008,
available at http://www.lastampa.it/_web/cmstp/tmplrubriche/tecnologia/grubrica.asp?ID_blog=
30&ID_articolo=5054&ID_sezione=38&sezione=News (last visited on 18 November 2009).
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cating with friends via mobile calls
and text. Using a mobile phone to
access social networks does not re-
quire much of a change in consumer
habits (*°). On the contrary, it lets the
user explore new ways of communi-
cating. Since a mobile phone is al-
ways with the user, it is possible to
be constantly in touch with friends
and peers and communicate what
they are up to and where they are,
anytime and anywhere, without the
limitation of traditional web-based
access. It is no longer, in fact, only a question of what the user is doing
but also where he is located, since the new map function provided by
mobile phones allows users to find and locate their friends and also to
get directions. The quick and easy access to social networks can also be
considered as a pre-eminent reason for this phenomenon. It is now pos-
sible to enter the user’s personal profile with just a click and to upload a
picture as soon as it has been taken with a mobile phone.

O G

Z 7

’

In this regard, it should be noted that the information posted and pub-
lished, such as pictures, videos and comments, via the mobile phone
services are the user’s responsibility. This means that the user needs to
take care of all the content he publishes about himself or his friends in
order to protect his own and other people’s privacy, personal and profes-
sional life.

(*°) The Nielsen Company, Global faces and networked places, March 2009, available at http://
blog.nielsen.com/nielsenwire/nielsen-news/social-networking-new-global-footprint/ (last visited
on 5 October 2009).
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Privacy issues

Every SNS user should be aware of the risks and threats related to the use
of social networks. Besides the services and opportunities offered, social
networks are not exempt from risks affecting users’ privacy, personal and
professional life. In this regard, it should be noted that general social net-
works are exposed to a higher level of risk than, for example, professional
social networks since users, in general social networks, not only publish
information related to their work experience or their studies but also in-
formation and data related to their tastes, ideology or experiences, thus
making available much more information about themselves than in pro-
fessional social networks (3'). Privacy issues can arise from three different
types of attackers (*?):

v third parties.
v other users.
v platform providers.

Third parties

Third parties may gain fraudulent access to personal data published on a
user profile or by stealing or finding a lost mobile. Information and data
collected in such a manner can cause severe privacy issues. Access by a
third party can also occur without violating any technical rules and is due
basically to the privacy profile level which is not set properly by the user
(who hasn't paid enough attention to the privacy settings). On some

() INTECO, Study on the privacy of personal data and on the security of information in social
networks, February 2009, available at http://www.inteco.es/Security/Observatory/Publications/
Studies_and_Reports/estudio_redes_sociales_en (last visited on 24 November 2009).

(%2) Martin Pekarek, Stefanie P6tzsch, A comparison of privacy issues in collaborative workspaces
and social networks, published online 28 July 2009, available at http://www.springerlink.com/
content/g54qk93430581554/?p=dae26d8123004ccf88e5004aalaba269&pi=0 (last visited on 5
November 2009); Martin Pekarek, Ronald Leenes, Privacy and Social Network Sites: Follow the
Money! January 15-16, 2009, available at www.w3.0rg/2008/09/msnws/papers/tilt.pdf (last vis-
ited on 24 November 2009).
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sites, users that change their default settings from private to public re-
ceive a security message about the risks they could face by making their
profile public (33). -

Other users

Other users also have the same potential as third parties to cause privacy
issues. It is possible in fact to leave comments on the personal profile of
other community members or to tag a picture portraying the user with-
out his consent in an awkward situation. Many privacy issues can be
traced back to the out-of-context use of personal data, with a greater
impact when this involves trusted contacts who normally have legiti-
mate access to a high level of information (3%). This is why it is also impor-
tant to agree with friends and peers on the rules to be followed when
using and accessing social networks in order to ensure secure personal
data processing.

Platform providers

The user can regulate, through the privacy settings, who has access to
the information that decides to provide. Nevertheless, in some cases,
the platform provider has full access to user data, collecting for example
the user’s IP address and browser type and the information provided is
available in search results across the network and to third-party search
engines.

(*3) Privacy setting for social networks, available at http://blog.safetyclicks.com/2008/09/03/so-
cial-networks-and-privacy-settings/ (last visited on 5 November 2009).

(®*) Martin Pekarek, Stepanie Potzsch, A comparison of privacy issues in collaborative workspac-
es and social networks, published online 28 July 2009, available at http://www.springerlink.com/
content/g54qk93430581554/?p=dae26d8123004ccf88e5004aalaba269&pi=0 (last visited on 5
November 2009).

01_2010_3942_txt_EN.indd 33 @ 121110 12:03



* %
* *
* * Promoting information security
3 . enlfgpmmo,k as a cultural and behavioural change

* *
% ¥ Security Agency

Major risks and threats related to MSNs

Social networks have drastically modified the traditional use of the Inter-
net, turning it into an increasingly communicative medium and attract-
ing millions of users that access SNSs through a PC screen or a mobile
phone. The growing popularity of the social mobile phenomenon cre-
ates significant opportunities for business and personal purposes but
also exposes its users to security risks and threats.

Identity theft

Identity theft in mobile social networks is one of the most important
threats as its consequences may affect the reputation and privacy of the
user. Identity theft can be easily carried out by a malicious attacker in a
mobile environment because it can be performed by stealing, perma-
nently or temporarily, security credentials (i.e.’Man in the Middle’attack),
or by stealing the device (**). Once the attacker takes control of the phone
or has intercepted user credentials, he will be able to take full control of
the user’s account by publishing comments in the name of the legitimate
user, by changing the current password and e-mail address to perma-

Italy — Professor’s fake profile on Facebook

A fake profile of a University professor in Turin was created on Face-
book. The professor wanted to create his own Facebook page but he
found out that someone else had already registered him, creating a
profile with very offensive features, affecting his reputation. The epi-
sode was immediately reported to the public prosecutor in Turin for
the necessary investigation and measures to be taken.

(%) ENISA, Security issues in the context of authentication using mobile devices (Mobile elD), 2008,
available at http://www.enisa.europa.eu/act/it/eid/mobile-eid/?searchterm=security issues mo-
bile devices.
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nently take control of the account or by using the compromised account

to spread malicious software — or ‘malware’— through social engineer-

ing. The ‘forgery’ of a user’s identity can have a very serious impact on his =
personal life and reputation at work.

Spain - Multiple identity theft aimed at celebrities

During 2009 there have been multiple identity theft cases in Spain,
aimed at celebrities and well-known people. A Spanish writer and a
politician found out that fake profiles of them were circulating on a
social network, with comments and opinions published in their
names, affecting their reputation and privacy.

Malware

As social networking sites allow their users to interconnect, they constitute
an ideal platform for the distribution of malware. Although there is not yet
any known mobile malware propagation through mobile social networks,
this kind of social network can send especially crafted malware directly to
mobile phones, using also Bluetooth and Wifi features in mobile phones to
propagate. Malware could steal information stored in the mobile social
network, or infect the mobile phone itself in order to access the informa-
tion stored; it could even use the device as a proxy to propagate the mal-
ware infection through SMS to the phone’s contacts and through the Inter-
net connection to the contacts in the mobile social network. Twitter,
Facebook, Myspace and other social networking platforms have been used
to distribute malware. The widespread takes place when a link to a website,
rigged with malicious software, is posted by an infected computer on a
social networking site. Users click on the link, trusting the friends who
posted the links, not knowing that their friends have been hacked (*¢). One

(%) InfoWorld, Hackers put social networks such as Twitter in crosshairs, 17 August 2009, available at
http://www.infoworld.com/d/security-central/hackers-put-social-networks-such-twitter-in-cross-
hairs-832?source=IFWNLE_nlt_sec_2009-08-17 (last visited on 19 November 2009).
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of the methods encouraging social networking users to click on infected
links is the technique of sending out spoofed e-mail. Hackers create an e-
mail message, appearing to be sent from a social networking site inducing
the user to update the personal account or open an attachment contain-
ing the new password (*').

Corporate data leakage and reputation risk

Users discuss and share their experiences, including work ones, on social
networking sites. In addition, users have been linking their numerous ac-
counts available on different social networking sites, thus syndicating
and federating the posts among the linked profiles. This interconnection
especially between professional and personal social networking sites
distributes data cross-boundaries and makes it extremely difficult to con-
tain and remove indiscretions.

UK- Data leakage for airlines companies

In 2008, Virgin Atlantic airlines investigated allegations that its staff
posted rude comments on Facebook criticised the cleanliness of the
company’s fleet and of its passengers. The 13 members of the Virgin
Atlantic staff have been dismissed for their behaviour. Later, a similar
episode involved the British airlines check-in staff based in Gatwick
who posted on Facebook messaging saying that travellers are ‘smelly’
and that operation’s at Heathrow’s Terminal 5 are ‘shambolic’ An in-
vestigation was launched after the episode.

(%) Due to the newer techniques used by hackers, identifying malicious links has become
harder. One of newer methods consists of hijacking Twitter’s trending topics by creating Twit-
ter new accounts and posting messages related to the most trending topic discussed on Twit-
ter at that time. This would allow the post to be aggregated in Twitter search results where
unsuspecting users would click on the included link. The text accompanying the link would be
intriguing to those interested in the subject, tempting them to click through.
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Consequently, users posting professional information on their business
profile could have these posts distributed to their Facebook or Twitter
accounts leading to the accidental disclosure of corporate sensitive data. =

Italy - Critics of her company on Facebook: fired

An Italian woman working for a company based in Milan was fired
because of comments posted on her Facebook profile about the com-
pany. The employee created a group online, aiming to gather all her
colleagues in other cities working for the same company, in order to
complain about being an employee at the company.

France - Video spreading on Facebook: breach of investiga-
tion secrecy

The leak of a night bus video surveillance tape, revealing the violent
assault of a passenger, provoked outrage in France in mid-April 2009.
The footage was posted by a French policeman on his Facebook pro-
file and showed a violent attack inside a Parisian night bus where a
passenger was robbed and brutally assaulted by a gang. It would
have been just another urban violent robbery had the policeman not
posted the footage on his Facebook profile. In fact, once the video
was available online, it spread all over the Internet on various social
networking sites and raised uproar in the country. The posting of the
video was considered a direct violation of the victims' rights as they
were clearly identifiable in the footage. The repercussions of this leak
led the main victim to file a lawsuit denouncing a breach of investiga-
tion secrecy. Ironically the policeman was bewildered by the video
spreading like wildfire as he believed it was only destined for his
friends to see. He immediately deleted the video and his Facebook ac-
count hoping to contain the incident but it had already circulated on
all possible networks.
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Mobile social network services can contribute, intentionally or uninten-
tionally, to the information leakage. The real-time spread through social
mobile of corporate data can cause serious damage to organisations. Us-
ers can also be affected by this threat as a result of unauthorised posts or
photographs in real time which can affect their privacy and reputation at
work.

Stolen or lost mobile phone

A lost or stolen mobile phone can cause serious damage. Nowadays the
mobile phone has become a database, with all kind of information kept
in it, and used as a backup device for important data, access codes, con-
tacts, pictures and with the record of users’ personal and corporate de-
tails. Many mobile users use their mobile phone for corporate e-mail with
copies of them held on the phone. If the mobile phone gets lost or sto-
len, it is necessary to change the passwords of the SNSs, e-mail and any
other sites that have been linked to the mobile in order to protect the
user’s personal information and the privacy of friends, company and cli-
ents whose contacts on the SNS have been synchronized with the mobile
phone.

User’s position tracking

Mobile service providers and some mobile phones are equipped with
the necessary technology to track the devices, which implies that the us-
ers themselves are being tracked. Companies are launching new applica-
tions and widgets which implement this capability into mobile social
networks. The map function gives users the chance to see, in real time,
where their friends are located and to choose who can see where they
are. The related threat is the possibility of knowing the geographical po-
sition of the user and to perform an attack directly aimed at his account
or through the accounts of his contacts. Once this information is availa-
ble, malicious activities such as blackmail, hijacking, stalking, physical at-
tack etc. could be carried out, affecting the user’s personal security.
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Data misuse

The access to personal information gained either through a lost, stolen or =
hacked mobile phone, or just because too many details have been pro-

vided on a SNS's profile can head to the possible misuse of such personal

data, jeopardizing personal and professional life. The spreading of incor-

rect and private information becomes a relevant issue especially when it

affects not only private life but also the working environment.

Greece- Fake profile with nude pictures posted by the ex-boy-
friend on Facebook

In October of 2009, the Greek Hotline which receives reports for illegal
Internet content (SafeLine) received a report from a woman who
claimed that after she broke up with her boyfriend, he created a fake
profile of her on Facebook, posting pictures of her naked. The woman
immediately realised that the only person who could have access to
those pictures was her ex-boyfriend and so she reported him. Follow-
ing the report, the specific account has been removed.

UK - Payout for data misuse on Facebook

In the UK a businessman sued an old school friend for creating a fake
Facebook profile of him. The plaintiff claimed that the set up profile
contained personal information ‘for all to see” including false infor-
mation about his sexual orientation and political views. The victim
sought damages for libel and misuse of private information and won
the case at the High Court which condemned the defendant to pay
the damages.
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What is the right to privacy and how is it
protected by European legislation?

The right to privacy is a negative right of not interfering in someone’s private
and family life (8). On the other hand, data protection is a positive concept
that implies that everyone has the right to the protection of personal data
concerning themselves and that such data must be processed fairly, with a
purpose limitation and with the consent of the person concerned or on a
lawful basis (*). The existing data protection framework is constituted by:

v’ Directive 95/46/EC on data protection (*°) (‘DPD’ or ‘directive’).
v’ Directive 2002/58/EC on e-privacy (*').
v" RFID recommendation (*?).

The scope of the DPD is to apply to the processing, wholly or partly, by
automated and non-automated means, of personal data which form part
of a filing system or are addressed to be part of it (). Member States, in
line with the DPD, shall consequently protect the fundamental rights and
freedoms of natural persons, and in particular their right to privacy in
relation to the processing of personal data (*4).

(*®) See Article 7, Charter of Fundamental Rights of the European Union, OJ C 364/1, 18.12.2000.
(*) See Article 8, Charter of Fundamental Rights of the European Union, OJ C 364/1, 18.12.2000.
(“°) Directive 95/46/EC on the protection of individuals with regard to the processing of per-
sonal data and on the free movement of such data, OJ L 281, 23.11.1995.

(4') Directive 2002/58/EC concerning the processing of personal data and the protection of
privacy in the electronic communications sector, OJ L 201, 31.7.2002. The Council of the Euro-
pean Union adopted, on 26 October 2009, a directive amending, amongst others, the e-priva-
cy directive. The amendments include an obligation for Internet service providers to notify
data breaches to the competent national regulator. The directive needs to be signed by the
presidents of the Council and the European Parliament and will enter into force the day fol-
lowing publication in the Official Journal of the European Union (OJ).

(*2) Commission recommendation on the implementation of privacy and data protection
principles in applications supported by radio-frequency identification, OJ L 122, 16.5.2009.
(®%) See Article 3, DPD.

(*) See Article 1, DPD.The status of implementation of the DPD in each Member State is avail-
able at http://ec.europa.eu/justice_home/fsj/privacy/law/implementation_en.htm (last visited
on 20 October 2009).
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Italy - Social network: watch out for side effects

In May 2009, a nurse, working at a hospital in Udine, published on
her Facebook profile almost 50 pictures taken inside the intensive
care unit. In some of the photos, patients receiving medical treat-
ment were visible. The Italian Data Protection Authority (DPA) de-
cided to open a preliminary investigation in order to ascertain a pos-
sible breach of the right to privacy. Earlier the same year, another
case took place at a hospital in Turin, where a nurse published on her
Facebook profile a picture of an unconscious, drunk patient after
adding some offensive comments. The nurse was suspended for ten
days. Since these two alarming cases, highlighting the lack of users’
awareness when accessing SNSs, the Italian DPA has released a short
guide to ‘help those planning to sign up to a social network and
those who have already joined a social network to use this new tool
knowledgeably

The e-privacy directive specifies and complements the DPD (*) in or-
der to ensure a harmonisation of the Member States’ provisions there-
by ascertaining an equal level of protection of fundamental rights and
freedoms.

The RFID recommendation provides guidance on measures to be adopt-
ed for the deployment of RFID (“) applications to ensure the respect of
national legislation implementing the DPD and the directive on e-priva-
cy (). The DPD and e-privacy directive are wholly applicable to the RFID
applications that process personal data (*8).

(*) See Article 1, 2 para., e-privacy directive.

(*) Radio-frequency identification (RFID) is a technology enabling the processing of personal
data, including personal data. In particular RFID applications allow the processing of personal
data stored on the tag (see Recital 4, RFID recommendation).

(7) See Article 2, RFID recommendation.

(*) See Recital 10, RFID recommendation.
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Directive 95/46/EC on data protection

A general overview

The DPD provides a definition of personal data as any information relat-
ed to a data subject (as an identified or identifiable natural person) and
referring to physical, economic, cultural or mental factors. Any operation
performed upon personal data, such as collection, storage or disclosure
is a processing of personal data, the purpose and means of which are
determined by the data controller that according to the law can be any
natural or legal person, public authority, agency or any other body (*°).

Member States shall provide that personal data must be:

v Processed fairly and lawfully.

v Collected for specified, explicit and legiti-
mate purposes and used accordingly.

v" Appropriate and relevant in relation to
the purpose for which they are processed.

v" Accurate and kept up to date.

v Kept no longer then the time necessary for
the purpose for which they are processed (*°).

Personal data can be processed if:

v The data subject has been adequately informed and has given unam-
biguously his consent for the collection and further use of his data.
v" Processing is necessary to perform a contract having as a party the

data subject or to enter into a contract requested by the data subject.
v" A legal obligation requires the processing of personal data.

(*°) See Article 2(a), (b) and (d) of the DPD. In practical terms a data controller can be, for exam-
ple, a medical practitioner that would usually be the controller of the data processed on his cli-
ents or a company would be the controller of the data processed on its clients and employees.
(*°) See Article 6, DPD.
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v Processing data is necessary in order to ensure the essential inter-
ests of the data subject.
v Processing is necessary to perform tasks of public interests or carried =
out by an official authority.
v'The data controller has a legitimate interest in processing the per-
sonal data of the data subject; this interest, however, has to be nec-
essary balanced with the right to privacy of the data subject (*').

The data subject has the right to (*%):

v"Be informed of any processing of his data.
v" Access data concerning him.
v" Object to the processing on compelling and legitimate grounds.

The household exemption

As provided in Article 3(2) of the directive, the obligations related to the
processing of personal data do not apply in two specific circumstances:

v"In any case of processing activities that fall inside the public security,
defence or criminal law enforcement’s areas that are not part of the
competence of the EC and remain a national prerogative.

v'In the course of a purely personal or household activity (i.e. the
household exemption) (*3).

The scope of this last provision is further clarified by Recital 12 of the DPD
which states that the processing of data carried out by a natural person
in the exercise of activities which are exclusively personal or domestic,
such as correspondence and the holding of records of addresses (*%),
should be excluded from the protection principles of the directive.

(°") See Article 7, DPD.

(°2) See Article 10 et seq., DPD.
() See Article 3, para. 2, DPD.
(*Y) See Recital 12, DPD.
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The Court of Justice of the European Communities (CJ) expressed its po-
sition on the application of the household exemption in the Lindqvist
case (*). Mrs Lindqvist, a worker for a local Swedish parish, published on
a web page, for religious purpose, information (such as name, last name,
telephone number) of her parishioners without their consent. She was
prosecuted for violation of the national law on personal data. The CJ
found that the exemption provided by Article 3(2) of the directive could
not be applicable since it is related ‘only to activities which are carried out
in the course of private and family life of individuals, which is not clearly
the case with the processing of personal data consisting in publication
on the Internet so that those data are made accessible to an indefinite
number of people’ (*°).

The case mentioned above has added another element in order to deter-
mine whether the household exemption should be applicable but at the
same time it is not clear when the number of people, to which data are
available, should be considered indefinite.

The issue is still open (*).

What can the data subject do in case of violation of his rights?

In each Member State one or more public authority should be responsible
for ensuring the proper application of the DPD (*).

(*%) Courtof Justice, Case C-101/01, Criminal proceedings against Bodil Lindqvist, 0J C 7, 10.1.2004.
(%) Courtof Justice, Case C-101/01, Criminal proceedings against Bodil Lindgvist, 0J C7, 10.1.2004,
para.47.

(°’) Brendan Van Alsenoy, Joris Ballet et al., Social networks and web 2.0: Are users also bound by
data protection regulations?, published online on 1 October 2009, available at http://www.
springerlink.com/content/u11161037506t68n/?p=3605a236b4e54d6f87bdcf40d6199825&pi=4
(last visited on 20 October 2009); Rebecca Wong, Joseph Savirimuthu, ‘All or nothing: this is the
question?: The application of Art. 3(2) Data Protection Directive 95/46/EC to the Internet; John
Marshall Journal of Computer & Information Law, Vol. 25, No 2, 2008, available at http://papers.
ssrn.com/sol3/papers.cfm?abstract_id=1003025# (last visited on 20 October 2009).

(*8) An overview of national data protection authorities is available at http://ec.europa.eu/justice_
home/fsj/privacy/nationalcomm/index_en.htm (last visited on 21 October 2009).
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The supervisory authority has investigative and effective power of inter-
vention and, when the national provisions adopted in accordance with

the directive have been violated, it has the power to engage in legal =
proceedings or to bring these violations to the attention of the judicial
authority.

The data subject can submit his complaint to the supervisory authority,
which must examine the claim and may temporarily prohibit the data
processing. If the DPD has been violated then the supervisory authority
can intervene by ordering to erase, destroy or ban in a definitive way the
data processing. If the claim to the supervisory authority did not lead to
a satisfactory result, the data subject, with the support of a legal adviser,
can submit his case to the judgment of a court (*°).

Data Protection Working Party

The Working Party is an independent European advisory body, set up un-
der Article 29 of the directive, composed of data protection commission-
ers of each Member State, of a representative of the Commission and of
a representative of the authority or authorities established for the Com-
munity institutions and bodies (°).

The tasks of the Working Party are:

V' Supporting the uniform application
of the national measures adopted
under the directive.

v'Providing the European Commis-
sion with an opinion on the level of
protection in the Community and
third countries.

(*°) ‘Data protection in the European Union; online guide available at http://ec.europa.eu/jus-
tice_home/fsj/privacy/quide/index_en.htm (last visited on 20 October 2009).

(%) The list of members of the Working Party is available at http://ec.europa.eu/justice_home/
fsj/privacy/workinggroup/members_en.htm#chairman (last visited on 21 October 2009).
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v" Advising the European Commission on any proposed amendment
of the DPD, on any additional and specific measures to protect the
rights and freedoms of natural persons regarding the processing of
personal data.

v"Giving an opinion on codes of conduct drawn up at Community
level.

Moreover, the Working Party may, on its own initiative, make recommen-
dations on all matters relating to the protection of persons with regard to
the processing of personal data in the Community (°').

Data Protection Working Party Opinion
5/2009

Social network providers under the lens of the directive

In June 2009, the Working Party issued an opinion on online social net-
working (%2 (the ‘Opinion’), aiming to provide SNS providers with guid-
ance on the technical and organisational measures to adopt in order to
comply with the European data protection legislation. According to the
Opinion, the provisions of the directive apply to SNS providers in most
cases, even if their headquarters are located outside of the European
Economic Area.

SNS providers as data controllers

SNS providers are data controllers under the directive since they deter-
mine the purposes and means of personal data by providing the tools
and services related to user management. According to Article 10 of the

(¢") See Article 30(1) and (3) of the DPD.
(%2 Article 29 — Data Protection Working Party — Opinion 5/2009 on online social networking,
12.6.2009, available at http://ec.europa.eu/justice_home/fsj/privacy/workinggroup/wpdocs/2009_
en.htm (last visited on 21 October 2009).
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directive, SNS providers should make users aware of their identity and of
the different purposes for which they process personal data. In particular
the Working Party recommends SNS providers to: —

v"Make aware SNS users about the privacy risks to themselves and to
others when they upload information on the SNS.

v"Remind SNS users that uploading information about other individu-
als may violate their privacy.

v" Advise SNS users on the fact that uploading pictures or information
about other individuals should be done with the individual’s con-
sent.

v Offer privacy-friendly default settings, which allow users to specifi-
cally and freely consent to any access to their profile’s content that is
beyond their self-selected contacts in order to reduce the risk of un-
lawful processing by third parties.

v Provide the SNS’s homepage with a link to a complaint facility, for
any data protection issues.

v Delete personal data provided by a user when he registers on an
SNS as soon as either the user or the SNS provider decides to delete
the account; moreover, when a user decides not to use the service
for a defined period of time, the profile should be set to inactive.

SNS users as data subjects

Users, in most cases, are considered data subjects, as far as their activities
on an SNS are carried out in the course of a purely personal or household
activity. In fact, generally speaking, their activities are covered by the
household exemption that allows them not to comply with the obliga-
tions provided for a data controller. As a consequence users have the
right to be informed of any processing of their data, to access them or to
object to a specific data processing. The Opinion also stresses the impor-
tance of allowing users to use a pseudonym instead of their real identity.
SNSs may need, to register a user, some personal data but still do not
need to publish the real names of members on the Internet since security
measures to protect personal data, such as authentication mechanisms,
can still be implemented with the usage of a pseudonym.
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Applicability of the directive to non-EU based social networks

The connecting criteria for the application of the national legislation
adopted according to the directive are set out in Article 4 of the DPD
which provides that the data protection laws of the Member States shall
apply when:

v’ The data controller is established in
the territory of a Member State.

v'The data controller is not estab-
lished in the territory of a Member
State butin a place where its nation-
al law applies, according to interna-
tional public law.

v'The data controller is located out-
side the European Community but
makes use of equipment located in the territory of a Member States
for processing personal data.

The use of equipment for processing personal data is considered a deci-
sive element for the application of the directive. The degree of disposal
given to the data controller over the equipment that triggers the applica-
tion of the DPD is the one that allows him to determine the purpose and
the procedure of data processing (¢3). The use of cookies () and similar
software devices by an online social service provider can also be seen as
the use of equipment in the Member State’s territory, thus invoking that
Member State’s data protection law (%). In Europe, many of the best-

(%) Article 29 — Data Protection Working Party — Working document on determining the
international application of EU data protection law to personal data processing on the Inter-
net by non-EU based websites, 30.5.2002, available at http://ec.europa.eu/justice_home/fsj/
privacy/workinggroup/wpdocs/2002_en.htm (last visited on 22 October 2009).

(**) Cookies are pieces of data created by a web server that can be stored in text files that may
be put on the Internet user’s hard disk, while a copy may be kept by the website.

(%) Article 29 — Data Protection Working Party — Opinion 1/2008 on data protection issues
related to search engines, of 4.4.2008, available at http://ec.europa.eu/justice_home/fsj/priva-
cy/workinggroup/wpdocs/2008_en.htm (last visited on 22 October 2009).
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known US-based social networks, such as Myspace (¢%), Facebook (¢7),
LinkedIn (%®) and Twitter (¢), use cookies. The Working Party states (7°)
therefore that the national law of Member States, where the user’s per- —
sonal computer is located, applies to the question under what conditions

his personal data may be collected by placing cookies on his hard disk ().

Based on this consideration the Working Party has concluded that the
directive should be applicable to non-EU based social networks.

Is the SNS user responsible for compliance
with the directive?

The responsibility for the unlawful processing of third-party data may lie
with the user himself according to Member States’ criminal and civil law
provisions (i.e. defamation, penal liability, right of personal portrayal,
etc.). However, at this point, some considerations and evaluations have
been made by researchers and scholars in order to understand if and to
what extent the data-processing operations carried out by an SNS user
could be considered subject to the directive.

(%) Myspace privacy policy available at http://www.myspace.com/index.cfm?fuseaction=misc.
privacy (last visited on 22 October 2009).

(¢") Facebook privacy policy available at http://www.facebook.com/policy.php (last visited on
22 October 2009).

(%) LinkedIn privacy policy available at http://www.linkedin.com/static?key=privacy_policy#pri-
top (last visited on 22 October 2009).

(*°) Twitter privacy policy available at https://twitter.com/privacy (last visited on 22 October
2009).

(%) Article 29 — Data Protection Working Party — Working document on determining the
international application of EU data protection law to personal data processing on the Inter-
net by non-EU based websites, 30.5.2002, available at http://ec.europa.eu/justice_home/fsj/
privacy/workinggroup/wpdocs/2002_en.htm (last visited on 22 October 2009).

(") For a deeper analysis see Aleksandra Kuczerawy, Facebook and its EU Users — Applicability
of the EU Data Protection Law to US Based SNS, in Bezzi M., Duquenoy P, Fischer-Hibner S.,
Hansen M. (eds.), Post-Summer School Proceedings of the IFIP/PrimeLife Summer School on
‘Privacy and Identity Management for Life; Nice, France, 7-11 September, Springer-Verlag
(2010, forthcoming).
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SNS users as data controllers

Based on the definition provided by Article 2(d) of the directive a data
controller is:

‘the natural or legal person, public authority, agency or any other body
which alone or jointly with others determines the purpose and means (%)
of processing of personal data [...]"

In order to qualify a user as a data controller it is necessary to analyse
what the purpose and means of data processing available to an SNS user
are and what decision-making power he has with regards to both ("3). As
in most cases the purpose of SNS providers is economic, since they gen-
erate much of their revenue through advertising and marketing ("#). For
the SNS user, the main aim is entertainment, such as interacting with
friends or meeting new people. In some cases, for example when a busi-
ness-oriented social network is chosen, such as LinkedIn, the purpose
can be related to business and career opportunities. In any case the
scope of data-processing operations is chosen freely by the user when he
decides to access a specific social network.

The major features and settings of an SNS are provided and set up unilat-
erally by the SNS provider, which decides how to carry out the data
processing. In this context, as it has been observed (), a small margin of
decision-making power still remains with the user regarding the means
by which the data are processed. The user in fact can still decide, when

(’?) Emphasis added.

(”®) Brendan Van Alsenoy, Joris Ballet et al., Social networks and web 2.0: are users also bound by
data protection regulations?, published online on 1 October 2009, available at http://www.
springerlink.com/content/u11161037506t68n/?p=3605a236b4e54d6f87bdcf40d6199825&pi=4
(last visited on 20 October 2009).

(%) Article 29 — Data Protection Working Party — Opinion 5/2009 on online social networking,
12.6.2009, available at http://ec.europa.eu/justice_home/fsj/privacy/workinggroup/wpdocs/2009_
en.htm (last visited on 21 October 2009).

(”*) Brendan Van Alsenoy, Joris Ballet et al., Social networks and web 2.0: are users also bound by
data protection regulations?, published online on 1 October 2009, available at http://www.
springerlink.com/content/u11161037506t68n/?p=3605a236b4e54d6f87bdcf40d6199825&pi=4
(last visited on 20 October 2009).
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accessing an SNS, what information to upload and by which means
among the ones available and, as a consequence, it could be stated that

he only acts as a controller ‘with regards to the content he chooses to pro- —
vide and the processing operations he initiates’ (°).

This statement does not exclude the margin for the application of the
household exemption, which still remains the most questionable point.
As described above, the exemption provided by Article 3(2) of the DPD
should not be applicable any time the data entrusted to the Internet are
made available to an indefinite number of people. Considering never-
theless that no further elements are provided by the law or jurispru-
dence, regarding the applicability of Article 3(2) of the DPD, it could be
argued that at least those SNS users who choose a public setting for
their account fall within the scope of the directive. In fact, in general,
private profiles are only accessible to those with whom a connection is
shared but even in this case ‘a large private public’ could access the data
uploaded (7).

() Brendan Van Alsenoy, Joris Ballet et al., Social networks and web 2.0: are users also bound by
data protection regulations?, published online on 1 October 2009, available at http://www.
springerlink.com/content/u11161037506t68n/?p=3605a236b4e54d6f87bdcf40d6199825&pi=4
(last visited on 20 October 2009).

(7) Brendan Van Alsenoy, Joris Ballet et al., Social networks and web 2.0: are users also bound by
data protection regulations?, published online on 1 October 2009, available at http://www.
springerlink.com/content/u11161037506t68n/?p=3605a236b4e54d6f87bdcf40d6199825&pi=4
(last visited on 20 October 2009).
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Consequences deriving from the qualification of SNS users as data
controllers

The implication deriving from the qualification of an SNS user as a data
controller is to ensure that his processing activities are carried out in ac-
cordance with the main provisions of the directive ("), such as:

v The criteria set forth in Article 7 for making the data processing le-
gitimate (such as obtaining the unambiguous consent of the indi-
vidual to whom the data are related, necessary processing, etc.).

v"The rights of the data subject to obtain information (Article 10), to
access data (Article 12), to object (Article 14).

v'The confidentiality and security of processing as set forth in Articles
16and 17.

This framework basically defines what the liability of the SNS user as a
data controller should be towards data subjects in case of breaching data
protection principles.

Considering the extraordinary development of social networks and the
increasing number of users involved in social networking activities, it is
evident that the evaluations and considerations above underline the ne-
cessity for a legislative review and interpretation to clarify this grey-area
such as the responsibility of data controllers who are not legal persons.
The SNS users’ activities should be clearly regulated for example by set-
ting a limit on the collection of personal data over which natural persons
become subject to the provision of data protection legislation (7).

|
a
4
¢

(”®) Rebecca Wong, Social networking: Anybody is a data controller, posted online on 23 Sep-

tember 2008, last revised on October 3, 2008 available at http://papers.ssrn.com/sol3/cf_dev/
AbsByAuth.cfm?per_id=653673 (last visited on 23 October 2009).

(") ENISA, Presentation to the LIBE Committee of the European Parliament. How to strengthen the

EU legislation, improve international cooperation and secure the growing market of internet serv- .
ice, 2008, available at http://www.enisa.europa.eu/act/it/library/pp/eu-leg
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Golden rules

These safety tips draw on analysis of data and available research. This
section is intended to provide, in one convenient place, recommenda-
tions to raise awareness about the risks and threats related to the misuse
of social networks, in particular when accessed through mobile phone,
with advice on how to avoid unwanted consequences.

caegory | o | Recommendatons | Desrtion |

Pay attention
to what
you post

and upload Never post sensitive Do not make information such as

information address, date of birth or financial
data available in your profile. A
criminal might access your pro-
file and steal your identity.

>>>
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Do not accept
friend requests
from people

you do not know
Choose

your friends

with care

When joining

site use
your personal
e-mail address

Protect

your work
environment
and avoid
reputation
risk

Do not mix your
business contacts
with your friend
contacts

a social networking

*  _and Information
* *
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Be selective about who you ac-
cept as a friend on a social net-
work. You do not have to feel
obliged to add someone to your
friends' list. Politely refuse or sim-
ply ignore the request.

Do not use your company e-mail
address but your private one and
do not post confidential or com-
petitive information about your
organization. Be careful about
the information you reveal about
your workplace, for example do
not post pictures shot in front of
your office with the company’s
address or logo on the back-
ground that may lead to your job
or workplace address.

You have no control over what
your friends may post online or
how they may portray you and
consequently what your employ-
er, colleagues and clients may be
exposed to.

>>>
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Do not leave
your mobile phone
unattended

Protect your
mobile phone
and the
information
saved on it
from any
physical
intrusion

Use the security
features available
on your mobile
phone
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Someone with malicious intent
could update your profile and sta-
tus with false details. Remember
to log out from the social network
once your navigation is over and
not to allow the social network to
remember your password (this
function is called ‘Auto-complete’).

Remember to lock the keypad
when not in use and to protect
the device with a PIN or a pass-
word. Backup your details to an-
other device such a PC in case
your mobile phone is lost or sto-
len. Configure connections (such
as Bluetooth and Wi-fi), especial-
ly in airports and public spaces,
to be secure and if your mobile
device has a built in firewall re-
member to enable it.
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Respect
other
people’s
privacy

Read carefully Always be informed about who
and in full provides the service and how
the privacy policy your personal information will be
and the conditions  used and who has the right to ac-
and terms of use cess the information you post.

of the social
network you choose

Inform
yourself

Protect

your privacy
with the
privacy
settings

16 Be careful Report immediately stolen or lost
when using mobile phone with contacts and
your mobile phone  pictures saved in its memory and

Report and pay attention personal information regarding
immediately to whereyou putit  you and your friends (e.g. those
lost or stolen friends whose contacts on the
mobile SNS have been synchronized with

the mobile phone) and change
the passwords on the social net-
works your are a member of.

Pay attention
to the location
based services
and
information

of your mobile
phone
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Conclusions

The huge potential of mobile social networks in the immediate future let
us imagine the enormous benefits that everyone could get from the inte-
gration of mobility, always-on connectivity, and social networking serv-
ices. Such a reality could be a great advantage for lifelong learning, com-
munity living, and knowledge-sharing but, as boundaries between
public and private spaces will blur, also new risk scenarios will emerge.
Companies should assure that their staff members understand and ex-
plicitly accept the security and privacy requirements of the organization
they work for. Employees should be educated to understand that the in-
formation placed in web profiles or in twitter streams may be misused by
others looking for important facts and figures and may cause damage to
the company’s reputation and to their carrier. Every user should be aware
of the fact that the information they entrust to an SNS are linked to their
real identity, thus exposing them and eventually their friends to the risk
and threat scenarios described in this paper.

The conducted analysis showed that many of the privacy issues originat-
ing from the web-based access to SNSs also apply to MSNs but there are
also a number of unique risks and threats against MSNs. The real-time
spread of information and data through social mobile can cause serious
damage that can affect private and working environment, a lost or stolen
mobile phone can cause the loss of important data, contacts, pictures,
personal details and access codes, threatening the user’s privacy and the
one of his friends whose contacts on the SNS have been synchronized
with the mobile phone.

Awareness raising and information security empowerment is the first
line of defence and the first security measure related to private and work-
ing environment. ENISA hopes that this paper will provide social mobile
users with a valuable tool to understand the risks and threats scenario
arising from the usage of social mobile and the related privacy issues,
also providing a set of recommendations for raising awareness of users.
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Executive summary

This training reference guide has been created by ENISA in conjunction
with presentation materials for small and medium enterprises to raise
awareness with their employees about crucial and important issues re-
garding the secure use of e-mail.

These documents are designed to provide easy to understand informa-
tion that focuses employees’ attention on information security and en-
courages them to recognise and respond accordingly to threats.

This material may be used by individuals or presented in a classroom set-
ting by instructors who are involved in their organisation’s security
awareness efforts. This reference guide provides additional notes and ex-
ternal references for trainers and presenters to utilize while performing
security awareness training.
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How to use this manual

This manual is intended to be a guide for instructors of any security
awareness course based on ENISA’s E-mail Security presentation. This
manual is only a guide, and instructors are welcome to use any portion of
this material they deem appropriate. It is at the instructor’s discretion
how to conduct the course and which material to present.

It should be noted however that ENISA recommends that the instructor
carefully consider the skills and knowledge of the students being taught
in developing the course. The material should be tailored to fit the needs
of the students including making it easy to understand, relevant to their
position and responsibilities.

ENISA has chosen focus this material on the general user community
outside of the Information Technology field. As such, this presentation

focuses on the fundamentals of e-mail and avoids the use of complex
technical terms to explain risks or solutions.

Structure of the manual
This manual broken into two parts:

1. How to use this manual (this section)
2. The presentation slides with associated supporting material

Structure of the presentation pages
Each of the presentation pages are broken in to three parts:

1. The thumbnail of the slide from the presentation

2. Suggested narratives that provide supporting information and dis-
cussion points

3. Reference materials that support the slide that can be used to do
further research
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Slide 1
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Discussion points

This is a good time to have the attendees introduce themselves.

When everyone is introducing themselves, ask them to also say how they
use e-mail, and what do they expect to get from the course. The answers
will tell you what scenarios you can use as examples for this course, and
what their expectations are for this course. This information is very useful
so that you can adjust your discussions accordingly.

References

N/A
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Slide 2

About ENISA
The European Network and Information Security Agency (ENISA) is an EU agency created to advance the
functioning of the internal market. ENISA is a centre of excellence for the European Member States and
European institutions in network and information security, giving advice and recommendations and acting as a
switchboard of information for good practices. Moreover, the Agency facilitates contacts between the European
institutions, the Member States and private business and industry actors.

Contact details

For contacting ENISA or for general enquiries on information security awareness matters, please use the
following details:

Isabella Santa, Senior Expert Awareness Raising - E-mail: awareness@enisa.europa.eu

Internet: http://www.enisa.europa.eu

Legal notice

Notice must be taken that this publication represents the views and interpretations of the authors and
editors, unless stated otherwise. This publication should not be construed to be an action of ENISA or the
ENISA bodies unless adopted pursuant to the ENISA regulation ((EC) No 460/2004). This publication does not
necessarily represent the state of the art and it might be updated from time to time.

Third-party sources are quoted as appropriate. ENISA is not responsible for the content of the external
sources including external websites referenced in this publication

This publication is intended for educational and information purposes only. Neither ENISA nor any person
acting on its behalf is responsible for the use that might be made of the information contained in this
publication.

Reproduction is authorised provided the source is acknowledged.

© European Network and Information Security Agency (ENISA), 2010.

Discussion points

Introduce ENISA and their activities. Suggest that attendees should ex-
amining some of ENISA's other presentations on other aspects of net-
work and information security.

References

http://www.enisa.europa.eu — ENISA's website
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Slide 3

Overview

This presentation discusses the importance of e-mail security and highlights
simple techniques that e-mail users can employ to protect themselves while
using e-mail.

The presentation is divided in to two sections: =

Why E-mail Security is Important

How to Use E-mail Securely
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Discussion points

Point out that this presentation is intended to make users aware of the
most common and pervasive risks when using e-mail, and also simple
techniques that can eliminate a large percentage of these risks. Point out
that the course is intended for all users, and that it can help each of them
use e-mail safely at work and at home.

References

N/A
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How to Use This Presentation

This presentation has been created by ENISA to raise awareness about crucial
and important issues regarding the use of e-mail. It does so by providing
security good practices to focus employees’ attention on information security
and allow them to recognise security concerns and respond accordingly.

This presentation may be used by individuals, or presented in a classroom
setting by organisations who are involved in their organisation’s security
awareness efforts.

In conjunction with this presentation, ENISA’s has developed a reference
guide for this training which provides additional notes and external references
for trainers and presenters to utilize while performing security awareness
training using this material.
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Discussion points

This slide is an introduction, and is intended to inform readers that a
presentation guide (this document) exists to support instructors in their
security awareness efforts.

References

N/A
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Slide 5

Why is E-mail Security Important?

Discussion points
This is the start of Section 1,'Why is E-Mail Security Important?’
References

N/A
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Slide 6

E-mail is Everywhere

There are over 2.1 billion e-mail accounts
There are an estimated 1.4 billion e-mail users
74% of all accounts are personal users

24% are corporate users "\5’
i

24% of all users are in Europe

a

247 billion messages are sent per day -
Sources: Radicati Group, ComScore Media Metrix
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Discussion points

E-mail is one of the most common methods of communication today.
Social Networking sites have only recently started to overtake e-mail, but
Social Networking is still primarily only used in private communications.

References

These statistics have primarily come from the Radicati Group’s ‘Email Sta-
tistics Report, 2009-2013' at:

http://www.radicati.com/wp/wp-content/uploads/2009/05/email-stats-
report-exec-summary.pdf

This and several other Internet reports highlight the extensive use of e-

mail. It should be fairly evident from this information that e-mail is wide-
ly used, and a heavily used method of communication.

01_2010_3942_txt_EN.indd 84 @ 12/11/10 12:04



**’*

E-mail security: * .
K . . enisa
Train the trainer reference guide * European Network 8

x *_and Information
*x * i

Slide 7

Uses of E-mail

Businesses rely on e-mail, and typically rank it
among the most valued assets of a company.

The typical corporate user sends and receives =
167 e-mail messages every day.

Individuals use e-mail to communicate with
family members, friends and associates.

Sources: Radicati Group, ComScore Media Metrix
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Discussion points

V' Businesses use e-mail to communicate with future, current and past
customers.

v" Businesses use e-mail to provide customer service, product support,
and ongoing communication about product or policy changes.

v" Helpdesk applications receive e-mails to initiate trouble tickets.

v Computers and Applications send e-mail alerts to administrators.

Ask the attendees how it would affect them if e-mail stopped working for
one day. Then ask them how it would affect them if the phone stopped
working for one day. You are more likely to find that e-mail is of greater
value (a few exceptions should be noted - for example at call centres,
and other telephone oriented operations).

References

N/A
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Slide 8

E-mail Security is Important

E-mail is Typically Insecure
Most e-mail can be misdirected, altered, and viewed
E-mail is often used for scams and fraud
E-mail is often abused for marketing
E-mail is often used to spread malicious software

101
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Discussion points

E-mail was not originally designed with security in mind. It was originally
designed to just send text messages to designated people on a single
machine, and then over simple networks. The design allows someone
who is malicious to re-direct e-mail. It also allows someone who has ac-
cess to a system that processes e-mail to modify an e-mail. Anyone who
has access to a networks where e-mails are transmitted or computers
where e-mails are processed can view the e-mails that are there. There is
no built-in mechanism to make e-mail confidential (such as encryption),
to verify the e-mail content hasn't been altered (such as a hash), or to
verify who sent the e-mail (such as a digital signature).
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Instructors: Be cautious about using the technical terms in the narration as
some audiences will not understand what they mean. Be prepared to explain
these terms:

Encryption: to make information unreadable to anyone who does not know
the method to make it readable.

Hash: a mathematical way of creating a special digital value that represents
amessage and that is unique to each different message.

Digital Signature: the electronic equivalent of someone’s ‘wet’ signature.
Other risks in e-mail:

v"E-mail is regularly used for scams and fraud - such as attempts to
gather personal information or to get you to participate in activities
which you later discover are illegal.

v" E-mail is often abused for marketing purposes - called SPAM. A sig-
nificant percentage of SPAM is in some way related to scams and
fraudulent activities.

v" E-mail is often used to spread malicious software — which is a techni-
cal problem that requires special care.
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Slide 9

Risk: Authenticity & Confidentiality

Spoofing: Authenticity of E-mail

E-mail has no built-in way to verify a sender’s identity. It is very
simple to send e-mail that appears to come from another user.

Confidentiality of E-mail

E-mail has no built-in way to keep the content confidential and
private. Anyone can read e-mail using some basic tools.

Tools exist which can overcome these challenges

101
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Discussion points

Instructor: This slide can be presented in two ways — one, as an overview for
audiences that are not very technical, or two, in a technical manner for those
who either understand the content, or those who choose to challenge these
views.

E-mail has no built-in method to verify a sender’s identity. Even though
we are trusted to input our correct identity into our e-mail programs,
nothing stops us from using fraudulent addresses. Anyone can setup an
e-mail program to send e-mails with fake addresses, and even without an
e-mail program it is fairly trivial to use simple tools like Telnet to create
fraudulent e-mail messages with fake sender addresses. Some e-mail
providers attempt to address this issue with special configurations on
their mail servers, but many others do not.
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E-mail was never built to keep the content of an email confidential and
private. The text of a message is transmitted in the clear which means
anyone with a tool that can monitor the network can view the e-mail.

Basic tools such as a network monitoring or network sniffing tool can
view emails. Basic tools such as ordinary e-mail clients and Telnet can be
used to create fraudulent e-mails. The good news is that there are tools
available that can overcome these challenges.

Tools that encrypt emails render the content of the e-mail unreadable,
except for someone who has the right information to decrypt or make
the message readable again. Most internal mail systems such as Micro-
soft Exchange and Lotus Notes contain these capabilities. Internet e-mail
by default does not, however the use of tools such as PGP, S/MIME and
other technology can make encryption available. These same tools can
verify the user who sent the e-mail, and that verify the content hasn't
been changed.

Instructor: Point out what technology the company uses, and what tools the
users have at their disposal. This is very important since the insecurity of e-
mail will probably shock them, and they will try to use another technology
which may be even less useful. There will be another chance to discuss the
tools again in a later slide.

References

http://www.cert.org/tech_tips/home_networks.html#lll-B-8
http://www.cert.org/tech_tips/email_spoofing.html|

01_2010_3942_txt_EN.indd 89 @ 121110 12:05



‘k***

* * Promoting information security
» enisa .
" European Network as a cultural and behavioural change

*
& *  Security Agency

Slide 10

Security Risk: Fraud

Phishing
Using E-mail to trick a user in to sending personal information via
e-mail, or to visit a malicious website.

SPAM
Unsolicited E-mail is called “SPAM”
It accounts for over 80% of all E-mail traffic

Malicious Software
Typically contained in E-mail attachments
Can also be contained in HTML or images in the e-mail
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Discussion points

Phishing is a very wide-spread problem. It is a technique that attempts to
convince someone to send personal information that can be used for
Identity Theft or fraud. Phishing emails come in many different forms, but
the two most typical techniques are:

v"Requesting assistance to recover a large sum of money, or requiring
your personal information so they can transfer a large sum of mon-
ey. The e-mail will entice you with an offer of reimbursement in large
sums of money, and thanks you for your efforts. It may appear to be
from a solicitor, a relative of a wealthy person or family, a company
requiring assistance in collecting money or funds, or an organization
looking to award you a prize or award.

v Informing you that your account has been compromised or urgently
requesting that you verify your bank or payment card account. The
email attempts to convince you that the situation is urgent, and that
you need to confirm your account number, password, or your PIN of
the account in order to ensure the account’s security.
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Many of the messages come from people you have never met before, or
banks where you do not even do business.

SPAM is a very large problem. SPAM is any e-mail which comes from
sources we did not ask to send us e-mails or that we did not give our
consent. It accounts for over 80% of all e-mail traffic. Companies spend a
large amount of time and money to combat SPAM and filtering it is con-
sidered a standard part of e-mail operations. SPAM consumes a large
amount of resources (network traffic to handle these messages, disk
space to store the messages, and processing power of the people who
must view, roll their eyes, and delete the e-mail). SPAM can be another
source of fraud as many of the advertisements and offers in SPAM e-mails
is for websites that sell non-existent products, or entice you to visit sites
which contain malicious programs.

Malicious software can be delivered in an e-mail message through in-

fected e-mail attachments, images in the e-mail or in the HTML used in @
the e-mail. Criminals have figured out how to manipulate the content of

images and HTML to take advantage of vulnerabilities and weaknesses in

many popular e-mail programs. By taking advantage of these vulnerabil-

ities and weaknesses, they are able to insert malicious software onto the

victim’s computer.

References

http://en.wikipedia.org/wiki/Phishing
http://ha.ckers.org/blog/20060609/how-phishing-actually-works/

http://ec.europa.eu/information_society/policy/ecomm/todays_frame-
work/privacy_protection/spam/

http://www.spamlaws.com/eu.shtml
http://spam.abuse.net/

http://www.radicati.com/wp/wp-content/uploads/2009/05/email-stats-
report-exec-summary.pdf

http://www.cert.org/tech_tips/home_networks.html#lll-B-6
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Slide 11

How to Use E-mail Securely

Discussion points
This is the start of Section 2,'How to Use E-Mail Securely’
References

N/A
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Slide 12

E-Mail Security Tip #1

Never Use E-mail to Send Confidential or
Personal Information
Never send payment card numbers, financial information, -

identification numbers, medical information, passwords or
PINs via e-mail.

Never send company confidential information such as
financial information, product plans, and other proprietary
information outside the company via e-mail.

011000:01001000110010111010001011 0. 1010443

Discussion points

Instructor: It is important to provide backing information for these points — if
your focus is on corporate awareness then be certain to define what com-
pany confidential information is. If you are focused on personal awareness,
focus on what is personal information that should not be shared. The text in
the slides covers the major items.

If you send confidential information via e-mail, there is a very good
chance it will be seen by someone you do not wish to see it. Putting per-
sonal information in e-mail can lead to Identity Theft and Fraud. Putting
company confidential information in an e-mail can disclose confidential
information to competitors, and people who would like to profit from
insider information. In some locations, disclosing company financial in-
formation can become a legal issue.
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References

http://en.wikipedia.org/wiki/Phishing
http://office.microsoft.com/en-us/outlook/HA011400021033.aspx
http://www.phishtank.com/what_is_phishing.php
http://www.antiphishing.org/
http://www.ftc.gov/bcp/edu/multimedia/video/ogol/phishing/index.shtml
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Slide 13

E-Mail Security Tip #2

Beware of E-mail Asking for Personal Information

Never share personal information via E-mail no matter how
enticing or urgent the message seems. -

If the offer in an E-mail seems too good to be true, then it
probably is.

A bank or payment card company will never request your
personal information via an email.

If in doubt, always contact your bank or payment card
company using methods you know to be correct.

011000:01001000110010111010001011 0. 1010443

Discussion points

Instructor: Point out that his slide refers to Phishing and SPAM.

Any e-mail that asks for personal information should be treated very
carefully or deleted.

When you receive an e-mail that appears too good to be true, it probably
is. A good indication is if the e-mail is from someone you do not know.
Most likely they have sent the same e-mail to hundreds of other un-sus-
pecting people. The message will entice you with offers of money that
are hard to resist and rewards that you can normally only dream of — an
enticement that draws you into making decisions you wouldn’t normally
make.

Phishing e-mails may also attempt to scare you or rush you into action by

telling you that your account has been compromised, or by insisting that
you validate your account information for a new security system they are
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putting in place. The message will convey a sense of urgency which is in-
tended to rush you into making a decision you wouldn’t normally make.

Keep in mind: no bank or payment card company will ever ask you to
send personal information, passwords or PINs via email. These types of
companies are typical targets for criminals using phishing. Many banks
and payment card companies will post news of the newest phishing at-
tacks. If you are unsure if the e-mail you received is a phishing e-mail,
then contact the company that the e-mail allegedly came from using a
phone number you know to be true. Do not use e-mail and do not use
the address or phone number in the e-mail. If you need to, look up the
phone number in a phone book. By using this method, you will ensure
the authenticity of the company you are speaking to, and you can verify
the authenticity of the original email.

References

http://en.wikipedia.org/wiki/Phishing
http://office.microsoft.com/en-us/outlook/HA011400021033.aspx
http://www.phishtank.com/what_is_phishing.php
http://www.antiphishing.org/
http://www.ftc.gov/bcp/edu/multimedia/video/ogol/phishing/index.shtml
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Slide 14

E-Mail Security Tip #3

Handle E-mail with Care
Do not open E-mail attachments from unknown people.

Do not click on links in E-mails. Use addresses you have verified
and know to be legitimate.

If you must click on a link, validate it before clicking it.

. nunmmDOIUUDllUDlDlllOlOOOlOlI01101

/
=21000110010111019

www.enisa.europa.eu “

JUATT A

i 10010010001om

Discussion points

E-mail is a very popular way to spread malicious software. Some e-mails
are intentionally created to spread infected files and programs. Some e-
mails are from friends who unintentionally spread malicious software by
sending you files, videos, or music that is infected. You must be very careful
since even these ‘trusted’ sources of e-mails can spread malicious software.

Never open e-mail attachments from people you do not know. Even if
you do know them, think twice before opening the e-mail. Is the attach-
ment a file you were expecting? Does it look like a file that could be a
typical type of infected software (Zip files, videos, and files with strange
names or file extensions)?

Make sure your anti-virus software is configured to scan your e-mail.
Even with anti-virus software scanning the e-mail, not all malicious soft-
ware can be identified. Some files contain types of malicious software
that is unique or has never been seen before, and therefore would not be
detected. If in doubt, do not open the attachment.
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Do not click on links in e-mails. Links in emails are not always what they
seem to be. The website address that displays in the e-mail is not neces-
sarily the same as the link behind that is hidden behind that link. The link
may read ‘http://www.mybank.com’but the link is actually connected to
‘http://goto.hackersite.com’ Many of these links direct you to malicious
websites that will attempt to install malicious software onto your compu-
ter. Always examine the links in e-mails.

If you hold your cursor over the link in the e-mail the actual hyperlink will
usually display in a small helper window. Examine the information that is
displayed in the pop-up helper window to see if it indicates that the email
is fraudulent. Some clues that will tell you if the e-mail is fraudulent:

v'Is the link in the pop-up helper window different from the link dis-
played in the e-mail?

v" Does the link appear to be misspelled?

v’ Is the link not relevant to the message?

v Are there misspellings in the e-mail?

v'Is the e-mail specifically addressed to ‘undisclosed-recipients’ or
someone else?

These items can help you identify a fraudulent e-mail. If you find these
discrepancies, delete the e-mail. If you are still not sure if the e-mail is
fraudulent or not, contact the sender through the phone, or through a
method you know is legitimate. Do *not* click on the link or respond di-
rectly to the e-mail.

Instructor: A good demonstration would be to show an example of a link that
has a display name, but the actual hyperlink behind it is different. Show the au-
dience the ‘pop-up’ display that shows the actual hyperlink and how to read it.

References

http://www.phishtank.com/what_is_phishing.php
http://office.microsoft.com/en-us/outlook/HA011400021033.aspx
http://portal.acm.org/citation.cfm?id=1242572.1242660
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Slide 15

E-Mail Security Tip #4

Use Tools to Help You

Install a reputable anti-virus software that scans your email and
attachments for malicious software. =

Install and use a reputable anti-SPAM tool to manage unsolicited
e-mails you receive.

If you must send confidential information via e-mail, use a tool
that will encrypt the e-mail to keep the contents confidential and
private.

Keep the tools up-to-date and check for patches.

Discussion points

Instructor: The detail you discuss in this portion of the presentation will de-
pend on the level of technical knowledge of your audience. Be aware of the
level of knowledge your audience has before beginning any detailed techni-
cal presentation on this slide.

It is important to install a reputable anti-virus program — many websites
and pop-up windows will offer anti-virus and other security software.
Some pop-up messages will warn you that your computer is already in-
fected and that you need to install their software to clean your system. If
you are presented with this type of pop-up window, do not install their
software or click on any links on the page. Immediately quit your browser
and ensure all windows are closed. There are many reputable software
companies who make very good anti-virus software products. Some re-
quire payment for the software. It is important to compare the amount of
time and money that would be lost if your computer were infected ver-
sus the cost of purchasing a reputable ant-virus tool.
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An anti-SPAM tool will save you considerable amounts of time by filtering
e-mail that appears to be SPAM. Users should be careful to check their
SPAM filters, and not automatically delete all SPAM. There are many in-
stances where legitimate e-mail has been mistakenly identified as SPAM,
and critical messages do not arrive. Remember that the anti-SPAM tool is
just a tool — and still should have human intervention to ensure it works

properly.

If you need to send confidential information to someone, you can use
some well known tools that will make the e-mail unreadable. They are
called encryption tools. There are very good tools, and some are even
included in the e-mail programs themselves. You can also encrypt any
files or data you wish to send someone by using a program that also can
compress the data. Programs such as WinZip, PKWARE, and WinRAR are
some examples.

Instructor: You can mention here if the company has a standard for encryp-
tion, and if it does, simple state how a user would request this feature or tool.
Also let them know if e-mail is encrypted while it is inside the company. If you
use Microsoft Exchange or Lotus Notes the encryption feature can be ena-
bled so that it is transparent to the users. Emphasize with the audience that
ifyou do have this feature enabled, it is only for e-mail that is inside the com-
pany. Remind the audience that sending confidential information outside
the company is prohibited and can lead to legal issues for the company.

References
Some sources for the manufacturers:

http://www.microsoft.com/exchange/2010/en/us/exchange-2007-features.
aspx
http://www.ibm.com/developerworks/lotus/library/Is-Notes_Encryption/
index.html

http://publib.boulder.ibm.com/infocenter/domhelp/v8r0/index.jsp ?topic=/
com.ibm.help.domino.admin.doc/DOC/H_ENCRYPTING_OUTGOING_MAIL.
html
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Slide 16

E-Mail Security Tip #5

If You Use Webmail

Make sure you use a secure computer — avoid public
computers. =

Make sure the webmail site encrypts your webmail
session including when you input your password.

Change your e-mail password on a periodic basis.

Make sure other people cannot view your computer
screen and view your e-mail.

Discussion points

There are a few additional items to be aware of if you use webmail or if
your company supports webmail.

Avoid public computers because they can easily become infected with
viruses and other malicious software by careless or malicious users. The
malicious software can gather information from your webmail including
your password. Use a laptop that has been provided to you, or a compu-
ter at one of your remote offices.

Make sure that the webmail service that you use encrypts your password
and your email session using secure web services (HTTPS). For several
years many webmail and public mail providers did not protect this infor-
mation and webmail services were broken in to.

Change your email password on a periodic basis. Make your password
complex, and make any password reset information complex to avoid

01_2010_3942_txt_EN.indd 101 @ 12/11/10 12:06



* %
* *
* * Promoting information security
102 emfug,,mmm as a cultural and behavioural change

* *
% ¥ Security Agency

malicious outsiders from hijacking your email account. There are numer-
ous cases of public e-mail and webmail services being taken over by un-
authorized people.

When you are reading your e-mail - either through webmail or your nor-
mal e-mail client — make sure no one can view your computer screen.
Some people will look over your shoulder (called shoulder-surfing) and
view the confidential and personal information in your e-mail. Be careful
where you read your e-mail. Choose isolated or private locations where
you can be sure people cannot see your screen.

References

http://www.washingtonpost.com/wp-dyn/content/article/2009/09/06/
AR2009090602238.html
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Slide 17

Conclusion =

Discussion points
This is the conclusion of the presentation.
References

N/A
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Slide 18

E-mail Security is Important

E-mail is important to companies and individuals
There are many security risks to E-mail

Do not use E-mail to send confidential or
personal information

Recognize and avoid fraudulent E-mails
Implement security tools to protect your E-mail

101
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Discussion points

Instructor: This is a summary slide that provides an opportunity to repeat the

key themes of the presentation.

As we talked about in the beginning, e-mail is important to both compa-

nies and individuals.

We also discussed the many security risks to e-mail including loss of con-

fidentiality, authenticity, and risk of fraud.
We talked about key ways to protect yourself:

Don't send confidential or personal information via e-mail

Recognise fraudulent e-mails including phishing, SPAM, and e-mails with

malicious content.
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Lastly, take advantage of the tools that are out there to protect your com-
puter from fraudulent e-mails, malicious software, and SPAM.

References

N/A
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Slide 19
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Discussion points
N/A
References

N/A
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Executive summary

This training reference guide has been created by ENISA in conjunction
with presentation materials for small and medium enterprises to raise
awareness with their employees about the critical risks due to malicious
software.

These documents are designed to provide easy to understand informa-
tion that focuses employees’ attention on information security and how
to recognise and respond accordingly to malicious software.

This material may be used by individuals or presented in a classroom set-
ting by instructors who are involved in their organisation’s security
awareness efforts. This reference guide provides additional notes and ex-
ternal references for trainers and presenters to utilize while performing
security awareness training.
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How to use this manual

This manual is intended to be a guide for instructors of any security
awareness course based on ENISA’s Malicious software presentation. This
manual is only a guide, and instructors are welcome to use any portion of
this material they deem appropriate. It is at the instructor’s discretion
how to conduct the course and which material to present.

It should be noted however that ENISA recommends that the instructor
carefully consider the skills and knowledge of the students being taught
in developing the course. The material should be tailored to fit the needs
of the students including making it easy to understand, relevant to their
position and responsibilities.

ENISA has chosen focus this material on the general user community out-
side of the Information Technology field. As such, this presentation focus-

es on the fundamentals of critical risks due to malicious software and
avoids the use of complex technical terms to explain risks or solutions.

Structure of the Manual
This manual broken into two parts:

1. How to use this manual (this section)
2. The presentation slides with associated supporting material

Structure of the Presentation Pages
Each of the presentation pages are broken in to three parts:

1. The thumbnail of the slide from the presentation

2. Suggested narratives that provide supporting information and dis-
cussion points

3. Reference materials that support the slide that can be used to do
further research
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The presentations slides

Slide 1
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Discussion points

This is a good time to have the attendees introduce themselves.

When everyone is introducing themselves, ask them to also say what
they expect to get from the course. The answers will tell you what sce-
narios you can use as examples for this course, and what their expecta-
tions are for this course. This information is very useful so that you can
adjust your discussions accordingly.

References

N/A
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Slide 2

About ENISA
The European Network and Information Security Agency (ENISA) is an EU agency created to advance the
functioning of the internal market. ENISA is a centre of excellence for the European Member States and
European institutions in network and information security, giving advice and recommendations and acting as a
switchboard of information for good practices. Moreover, the Agency facilitates contacts between the European
institutions, the Member States and private business and industry actors.

Contact details

For contacting ENISA or for general enquiries on information security awareness matters, please use the
following details:

Isabella Santa, Senior Expert Awareness Raising - E-mail: awareness@enisa.europa.eu

Internet: http://www.enisa.europa.eu

Legal notice

Notice must be taken that this publication represents the views and interpretations of the authors and
editors, unless stated otherwise. This publication should not be construed to be an action of ENISA or the
ENISA bodies unless adopted pursuant to the ENISA regulation ((EC) No 460/2004). This publication does not
necessarily represent the state of the art and it might be updated from time to time.

Third-party sources are quoted as appropriate. ENISA is not responsible for the content of the external
sources including external websites referenced in this publication

This publication is intended for educational and information purposes only. Neither ENISA nor any person
acting on its behalf is responsible for the use that might be made of the information contained in this
publication.

Reproduction is authorised provided the source is acknowledged.

© European Network and Information Security Agency (ENISA), 2010.

Discussion points

Introduce ENISA and their activities. Suggest that attendees should ex-
amining some of ENISA's other presentations on other aspects of net-
work and information security.

References

http://www.enisa.europa.eu — ENISA's website
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Slide 3

Overview

This presentation discusses the ongoing risks associated with malicious
software and highlights simple techniques that users can employ to protect
themselves from malicious software.

The presentation is divided in to two sections:
* What is Malicious Software?
* How Malicious Software Can Affect You
* Types of Malicious Software
* How to Protect Yourself

* Resources
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Discussion points

Point out that this presentation is intended to make users aware of the
risks associated with malicious software, and also simple techniques that
can eliminate a large percentage of these risks. Point out that the course
is intended for all users, and that it is offers best practices that can help
protect each of them from malicious software at work and at home.

References

N/A
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Slide 4

e
)

&%
J enisa
b

How to Use This Presentation

This presentation has been created by ENISA to raise awareness about the
critical risks due to malicious software. It does so by providing easy to
understand information that focuses employees’ attention on information
security and allows them to recognise and respond accordingly to malicious
software.

This presentation may be used by individuals, or presented in a classroom
setting by instructors who are involved in their organisation’s security
awareness efforts.

In conjunction with this presentation, ENISA’s has developed a reference
guide for this training which provides additional notes and external references
for trainers and presenters to utilize while performing security awareness
training using this material.
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Discussion points

This slide is an introduction, and is intended to inform readers that a
presentation guide (this document) exists to support instructors in their
security awareness efforts.

References

N/A
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Slide 5

What is Malicious Software?

Discussion points
This is the start of Section 1,’What is Malicious Software?’
References

N/A
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Slide 6

What is Malicious Software?

- A hostile or intrusive program designed to insert
itself on to your computer without your consent.

It is also called Malware from MALicious softWARE.
The amount of Malicious Software increases every year.
» Reportedly increased by 276% in 2008*

Malicious Software is continuously created

B
by computer programmers from around TR
the world. BA s &

“Symantec Global Intemet Security Threat Report April 2008
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Discussion points

It is important to point out that a program is malware if it meets one of
two criteria:

v’ Is it hostile or intrusive
v’ Is it inserted on to your computer without your consent

A program can be Malware if it inserted itself on to your computer with-
out your consent. It also (obviously) is malicious software if it is hostile or
intrusive; which means it will perform hostile activities — deleting data or
files, attacking other computers, or performing any other actions you do
not consent to.

Throughout the presentation we will use the term Malware since it is easier
to say. Malware is a combination of two words: Malicious and Software.
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Malware is a difficult problem because it is created by programmers
around the world. Some are searching for fame; some are curious pro-
grammers who do not see any harm in what they do. However, in recent
years the most frequent type of malware is used by criminals to steal in-
formation, disrupt computer systems, or perpetuate fraud. Malware has
been increasing at a rapid pace year after year, and shows no sign of
slowing down. Because programmers are constantly creating new mal-
ware it is virtually impossible to completely eliminate malware.

Fun Fact: First recorded virus: Creeper Virus in 1971

References

http://technet.microsoft.com/en-us/library/dd632948.aspx
http://en.wikipedia.org/wiki/Malware
http://malware.wikia.com/wiki/Main_Page

Good source for malicious software statistics:
http://www.symantec.com/business/theme.jsp?themeid=threatreport
An excellent timeline showing the history of malicious software:

http://malware.wikia.com/wiki/Timeline_of _noteworthy_computer_viruses,_
worms_and_Trojan_horses
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Slide 7

Types: Viruses & Worms

Virus

A virus is a software program that can copy itself from
one file to another to infect a computer.

Worm

A computer worm is a software program that spreads
from computer to computer through the network.
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Discussion points

Instructor: It is very easy to become very technical as you present the differ-
ent types of malicious software. Stay focused on simple examples of how
malware spreads and simple examples of what malware can do. Do not al-
low the discussion to become very technical in nature. The subject of Mali-
cious Software is a science on to itself and can spark intense debates. The
objective of this section is to make people aware of the risks and ways that
they can become a victim of Malware. This approach will make it easier to
explain why certain prevention tactics are so important.

There are several different types of malware that have been created. The
next few slides will cover the most typical classifications. There are many
types of malware which fall under multiple categories or change as they
move from system to system. Malware is constantly evolving and new
hybrid types of malware are created on a constant basis.

01_2010_3942_txt_EN.indd 122 @ 12/11/10 12:06



****

.. . * *
Ma!ICIOUS so_ftware. ) J enisa
Train the trainer reference guide European Network

x *_and Information
* ¥ i

123

Viruses are typically programs that replicate themselves between files,
memory, hard disks, or other data storage mediums. Typically viruses only
spread when executing or copying a file that is already infected. Note that
inserting a CDROM or thumb drive on some operating systems is equiva-
lent to executing a program, and can also cause a virus to spread.

A worm is a program that spreads itself through a network and does not
need to attach itself to an existing file or program. Worms spread them-
selves typically by exploiting existing vulnerabilities or weaknesses in an
operating system or application. Some good examples are worms that
exploited vulnerabilities in UNIX systems (the Morris Internet Worm of
1988) and worms that exploited vulnerabilities in Microsoft Windows
(Mydoom of 2004). These worms spread rapidly through the Internet and
continued until the vulnerabilities they exploited were fixed.

References

http://en.wikpedia.org/wiki/Computer_virus
http://malware.wikia.com/wiki/Virus
http://en.wikipedia.org/wiki/Morris_worm
http://en.wikipedia.org/wiki/Mydoom
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Slide 8

Types: Trojans & Backdoors

Trojan Horse

A program that appears to perform a desirable function for the
user but instead performs undesirable functions.

Backdoors

A hidden software program that allows someone to gain
unauthorized access to a computer.
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Discussion points

Trojan horses are named after the famous story of the Trojan Horse in the
story of the Trojan War. Like the Trojan Horse in the story, the software
Trojan Horse is designed to look like it is an innocent program. In some
cases it may even use the name of an existing or standard file for an op-
erating system. It may place itself in the same location as the standard
file, or a different location. The software Trojan horse will, like its name-
sake, contain dangerous capabilities inside.

Backdoors are programs which allow an intruder or attacker to access a
system in a way that bypasses normal authentication. Users normally
have to log into a system using a username and password. A backdoor
allows someone to not have to perform this process. Some backdoors are
written by programmers to allow them access to software for problem
solving, but can also be added to a computer to allow an attacker to ac-
cess a system without needing a password, or in a way that cannot be
detected. Backdoors may be created by installing a new program or by
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modifying an existing program that gives access to a system. Backdoors
can be inserted by an intruder, a virus, or a worm.

References

http://malware.wikia.com/wiki/Trojan_horse
http://malware.wikia.com/wiki/Backdoor

01_2010_3942_txt_EN.indd 125 @ 121110 12:07



‘k***

o * enisa Promoting information security
* European Network as a cultural and behavioural change
** * *SeruriryAgency

Slide 9

Senisa Types: Spyware & Loggers

Spyware & Adware

Software which collect information about what a user does
on a computer. Adware will also display advertisements to
the user without their consent.

Keystroke loggers

A piece of hardware or a software program that captures
everything a users types on the keyboard.
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Discussion points

Spyware can be spread as a virus, worm, or through various other meth-
ods of delivering software (installing software from the Internet, visiting
a malicious website). It has one goal - to track what you do on your com-
puter and report that back to another system. Spyware may report what
you type, what sites you visit on the Internet, and even what content is
presented. This can include your banking information, passwords, and
other confidential and personal information.

It can also cause your computer to become unstable and perform poorly
as the adware and spyware send their information out to the Internet.

There are numerous keylogging methods, and can include spyware, or
even pieces of hardware which are inserted into a system to monitor key-
strokes. Like all other malicious software, it is place their without the us-
er’s consent.
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References

http://en.wikipedia.org/wiki/Spyware
http://malware.wikia.com/wiki/Spyware
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Slide 10

o Types: Botnets & Rootkits

Botnets

Software programs that are installed without authorization on
many different computers and are controlled remotely.

Rootkits

A collection of software programs that allow an attacker to do
many different undesirable things and also to hide from detection.
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Discussion points

Botnets refer to robot networks’ and are a new evolution of malicious
software and has become wide-spread. Botnets consist of software
which infects a user’s computer (called a robot or a zombie) and which
is controlled by a remote system. Some popular botnets include Con-
fiker from 2009. These botnets can be used for many different tasks. The
software which infects the user’s computer waits for instructions on
what to do from the remote system. The remote system may instruct it
to collect information from the infected system, or it may instruct it to
attack other computers it finds. Some botnets have been identified to
consist of millions of systems. Current numbers are hard to estimate but
they are extensive.

Rootkits are collections of software that help an attacker or intruder hide
from detection. They may hide files, conceal that an intruder is present
on the system, or to hide any processes that are running. Rootkits are a
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mix of tools that can include backdoors, keyloggers, and other tools that
an intruder may find useful to hide their presence.

References

http://en.wikipedia.org/wiki/Botnet
http://www.shadowserver.org/wiki/pmwiki.php/Information/Botnets
http://malware.wikia.com/wiki/Rootkit
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How Does Malware Spread?

Malware usually attacks weaknesses and
vulnerabilities in other computer programs

You can also spread Malware by:
Opening email attachments infected with Malware
Downloading infected files from the Internet

Sharing files that are infected with Malware

Visiting websites that contain Malware
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Discussion points

Malware typically will infect a system through weaknesses and vulnera-
bilities in other computer programs, but this usually requires some help
from a user. Many virus infections are due to users who open attach-
ments or visit websites which contain malware, or users who do not in-
stall or keep their anti-virus software up-to-date.

One of the most common methods of spreading malware is through
downloading files from the Internet or opening e-Mail attachments. Even
files sent to you by people you know can contain malware. They may not
recognize it because the malware wasn't detected by their anti-virus tool,
or they use a different type of computer than you do. The malware will still
exist and can affect your computer. Someone might invite you to down-
load a file that contains some enticing picture, music or program. These
invitations are usually an attacker attempting to spread malware.
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File sharing sites also contain a large percentage of infected files. While it
can be enticing to be able to download the latest music, pictures or pro-
grams, the high probability and risk of infecting your system with mal-
ware should be considered.

The same issue applies to many pop-up windows that tell you that your
computer is infected with a virus, and you need to quickly download the
software they present you with to clean the infection. In reality the soft-
ware will install the infection. Many sites which carry controversial con-
tent such as open‘hacker; violence, and pornography sites often contain
malware as well.

Always be careful when you are asked to download or install a file. There
is a strong possibility that it contains malware. The best recommenda-
tion? Avoid files from untrusted sources, and always be sceptical of sug-
gestions or invitations to download files and programs.

References

http://www.us-cert.gov/cas/tips/ST05-007.html|
http://www.wired.com/techbiz/media/news/2004/01/61852
http://malware.wikia.com/wiki/Rogue_security_software
http://www.symantec.com/business/theme.jsp?themeid=threatreport
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Slide 12

How Can Malware Affect You?

Discussion points
This is the start of Section 2,'How Can Malware Affect You?’
References

N/A
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Slide 13

Malware Affects You

Malware Can Cause Many Problems
Delete your files and programs
Cause your computer to run slowly or become unusable
Record information you type including passwords
Access any information stored on your computer

Discussion points

Malware has a long history of causing damage to computers and net-
works.

Some famous malicious software:

Jerusalem virus - one of the first destructive viruses. It was discovered
in 1988. It deletes files every Friday the 13th.

ILOVEYOU - a worm from 2000 that emails itself to everyone in the vic-
tim’s address book. It is the most costly malware to date with estimates
upwards of $5.5 to $10 billion (USD) in damages due to this worm.

Code Red / Code Red Il / Nimda - a series of worms which exploited

bugs in Microsoft IIS, and caused major Internet outages over three
months in 2001.
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SQL Slammer - an attack against vulnerabilities in Microsoft SQL that
causes major outages on the Internet.

MyDoom - a worm from 2004 that spread quickly through email. It cre-
ates a way for a remote attacker to control the computer.

Instructor: Ask the audience to think of things that could be damaged, lost,
stolen, or impact them if malicious software infected their computer, and a
computer at their work. Use this discussion to make the audience aware of
the risks of malicious software. The risks will make them more aware and
attuned to methods to prevent and block malicious software. Watch for the
types of information that the audience discusses. Encourage people to think
of the impact to the things they value:

v Personal information like their bank account information, passwords
and PINs.

v’ Passwords to Internet services like e-Mail, social networking sites, online
stores and auction sites.

v" Some users are most concerned with their pictures and music (think of
teenagers, youth who do not have bank accounts).

Focus on what a person considers valuable — what they worry about that
exists on their computer, and what would happen if it wasn't available
because of Malware.

References

http://malware.wikia.com/wiki/Timeline_of _noteworthy_computer_viruses,_
worms_and_Trojan_horses
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Slide 14

Criminals Use Malware

Criminals use Malware for financial gain.
Redirect your Internet traffic for “Pay-per-Click” schemes
Send e-Mail SPAM
Attack company or government computer systems

Disable networks and websites
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Discussion points

Today, much of malware is driven by criminal activity. Malicious software
is used to collect personal and confidential information that can be sold
for profit. Internet browsing is re-directed for monetary gains — many ad-
vertising programs pay money for every visitor to a website. Redirecting
traffic can generate money for the owner of a site.

Botnets are frequently used to distribute SPAM or phising e-mails which
can cause congestion of networks, and lead people to websites that
propagate even more malware! Botnets have also been used to attack
specific websites in an attempt to make them unusable or unreachable.
Since botnets often consist of thousands of computers working together,
they can cause serious disruption to networks and websites.

References

http://www.symantec.com/business/theme.jsp?themeid=threatreport
http://www.honeynet.org/node/52
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Slide 15

What Can Malware Steal?

Malware is used by criminals to infect your
computer and look for valuable information.

- Personal information such as bank account or payment
card numbers, passwords, PINs.

Trade secrets and intellectual property
Anything that is stored on your computer
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Discussion points

The goal of most criminals is to find a way to steal money. There are cy-
ber-crime groups which write malicious software for specific tasks. This
type of malicious software will look for anything of value on your compu-
ter. It typically will search for personal information, or try to direct you to
sites which ask you to input personal information. More sophisticated
tools will look for certain keywords that may indicate trade secrets, new
product designs, or other information that can be sold to competitors.

References

http://www.symantec.com/business/theme.jsp?themeid=threatreport
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Slide 16

How To Protect Yourself From Malware

Discussion points
This is the start of Section 3,’How to Protect Yourself From Malware’
References

N/A
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Protect Your Computer

Keep Your Computer and Backups Up to Date

Regularly apply patches from your operating system and
application vendors.

Configure your browser to block pop-up windows.

Backup your files and programs regularly
so you can recover if anything happens.
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Discussion points

By regularly applying manufacturer’s patches for your operating system
and applications you eliminate the way that most malicious software in-
fects your computer. Most malicious software looks for vulnerabilities
and weaknesses that exist in operating systems and applications. By fix-
ing these problems you can minimize the opportunity malware has to
infect your system. Be aware that every operating system and application
has some vulnerability, and that it is almost impossible to discover and
correct every vulnerability or weakness. Sometimes people discover
these vulnerabilities before the manufacturer finds them, and instead of
telling the manufacturer, they write a program to exploit the vulnerabil-
ity. Be aware that applying patches is not the only defence, and is only
one step in protecting yourself.

By configuring your browser to block pop-up windows you reduce the

possibility of a site displaying a pop-up with malware embedded in it, or
with links that will install malicious software. This, like patches is only a
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partial fix to the problem. Blocking pop-ups only address one possible
way that malware can be presented to a user. An attacker can still place
the malware on a main page of a website and achieve the same results.
The only advantage to a pop-up is that it makes the situation seem far
more immediate and urgent to a user and encourages them to take ac-
tion based on the pop-up window. By blocking pop-up windows you re-
duce one tool in an attacker’s bag of tricks as they attempt to infect your
computer with malware.

Backing up your file and programs regularly can help you avoid a disaster
if your system ever is infected. If malware cannot be removed from your
system you may have to re-install the entire system. Doing so may de-
stroy all your files. A backup will ensure that you can restore these files.
Be careful when restoring the files that you do not re-infect your system,
as your backup may contain the file that contains the malware.

References
http://www.microsoft.com/windowsxp/using/networking/security/protect.

mspx
http://www.cert.org/homeusers/HomeComputerSecurity/
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*

Sensa Protect Your Computer

Install a reputable anti-virus, anti-spyware,
browser filter, and personal firewall product.

Update virus definition at least once a day
Perform a full scan of your computer every week

Alert you of dangerous websites

i
Beware of fake antivirus product offers e
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Discussion points

Installing full featured personal computer security products that offer
anti-virus, anti-malware, anti-spyware, browser filters, website alerting,
and personal firewalls will give you a high level of protection. There are
many reputable companies who produce these types of products.

In order for them to be effective however, they must be updated regu-
larly. This includes virus definitions, and software updates as they are re-
leased. Configure the software carefully. The frequency suggested here
are minimums. Updating your virus definitions more frequently can help
address outbreaks quickly, and full scans (or scans performed when your
computer is idle) help ensure ongoing protection.

Personal computer security and anti-virus products are not full-proof.

They cannot detect all malware. Some malware is disguised as Trojans —
programs that look normal but which really contain malicious software

01_2010_3942_txt_EN.indd 140 @ 12/11/10 12:09



****

e . x M
Ma!ICIOUS so_ftware. ) J enisa
Train the trainer reference guide European Network

x *_and Information
x |

141

inside. It is still important for you to be aware and avoid common user
mistakes that result in malware infections.

Some sites will present pop-up windows that tell you that your computer
is infected with a virus, and you need to download the software they of-
fer to clean the infection. In reality their software will install the infection.
Only use reputable anti-virus software vendors.

References

http.//www.microsoft.com/windowsxp/using/networking/security/protect.
mspx

http://www.cert.org/homeusers/HomeComputerSecurity/
http://malware.wikia.com/wiki/Rogue_security_software
http://www.symantec.com/business/theme.jsp?themeid=threatreport
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Avoid Risky Behaviour

Avoid Unknown Files & Programs

Do not download programs or files that are sent to you, even if
you know who sent it.

Do not download files or programs offered over Chat or IRC.
Do not download or install programs from pop-up windows.
Do not open email attachments from people you do not know.
Be careful what Internet sites you visit.

Avoid programs and files from file sharing sites.

I . : :
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Discussion points

One of the most common methods of spreading malware is through e-
Mail attachments. Even files sent by people you know can contain mal-
ware. They may not recognize it because the malware wasn't detected by
their anti-virus tool, or they use a different type of computer than you.
But the malware still exists and can affect your computer.

You may be asked to download a file containing some enticing picture,
music or program. These invitations are usually an attacker attempting to
spread malware. The same applies to some pop-up windows that state
your computer is infected with a virus, and you need to quickly down-
load their software to remove the malware. In reality their software will
install the malware. Many sites which carry controversial content also
contain malware.

File sharing sites also contain a large percentage of infected files. While it
can be enticing to be able to download the latest music, pictures or pro-
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grams, the high probability and risk of infecting your system with mal-
ware should be considered.

Always be careful when you are asked to download or install a file. There
is a good possibility that it contains malware. The best recommendation?
Avoid files from untrusted sources, and always be sceptical.

References

http://malware.wikia.com/wiki/Rogue_security_software
http://www.us-cert.gov/cas/tips/ST05-007.html
http://www.wired.com/techbiz/media/news/2004/01/61852
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Watch for Signs of Malware

Regularly check the results from your anti-virus
software to see if any Malware was found.
Your computer might be infected if:

Your computer performs slower than usual

Programs and files disappear, and new files and
programs appear without warning.

Your browser frequently displays pop-up windows,
or you are redirected to inappropriate sites.

Your disk drive or network connection is active
when you are not using your computer

_ nugmmuomnmmu1011101000101.101101 Qg
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Discussion points

There are many signs that malware has infected your system. Some are
very easy to see — check the logs and reports from your anti-virus soft-
ware to see if it found any Malware. In some rare cases it may report that
it could not fix or remove some malware. Usually it will report when mal-
ware was detected. Notice what when the infection happened and what
file was infected, and if it corresponds to some activity you were doing. It
may be associated with an email, a website you visited, software you ran,
or a file you downloaded. Be very aware of what actions might have
caused the infection and be careful not to repeat them.

Poor computer performance can be an indication of malware using com-
puter resources (memory, processing time, and transmitting via the net-
work). If your disk drive is active when you are not using your computer,
it may be a sign of malicious software. Also note however that many anti-
virus programs will scan you disks for malware automatically if you leave
your computer idle for a period of time. If you frequently see undesirable
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pop-up windows or are redirected to undesirable websites there is a
good possibility that you are infected with Spyware, Adware or other
Malware.

References

http://www.viruslist.com/en/viruses/encyclopedia?chapter=153280800
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t72—  If Your Computer is Infected

If Your Computer is Infected
Disconnect your computer from the network.
Use a CD copy of Anti-Virus to scan and clean your computer.

If you cannot remove the malicious software, take the
computer to a professional who can help you.

101
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Discussion points

Instructor: These are best practices for handling viruses and are directed at
the average user. This example is applicable more for home users since in a
company environment the user would have already engaged the helpdesk,
incident response team, or any other applicable groups or individuals.

It is our recommendation that you discuss with the security officer the
current procedures within the company for handling an incident, and in-
clude those in the training.

Instruct the attendees to follow the company incident response proce-
dures - e.g. who to notify, what other steps to take such as writing down
what they were doing before the noticed the infection, what symptoms
or issues they noticed before discovering their system was infected.
While a good incident response plan is outside the scope of this paper, it
is critical for any business to be able to respond to an incident like a virus
outbreak.

01_2010_3942_txt_EN.indd 146 @ 12/11/10 12:10



****

Malicious software: * *
. . . enisa
Train the trainer reference guide * European Network 147

x *_and Information
* ¥ i

If you find your computer is infected, always first disconnect the compu-
ter from the network. This will limit the ability of the malicious software
to spread and limit the damage it can cause to other systems.

Use a CD copy of anti-virus to scan and clean your computer. By using a
CD copy you can be certain that the anti-virus software has not been af-
fected by the malicious software. Anti-virus software is one of the first
things that malware will target in order to disable any attempt to remove
or stop the malware. By using a copy of the malware that cannot be al-
tered (on an original installation CD) you can be reasonably certain that
the malware cannot alter the anti-virus software.

If the anti-virus software is unable to detect and remove the malware,
contact a computer professional who can help you remove the software.
Avoid attempting to remove the software yourself unless you are trained
to do so. Many different types of malware are very resistant to removal.
They will hide in different locations, and even avoid detection and re-
moval after a new operating system removal. A professional can help
identify the malware, and choose an appropriate response to eradicate it.

References

http://www.viruslist.com/en/viruses/encyclopedia?chapter=153280800
http://www.onguardonline.gov/topics/malware.aspx
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Resources

Discussion points

This is the start of Section 4 which lists some resources if you are dealing
with Malicious Software.

References

N/A
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.
Resources
Free Online Tools & Scanners
BitDefender:  http://www.bitdefender.com/scanner/online/free.html
ESET: http://www.eset.com/onlinescan/
F-Secure: http://www.f-secure.com/en_IN/security/security-lab/tools-and-services/
Kaspersky: http://www.kaspersky.com/virusscanner
McAfee: http://home.mcafee.com/Downloads/FreeScan.aspx
Microsoft: http://onecare.live.com/site/en-us/default.htm
Trend Micro: http://housecall.trendmicro.com/

Symantec:

http://security.symantec.com/sscvé/WelcomePage.asp

011000:01001000110010111010001011 0. 1010

——

g
K =210001100101110
U100; 001000101100

www.enisa.europa.eu -

Discussion points

Instructor: This is a list of well known online virus scanning tools made avail-
able by various anti-virus vendors. This list is provided purely as an example
of possible solutions, and does not constitute an endorsement or guarantee
of any kind for that vendor.

References

N/A
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Conclusion

Discussion points
This is the conclusion of the presentation.
References

N/A
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Conclusion

Malicious Software is a Constant Risk
There are many types of malware that can affect you.

Malware can steal confidential and personal information,
damage files and programs, and slow your computer.

Install reputable anti-virus and security tools.

Regularly apply patches from the manufacturer of
your operating system and applications.

Avoid common sources of malware.

Discussion points

Instructor: This is a summary slide that provides an opportunity to repeat the
key themes of the presentation.

As we pointed out in this presentation, there are many different types of
malicious software that can affect you and your computer.

We discussed how malware can steal confidential and personal informa-
tion, can damage files and programs, and slow down, or even cause your
computer to stop running.

And we talked about key ways to protect yourself:

Install reputable anti-virus and security tools.

Regularly apply patches from the manufacturer of your operating system
and applications so you can stay up to date.
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And lastly, avoid common sources of malware including fraudulent e-
mails, malicious or suspicious websites, and free files offered through file
sharing, chat or pop-up windows.

References

N/A
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Discussion points
N/A
References

N/A
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Executive summary

This training reference guide has been created by ENISA in conjunction
with presentation materials for small and medium enterprises to raise
awareness with their employees about crucial and important issues re-
garding the use of the Internet at home.

These documents are designed to provide easy to understand informa-
tion that focuses employees’ attention on information security and en-
courages them to recognise and respond accordingly to threats.

This material may be used by individuals or presented in a classroom
setting by instructors who are involved in their organisation’s security
awareness efforts. This reference guide provides additional notes and
external references for trainers and presenters to utilize while perform-
ing security awareness training.

v
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How to use this manual

This manual is intended to be a guide for instructors of any security
awareness course based on ENISA’'s Online security at home presenta-
tion. This manual is only a guide, and instructors are welcome to use any
portion of this material they deem appropriate. It is at the instructor’s
discretion how to conduct the course and which material to present.

It should be noted however that ENISA recommends that the instructor
carefully consider the skills and knowledge of the students being taught
in developing the course. The material should be tailored to fit the needs
of the students including making it easy to understand, relevant to their
position and responsibilities.

ENISA has chosen focus this material on the general user community
outside of the Information Technology field. As such, this presentation

focuses on the fundamentals of the use of Internet at home and avoids
the use of complex technical terms to explain risks or solutions.

Structure of the manual
This manual broken into two parts:

1. How to use this manual (this section)
2. The presentation slides with associated supporting material

Structure of the presentation pages
Each of the presentation pages are broken in to three parts:

1. The thumbnail of the slide from the presentation

2. Suggested narratives that provide supporting information and dis-
cussion points

3. Reference materials that support the slide that can be used to do
further research

01_2010_3942_txt_EN.indd 162 @ 124110 12:11



**’*

Online security at home: * *
. . . enisa
Train the trainer reference guide * European Network 163

x *_and Information
*x * i

The presentations slides

Slide 1

Online security
at home
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Discussion points

This is a good time to have the attendees introduce themselves.

When everyone is introducing themselves, ask them what they use the
internet for the most at home, and what do they expect to get from the
course. The answers will tell you what scenarios you can use as examples
for this course, and what their expectations are for this course. This infor-
mation is very useful so that you can adjust your discussions accordingly.

References

N/A
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Slide 2

About ENISA

The European Network and Information Security Agency (ENISA) is an EU agency created to advance the
functioning of the internal market. ENISA is a centre of excellence for the European Member States and
European institutions in network and information security, giving advice and recommendations and acting as a
switchboard of information for good practices. Moreover, the Agency facilitates contacts between the European
institutions, the Member States and private business and industry actors.

Contact details

For contacting ENISA or for general enquiries on information security awareness matters, please use the
following details:

Isabella Santa, Senior Expert Awareness Raising - E-mail: awareness@enisa.europa.eu

Internet: http://www.enisa.europa.eu

Legal notice

Notice must be taken that this publication represents the views and interpretations of the authors and
editors, unless stated otherwise. This publication should not be construed to be an action of ENISA or the
ENISA bodies unless adopted pursuant to the ENISA regulation ((EC) No 460/2004). This publication does not
necessarily represent the state of the art and it might be updated from time to time.

Third-party sources are quoted as appropriate. ENISAis not responsible for the content of the external
sources including external websites referenced in this publication

This publication is intended for educational and information purposes only. Neither ENISA nor any person
acting on its behalf is responsible for the use that might be made of the information contained in this
publication

Reproduction is authorised provided the source is acknowledged.

© European Network and Information Security Agency (ENISA), 2010.

Discussion points

Introduce ENISA and their activities. Suggest that attendees should ex-
amining some of ENISA's other presentations on other aspects of net-
work and information security.

References

http://www.enisa.europa.eu — ENISA's website
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Overview

This presentation discusses the importance of security while using the
Internet at home and highlights simple techniques that individuals can
employ to protect themselves and their families.

The presentation is divided into two sections:

Why Security Is Important

How to Protect Yourself and Your Family
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Discussion points

Point out that this presentation is intended to make users aware of the
most common and pervasive risks when using the Internet at home, and
also simple techniques that can eliminate a large percentage of these
risks. Point out that the course is intended for all users, and that it can
help each of them use the Internet at home.

References

N/A
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How to Use This Presentation

This presentation has been created by ENISA to raise awareness about crucial
and important issues regarding the use of the Internet at home. It does so
by providing easy to understand information that focuses attention on
information security and allows individuals to recognise risks and respond
accordingly.

This presentation may be used by individuals, or presented in a classroom
setting by instructors who are involved in their organisation’s security
awareness efforts.

In conjunction with this presentation, ENISA’s has developed a reference
guide for this training which provides additional notes and external references
for trainers and presenters to utilize while performing security awareness
training using this material.
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Discussion points

This slide is an introduction, and is intended to inform readers that a
presentation guide (this document) exists to support instructors in their
security awareness efforts.

References

N/A
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Slide 5

Why is Security Important?

v

Discussion points
This is the start of Section 1,’Why is Security Important?’
References

N/A
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Slide 6

Using Internet at Home: Benefits

We use our home computers for many tasks:
Home businesses =
Online Banking
Paying Bills
Shopping
Social Networking

Music & Media downloads

Information surfing
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Discussion points

Instructor: This is a good time to repeat the answers that were given at the
beginning of the session - how the participants use the Internet at home.

It is not difficult to recognize that the Internet is an important part of our
personal lives. The statistics back this assumption. Most countries in the
EU have more than 50% of their citizens as Internet users. The European
region has the highest number of Internet users per 100 inhabitants than
any other region in the world.

The most frequent use of the Internet is for communicating, followed by
entertainment, informative, and social networking activities.

References

http//wwwi.itu.int/dms_pub/itu-d/opb/ind/D-IND-RPM.EUR-2009-R1-PDF-E.pdf
http://www.internetworldstats.com/stats.htm
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With those benefits come risks:
Viruses
Malicious Websites
Spyware & Pop-Ups
Spam
Online Scams and Fraud

Inappropriate Content

Using Internet at Home:

Risks

Discussion points

v

These risks are among many that exist, and new ones appear all the time.
Awareness is a critical step in being safe. Training like this course can
make you aware of how to respond to these risks and threats. The more
trained and aware you are, the better prepared you will be when you

encounter one of these threats.
References

N/A

01_2010_3942_txt_EN.indd 169 @

121110 12:12



* %
* *
* * Promoting information security
L *; emigmum,k as a cultural and behavioural change

*
& *  Security Agency

Slide 8

Why Should I Worry?

"I don’t have anything valuable on my computer.”

Malicious programs and websites will collect any information
they can find on your computer.

Infected computers are often used to attack other systems.
Viruses and other malicious software can make your computer

stop working, delete important documents, programs, music,
pictures, and any other files or data on your computer. T —

How valuable is your lost time and information?

101
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Discussion points

Instructor: Users may think they do not have anything valuable on their
computer, but ask them this series of questions.

a) What do you use your computer for?

b) Whatifyou couldn't use it to do that?

¢) What things do you save on your computer (i.e. music, pictures, email
addresses)?

d) What if you lost that information and all of it was destroyed?

e) How frustrated would you be if the computer became unusable?

f)  How much ofyour time would be wasted if any of these things happened?

The realisation for most users is when they recognize the things that they
actually value. Teenagers do not think they have something valuable on
their computer until a virus destroys their music and pictures and disables
the computer and making their social networking sites inaccessible.

References

N/A
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Slide 9

Everyone Needs Security

“But I use XYZ Operating System. I am okay.”

Every operating system (Mac OS , Linux, Windows) has
weaknesses and is susceptible to malicious software.

Many attacks target web-browsers.

An attack or virus that does not work on one
system can work on another, and you could
infect your friends.

o uuou:ml)OiOUD11001011101000101101 1010443

v

Discussion points

In reality, every operating system and application has vulnerabilities.
Each operating system has different types of issues, but in the end, they
are all susceptible to outside attackers and malicious software. Different
malicious software is designed for different operating systems and ap-
plications.

One point to note is that research of known and reported vulnerabilities
for all operating systems shows a very interesting story. There is no clear
winner, and all systems have issues, which is why everyone needs security.

References

http://web.nvd.nist.gov/view/vuln/statistics
http://blogs.zdnet.com/Ou/?p=165
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Slide 10

Risks: Malicious Software

-~ Malicious Software (Malware)

A hostile or intrusive program designed to insert itself on to
your computer without your consent.

~ Malware will collect anything it can find - files, passwords, and
even the keyboard strokes you type in.

Malware can come from e-mail attachments, malicious
websites, downloaded files, and attacks against your computer.
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Discussion points

It is important to point out that a program is malware if it meets one of
two criteria:

v’ Is it hostile or intrusive
v’ Is it inserted on to your computer without your consent

A program can be Malware if it inserted itself on to your computer with-
out your consent. It also (obviously) is malicious software if it is hostile or
intrusive; which means it will perform hostile activities — deleting data or
files, attacking other computers, or performing any other actions you do
not consent to.

Throughout the presentation we will use the term Malware since it is easier
to say. Malware is a combination of two words: Malicious and Software.
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Malware is a difficult problem because it is created by programmers
around the world. Some are searching for fame; some are curious pro-
grammers who do not see any harm in what they do. However, in recent
years the most frequent type of malware is used by criminals to steal in-
formation, disrupt computer systems, or perpetuate fraud. Malware has
been increasing at a rapid pace year after year, and shows no sign of
slowing down. Because programmers are constantly creating new mal-
ware it is virtually impossible to completely eliminate malware.

Fun Fact: First recorded virus: Creeper Virus in 1971
References

http://technet.microsoft.com/en-us/library/dd632948.aspx
http://en.wikipedia.org/wiki/Malware
http://malware.wikia.com/wiki/Main_Page

v

Good source for malicious software statistics:
http://www.symantec.com/business/theme.jsp?themeid=threatreport

An excellent timeline showing the history of malicious software:

http://malware.wikia.com/wiki/Timeline_of _noteworthy_computer_viruses,_
worms_and_Trojan_horses
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Slide 11

Risks:

Phishing and Fraudulent E-Mail

Using E-mail to trick someone into sending
personal information, or visiting a malicious
website.

Attempts to gather bank account or credit
card numbers, passwords or PINs, and other
personal information.

- Phishing e-mails are very tempting - offering
something valuable, or convincing you that
urgent action is needed. l‘\\
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Discussion points

Phishing is a very wide-spread problem. It is a technique that attempts to
convince someone to send personal information that can be used for
Identity Theft or fraud. Phishing emails come in many different forms, but

the two most typical techniques are:

v"Requesting assistance to recover a large sum of money, or requiring
your personal information so they can transfer a large sum of mon-
ey. The e-mail will entice you with an offer of reimbursement in large
sums of money, and thanks you for your efforts. It may appear to be
from a solicitor, a relative of a wealthy person or family, a company
requiring assistance in collecting money or funds, or an organization

looking to award you a prize or award.

v Informing you that your account has been compromised or urgently
requesting that you verify your bank or payment card account. The
email attempts to convince you that the situation is urgent, and that
you need to confirm your account number, password, or your PIN of
the account in order to ensure the account’s security.
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Many of the messages come from people you have never met before, or
banks where you do not even do business.

SPAM is a very large problem. SPAM is any e-mail which comes from
sources we did not ask to send us e-mails or that we did not give our
consent. It accounts for over 80% of all e-mail traffic. Companies spend
a large amount of time and money to combat SPAM and filtering it is
considered a standard part of e-mail operations. SPAM consumes a large
amount of resources (network traffic to handle these messages, disk
space to store the messages, and processing power of the people who
must view, roll their eyes, and delete the e-mail). SPAM can be another
source of fraud as many of the advertisements and offers in SPAM e-
mails is for websites that sell non-existent products, or entice you to
visit sites which contain malicious programs.

Malicious software can be delivered in an e-mail message through in-
fected e-mail attachments, images in the e-mail or in the HTML used in
the e-mail. Criminals have figured out how to manipulate the content of
images and HTML to take advantage of vulnerabilities and weaknesses in
many popular e-mail programs. By taking advantage of these vulnerabil-
ities and weaknesses, they are able to insert malicious software onto the
victim’s computer.

v

References

http://en.wikipedia.org/wiki/Phishing
http://ha.ckers.org/blog/20060609/how-phishing-actually-works/

http://ec.europa.eu/information_society/policy/ecomm/todays_framework/
privacy_protection/spam/

http://www.spamlaws.com/eu.shtml
http://spam.abuse.net/

http://www.radicati.com/wp/wp-content/uploads/2009/05/email-stats-
report-exec-summary.pdf

http://www.cert.org/tech_tips/home_networks.html#lll-B-6
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Slide 12

Risks: Social Networks

The Internet is a Public Place

Information posted on social-networking sites is available to
anyone who has access to it.

Once information is posted, others can save it, and search
engines can gather it and will save it for a long time.

E-mail is not a secure method of communication and can be

viewed by anyone. %
e rd
& 4(\ /t
@

e
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Discussion points

Social networks are, in themselves not necessarily a risk, but rather our
behaviour in using them is what makes them a risk.

The information that is placed there is virtually impossible to remove. It
also is collected by search engines, and can be viewed by almost anyone.
Once it enters in to the world of the search engines, it is virtually impos-
sible to remove.

The way we communicate using chat, instant messaging, and e-mail is
susceptible to fraud, but also to people who would wish to collect the
information we send. E-mail especially was never designed to be secure,
and has no method to make sure the information we send is kept confi-
dential, no method to validate the identity of the sender of an e-mail, and
no way to ensure a message is not changed before we receive it.

01_2010_3942_txt_EN.indd 176 @ 121110 12:14



**’*

. . . x *
On!lne security at home: ) + enisa
Train the trainer reference guide European Network

x *_and Information
*x * i

177

References

http://www.enisa.europa.eu/act/it/oar/social-networks/security-issues-
and-recommendations-for-online-social-networks

http://www.enisa.europa.eu/media/press-releases/instantly-online-17-
golden-rules-for-mobile-social-networks

v
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Slide 13

Risks: File Sharing

Downloading or using illegal copies of software,
movies, or music can result in serious consequences.
The entertainment industry has been very aggressive about

prosecuting people who illegally share and download copyright
music and movies.

Penalties for illegal use of copyright material include fines, legal
fees, and potential jail time.

Files downloaded from file sharing sites are a major source of
malicious software.
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Discussion points

File sharing sites also contain a large percentage of infected files. While it
can be enticing to be able to download the latest music, pictures or pro-
grams, the high probability and risk of infecting your system with mal-
ware should be considered.

Most importantly, many of the files may be subject to copyrights. Down-
loading them, even unknowingly could make you liable for fines and
other legal action.

References

http://www.us-cert.gov/cas/tips/ST05-007.html
http://www.wired.com/techbiz/media/news/2004/01/61852
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Slide 14

How Should I Protect Myself?

v

Discussion points
This is the start of Section 2,’How Should | Protect Myself?’
References

N/A
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How Should I Protect Myself?

Be Vigilant and Cautious
Even some security experts have become victims
The cause - a momentary lapse of vigilance
Keep a reminder next to your computer - a poster, or a note
Follow some common simple steps to stay secure
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Discussion points

Being aware of security risks and being vigilant are the most important
steps. Many people, even experts have relaxed, and the result has been
damaging and time consuming.

Learn what you can through these courses, and be secure at all times.

References

N/A
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Slide 16

Secure Your Computer

Configure Your Computer Properly
Follow the manufacturer’s suggestions for securing the system.
Ask the company that sold you the computer for help.

Always keep the operating system and any applications you
have “patched” and updated. ——

© Backup your computer regularly.  —

v

Discussion points

Follow the manufacturer’s instructions — there are many sources, and
they publish numerous guides on how to secure their operating systems,
applications, and tools.

By regularly applying manufacturer’s patches for your operating system
and applications you eliminate the way that most malicious software in-
fects your computer. Most malicious software looks for vulnerabilities
and weaknesses that exist in operating systems and applications. By fix-
ing these problems you can minimize the opportunity malware has to
infect your system. Be aware that every operating system and application
has some vulnerability, and that it is almost impossible to discover and
correct every vulnerability or weakness. Sometimes people discover
these vulnerabilities before the manufacturer finds them, and instead of
telling the manufacturer, they write a program to exploit the vulnerabil-
ity. Be aware that applying patches is not the only defence, and is only
one step in protecting yourself.
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By configuring your browser to block pop-up windows you reduce the
possibility of a site displaying a pop-up with malware embedded in it, or
with links that will install malicious software. This, like patches is only a
partial fix to the problem. Blocking pop-ups only address one possible
way that malware can be presented to a user. An attacker can still place
the malware on a main page of a website and achieve the same results.
The only advantage to a pop-up is that it makes the situation seem far
more immediate and urgent to a user and encourages them to take ac-
tion based on the pop-up window. By blocking pop-up windows you re-
duce one tool in an attacker’s bag of tricks as they attempt to infect your
computer with malware.

Backing up your file and programs regularly can help you avoid a disaster
if your system ever is infected. If malware cannot be removed from your
system you may have to re-install the entire system. Doing so may de-
stroy all your files. A backup will ensure that you can restore these files.
Be careful when restoring the files that you do not re-infect your system,
as your backup may contain the file that contains the malware.

References
http://www.microsoft.com/windowsxp/using/networking/security/protect.

mspx

http://www.cert.org/homeusers/HomeComputerSecurity/
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Slide 17

Install Security Tools

Install Security Tools to Protect Your System
Install a personal firewall to protect against attacks.

Install anti-virus tools to detect and remove malicious software
from your system and E-Mail.

Use website advisory & parental controls tools to guide your
family’s Internet usage. These tools can control content, what
programs are used, and when.

Many products combine these tools together into one package.

v

Discussion points

Installing computer security products that offer anti-virus, anti-malware,
anti-spyware, browser filters, website alerting, and personal firewalls will
give you a high level of protection. There are many reputable companies
who produce these types of products.

In order for them to be effective however, they must be updated regu-
larly. This includes virus definitions, and software updates as they are re-
leased. Configure the software carefully. The frequency suggested here
are minimums. Updating your virus definitions more frequently can help
address outbreaks quickly, and full scans (or scans performed when your
computer is idle) help ensure ongoing protection.

Personal computer security and anti-virus products are not full-proof.

They cannot detect all malware. Some malware is disguised as Trojans —
programs that look normal but which really contain malicious software

01_2010_3942_txt_EN.indd 183 @ 12/11/10 12:16



* %
* *
* * Promoting information security
184 emfug,,m"m,k as a cultural and behavioural change

* *
% ¥ Security Agency

inside. It is still important for you to be aware and avoid common user
mistakes that result in malware infections.

Some sites will present pop-up windows that tell you that your computer
is infected with a virus, and you need to download the software they of-
fer to clean the infection. In reality their software will install the infection.
Only use reputable anti-virus software vendors.

References

http://www.microsoft.com/windowsxp/using/networking/security/protect.
mspx

http://www.cert.org/homeusers/HomeComputerSecurity/
http://malware.wikia.com/wiki/Rogue_security_software
http://www.symantec.com/business/theme.jsp?themeid=threatreport
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Slide 18

Handle E-Mail With Care

Links and attachments in e-mail are dangerous
Don’t open e-Mail attachments from people you do not know.
Make sure your anti-virus software scans your email.

Do not click on links in e-Mails. Use addresses you have
verified and know to be legitimate.

If you must click on a link, check the link before clicking on it.
Make sure it is legitimate. Attackers often make very subtle
changes to confuse you.
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Discussion points

E-mail is a very popular way to spread malicious software. Some e-mails
are intentionally created to spread infected files and programs. Some e-
mails are from friends who unintentionally spread malicious software by
sending you files, videos, or music that is infected. You must be very careful
since even these‘trusted’ sources of e-mails can spread malicious software.

Never open e-mail attachments from people you do not know. Even if
you do know them, think twice before opening the e-mail. Is the attach-
ment a file you were expecting? Does it look like a file that could be a
typical type of infected software (Zip files, videos, and files with strange
names or file extensions)?

Make sure your anti-virus software is configured to scan your e-mail.
Even with anti-virus software scanning the e-mail, not all malicious soft-
ware can be identified. Some files contain types of malicious software
that is unique or has never been seen before, and therefore would not be
detected. If in doubt, do not open the attachment.
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Do not click on links in e-mails. Links in emails are not always what they
seem to be. The website address that displays in the e-mail is not neces-
sarily the same as the link behind that is hidden behind that link. The link
may read ‘http://www.mybank.com’but the link is actually connected to
‘http://goto.hackersite.com’ Many of these links direct you to malicious
websites that will attempt to install malicious software onto your compu-
ter. Always examine the links in e-mails.

If you hold your cursor over the link in the e-mail the actual hyperlink will
usually display in a small helper window. Examine the information that is
displayed in the pop-up helper window to see if it indicates that the email
is fraudulent. Some clues that will tell you if the e-mail is fraudulent:

v'Is the link in the pop-up helper window different from the link dis-
played in the e-mail?

v" Does the link appear to be misspelled?

v’ Is the link not relevant to the message?

v Are there misspellings in the e-mail?

v’ Is the e-mail specifically addressed to‘undisclosed-recipients’or some-
one else?

These items can help you identify a fraudulent e-mail. If you find these
discrepancies, delete the e-mail. If you are still not sure if the e-mail is
fraudulent or not, contact the sender through the phone, or through a
method you know is legitimate. Do *not* click on the link or respond di-
rectly to the e-mail.

Instructor: A good demonstration would be to show an example of a link that
has a display name, but the actual hyperlink behind it is different. Show the au-
dience the ‘pop-up’ display that shows the actual hyperlink and how to read it.

References

http://www.phishtank.com/what_is_phishing.php
http://office.microsoft.com/en-us/outlook/HA011400021033.aspx
http://portal.acm.org/citation.cfm?id=1242572.1242660
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Slide 19

Beware of Phishing

Be Cautious of E-mails That Ask for
Personal Information

Never share personal information via e-Mail.
E-Mail is not private and is insecure.

If the e-Mail seems too good to be true, it
probably is. Many scams involve someone
who claims to have knowledge of large N
sums of money and want your help to claim it.

A bank or payment card company will never
request your personal information via e-mail.
If you receive an e-mail that asks for your
personal information, contact the requestor
using a phone number you know is correct.

_ uDo.,;muomummc»iE)111010001011011010 .

v

Discussion points
Instructor: Point out that his slide refers to Phishing and SPAM.

Any e-mail that asks for personal information should be treated very
carefully or deleted.

When you receive an e-mail that appears too good to be true, it probably
is. A good indication is if the e-mail is from someone you do not know.
Most likely they have sent the same e-mail to hundreds of other un-sus-
pecting people. The message will entice you with offers of money that
are hard to resist and rewards that you can normally only dream of — an
enticement that draws you into making decisions you wouldn’t normally
make.

Phishing e-mails may also attempt to scare you or rush you into action by

telling you that your account has been compromised, or by insisting that
you validate your account information for a new security system they are

01_2010_3942_txt_EN.indd 187 @ 12/11/10 12:16



‘k***

188 * en;sa Promoting information security
* European Network as a cultural and behavioural change
** * ’SEmrikyAgency

putting in place. The message will convey a sense of urgency which is in-
tended to rush you into making a decision you wouldn’t normally make.

Keep in mind: no bank or payment card company will ever ask you to
send personal information, passwords or PINs via email. These types of
companies are typical targets for criminals using phishing. Many banks
and payment card companies will post news of the newest phishing at-
tacks. If you are unsure if the e-mail you received is a phishing e-mail,
then contact the company that the e-mail allegedly came from using a
phone number you know to be true. Do not use e-mail and do not use
the address or phone number in the e-mail. If you need to, look up the
phone number in a phone book. By using this method, you will ensure
the authenticity of the company you are speaking to, and you can verify
the authenticity of the original email.

References

http://en.wikipedia.org/wiki/Phishing
http://office.microsoft.com/en-us/outlook/HA011400021033.aspx
http://www.phishtank.com/what_is_phishing.php
http://www.antiphishing.org/
http://www.ftc.gov/bcp/edu/multimedia/video/ogol/phishing/index.shtml
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Think Before You Click

Think Before You Click

Be Cautious What Websites You Visit - if the subject matter is
controversial or risqué, the risks are usually higher.

File Sharing sites are often the source of malicious software.
Use Available Tools to Give You Guidance

Parental Control tools can block inappropriate websites
Website advisory tools can tell you when sites are dangerous

v

Discussion points

One of the most common methods of spreading malware is through e-
mail attachments. Even files sent by people you know can contain mal-
ware. They may not recognize it because the malware wasn't detected by
their anti-virus tool, or they use a different type of computer than you.
But the malware still exists and can affect your computer.

You may be asked to download a file containing some enticing picture,
music or program. These invitations are usually an attacker attempting to
spread malware. The same applies to some pop-up windows that state
your computer is infected with a virus, and you need to quickly down-
load their software to remove the malware. In reality their software will
install the malware. Many sites which carry controversial content also
contain malware.

File sharing sites also contain a large percentage of infected files. While it
can be enticing to be able to download the latest music, pictures or pro-
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grams, the high probability and risk of infecting your system with mal-
ware should be considered.

Always be careful when you are asked to download or install a file. There
is a good possibility that it contains malware. The best recommendation?
Avoid files from untrusted sources, and always be sceptical.

References

http://malware.wikia.com/wiki/Rogue_security_software
http://www.us-cert.gov/cas/tips/ST05-007.html
http://www.wired.com/techbiz/media/news/2004/01/61852
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Help Your Family Be Safe
Help Your Family Be Safe

Be aware of what they are doing, communicate openly about
how they should use the Internet, and discuss why.

Teach them to not share passwords, even with their best friend.

Teach your children to be careful and let you know about any
communication from people they do not know.

Warn them about the penalties of downloading |Ilegal copies of
software, movies, or music.

\%

Discussion points

There are many good resources for talking to your children about their
use of the Internet. The most important step is to talk to them openly
about what is acceptable and what is not.

Teach them the same security habits and awareness that you are gather-
ing, and teach them to be very wary of strangers.

References

http://www.enisa.europa.eu/act/ar/deliverables/2009/cop_initiative
http://www.us-cert.gov/cas/tips/ST05-002.html
http://www.staysafeonline.org/
http://www.microsoft.com/protect/familysafety/default.aspx
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Help Your Family Be Safe

Talk with your family about safe online habits
Help your kids understand that the Internet is a public area.

Help them understand what information should be kept private.
Remind them that their address, age, schools, identification
numbers, bank and payment card information, and phone
numbers are all private.

Discuss with them the right ways and wrong ways
to communicate through e-Mail, social networking
sites, and instant messaging.
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Discussion points

Children often do not recognize risks as we do since they are typically
very trusting. The awareness you instil in them should consider the risks,
and also good habits. These habits should not only include caution, but
also good etiquette when using e-mail, social networks, and other com-
munications.

Help your children understand the issues that are associated with using
the Internet. Help them understand what personal information is and
should be kept private. There are many good sources of information and
presentations available through ENISA to help you in this task.

References

http://www.enisa.europa.eu/media/press-releases/2008-prs/children-on-
virtual-worlds
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Conclusion

v

Discussion points
This is the conclusion of the presentation.
References

N/A
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Slide 24

Online Security is Important

Online Security while at home is important
Be aware of how to be safe and secure
Be vigilant and always cautious

Secure your computer i 55
[ A—
Handle e-mail with care
Surf the Internet carefully

Teach your family to also be secure

101
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Discussion points

Instructor: This is a summary slide that provides an opportunity to repeat the
key themes of the presentation.

Awareness is the most important step in being secure when using the
Internet at Home. Your awareness will help you be vigilant and cautious.

Take basic steps to protect yourself and prevent issues.

Secure your computer by configuring it properly, keeping it updated,
and all security tools installed and enabled.

Handle e-mail and surf the Internet with care. Be cautious and aware.

Lastly, teach your family the same skills - how to be aware and careful.
Your whole family will benefit from this information.

References

N/A
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European Network and Information Security Agency
ox 1309

71001 Heraklion
Greece
Www.enisa.europa.eu
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Discussion points
N/A
References

N/A
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Executive summary

This training reference guide has been created by ENISA in conjunction
with presentation materials for small and medium enterprises to raise
awareness with their employees about crucial and important issues re-
garding identity theft.

These documents are designed to provide easy to understand informa-
tion that focuses attention on the security of personal information and
helps individuals to recognise and respond accordingly to threats.

This material may be used by individuals or presented in a classroom set-
ting by instructors who are involved in their organisation’s security
awareness efforts. This reference guide provides additional notes and ex-
ternal references for trainers and presenters to utilize while performing
security awareness training.
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How to use this manual

This manual is intended to be a guide for instructors of any security
awareness course based on ENISA's Preventing Identity Theft presenta-
tion. This manual is only a guide, and instructors are welcome to use any
portion of this material they deem appropriate. It is at the instructor’s
discretion how to conduct the course and which material to present.

It should be noted however that ENISA recommends that the instructor
carefully consider the skills and knowledge of the students being taught
in developing the course. The material should be tailored to fit the needs
of the students including making it easy to understand, relevant to their
position and responsibilities.

ENISA has chosen focus this material on the general user community
outside of the Information Technology field. As such, this presentation

focuses on the fundamentals of identity theft and avoids the use of com-
plex technical terms to explain risks or solutions.

Structure of the Manual
This manual broken into two parts:

1. How to use this manual (this section)
2. The presentation slides with associated supporting material

Structure of the Presentation Pages
Each of the presentation pages are broken in to three parts:

1. The thumbnail of the slide from the presentation

2. Suggested narratives that provide supporting information and dis-
cussion points

3. Reference materials that support the slide that can be used to do
further research
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Discussion points

This is a good time to have the attendees introduce themselves.

When everyone is introducing themselves, ask them if they think they
have ever been a victim of identity theft, and what do they expect to get
from the course. The answers will tell you what scenarios you can use as
examples for this course, and what their expectations are for this course.
This information is very useful so that you can adjust your discussions

accordingly.
References

N/A
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Slide 2

About ENISA

The European Network and Information Security Agency (ENISA) is an EU agency created to advance the
functioning of the internal market. ENISA is a centre of excellence for the European Member States and
European institutions in network and information security, giving advice and recommendations and acting as a
switchboard of information for good practices. Moreover, the Agency facilitates contacts between the European
institutions, the Member States and private business and industry actors.

Contact details

For contacting ENISA or for general enquiries on information security awareness matters, please use the
following details:

Isabella Santa, Senior Expert Awareness Raising - E-mail: awareness@enisa.europa.eu

Internet: http://www.enisa.europa.eu

Legal notice

Notice must be taken that this publication represents the views and interpretations of the authors and
editors, unless stated otherwise. This publication should not be construed to be an action of ENISA or the
ENISA bodies unless adopted pursuant to the ENISA regulation ((EC) No 460/2004). This publication does not
necessarily represent the state of the art and it might be updated from time to time.

Third-party sources are quoted as appropriate. ENISAis not responsible for the content of the external
sources including external websites referenced in this publication

This publication is intended for educational and information purposes only. Neither ENISA nor any person
acting on its behalf is responsible for the use that might be made of the information contained in this
publication

Reproduction is authorised provided the source is acknowledged.

© European Network and Information Security Agency (ENISA), 2010.

Discussion points

Introduce ENISA and their activities. Suggest that attendees should ex-
amining some of ENISA's other presentations on other aspects of net-
work and information security.

References

http://www.enisa.europa.eu — ENISA's website
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Overview
This presentation discusses the risks and effects of identity theft, how identity
theft happens, and highlights important techniques that people can employ to
protect themselves.
The presentation is divided in to three sections:
What is Identity Theft & How Does It Happen?
How can you protect yourself?
Where can you find more information?
011000:01001000110010111010001011 0. 10104 /
e — *01000 o\d
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Discussion points
Point out that this presentation is intended to make users aware of the =

most common and pervasive risks from identity theft, and also simple
techniques that can eliminate a large percentage of these risks. Point out
that the course is intended for all users, and that it can help protect each
of them from identity theft.

References

N/A
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How to Use This Presentation

This presentation has been created by ENISA to raise awareness about crucial
and important issues regarding the use of e-mail. It does so by providing
security good practices to focus employees’ attention on information security
and allow them to recognise security concerns and respond accordingly.

This presentation may be used by individuals, or presented in a classroom
setting by organisations who are involved in their organisation’s security
awareness efforts.

In conjunction with this presentation, ENISA’s has developed a reference
guide for this training which provides additional notes and external references
for trainers and presenters to utilize while performing security awareness
training using this material.
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Discussion points

This slide is an introduction, and is intended to inform readers that a
presentation guide (this document) exists to support instructors in their
security awareness efforts.

References

N/A
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What is Identity Theft?

Discussion points
This is the start of Section 1,’What is Identity Theft?’ =
References

N/A
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Slide 6

What is Identity Theft?

Someone uses your identity or pretends to be
you, usually to commit fraud or other crimes

They will use your identification to:
Open new credit card or bank accounts
Obtain mobile, telecom or utility services
Make fraudulent purchases in your name
Obtain fraudulent identification papers
Claim rights or privileges to which you are entitled

101
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Discussion points

Instructor: Point out to everyone that they may have already been a victim of
identity theft and not thought of it that way. Use the examples below to
demonstrate the different types of identity theft. Ask people in the room to
raise their hand if they have every had this done to them.

Identity theft is not just a complete assumption of someone else’s iden-
tity, but also the fraudulent use of their credentials and financial informa-
tion. Fraudulent use of someone else’s payment card is a very prevalent
type of identity theft.

Once someone has the ability to use your identity, the most likely things
they will do are:

Credit Card fraud (26%): when someone acquires your credit card
number and uses it to make a purchase.

01_2010_3942_txt_EN.indd 210 @ 12/11/10 12:18



****

L : . * *
Preyentlng |f:|ent|ty theft: ) N enisa
Train the trainer reference guide European Network

x *_and Information
* ¥ i

211

Utilities fraud (18%): utilities accounts are opened in someone else’s
name.

Bank fraud (17%): check/bank draft theft, altering check, theft of ATM
access codes.

Employment fraud (12%): using someone else’s identity to obtain a job.
Loan fraud (5%): applying for a loan using someone else’s identity.

Government fraud (9%): fraudulently acquiring tax benefits or refunds,
government benefits, identification documents, and driver licenses.

Other (13%)
References

http://www.spendonlife.com/quide/2009-identity-theft-statistics
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Slide 7

Who Does It Affect?

It affects over 2% of all people around the world=
Goods and services are purchased fraudulently
Victims suffer lost time, money and credit status

It is a world-wide problem
Annual costs in the UK estimated to be £1.2 Billion GBp*
Annual costs in the USA estimated to be $50 Billion usp*
Annual costs in Australia estimated to be $1 Billion aup*

“US Federal Trade Commission, Javelin Strategy & Research Survey, UK Cabinet Office, Australian Competition and Consumer Commission
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Discussion points

The Javelin Strategy & Research Survey, CERT surveys and US Federal
Trade Commission estimate that between 2 to 4% of all people around
the world are affected by Identity Theft.

The victims of identity theft suffer lost time in addressing the debts and
loans the thief has put in their name, and correcting their credit status.
The time spent is time away from work, from families and things that are
important in their lives.

Fraud also costs businesses who must absorb the costs of the fraud.
These costs, coupled with the costs to the victims are extremely large.

References

http://www.spendonlife.com/guide/identity-theft-statistics
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http://www.idtheftcenter.org/artman2/publish/m_press/Identity_Theft_
The_Aftermath_2008.shtml
http://www.ftc.gov/sentinel/reports/sentinel-annual-reports/sentinel-
cy2008.pdf
http://www.identity-theft.org.uk/
http://www.cifas.org.uk/default.asp?edit_id=968-56
http://www.crimereduction.homeoffice.gov.uk/theft1.htm
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Slide 8

What Information Is Stolen?

An Identity Thief wants any information that
allows him to impersonate someone else

Home Address and Phone number
Date of Birth
Government identification numbers

Financial account numbers
Payment card numbers
Account Passwords or PINs

Medical Information

uugmml)ﬂ1000110010111010001011011010 -
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Discussion points

Thieves are interested in any information that grants access to financial
benefits. Home addresses and phone numbers give information that can
be used to impersonate someone.

Date of Birth and identification numbers can be used to copy or forge a
new identity that can be used to establish new credit, open accounts, or
even transfer and steal money from the real person.

Financial account numbers and payment card numbers coupled with ac-
count passwords and PIN’s give criminals direct access to money which is

ultimately their goal.

Medical information, government identification, and other information
can be used to collect services to which you are entitled.
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The identity thief will use this information to impersonate you by know-
ing enough information to be able to convince someone that they are
indeed you.

References

N/A
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Slide 9

How Does It Happen?

Thieves will gather information from many places
Stolen wallets, checkbooks, and payment cards
Theft of postal mail
Digging through garbage (Dumpster diving)
Dishonest employees who sell information
Theft of computers and computer equipment
Tampering with payment card terminals or ATMs
Social Engineering
Computer break-ins by Cyber-Criminals
Viruses, Malicious Websites and Spyware
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Discussion points

According to surveys performed in several countries, stollen wallets,
checkbooks and payment cards are the primary source of personal infor-
mation when the victim can identify the source of the identity theft. 43%
of victims knew the person who stole their identity.

Thieves will go through people’s mailboxes looking for checks, bank
statements, and payment card applications. They will use this informa-
tion to forge checks, change addresses, and apply for payment cards.

Thieves will rummage through garbage bins of people and companies
looking for any information that is useful such as discarded documents,
bills, or anything else that contains personal information. Many docu-
mented cases occur every year where thieves will dig through garbage
bins and find personal or confidential information. What is more surpris-
ing is that this information is so easy to find.
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The market for personal information is very profitable and large. Crimi-
nals around the world are eager to pay for this information, and thieves
are eager to steal it for them. The money is enticement to dishonest em-
ployees who will sell it to make money. Thieves will tamper with payment
card terminals and ATMs and place devices in them to collect payment
card numbers and PINs. Some ingenious thieves will use social engineer-
ing — which is the technique of persuading someone to do something
they wouldn't normally do, such as give you their personal information,
account numbers, passwords, and information needed to perform iden-
tity theft.

There are also technical attacks that collect information from computers
and servers. These computers that are compromised can be a user’s per-
sonal computer, or can be large company systems. Several recent exam-
ples of computer incidents have resulted in significant loss of personal
information.

References

http://www.spendonlife.com/qguide/identity-theft-statistics

http://www.ftc.gov/sentinel/reports/sentinel-annual-reports/sentinel- >
cy2008.pdf

http://www.cifas.org.uk/default.asp?edit_id=968-56
http://www.crimereduction.homeoffice.gov.uk/theft1.htm
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Slide 10

Risk: Mail and Garbage

Stealing Postal Mail or
Thieves will steal postal mail for the personal information.

Thieves will also steal postal mail to collect offers for bank
accounts and payment cards and then submit the offers with
fraudulent addresses.

Searching Garbage Bins

Thieves will search garbage bins to find personal information that
is thrown away.

A survey in the UK found that 96% of all garbage bins contained
personal information that could be used by identity thieves.
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Discussion points

Thieves will actually lie in wait for postal mail delivery and collect the
mail from postal boxes. They will search for anything that looks like it
might contain personal information, or any offers for payment cards,
loans or other financial services. They will fill out applications for financial
services and forge the information to redirect the services to themselves.

Searching garbage bins is not only an issue for individuals, but also for
companies. Many highly publicised incidents have occurred where com-
petitors have hired investigators to search through a company’s garbage
for information about operations, new product designs, and any com-
petitive knowledge or trade secrets. The documents that they find give
them a considerable amount of valuable insight.

References

http://www.identitytheft.info/securingmail.aspx
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http.//www.deseretnews.com/article/1,5143,600129714,00.htm|
http://www.msnbc.msn.com/id/4460349/
http://en.wikipedia.org/wiki/Dumpster_diving
http://www.combat-identity-theft.com/uk-identity-theft-statistics.html
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Risk: Phishing & E-Mail

Phishing /
Using e-Mail to trick someone in to sending ,g
personal information or visiting a malicious website. m
Phishing e-mails are very creative

Someone requests you to help them collect a large sum of
money, and requesting banking information from you.

An alert from a bank, payment card company or online site
that claims your account has been compromised and you need
to verify your PIN, or reset your password.

Mortgage or loan company offering low rates if you provide
your detailed financial information.
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Discussion points

Phishing is a type of social engineering. It is a method of convincing some-
one to do something they wouldn't otherwise do. By using various types of
enticements they convince people to send them confidential and personal
information. The enticement of a large amount of money, or the urgency of
your bank account being affected causes some people to make rash and
unwise choices. These types of emails circulate on a daily basis.

Instructor: Bring some examples of phishing e-mails either that you have re-
ceived, or that you can collect from the sources we provide in the references.

References

http://antivirus.about.com/od/emailscams/ss/phishing.htm
http://en.wikipedia.org/wiki/Phishing
http://www.irs.gov/newsroom/article/0,,id=155682,00.html|
http://www.technicalinfo.net/papers/Phishing.html|
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. Risk: Malware
Malicious Software
Many types of malicious software will collect personal
information from a victim’s computer.
Some malicious software will monitor what the user
types, or what sites he visits.
o uuoummomunuuoi0111010001011011010
Discussion points
Malicious software are programs that are installed on your computer >

without your knowledge or consent. The programs that collect personal
information is typically called spyware or keyloggers. This type of soft-
ware is specifically designed to search for personal information, and in
fact many modern versions of malicious software are specifically de-
signed to focus only on personal information.

References

http://www.informationweek.com/news/security/vulnerabilities/showArticle.
jhtml?articlelD=219400767

http://www.antiphishing.org/reports/APWG_CrimewareReport.pdf
http://www.spywareguide.com/articles/identity-theft-spyware-2.php
http://blogs.zdnet.com/security/?p=1598

http://ddanchev.blogspot.com/2008/07/coding-spyware-and-malware-
for-hire.html
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Slide 13

Risk: Hijacked ATMs

Tampering with ATM or Payment Card Terminals

Thieves will attach devices to ATMs or Payment Card
Terminals that will record the Payment Card Number.

Thieves will install cameras or watch people as they use
ATMs and Payment Card Terminals to collect their PINs.
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Discussion points

Tampering with ATM or Payment Card Terminals is a worldwide problem.
Thieves will use a wide variety of tools such as skimmers, key and data
loggers, and cameras to gather data from ATMs and Payment Card Termi-
nals. Some will even use simple tactics of distraction and observation to
watch you input your payment card information. New technology has re-
duced the amount of fraud, but thieves have responded with new tactics.

References

http://www.enisa.europa.eu/act/ar/deliverables/2009/atmcrime
http://www.snopes.com/fraud/atm/atmcamera.asp
http://www.schneier.com/blog/archives/2010/01/atm_skimmer.html

http://www.krebsonsecurity.com/2010/01/would-you-have-spotted-the-
fraud/
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How To Protect Yourself

Discussion points
This is the start of Section 1,’How to Protect Yourself” =
References

N/A

01_2010_3942_txt_EN.indd 223 @ 12/11/10 12:28



* %
* *
* * Promoting information security
ZZ *; emfgpmugrm as a cultural and behavioural change

*
& *  Security Agency

Slide 15

Protect Your Information

Secure Any Medium That Contains Your Personal
Information

Do not leave your purse, briefcase or wallet unattended.

Leave at home any payment cards and government
identification you don’t use, and safely lock them away.

Do not leave behind any receipts with payment card
numbers or other financial information on them.

Lock up your laptop, backups, thumb drives and
anything else that has personal data.
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Discussion points

Based on the information presented earlier, it is clear that any medium
that contains our personal information should be protected. Since most
instances of identity theft are the result of stolen wallets, purses and
check books, it would seem sensible to reduce the opportunity for some-
one to steal them.

If you don't need a document or a payment card, reduce your risk and
leave it at home locked away safely. This will minimize the opportunity
for a thief to steal your information, and if your wallet or purse is stolen,
the time you will need to cancel those cards and recover from any dam-
age is greatly reduced.

Paper receipts often have payment card numbers printed on them. This

information is highly sensitive and should be carefully protected. Never
leave a receipt behind at a store, restaurant or termina. A thief can use
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this information to perform identity theft, or even make charges using
your number.

Lock up any device that has personal data on it. Never leave it lying
about. Make a list of all the devices on which you keep personal data.
Reduce the number of devices to only those that are necessary to con-
tain that information. Those that are necessary (actual computer hard
disks, and computer backups) should be locked away when they are not
in use. In the case of computer backups, ensure they remain secure, as
they can potentially hold multiple copies of your personal information if
you perform frequent backups.

References

http://www.cifas.org.uk/default.asp?edit_id=552-56
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Secure Your Computer

Install & Maintain Appropriate Security Tools
Anti-Virus & Anti-Spyware Software
Anti-SPAM and Anti-Phishing e-Mail Filtering Tools
Personal Firewall
Web Browser tool that alerts you of malicious sites
Regularly install the latest operating system and -
application patches.
Check the security at websites that
ask for personal or payment card
information.

-
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Discussion points

The appropriate use of security tools will limit your exposure to malicious
software which will search out your personal information. It will also lim-
it the ability of an attacker to compromise your system and search for the
information themselves. These tools will also help you identify malicious
websites that can be the source of malicious software, or are known sites
that are targets for phishing scams.

References

http://www.cifas.org.uk/default.asp?edit_id=552-56
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Slide 17

Secure Postal Mail & Garbage

Secure your postal mail
Secure and lock your personal mailbox
Don’t leave mail in the mailbox for long periods of time
Send your outgoing mail from a post office
Shred all personal records you discard
Bank and payment card statements
Bank or credit card offers

Any documents that contain personal information

011000:01001000110010111010001011 0. 1010443

Discussion points

Eliminate the opportunity for someone to find personal information in =
your garbage bins. Shred any personal information, expired or cancelled
payment cards, financial documents, or any other documents that con-

tain personal information. The purchase of a reliable shredder is a worth-

while investment.

Talk to your post office to determine what are good ways to secure your
mailbox. If it can’t be locked, consider using a postal box at the post office.

Leaving incoming mail, or placing outgoing mail in our mailbox can at-
tract thieves who will collect bills, payment checks, and any documents
that contain personal information. Thieves will even take checks and al-
ter them so that they can cash them for themselves.

References

http://www.identitytheft.info/securingmail.aspx
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Keep Information Private

Never give out your personal information

Companies will never ask you to send the password or PIN to your
account via email.

If someone calls and asks for personal information, ask if you can
call them back. Then call them back using a telephone number
you know to be legitimate.

Unless it is required, do not write down any payment card or
government identification numbers on any documents.

Never lend someone your payment cards or
government identification.
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Discussion points

While it might seem simple enough not to give out our personal informa-
tion, you would be surprised how often we actually do it. Remember the
statistic that 43% of all identity theft is perpetrated by someone we know?
How often do you give someone your password, or lend them your pay-
ment card? How often do you tell friends information about you that
could be used for identity theft. Keep this information private. Informa-
tion like passwords and PINs should never be shared with anyone.

Never leave behind personal information on documents. Never put them
on websites. Think carefully before posting personal information on social
networking sites. Ask yourself, what could someone do with this informa-
tion. Ask yourself, would | normally tell this information to a stranger. The
best advice is to keep your personal information private.

References

N/A

01_2010_3942_txt_EN.indd 228 @ 121110 12:26



* %
* *
L . . * *
Pre_ventmg |flent|ty theft: ) ) enisa 229
Train the trainer reference guide European Network
*x * _and Information
* * i
Slide 19
Protect Your Passwords
Keep Passwords and PINs private
Do not share passwords or PINs with anyone!
Change your account passwords often.
Do not use common or easy to guess information as
your password or your PIN.
Do not keep passwords or PINs in your wallet.
Do not let other people watch over your shoulder while
you input your password or PIN.
Discussion points
While it might seem simple enough not to give out our personal informa- =

tion, you would be surprised how often we actually do it. Remember the
statistic that 43% of all identity theft is perpetrated by someone we
know? How often do you give someone your password, or lend them
your payment card? Information like passwords and PINs should never
be shared with anyone.

Do not keep this information somewhere that someone could access it.
Since wallets and purses are a desirable target for thieves, they are a very
bad place to store passwords or PINs. Keeping them in the same place as
the payment card is an invitation for an identity thief to instantly get ac-
cess to your accounts.

Be very careful of people looking over your shoulder or crowding you

when you are using an ATM or payment card terminal. If you find that you
cannot input your information in privacy, move to another terminal or
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ATM where you can have privacy. The inconvenience will be simpler than
the inconvenience you could have from identity theft.

References

N/A
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Monitor Your Accounts

Monitor your bank and payment card accounts
Save receipts from all charges
Review monthly statements immediately

Check for unauthorized or suspicious activity

Monitor your credit history
Check for new accounts or debts
Check for new enquiries

Check for new addresses or names

011000:01001000110010111010001011 0. 103, 0 §

Discussion points

While you may behave very securely, there are still situations where your =
personal information can be stolen and used. There are many publicized
situations where companies have lost their customer’s personal information.

The best way to protect yourself against these situations is to regularly mon-
itor all your accounts and credit history. Your credit history will inform you of
accounts, enquiries, and other activity that may indicate identity theft.
Each country in the EU has their own method of monitoring credit his-
tory. Some are set up by the central bank, others through private entities.
Identify the one that is most relevant to your area.

References

http://ec.europa.eu/internal_market/consultations/docs/2009/credit_histories/
egch_report_en.pdf
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Report Any Fraud Early

As soon as you suspect a problem:

Contact the fraud department at the major credit bureaus and
inform them that you're an identity theft victim.

Request that a "fraud alert" be placed in your file, along with
a victim's statement asking creditors to call you before
opening any new accounts or changing existing accounts.

File a report with the police and obtain a report number.
) : . r+ 4
Keep records of all your efforts, including copies of 4
written correspondence and records of telephone calls. . T
%
v
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Discussion points

Report fraud as soon as you identify it. The earlier you identify it, the ear-
lier it can be stopped, and the damage can be minimized.

Contact the credit agency in your region and determine what steps they
can take to help you protect your identity. Each agency has steps they
can take ranging from providing reports to putting flags on your profile
to alert you if additional situations appear.

References

http://www.cifas.org.uk/default.asp?edit_id=701-79
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Report Financial Fraud Early
If your Bank or Payment Card is affected
Report suspicious items to your bank or payment card
company immediately.
Request your payment cards be changed.
Immediately change your passwords and PINs.
011000:01001000110010111010001011 0. 1010 /
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Discussion points
If you notice fraud through your financial institution, bank, or payment =

card, notify them immediately. Request that any further charges or drafts
be blocked and that all passwords, PINs, and card numbers be changed.

Early notification will limit the impact of the fraud.
References

N/A
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Resources

Discussion points

This section presents some resources that people can use to assist with
any Identity Theft issues or questions they might have.

References

N/A
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Resources: Protect Yourself

Credit Report Resources in the UK

Experian Ltd Callcredit Ltd

Consumer Help Service Consumer Services Team
PO Box 9000 PO Box 491

Nottingham Leeds

NG80 7WP LS3 1wz

Equifax Plc

Credit File Advice Centre

PO Box 1140

Bradford

BD1 5US

CIFAS Protective Registration

Consider registering with the CIFAS Protective Registration Service. CIFAS Protective Registration
may be placed by individuals against their own address when they have good reason to believe it
may be used by a fraudster, for example, when a passport has been stolen. For a full explanation
of the CIFAS Protective Registration Service, go to www.cifas.org.ul
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Discussion points
N/A
References

N/A
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fenisa Resources: Research

The EU Fraud Prevention Expert Group has prepared a report on identity theft
and fraud in the financial sector.

http://ec.europa.eu/internal_market/fpeg/docs/id-theft-report_en.pdf

UK - Home Office Identity Fraud Steering Committee: This site containing
useful information for consumers and traders on identity fraud.

http://www.identity-theft.org.uk/

CIFAS (UK Fraud Prevention Service). In the United Kingdom, the fraud prevention
service CIFAS operates a database which is used by the majority of the British
financial services industry.

http://www.cifas.org.uk/
Cardwatch is a UK banking industry initiative that aims to raise awareness of card
fraud prevention. It is managed by APACS, the UK payments association. The
Cardwatch site contains a section on tips for cardholders to avoid identity fraud.
http://www.cardwatch.org.uk/
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Discussion points
N/A
References

N/A
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Conclusion

Discussion points
This is the conclusion of the presentation. =
References

N/A
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You Can Stop Identity Theft

Protect Your Personal Documents & Information
Secure Your Computer

Protect Your Postal Mail and Garbage
Keep Personal Information Private %

Protect Your Passwords
Monitor Your Accounts

N
Report Any Suspicious Activity Early a-
e
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Discussion points

Instructor: This is a summary slide that provides an opportunity to repeat the
key themes of the presentation.

As we talked about in the beginning, Identity Theft is a serious problem
with serious consequences. You can reduce the risk associated with Iden-

tity Theft by taking some simple precautions.

Protect your personal documents and information by keeping them
locked away if they are not needed.

Secure your computer to protect against malicious programs and intrud-
ers who look for personal information you store there.

Keep your personal information private and do not share it. This includes
passwords, PINs, account numbers, and identification numbers.

01_2010_3942_txt_EN.indd 238 @ 121110 12:29



**’ﬁ

Lo . § * *
Pre_ventmg |flent|ty theft: ) 7 enisa
Train the trainer reference guide European Network

K *andinformation

239

Monitor your accounts, and report any suspicious activity early to mini-
mize the damage.

References

N/A
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Discussion points
N/A

References
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Executive summary

This training reference guide has been created by ENISA in conjunction
with presentation materials for small and medium enterprises to raise
awareness with their employees about how to be secure when working
remotely.

These documents are designed to provide easy to understand informa-
tion that focuses employees’ attention on information security and en-
courages them to recognise and respond accordingly to threats.

This material may be used by individuals or presented in a classroom set-
ting by instructors who are involved in their organisation’s security
awareness efforts. This reference guide provides additional notes and ex-
ternal references for trainers and presenters to utilise while performing
security awareness training.

Vi
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How to use this manual

This manual is intended to be a guide for instructors of any security aware-
ness course based on ENISA’s Security while working remotely presenta-
tion. This manual is only a guide, and instructors are welcome to use any
portion of this material they deem appropriate. It is at the instructor’s dis-
cretion how to conduct the course and which material to present.

It should be noted however that ENISA recommends that the instructor
carefully consider the skills and knowledge of the students being taught
in developing the course. The material should be tailored to fit the needs
of the students including making it easy to understand, relevant to their
position and responsibilities.

ENISA has chosen focus this material on the general user community out-
side of the Information Technology field. As such, this presentation focus-

es on the fundamentals of how to be secure when working remotely and
avoids the use of complex technical terms to explain risks or solutions.

Structure of the manual
This manual broken into two parts:

1. How to use this manual (this section)
2. The presentation slides with associated supporting material

Structure of the presentation pages
Each of the presentation pages are broken in to three parts:

1. The thumbnail of the slide from the presentation

2. Suggested narratives that provide supporting information and dis-
cussion points

3. Reference materials that support the slide that can be used to do
further research
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Discussion points

This is a good time to have the attendees introduce themselves.

When everyone is introducing themselves, ask them to also say how they

>

use e-mail, and what do they expect to get from the course. The answers
will tell you what scenarios you can use as examples for this course, and
what their expectations are for this course. This information is very useful

so that you can adjust your discussions accordingly.
References

N/A
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About ENISA

The European Network and Information Security Agency (ENISA) is an EU agency created to advance the
functioning of the internal market. ENISA is a centre of excellence for the European Member States and
European institutions in network and information security, giving advice and recommendations and acting as a
switchboard of information for good practices. Moreover, the Agency facilitates contacts between the European
institutions, the Member States and private business and industry actors.

Contact details

For contacting ENISA or for general enquiries on information security awareness matters, please use the
following details:

Isabella Santa, Senior Expert Awareness Raising - E-mail: awareness@enisa.europa.eu

Internet: http://www.enisa.europa.eu

Legal notice

Notice must be taken that this publication represents the views and interpretations of the authors and
editors, unless stated otherwise. This publication should not be construed to be an action of ENISA or the
ENISA bodies unless adopted pursuant to the ENISA regulation ((EC) No 460/2004). This publication does not
necessarily represent the state of the art and it might be updated from time to time.

Third-party sources are quoted as appropriate. ENISAis not responsible for the content of the external
sources including external websites referenced in this publication

This publication is intended for educational and information purposes only. Neither ENISA nor any person
acting on its behalf is responsible for the use that might be made of the information contained in this
publication

Reproduction is authorised provided the source is acknowledged.

© European Network and Information Security Agency (ENISA), 2010.

Discussion points

Introduce ENISA and their activities. Suggest that attendees should ex-
amining some of ENISA's other presentations on other aspects of net-
work and information security.

References

http://www.enisa.europa.eu — ENISA's website
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Overview

This presentation discusses the importance of security when working remotely
and highlights simple techniques that users can employ to protect themselves
while they are working remotely.

The presentation is divided in to two sections:

Why security is important while working remotely

How to be secure while working remotely

011000:01001000110010111010001011 0. 1010,
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Discussion points

Point out that this presentation is intended to make users aware of the
most common and pervasive risks when working remotely, and also sim-
ple techniques that can eliminate a large percentage of these risks. Point
out that the course is intended for all users, and that it can help each of
them work safely and securely while they are remote.

Vi

References

N/A
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How to Use This Presentation

This presentation has been created by ENISA to raise awareness about crucial
and important issues regarding working remotely. It does so by providing
easy to understand information that focuses employees’ attention on
information security and allows them to recognise and respond accordingly to
threats while working remotely.

This presentation may be used by individuals, or presented in a classroom
setting by instructors who are involved in their organisation’s security
awareness efforts.

In conjunction with this presentation, ENISA’s has developed a reference
guide for this training which provides additional notes and external references
for trainers and presenters to utilize while performing security awareness
training using this material.
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Discussion points

This slide is an introduction, and is intended to inform readers that a
presentation guide (this document) exists to support instructors in their
security awareness efforts.

References

N/A
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Slide 5

Why Security is Important While
Working Remotely

Discussion points

This is the start of Section 1, ‘Why Security is Important While Working
Remotely?’

References

Vi

N/A
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Slide 6
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fensa Why Be Secure

Working Remote Presents Many Risks
You are responsible for your own security

Public places can have criminals and competitors

Lack of preparation can make you an easy target

Good preparation can limit the risks!
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Discussion points

When you work remotely, you are responsible for ensuring the security of
yourself, your belongings, and your information. When you work remote-
ly, you do not have the benefit of the security you have in your office. You
typically do not often have control over your environment or the people
you are around. This makes working remotely more of a risk than your
environment at work or at home. Lack of preparation for working re-
motely can make you an easy target for thieves, pick-pockets, unscrupu-
lous competitors, and other criminals.

Good preparation however can significantly reduce your risks and make
your experience far more relaxing and productive.

References

http://www.itpro.co.uk/126695/remote-working-is-major-network-security-
concern
http://www.itpro.co.uk/187986/remote-working-is-the-chink-in-the-network-
armour
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Slide 7

Risks of Working Remotely

A lack of security can result in significant losses
Theft of property and valuables
Loss of confidential information

Simple techniques can make you secure ﬂ‘

Personal security to protect yourself

L

Protection of your valuables and information

Discussion points

If you do not have good security habits, you can suffer a significant loss.
You can have your property or valuables stolen. This might include your
wallet, money, jewellery, and identification documents. You may also
lose confidential information you're carrying. The theft of wallets, check
books, and the identification cards, payment cards, and bank account in-
formation they contain is the main methods of identity theft. The loss of
these items can also hamper any plans or travel.

Vi

The theft may include a briefcase or a laptop. The information that they
contain can include confidential company product plans, customer
names, proprietary knowledge, and other items that can be very valua-
ble to a competitor. Even the personal information that is stored there is
valuable to a thief. The inconvenience that results can spoil your work
and your travel.
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What can seem like a simple incident can actually result in a significant
problem.

Simple techniques can, however, protect you against many of these se-
curity risks. These simple techniques should focus on your personal secu-
rity to protect yourself, how to protect your valuables and confidential
information, knowing where to find assistance when you need it, and
having contingency plans in case of emergencies.

References

N/A
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How to Be Secure While
Working Remotely

Discussion points
This is the start of Section 2,’'How to Be Secure While Working Remotely’
References

N/A
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Slide 9

Prepare Yourself

Prepare yourself and your materials for any
remote work

Only take documents that you absolutely need

Travel with as few valuables as possible.

Lock away any other confidential documents, identification,
payment cards, or other personal information you don’t need.
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Discussion points

It is important to prepare for any remote work — whether just working
from home, or while on the road.

When you are preparing, only pack what you need. Avoid taking any
data, documents, information, or valuables that you do not absolutely
need while you are away from the office. This will reduce the risk and
amount of data that is lost if something does happen to your computer
while you are working remotely. It will also reduce the number of things
you must worry about and secure.

Know what information is the most sensitive and avoid taking that type
of information if at all possible. Information such as your personal identi-
fication, customer confidential or personal data, protected information
(by law, or regulation), sensitive business plans, and proprietary data
should be left at the office. There are numerous examples of employees
losing valuable data after taking it home or while working remotely.
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By locking away any payment cards, identification or other personal in-
formation, you ensure it is safe while you are gone.
References
http://www.cio.com.au/article/184746/fragility_road-warrior_security
http://www.securityfocus.com/infocus/1186
http://fcw.com/Articles/2008/03/03/Stolen-VA-laptop-caught-in-safety-
net.aspx
http://www.dodbuzz.com/2009/12/22/top-secret-brit-laptop-stolen/
http://www.securityfocus.com/news/11393
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Slide 10

Prepare Your Computer

Check that you have prepared your computer to
work securely while you are remote
Ensure you have a physical computer lock

Ensure your operating system is patched, and all security tools
and anti-virus are enabled and up-to-date

Only take the information that you absolutely need
Encrypt the data on your computer

Perform a computer data backup
before you leave the office

v
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Discussion points

If you are taking your computer, it is important to ensure that it is secure.
Not only is the computer itself valuable to a thief, but the data contained
on it is also valuable to thieves and competitors. Many people have been
the victim of computer theft which has resulted in the loss of sensitive
company secrets, millions of personal records and information, and gov-
ernment secrets. Proper preparation might have prevented these losses.

A good computer lock will allow you to secure your computer while you
are working on it, and will prevent most snatch-and-grab thefts.

Patching your computer and making sure it is up-to-date gives you the
most recent security tools before you go on the road. It will minimize the
exposure to malware, and attacks when your ability to make updates
may be limited.
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If you must take confidential or sensitive information and data on your
laptop, encrypt it. Your company should be able to provide you with a
solution, as many newer operating systems include disk encryption tech-
nology, and many third party tools are available as well.

Performing a data backup allows you to restore information if your sys-
tem is stolen, damaged or has an accident while you are remote. Know-
ing that any damage to your computer can be mitigated by having a
backup of your data can make you breathe a little bit easier.

References

http://www.securityfocus.com/infocus/1187
http://technet.microsoft.com/en-us/windows/aa905065.aspx
http://docs.info.apple.com/article.html?path=Mac/10.4/en/mh1877.html
http://www.truecrypt.org/
http://www.pgp.com/products/wholediskencryption/

Vi
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Slide 11

Communicate

Communicate frequently

Communicate your plans and itinerary with
office associates and family members

Inform them of any changes or status

Observe and read any notices from your
company or other news sources regarding
risks in your area
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Discussion points

Frequent communication with family members and office associates can
ensure that if anything happens to you, there is someone with knowl-
edge of your plans and your itinerary.

Also observe any notices from your company about new policies, proce-
dures, security issues, and other information about how to work remote-
ly. The communication between you, your office, and your co-workers is
one of the most important parts about working remotely. Without this
communication it is easy to lose touch with important changes, and not
hear about necessary information.

References

http://homebusiness.about.com/od/workingathome/a/telework_gas.htm

http://www.bizjournals.com/stlouis/stories/2009/10/26/smallb1.html?q=
telecommuting%20communication
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Physical Surroundings

Be aware of your physical surroundings
Make sure doors to locked areas close behind you

Lock your room or office when you step away

i

Do not leave valuables, your computer or important
documents unattended in public places, in hotel rooms, or in
your car.

Be aware of people or activities occurring around you

/
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Discussion points

Your physical surroundings can have a very big impact on the security of
yourself, your computer, and your belongings. Ensure physical security is
in place when you are working. Having locked doors and safe places to
work can reduce your stress and allow you to focus on your task at hand.

Vi

If you step away, even for a moment, make sure the room or area where
you are working is secure. Do not leave doors to rooms open or unlocked.

Never leave valuables such as computers, your mobile phone, thumb
drives and other storage devices unattended in a public place. Even
when you think an area is secure, still protect these items by keeping
them locked up and out of sight. Never leave these items in hotel rooms
as staff and outsiders can gain access to your room and remove these
items while you are away.
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Be aware of your surroundings and the activities occurring around you
—they can be good indications if an unsafe situation may be occurring, or
of any impending security threats. It is not necessary to be paranoid, but
awareness is part of a good defence.

References

http://www.securityfocus.com/infocus/1186
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Slide 13

Protect Information

Protect your confidential information
Do not work on confidential information in public places

Keep information you are not using locked away and out of
sight from others around you

Do not use public computers for viewing any confidential
or personal information

Do not let others use your computer
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Discussion points

If you are carrying confidential or personal information, it is important to
protect at all times — when you are using it, or when you are just carrying
or storing it.

Public places can be full of people interested in the information you may
be working on. Some could be thieves, and others could be your com-
petitor. Some information you may be carrying may be protected by laws
and regulations and must be kept confidential. Working on this data in
public places exposes it to disclosure. You or your company could be held
liable for disclosing that information.

Vi

Public computers are not well protected. Previous users may not have
used safe habits to surf the Internet, or may have intentionally installed
malicious software that collects any sites you visit, any screens you view,
or anything you type - including usernames, passwords, bank account
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numbers, or any other confidential information. Avoid public computers
for any work that involves personal or confidential information.

If you are travelling with your office computer, it is important to not let
others use that computer. They can view confidential information that
you have stored on it. They can visit malicious websites and install soft-
ware (intentionally or by accident) that compromise the computer. They
may also simply steal the computer from you. Never allow anyone, even
family members to use your office computer. It is your responsibility to
protect the company’s confidential information, and if there is informa-
tion that is protected by law or regulation, you can be liable for its safety.

References

http://www.microsoft.com/atwork/security/laptopsecurity.aspx
http://www.cio.com.au/article/184746/fragility_road-warrior_security

http://holton.it-online.co.za/index.php?option=com_content&view=article @
&id=23%3Akeeping-systems-and-data-safe-and-secure-while-working-
remotely&Itemid=1
http://www.cisco.com/web/CA/pdf/Understanding_Remote_Worker_
Security_A_survery_of_User_Awareness_vs_Behaviour.pdf
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Slide 14

Protect Your Computer

Protect and secure any device that is valuable or
contains confidential information
. Use a physical cable lock to secure your computer

- Never leave your computer, mobile phone, storage devices, or
documents unattended

Ensure your computer has a screen-saver enabled
- Install a privacy screen on the computer display
Only use company approved secure network connections

Discussion points

Never leave your computer unsecured or unattended. This invites a thief
to steal the computer, to attempt to access it, and to not only benefit
from the value of the computer, but also the information it contains.
Leaving documents or a computer in your car, your hotel room, or any
other public place is an invitation for a thief. A single laptop in the United
States was stolen from a government employee’s home and resulted in
the loss of over 1 million personal records and information.

Vi

By ensuring your security tools are up-to-date you can minimize the risk
while travelling by knowing you have the most recent updates available.

Configuring screensavers and installing privacy screens on your compu-
ter display can provide some limited protection when working in public
areas where others might be able to see your screen. It will not protect
your computer if you leave it unattended. A thief or attacker may still
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sneak up to your computer before the screensaver engages and steal or
view information.

Avoid connecting to wireless networks — while some may seem secure,
there are many locations where wireless networks are actually spoofed
sites and malicious sites which monitor everything you do over the net-
work. They will monitor your Internet usage, any messages or informa-
tion you send, and attempt to intercept connections to secure websites.

Instructor: Take note of the remote access tools that are available. Identify
how a user would request remote access, and what policies and procedures
the user must follow.

To help protect your security while working remotely, only use the com-
pany provide secure network connection — which is often referred to as
the 'VPN’ (Virtual Private Network). If configured correctly, this network
will allow you to transmit data securely to and from your company. It
does not provide any additional security for your computer, but it will
limit the ability of anyone else on the public network (including thieves
and attackers) to view your confidential data as it is sent to and from your
computer.

References

http://www.onguardonline.gov/topics/laptop-security.aspx
http://www.microsoft.com/atwork/security/laptopsecurity.aspx
http://technet.microsoft.com/en-us/library/cc722662.aspx
http://blogs.techrepublic.com.com/10things/?p=335
http://www.securityfocus.com/brief/910
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Slide 15

Handling Problems

What to do if your computer is stolen
- Notify your company immediately

Request your IT support to change your network password to
help secure access to corporate servers.

Report the theft to local authorities (police, etc.)

If confidential data was on the computer, contact
the appropriate person at your company so they
can take appropriate action.

" uuoummomun1100101110100010110 11030

Discussion points

Instructor: Identify the incident response procedures for the organisation
and what steps a user should take if their laptop is stolen.

If your computer is stolen it is important to report it immediately. Any
delay in reporting the laptop theft can create liability for you and the
company. Reporting it immediately allows your company and the au-
thorities to respond to the theft quickly and appropriately. Let your com-
pany know what information you had on it, when it was stolen and any
other facts they need for their investigation.

Vi

References

N/A
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Slide 16

Conclusion

Discussion points
This is the conclusion of the presentation.
References

N/A
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Slide 17

Security is Important

Security while working remotely is important

- Preparation is important so you can protect

« Yourself
» Your valuables
« Your information

~ Be aware of how to be safe and secure

011000:01001000110010111010001011 0. 103, 0 §

Discussion points

Instructor: This is a summary slide that provides an opportunity to repeat the
key themes of the presentation.

As we talked about in the beginning, E-mail is important to both compa-
nies and individuals.

Vi

We also discussed the many security risks to E-mail including loss of con-
fidentiality, authenticity, and risk of fraud.

We talked about key ways to protect yourself:
Don't send confidential or personal information via E-mail

Recognise fraudulent E-mails including phishing, SPAM, and E-mails with
malicious content.
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Lastly, take advantage of the tools that are out there to protect your com-
puter from fraudulent E-mails, malicious software, and SPAM.

References

N/A

01_2010_3942_txt_EN.indd 272 @ 12/11/10 12:34



**’*

. . . x *
Sec.urlty whgn working remot.ely. + enisa
Train the trainer reference guide European Network

x X and information

Slide 18

European Network and Information Security Agency
P.O. Box 1309

71001 Heraklion

Greece

Www.enisa.europa.eu

Discussion points
N/A
References

N/A

Vi
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Executive summary

This training reference guide has been created by ENISA in conjunction
with presentation materials for small and medium enterprises to raise
awareness with their employees about the importance of security while
travelling.

These documents are designed to provide easy to understand informa-
tion that focuses employees’ attention on information security and en-
courages them to recognise and respond accordingly to threats.

This material may be used by individuals or presented in a classroom set-
ting by instructors who are involved in their organisation’s security
awareness efforts. This reference guide provides additional notes and ex-
ternal references for trainers and presenters to utilise while performing
security awareness training.

VII
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How to use this manual

This manual is intended to be a guide for instructors of any security
awareness course based on ENISA's Security while travelling presenta-
tion. This manual is only a guide, and instructors are welcome to use any
portion of this material they deem appropriate. It is at the instructor’s
discretion how to conduct the course and which material to present.

It should be noted however that ENISA recommends that the instructor
carefully consider the skills and knowledge of the students being taught
in developing the course. The material should be tailored to fit the needs
of the students including making it easy to understand, relevant to their
position and responsibilities.

ENISA has chosen focus this material on the general user community
outside of the Information Technology field. As such, this presentation

focuses on the fundamentals of security while travelling and avoids the
use of complex technical terms to explain risks or solutions.

Structure of the manual
This manual broken into two parts:

1. How to use this manual (this section)
2. The presentation slides with associated supporting material

Structure of the presentation pages
Each of the presentation pages are broken in to three parts:

1. The thumbnail of the slide from the presentation

2. Suggested narratives that provide supporting information and dis-
cussion points

3. Reference materials that support the slide that can be used to do
further research
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Slide 1

Security While
Travelling

K
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Discussion points
This is a good time to have the attendees introduce themselves.

When everyone is introducing themselves, ask them to also say if they
currently or will travel for business, and what do they expect to get from
the course. The answers will tell you what scenarios you can use as exam-
ples for this course, and what their expectations are for this course. This
information is very useful so that you can adjust your discussions accord-
ingly.

Vil

References

N/A
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Slide 2

About ENISA

The European Network and Information Security Agency (ENISA) is an EU agency created to advance the
functioning of the internal market. ENISA is a centre of excellence for the European Member States and
European institutions in network and information security, giving advice and recommendations and acting as a
switchboard of information for good practices. Moreover, the Agency facilitates contacts between the European
institutions, the Member States and private business and industry actors.

Contact details

For contacting ENISA or for general enquiries on information security awareness matters, please use the
following details:

Isabella Santa, Senior Expert Awareness Raising - E-mail: awareness@enisa.europa.eu

Internet: http://www.enisa.europa.eu

Legal notice

Notice must be taken that this publication represen ts the views and interpretations of the authors and
editors, unless stated otherwise. This publication should not be construed to be an action of ENISA or the
ENISA bodies unless adopted pursuant to the ENISA regulation ((EC) No 460/2004). This publication does not
necessarily represent the state of the art and it might be updated from time to time.

Third-party sources are quoted as appropriate. ENISA is not responsible for the content of the external
sources including external websites referenced in this publication

This publication is intended for educational and information purposes only. Neither ENISA nor any person
acting on its behalf is responsible for the use that might be made of the information contained in this
publication.

Reproduction is authorised provided the source is acknowledged.

© European Network and Information Security Agency (ENISA), 2010.

Discussion points

Introduce ENISA and their activities. Suggest that attendees should ex-
amining some of ENISA's other presentations on other aspects of net-
work and information security.

References

http://www.enisa.europa.eu — ENISA's website
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Overview

This presentation discusses the importance of security while travelling and
highlights simple tips and techniques that make your travels safe and
enjoyable.

The presentation is divided in to three sections:

Why security is important while travelling

What to do before you leave

What to do while you are there
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Discussion points

Point out that this presentation is intended to make users aware of the
most common and pervasive risks when travelling, and also simple tech-
niques that can eliminate a large percentage of these risks. Point out that
the course is intended for all users, and that it can help each of them
travel safely for work and personal travel.

References

N/A

VI
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Slide 4
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How to Use This Presentation

This presentation has been created by ENISA to raise awareness about crucial
and important issues regarding security while travelling. It does so by
providing easy to understand information that focuses employees’ attention
on security while travelling and allows them to recognise and respond
accordingly to risks.

This presentation may be used by individuals, or presented in a classroom
setting by instructors who are involved in their organisation’s security
awareness efforts.

In conjunction with this presentation, ENISA’s has developed a reference
guide for this training which provides additional notes and external references
for trainers and presenters to utilize while performing security awareness
training using this material.
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Discussion points

This slide is an introduction, and is intended to inform readers that a
presentation guide (this document) exists to support instructors in their
security awareness efforts.

References

N/A
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Slide 5

The Importance of Security
While Travelling

Discussion points
This is the start of Section 1, The Importance of Security While Travelling’
References

N/A

VI
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Slide 6

Why Be Secure

Travelling Can Present Many Risks

A simple incident can make a trip a disaster if you are not
prepared.

Incidents can happen anywhere - near your home, or while you
are thousands of kilometers away.

Lack of preparation can make you an easy target.

Good preparation can limit the risks!

Discussion points

When you travel, you are responsible for ensuring the security of yourself,
your belongings, and your information. A simple incident can create a
cascading effect and ruin travel plans. Incidents can happen anywhere -
close to home or far away. The difference is when they happen near your
home, you feel more secure because you are familiar with your surround-
ings. When we are not familiar with our surroundings, and unprepared, a
simple incident can cascade into a more significant problem.

Lack of preparation can make you an easy target for thieves, pick-pock-
ets, unscrupulous competitors, and other criminals.

Good preparation however can significantly reduce your risks and make
your experience far more relaxing and productive.

Reference

N/A

01_2010_3942_txt_EN.indd 288 @ 12/11/10 12:35



**’*

Security while travelling: *
Train the trainer reference guide * enls?peanNetwork 289

x *_and nformation
* *

Slide 7

What Could Happen

Simple issues are more difficult when travelling.

A flat tire, a small accident, missed connecting flights, train
delays, storms and bad weather can leave you stranded.

Stolen wallet, lost passport, lost tickets, stolen laptop or lost
luggage can leave you stranded and without identification.

A small injury or illness, lost medicine or broken glasses can limit
your ability to enjoy your trip or do your work.

Discussion points

Broken glasses, a small cold, lost tickets, or unforeseen delays are all po-
tential problems if you are not prepared.

If you are prepared with a spare set of vision glasses, broken glasses will
not affect you. If you are familiar with local laws, a minor car accident can
be quickly handled with minimal consequence.

Good preparation however can significantly reduce your risks and make
your experience far more relaxing and productive.

VI

Instructor: You can ask the participants to discuss situations they encoun-
tered when travelling that could have been prevented with good preparation.

References

N/A
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Slide 8

Why Be Secure

Most risks can be avoided by taking a few simple
steps and being prepared

Simple techniques can improve your security &
Personal security to protect yourself
Protection of your valuables

Protection of your information
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Discussion points

If you do not have good security habits, you can suffer a significant loss.
You can have your property or valuables stolen. This might include your
wallet, money, jewellery, and identification documents. You may also
lose confidential information you're carrying. The theft of wallets, check
books, and the identification cards, payment cards, and bank account in-
formation they contain is the main methods of identity theft. The loss of
these items can also hamper any plans or travel.

The theft may include a briefcase or a laptop. The information that they
contain can include confidential company product plans, customer
names, proprietary knowledge, and other items that can be very valua-
ble to a competitor. Even the personal information that is stored there is
valuable to a thief. The inconvenience that results can spoil your work
and your travel.
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What can seem like a simple incident can actually result in a significant
problem.

Simple techniques can, however, protect you against many of these se-
curity risks. These simple techniques should focus on your personal secu-
rity to protect yourself, how to protect your valuables and confidential
information, knowing where to find assistance when you need it, and
having contingency plans in case of emergencies.

References

N/A

VII
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How to Prepare for Travelling

Discussion points
This is the start of Section 2,'How to Prepare for Travelling’
References

N/A
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Prepare: Secure Your Home

Make your home look lived in while you are away

Set timers for lights and radios to give the impression
that someone is home

- Arrange with your neighbors to watch your house
Arrange with the post office to hold your mail

Make sure your trash bins are not left out

et I
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Discussion points

Thieves look for easy targets. If they suspect someone is around, they will
more likely look for an easier target.

Lights that go on randomly, noise from radios or televisions, and other
signs of activity are great ways to give the impression you are home.

References

http://www.state.gov/m/ds/rls/rpt/19773.htm

VI
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Seniza Prepare: Packing

Travel with only what you need

Use travelers checks whenever possible and store the
check receipts separately

Travel with as few valuables as possible

Lock away any payment cards, identification or other
personal information you don’t need

Carry an emergency flashlight, water, weather

? protection, first aid kit, and an extra set of glasses

101
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Discussion points

Travel with only what you need. Avoid taking any data, documents or
information that you do not absolutely need while you are away from the
office. The same applies to valuables. Because you have many more
things to worry about, reduce the number of things you need to protect.
This also reduces the impact if something does happen. By locking away
any payment cards, identification or other personal information, you en-
sure it is safe while you are gone.

If you are travelling or will be gone for some time, prepare yourself with
items that may be useful. For shorter trips pack some water, some weather
protection, and any minor items that may be of assistance if you are de-
layed. For longer trips a small first aid kit, copies of any travel documents,
a small emergency flashlight, and an extra set of eyeglasses or contacts
can become very useful if there are any interruptions to your trip.

References

http://www.travel-security-and-safety.com/travel-packing-tips.htm/
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Slide 12

Prepare: Travel Documents

Prepare your travel documents

Make sure your travel documents and identification are
up to date and will not expire while you are travelling
Keep copies of your passport, itinerary, emergency
contacts, as well as phone numbers for banks and
payment cards in different pieces of your luggage.

- Leave a copy of your itinerary with
family or co-workers

" uuoummomun1100101110100010110 1103,

Discussion points

Many travel plans have been interrupted due to expiring travel docu-
ments or identification. Check these documents before you leave to pre-
vent this costly interruption.

Keep copies of critical documents stored safely in an alternate location in
your luggage in case you lose your originals. This should include emer-
gency phone numbers, itineraries, and identification. This should also
include travellers check receipts.

References

VI

http://www.travel-security-and-safety.com/travel-packing-tips.html
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Prepare: Research

Know your destination before you leave
Learn the local customs and laws

Know how to get around at your destination including
what types of transportation are available

Know where emergency facilities are located

a@

Make sure your medical insurance covers you
when you travel or that your destination can
provide you with medical care if you need it.

i ap
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Discussion points

It is also very helpful to know your destination before you leave.

Know the local customs and laws. This information can be very important
to avoid problems with local authorities, and also to make it easier to not
stand out for criminals who target travellers.

Know how to get around at your destination, including what modes of
transportation are available.

Know where important facilities like hospitals and police stations are lo-
cated. You may even wish to buy a map. This can help you know where to
go if there are any detours, construction, or you need to find food, shelter
from the weather, gasoline, or emergency facilities. Simple preparation

like this can make you more relaxed and pay more attention to other
tasks and security prevention.

01_2010_3942_txt_EN.indd 296 @ 12/11/10 12:38



**’*

. . — x *
Sec.urlty wh|.Ie travelling: ) + enisa
Train the trainer reference guide European Network

x *_and Information
*x * i

297

References

http://security.tipcentral.net/travelsecurity.html
http://europa.eu/travel/index_en.htm
http://www.livesecure.org/category/advice/travel/
http://ec.europa.eu/idabc/en/document/4070/5926

Vil
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e Prepare: Your Computer

Check that you have prepared your computer
Ensure you have a physical computer lock

Ensure your operating system is patched, and all
security tools and anti-virus are up-to-date

Only take the information that you absolutely need
Encrypt the data on your computer before you leave

Perform a data backup of your computer before you
leave

101
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Discussion points

If you are taking your computer, it is important to ensure that it is secure.
Not only is the computer itself valuable to a thief, but the data contained
on it is also valuable to thieves and competitors. Many people have been
the victim of computer theft which has resulted in the loss of sensitive
company secrets, millions of personal records and information, and gov-
ernment secrets. Proper preparation might have prevented these losses.

A good computer lock will allow you to secure your computer while you
are working on it, and will prevent most snatch-and-grab thefts.

Patching your computer and making sure it is up-to-date gives you the
most recent security tools before you go on the road. It will minimise the
exposure to malware, and attacks when your ability to make updates
may be limited.
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By only taking the information you absolutely need, you are reducing the
exposure if something does go wrong. Know what information is the
most sensitive and avoid taking that type of information if at all possible.
Information such as your personal identification, customer confidential
or personal data, protected information (by law, or regulation), sensitive
business plans, and proprietary data should be left at the office. Encrypt
the data that you do take with you. Your company should be able to pro-
vide you with a solution, as many newer operating systems include disk
encryption technology, and many third party tools are available as well.

Performing a data backup allows you to restore information if your sys-
tem is stolen, damaged or has an accident while you are remote. Know-
ing that any damage to your computer can be mitigated by having a
backup of your data can make you breathe a little bit easier.

And remember to secure your office and your home before you leave.
There is critical data still there, and it needs to be protected while you
work remotely.

References

http://www.securityfocus.com/infocus/1186

http://fcw.com/Articles/2008/03/03/Stolen-VA-laptop-caught-in-safety-
net.aspx

http://www.dodbuzz.com/2009/12/22/top-secret-brit-laptop-stolen/
http://technet.microsoft.com/en-us/windows/aa905065.aspx
http://docs.info.apple.com/article.html?path=Mac/10.4/en/mh1877.html
http://www.truecrypt.org/
http://www.pgp.com/products/wholediskencryption/

VII
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How to Be Secure While Travelling

Discussion points
This is the start of Section 3,’'How to Be Secure While Travelling’
References

N/A
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Communicate

Communicate frequently

Communicate your plans and itinerary with office
associates and family members.

= Inform them of any changes
Contact them frequently to inform them of your status

Discussion points

Frequent communication with family members and office associates can
ensure that if anything happens to you, there is someone with knowl-
edge of your plans and your itinerary. This step can help authorities
render assistance if you need it, and in the right locations. Many situa-
tions have been resolved quickly because authorities knew where and
when someone would be and were able to locate the person safely be-
cause they could arrive quickly at the right location.

References

Vil

N/A
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enisa

Be Aware

Be aware of your surroundings
Only meet in familiar or very public places.
Observe your surroundings and others around you.

Be cautious of strangers. Do not accept invitations,
open your door, or invite strangers to your room.

Vary your travel routes and routines.

g
0011001011019
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Discussion points

Thieves are interested in two things — profiting from their efforts, and not
getting caught. If they spot a target they are more likely to attempt to
their crime in non-public areas where they will not be seen.

Strangers who ask to come visit you in your room are more likely inter-
ested in the valuables that are there than in meeting you. Choose an-
other location to meet that is public.

Vary your travel routes and routines in order to make it harder for someone
to target you. Many crimes are pre-meditated and planned. Changing your
routine can make those plans fail, and make you safer and more secure.

Reference

http://information-security-resources.com/2010/01/04/physical-security-
tips-for-international-travel/
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Security At Your Hotel

Observe simple security guidelines
Know the emergency exits wherever you go
Make sure doors to locked areas close behind you

Do not leave valuables, your computer, your mobile
phone or important documents unattended in public
places, in hotel rooms, or in your car. &=

Discussion points

Your physical surroundings can have a very big impact on the security of
yourself, your computer, and your belongings. Ensure physical security is
in place at your hotel, and where you are working. Having locked doors
and safe places to work can reduce your stress and allow you to focus on
your task at hand.

If you step away, even for a moment, make sure the room or area where
you are working is secure. Do not leave doors to rooms open or unlocked.

Never leave valuables such as computers, your mobile phone, thumb
drives and other storage devices unattended in a public place. Even
when you think an area is secure, still protect these items by keeping
them locked up and out of sight. Never leave these items in hotel rooms
as staff and outsiders can gain access to your room and remove these
items while you are away.

Vil
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Be aware of your surroundings and the activities occurring around you
—they can be good indications if an unsafe situation may be occurring, or
of any impending security threats. It is not necessary to be paranoid, but
awareness is part of a good defence.

References

http://www.securityfocus.com/infocus/1186
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Protect Your Information

Protect your confidential information
Do not work on confidential information in public places

Do not use public computers for viewing any confidential
or personal information

Do not share your travel plans or personal information
with strangers

Do not let others use your computer

Discussion points

If you are carrying confidential or personal information, it is important to
protect at all times — when you are using it, or when you are just carrying
or storing it.

Public places can be full of people interested in the information you may
be working on. Some could be thieves, and others could be your com-
petitor. Some information you may be carrying may be protected by laws
and regulations and must be kept confidential. Working on this data in
public places exposes it to disclosure. You or your company could be held
liable for disclosing that information.

Vil

Public computers are not well protected. Previous users may not have
used safe habits to surf the Internet, or may have intentionally installed
malicious software that collects any sites you visit, any screens you view,
or anything you type - including usernames, passwords, bank account
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numbers, or any other confidential information. Avoid public computers
for any work that involves personal or confidential information.

Do not share your travel plans or personal information with strangers.
Because you do not know their intentions, or their background, you
could be giving a thief an opportunity to steal from you, take advantage
of a brief moment of insecurity, or target you for a scam. Protect this in-
formation and only share it with your family and trusted co-workers.

If you are travelling with your office computer, it is important to not let
others use that computer. They can view confidential information that
you have stored on it. They can visit malicious websites and install soft-
ware (intentionally or by accident) that compromise the computer. They
may also simply steal the computer from you. Never allow anyone, even
family members to use your office computer. It is your responsibility to
protect the company’s confidential information, and if there is informa-
tion that is protected by law or regulation, you can be liable for its safety. @

References

http://www.cisco.com/web/CA/pdf/Understanding_Remote_Worker_
Security_A_survery_of_User_Awareness_vs_Behaviour.pdf

01_2010_3942_txt_EN.indd 306 @ 124110 12:40



**’*

Security while travelling: *
Train the trainer reference guide * enls?peanNetwork 307

x *_and nformation
* *

Slide 20

Handling Problems

What to do if you have an emergency
Do not over-react. Be calm and get away from danger.
Contact the appropriate authorities — police or medical.
Explain any facts to the appropriate authorities.

Contact family members or office associates to
notify them of any issues or problems.

o uuou:ml)OiOUD11001011101000101101 1010443

Discussion points

It is important to remain calm, and follow these few important steps:

Do not over-react. Overreaction can cause panic, which can result in poor
decisions. Calmly move away from any danger.

Contacting the appropriate authorities as soon as possible can limit your ex-
posure — whether to a dangerous criminal situation, or to a medical situation.

When the authorities arrive, explain the facts — those facts that you have
direct knowledge of. Avoid speculation and theories.

VI

Communicate with family members or trusted office associates about any
problems you encounter when you communicate with them. This informa-
tion could be useful later if you need to remember, or need their assistance.
References

N/A
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Conclusion

Discussion points
This is the conclusion of the presentation.
References

N/A
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Travel Security is Important

Being secure while travelling can make your trip
more enjoyable.

Preparation is important so you can protect
1
» Yourself
» Your valuables

+ Your information

= Be aware of how to be safe and secure

Discussion points

Instructor: This is a summary slide that provides an opportunity to repeat the
key themes of the presentation.

Being secure can help make your trip more enjoyable, and preparation is
the key

Preparation allows you to protect yourself, your valuables, and your infor-
mation. More importantly, it allows you to enjoy your travels and be pro-
ductive.

VI

References

N/A
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Discussion points
N/A
References

N/A
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HOW TO OBTAIN EU PUBLICATIONS

Free publications:

+ via EU Bookshop (http://bookshop.europa.eu);

- at the European Union’s representations or delegations. You can obtain
their contact details on the Internet (http://ec.europa.eu) or by sending a fax
to +352 2929-42758.

Priced publications:
« via EU Bookshop (http://bookshop.europa.eu).

Priced subscriptions (e.g. annual series of the Official Journal of the Euro-

pean Union and reports of cases before the Court of Justice of the Euro-

pean Union):

« via one of the sales agents of the Publications Office of the European Union
(http://publications.europa.eu/others/agents/index_en.htm).
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