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Publicly Available Sources on Information Security Risks
Questionnaire for a Stock-Taking Exercise
Fill in the stock-taking questionnaire and send it to riskmanagement@enisa.europa.eu




About ENISA
The European Network and Information Security Agency (ENISA) is a European Union (EU) agency which acts as a centre of expertise for the EU Member States and European institutions. It gives advice and recommendations on good practice, and acts as a “switchboard” for exchanging knowledge and information. The agency also facilitates contacts between the European institutions, the Member States, and private business and industry.
Contact details

For contacting ENISA or for general enquiries, please use the following details:

E-mail: louis.marinos@enisa.europa.eu 
Internet: http://www.enisa.europa.eu

Introduction

This template should be filled by operators of publicly available information sources on information security. The information source provides information on information security risks and opportunities, including relevant detailed information. Moreover, the template assesses additional information on the information source regarding general issues and scope, as well as organisational issues, target groups, communication channels, publication policies and copyright and any other points.

According to the widely accepted ISO 27005 definition risks emerge when: “Threats abuse vulnerabilities of assets to generate harm for the organization”. In more detailed terms, we consider risk as taking into account the following elements:

Asset (Vulnerabilities, Controls), Threat (Threat Agent Profile, Likelihood) and Impact
As regards opportunities, due to missing standardised definitions we are considering opportunity as being “An opportunity is an uncertainty that will enhance ability to achieve objectives”
. An opportunity can include savings from increased organisational efficiency. In addition, an (business) opportunity is a gain for the organization as the result of a better exploitation of market /business conditions. In order to achieve opportunity management, elements that have to be considered are
: driving improvements in an operational environment, balancing return and investment, obtaining change buy-in and manage reward. In addition, some resources
 argue that opportunity management might be the result of a risk management by focussing on positive consequences of a risk. Due to the our focus on Information Security issues, the elements of opportunities should have an ICT context and be directly or indirectly related to Information Security.

Based on the material of this template, ENISA will perform a stock-taking of existing publicly available sources on information risks and opportunities, as well as detailed information hereof. 
General Information

	
	
	Comments

	Name of Source
	
	

	Name and contact data of Operator
	
	

	Country of origin
	
	

	Language
	
	

	Access/Contact
	URL:

Mail of web master:
	

	Year of first release 
	
	

	Scope of source
	National:
	☐
	

	
	International:
	☐
	

	
	Global:
	☐
	

	
	Sector (please specify):
	☐
	

	
	Other (please Specify:
	☐
	


Organisational Issues

	Type of organization:
	
	Comments

	Private organizations
	☐
	

	Public sector entities
	☐
	

	PPP
	☐
	

	Joint Undertakings
	☐
	

	Non-for-Profit (please specify, e.g. NGOs)
	☐
	


Content covered by the source

Content regarding Security Risks

	Source provides information on:
	
	Comments

	Business Risks
	☐
	

	Technical Risks
	☐
	

	Policy Risks
	☐
	

	Other Risks (please specify)
	☐
	


Content regarding Opportunities

	Source provides information on:
	
	Comments

	Business opportunities
	☐
	

	Technical opportunities
	☐
	

	Cost savings
	☐
	

	Structural/operational opportunities
	☐
	

	Other opportunities (please specify)
	☐
	


Content regarding Security Trends

	Source provides information on:
	
	Comments

	Business Trends
	☐
	

	Technical Trends
	☐
	

	Market Trends
	☐
	

	Trends in Threats
	☐
	

	Trends of Attack Methods
	☐
	

	Trends on Threat Agents
	☐
	

	Other Trends (please specify)
	☐
	


Content on details of Risks

	Source provides information on:
	
	Comments

	Information on Assets
	☐
	

	Information on Vulnerabilities
	☐
	

	Information on Controls/ Countermeasures
	☐
	

	Information on Threat Agents
	☐
	

	Information on threat materialization likelihood 
	☐
	

	Information on technical impact
	☐
	

	Information on business or other impact (please specify)
	☐
	


Additional information

	Source provides information on:
	
	Comments

	Individual Security Incidents
	☐
	

	Individual Security Breaches
	☐
	

	Damage caused by incident/breach
	☐
	

	Affected assets
	☐
	

	Statistics (please specify) (e.g. covering incidents, breaches, availability, damage, costs, etc.)
	☐
	

	Security Spending
	☐
	

	User/Stakeholder feedback, e.g. blog (please specify)
	☐
	

	(Security) Maturity (please specify)
	☐
	


Target Group

	Delivered Information targets:
	
	Comments

	IT Specialists
	☐
	

	IT Generalists
	☐
	

	Various sectors  and markets (please specify)
	☐
	

	Law enforcement
	☐
	

	Policy
	☐
	

	Wide public
	☐
	

	Other special group (please specify)
	☐
	


Available communication Channels

	Communication channels:
	
	Comments

	Web Site
	☐
	

	Mail
	☐
	

	RSS Feed
	☐
	

	Reports
	☐
	

	XML Interface
	☐
	

	Social Media (please specify)
	☐
	

	Other (please specify)
	☐
	


Publication Policies and Copyright

	Relevant provisions:
	
	Comments

	An editorial policy is in place (please specify)
	☐
	

	Copyright agreement is in place (please specify)
	☐
	

	Liability policy is in place (please specify)
	☐
	

	Data protection policy is in place (please specify)
	☐
	

	Other relevant provisions (please specify)
	☐
	


Any Other Points
Please insert any other points that you consider as worth mentioning in addition to the above ones. Please add additional space if needed.
	Any other points worth mentioning:
	Comments

	
	

	
	

	
	

	
	

	
	



Legal notice


Notice must be taken that this publication represents the views and interpretations of the authors and editors, unless stated otherwise. This publication should not be construed to be a legal action of ENISA or the ENISA bodies unless adopted pursuant to the ENISA Regulation (EC) No 460/2004 as lastly amended by Regulation (EU) No 580/2011. This publication does not necessarily represent state-of the-art and ENISA may update it from time to time.


Third-party sources are quoted as appropriate. ENISA is not responsible for the content of the external sources including external websites referenced in this publication.


This publication is intended for information purposes only. It must be accessible free of charge. Neither ENISA nor any person acting on its behalf is responsible for the use that might be made of the information contained in this publication. 


Reproduction is authorised provided the source is acknowledged.


© European Network and Information Security Agency (ENISA), 2011
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� Guide to Risk and Opportunity Management, � HYPERLINK "http://www.thurrock.gov.uk/i-know/pdf/perf_how_05_risk_2012.pdf" �http://www.thurrock.gov.uk/i-know/pdf/perf_how_05_risk_2012.pdf�


� Based on available material from Turner and Townsend, URL: http://www.turnerandtownsend.com/risk.html 


� EMBRACING UNCERTAINTY IN DoD ACQUISITION, 1SG David E. Frick, USA, July 2010, in � HYPERLINK "http://www.dau.mil" �http://www.dau.mil� 





