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Main Objective

The aim of this training is to present methods and techniques of dynamic artefact analysis
with the use of OllyDbg® debugger package.

Trainees will be following a code execution and unpack artefacts using the most efficient
methods. In addition they will be tracing a malicious code execution. During the process
trainees will learn how to counter the anti-analysis techniques implemented by malware
authors.

In the second part the trainees will study various code injection techniques and how to
debug hollowed processes. At the end of the training they will be presented how to
automate the debugging process.

The training is performed using the Microsoft Windows operating system.

Targeted Audience

CSIRT staff involved with the technical analysis of incidents, especially those dealing with the
sample examination and malware analysis. Prior knowledge of assembly language and
operating systems internals is highly recommended.

Total Duration

8-10 hours

Frequency

Once for each team member.

http://www.ollydbg.de/
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1. Training introduction

In this training you will learn practical elements of advanced dynamic analysis and debugging of malicious code.
Using a debugger to analyse artefacts helps you to understand how the malicious code operates and gives you more
details than the behavioural analysis. Moreover, if the original sample is packed then unpack it first with the help of
a debugger if necessary before proceeding with the static analysis.

This training begins with the introduction to the OllyDbg debugger (v1.10)* which will be used throughout later
exercises. In the second part you will learn about packers and protectors and how to use a debugger to unpack
binary samples. In the third part you will learn about various anti-debugging and anti-analysis techniques. You will
also be presented how to perform basic code patching using a sample of Dyre malware®. The fourth part teaches
various code injection techniques and how to debug hollowed processes. Finally, the training ends with a short
introduction to debugging automatisation using OllyDbg scripting capabilities.

Except the introductory part, the samples used in this training are live malware samples. Consequently all analyses
should be done in dedicated and isolated environments. After each analysis a clean virtual machine snapshot should
be restored if not instructed otherwise. An Internet connection is not needed to complete this training.

When debugging malicious code accidental clicks might lead to an uninterrupted code execution and as a result you
might need to repeat the entire exercise. To prevent this it is advisable to take snapshots of virtual machines after
analysing major code parts or taking breaks. This way even if something goes wrong, you won’t need to repeat the
entire process because you will just need to restore the last snapshot.

http://www.ollydbg.de/

http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/dyre-emerging-
threat.pdf
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2. Introduction to OllyDbg

In this part you will be introduced to the OllyDbg® interface and its basic usage. This will make you ready to complete
the rest of exercises from the Advanced Dynamic Analysis training.

You will learn:

e How to use different views in OllyDbg

e How to navigate through the code

e Different methods of tracing executed instructions

e How to create different types of breakpoints

e How to manipulate execution flow of debugged program
e How to use plugins in OllyDbg

You will use the PuTTY executable’ which is a commonly used Secure Shell (SSH) client. This way you don’t need to
worry about accidentally execution and if it terminates you can execute it again without problems.

2.1 OllyDbg interface
First open OllyDbg debugger. Make sure to run it as Administrator.

Open

Troubleshoot compatibility

Open file location

Open with CFF Explorer
Open using Resource Hacker
Run as adminis[stnr

1-Zip

Pin to Taskbar

Pin to Start Menu

If you are using a Windows virtual machine prepared the same way as in the Building artefact handling and
analysis environment?® training then you can also access OllyDbg using the context menu.

http://www.ollydbg.de/
http://www.chiark.greenend.org.uk/~sgtatham/putty/
https://www.enisa.europa.eu/activities/cert/training/training-
resources/technical-operationalt#tbuilding
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Now you should see the OllyDbg interface.

e OlyDbg (E=5(ECR (=)
File View Debug Plugins Options Window Help
[Ready [ x| »[N] W& 13 ] = n|E[mM[T[w[H|c]|/]|K]|B|R[.|5] [
[c]cpu =0 =T
» |Registers (FPUY
=
4 L3
Address |Hen dump ASCIT P -
4 L3 . a4 L3 .
| DlyDbg v1.10 [

There are two ways to start a debugging process. Firstly, you can attach to the already running process. To do this,
choose File->Attach and then choose the process of your interest. After attaching to the running process, OllyDbg
should automatically break at the ntdll.DbgBreakPoint function.
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Select process to attach — @

Frocess |Hame Window Fath -

BaanEEcd | SearchIn Cillindows susten3z Search Indeder.ede —

BRARA1EC| smes ~ESustemRoot~Susten32emss. ete [

AEEEEA]L 24| sppsuc Crllindows~susten3d2 ~sppsuc., e E

BEAEE1IEC| csrss Windows~swstem3i~csrss. ene

AEEEALISC| wininit Crllindows~sustem3z2~uwin init.exe

BEAEE194 | csrss Ci~llindows~swstem3i~csres. etne

AEAEAIEC| win Logon Crxllindows~swstem32~win logon. exe

BEAEEIEC| services Ci~llindows~swstem3i~services. ene

BEAEE1FY| lsass Crxllindows~swstem32~ lsass. ete

BRAEELIFC| Lsm Crallindows ~sustem3c~ lem. et

BEEEEZEE| swchost C:~lindows~swstem3i~swchost. ene

FEEEEZAE | UBoR Serw Cr=llindows~susten3z2~UBoxService. ene

BEEEEZES| swchost C:~lindows~swstem3i~suchost. ene

BEAEEZZEC| swchost Czxllindows~Susten32~suchost. ene

AEAEESES | swchost C:~lindows~Sustem3i~suchost . ene

AEEEEZE4| swchost Crxllindows~swstem32~suchost. ene

BEAEEZED | Dwm OWr Mot LF icat ton Window Crallindows ~sustemIZ~0uwm, ete

AEAEEZF 4| swchost Crxllindows~swstem22~suchost. ene

HEEEEGEC | Evp lorer| Start Czlindows~Erplorer. EXE .

Cancel

The second way is to open an executable file using standard File->Open menu. This way OllyDbg will create a new
child process with a debugged application (debuggee) and stop at the entry point of the executable (by default).

For example, open the putty.exe binary in OllyDbg. After a while OllyDbg should finish its initial analysis.

* (=8| =

File View Debug Plugins Options Window Help
s|| =i 2] |

Pawed |24 %] []0] : |LlE[M[T|w|H|c|s[K[B[R

N
1 - Status \ 2 - Debug buttons }—\‘ 3 - Windows buttons\gi
=) -C)- |

@ CPU - main thread, module putty

—HUEH Sl » JRegizters FED

[ : : SH Dty . BE4TTAED
d 4 - Disassembly view EhLEBlftgﬂ.BEMESBE‘i e ma R 5 - Reist
BE4E4REL | . BECT MOl EAX, EOT IS e ile egIsiers
GB4S4AES | | ES BSFAFFFF CALL putty.@e4s45a8 a0
B4S4AES | . 8955 ES MOU DWORD” PTR. SS: [EBP=181, ESP SR
B454AEE | o BBF4 MOY ESI,ESP R
B4SARED | 1 g9aE Hy. BWORD PTR Ds: [ES11, E0L k]

e :
o g || Biaspeetene 50 OED e e

R . : +

S4fFZ | . B900 4BE14700 | MOV DWORD PTR DS:[47E1431, ECH o R By madaaaad
B4S4AFF | 1 8846 B4 MOU ERX,DWORD PTR DS:[ESIHE] EE] FRHD ERae T 2
G454E02 | 1 A3 4CEL4708 MOU DWORD PTR DS: [47E14C1,EAH | )
B454EET | MOU EDX,DWORD PTR D3:[ESI+E1 )
0B4S4EDR | | $915 GEE14708 | MOU DWORD PTR DS:[47E1SE], EOX
o e e
G454E15 | 1 5335 44E14708 | HOU DWORD PTR DS:[47E1441,ES1 Lo EAIRLETEENSS [EEEEEED
E4S4E1F | . 83F9 @2 CHF ECH, = b@B@Eaz4c (MO, MNE,E,EBE,HMS,PE,GE,LE]
G454EZ2 | v 74 BC JE SHORT putty.@a454630 empty 0.0
0B4S4EZ4 | | BICE GBSPEEPs | OR ESI,so0u o B

s . 0935 44E147B8  |MOU DWORD PTR DS: [47E1441,ES1 o o
B454E3E | & CIEB @8 SHL ERZ, S i o o
B454E33 | . B3ce ADD EF3, EOX | e

454BZS | | A3 48E14700 MOU DWORD PTR D3: [47E1481,EAX e e
GB4S4ESA | | 33F6 HOR ESI,ESI o e
GB4S4ESC | | 56 FUSH Est o B
0E4S4ES0 | . SB30 DBD24598 | MOV EDL,DWORD PTR DS:[<BKERMELI2. _ M e EEPUGE DR
98454843 1 . FFO? — = BEE0 Cond 3 6@ G Ecr GO0 B GG6GE (6T
[ 3 G27F  Prec NEAR,E3 Mask 111111

6 - Information panel

a

GD1ZFFRAG || 77F LFOCE
BEF FHESE] &
GE47ABSE| BE A2 47 6|60 08 e || (B
B47AGEE| BB 62 B2 B9 04 0B e (|| SRR
AB47AEYG| BB 63 8O B 08 0B o
QB4TABSG| BB 65 B0 B9 0 0B o

BA4TAESG) B0 0O 08 08| 68 68
BE4TABAGD) D B0 08 08| B8 B8
BE47ABEE| B

BE4FAGCH) A0 G0 08 08 00 o0

BE1ZFFES BEAEERGE
BE12FFEC BE12FFAEI ASCIT "rE e
sl D
BE47AE0GE) B0 B0 OB OH) O B0 nd o b
Ba4FAEED| B0 BB B8 08| B6E 68 & gg}gggﬁ ZZZEEZgE 5E handler =

<« [ 3 [ k

|Ana|_l,lsing putty: 1264 hewnistical procedures, 306 calls to known, 264 calls to guessed functions
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The Central part of OllyDbg is the CPU window. This is the window you will use most often during an analysis. It
consists of five separate subpanels: disassembly view, registers, information panel, memory dump and stack panel.

Disassembly view (4) presents a listing with the disassembled code. It consists of four columns. The leftmost
column shows the instruction address, the second column contains the hexadecimal representation of the
instruction (machine code), the third column contains the assembly instruction and finally the fourth column is
sued to present comments and any additional information.

BE454REF | .
Aad=4AFE (.
BE454AFE

BE4E4AFS | .
AE454AFF | .
BEdE4EEs (.
AE454BE 7

BE4E4BER | .
aa4E4E18 | .

55

FF15 EAD2458@
2B4E 18

2960 48E147EE
SEB46 84

A2 4CEl47E8a
SBEE @2

2215 EBAE147EA
SEBYE aC

FUSH ESI

CALL DWORO PTR D5: [<&KERMEL3Z.Getlersion

U EC, OWORD
OWORD PTR
ER, DWORD
OWORD FTR
ED , DWORD
OWORD PTR
EZI,OWORD

PTR DS:[ESI+1@]
05: [4FEL14E8],ECH
FTR D5:[ESI+41]
05:[47EL14C], ERX
PTR DS:[ESI+2]
05: [4FELEA], EDX
FTR D3:[CESI+C]

pllersionInformat ion = MHULL
Getlers ionExA

kernel3z2.BaseThreadInit Thunk

putty.<Modu leEntrywPoint >

Registers view (5) presents the current state of CPU registers (for the currently selected thread).

Registers [(FFUI

£

oO—wmraIDmo
G S e

EFL

Tragllel
BREEEEEE
Ba454A08
rFFDz888
BA1ZFFEC
BA12FF34
BABEEEEE
BABEEEEE

Ba454A08

ES @823
CS eale
55 @823
05 8az3
FS @@ze
G5 8888

LastErr
51515 5 5k

kernel32.BaseThreadInitThunk

putty.<Modu leEntryFoint >

putty. {Modu leEntruPoint

22bit BIFFFFFFFF)
32bit BIFFFFFFFF)
S2bit BIFFFFFFFF]
S2bit BLFFFFFFFF]

2Zbit FFFOFBEALFFF]

MULL

ERROR_SUCCESS [ BEBEAAEEA)
(M0, ME,E.BE, M5, FE, GE,LE]

Information panel (6) is used to present additional information about the instruction selected in disassembly view

(e.g. operation result, registers values).

EOI=ARABABEE
ERX=r7321162 (kernel32.BaseThreadInitThunk]

Memory dump (7) presents a dump of the chosen memory region.

Address | Hex dump |AscII |
BE47A0EE| B0 00 B8 60| 9E HD 45 0F) 66 D0 OF B8] 00 G5 B8 G0] 2n..BUE. s «seeee.
AE47AE18| C0 27 45 G0| 05 93 45 08|28 A 45 B6( 00 98 88 B0|=7E.4£3E.G0E.....
AE47HE2E| B8 GO B8 60|73 S5 45 09| B0 D0 05 B6| 00 98 B8 B9 ... S5E...eeeea.
BE47AEEE| G0 BE B8 00| 09 B8 00 0B B8 B8 D5 B8| 00 BE B8 B0 ... .esisnsnaas
AE47AELE| B3 A7 47 68|63 A7 47 68|62 A6 47 68|13 AE 47 66|E°2GE.h2G6. h35, 26,
AE47AECSE| B3 AF 47 60|00 66 G0 0D 66 B8 0B 66|08 08 68 G0|HiE

AE47HIER| G0 PO 58 00| 09 B8 00 05| 86 0D B8 86|00 B8 B8 09| .....

AE47AE7E| B0 D0 B8 00| 09 B8 00 OF| 80 0D B9 80|00 B8 80 09| .....

Besides the hexadecimal, you can choose other data representation formats by right-clicking on the memory dump
panel and choosing required data representation from the context menu.

09



Address |Hex dump

HEd P HERE | B3
BE47AE1E| CO
BE4FHE2E| 6@
BE4FHE3E) 6@
BE4FRE4E | B
BE4 7 HESHE | B3
BE47RECHE | 6@
BE47HETE| 6@
HE47RESE|) 6@
BE4FHETE| 6@
BE47HERE | 6@
BE47HEER | 6@
BE4FHECH | 6@
BE47RE0E | BA
BE4FHEER | B@

< |

H8 BB @@ 9E HS 45 BE A8 BE Bd A8
37 45 PA.OC 92 AC A6 96 09 4AC 6

A8 @

08 B8 Backup 3

A7 47

Az 47 3

B ok Search for

SS SS Goto 3

A8 @R

A8 @R

aa 688 | v Hex b

A8 @R

A8 @R

BE BE Text Y
Short 4
Long b
Float »

Disassemble

Special

Appearance

Advanced artefact analysis
October 2015

Take some time to check other data representations. At the end, restore the default format: Hex->Hex/ASCIl (16

bytes).

Finally, stack panel (8) presents the stack state of the currently selected thread. The first column shows the memory
address while the second column contains the value stored at the given stack address. Notice how the stack grows

upward in the direction of lower memory addresses.

BE12FF2E
BB 12FF24
BB 12FF 33
BE12FF3C
BE12FFRGE
ae12FFR4
BB 12FFRES
BE1ZFFAC
BE12FFEA
BE12FFEB4
aa12FFES
BB 12FFELC

e e ]

fraglilvd

TFFD2a8:8
FeE12FFO4
rrrCB3FS
FEED2EE8
77F1FOCE
BEEa8888
BEEAAAEE
TFEDZa8E8
BEEEAAEE
BEEAAAEE
BEE88888

BE12FFRE

e e i)

RETURH to kernel22.77221174

RETURH to ntdll.77FCESFS

ASCIT "§F 2™

Besides the CPU window, OllyDbg offers few other windows used for different purposes. All windows can be

accessed with windows buttons on the toolbar or View menu.

L] E[m|7|w] 8] | /| K| B[R] 5]

10



File Debug Plugins  Options  Win

Leg

Executable modules

Memory
Heap
Threads
Windows
Handles
CPU

SEH chain
Patches
Call stack

Breakpoints

Watches
References
Run trace
Source

Source files

File
Text file

Alt+L
Alt+E
Alt+ M

Alt+C

Ctrl+P
Alt+E
Alt+B
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The more frequently used windows are: Executable modules, Memory map, Threads, Handles, Call stack,
Breakpoints.

The Executable modules window presents all executable modules loaded in the address space of the debugged
process. Usually, this would be a module of the executed binary and modules of loaded DLL libraries. You can double-
click on any of the modules to immediately jump to this module in the disassembly view. You can also right-click on
any of the modules to access context menu with additional operations.

@ Executable modules = || =] ER
EBase Size Entry Mame File wersion Fath

HE4A0EEE | BEAS4E8Ea0 | BA454A08 | putty Release H.65 C:~analyses~sample~putty. exe_
THESHAEE | BEAZZE0E | FAEESFCL | WIMMM 6.1.768@, 16385 | Ci~bindowss~sustem32~MIMNMM. AL L
71126888( BEAS16EE| 711592234 | WINSPOOL|&. 1. 7683, 16285 | C:~llindows sy stem32~WNIMNSPOOL. ORY
Td42IHEEA | BE19EBAD | 74203731 | COMCTLI2| 6. 168 (wind_rtm.l Ce~Windows~WinS5~u86_microsoft. windows. comrmon—co
TEA28888 [ BEA4A608 | PSAZFAS0 | KERHMELEA| &. 1.7688. 162585 | C:~lindows~swstem32~KERHMELEASE. dL L
TECEREEE | Baa7EQDE | FSCS1AEE | comdl932| 6. 1.76EE. 16385 | Ci~indows~system3Z~condlg32.dLL
TECO0BEA| BEASFEA0| FSCERZ4A | SHLWARPI |&.1.7680. 16385 | Ci~Windows~systen3Z~5HLWARPI. AL L
TESO30EEA | BEAHCEAN| FS03R472 | mswort r.B.7eEE,. 16385 | C:~Windows~systendZ~msuwcrt.dlL
FEOERREE | BE1ECARA| FEEZE01S |ole32 6.1.768@, 16385 |Ci~bindowss~sustem32~ole32.dl1L
FEF48888 | BEA1FERE| FEF41 2558 | IMM32 5.1.7688, 16385 | Ci~blindowsssustem32~IMM32.d11L
TEFDEEEE | BEA0AEEE | PEFD136C | LPE 6.1.7688, 16335 | Ci~bindows~sustem32~LPE.dLL
Y&l1EDEEA| BAC498a0 | 76250450 | SHELL3Z |&6.1.7680. 16385 | Ci~Windows~system32~5HELL3Z.dl L
TEESEEEE | B8a4EDDE | FEEZECYD | GDISZ2 S.1.7E08, 16385 | Ci~Mindows~system32~G0I32.d1l1
TrEZEEEE | BEAS060E | FFAs4707 | USF18 1.B626,FEAB,. 1638 Ci~indows~swstem32~US5F1a. d1 1

77 16EEEE | BBACCEDE | FF16163E | MSCTF 6.1.768@, 16385 | C:~indows~sustem3Z2~MSCTF.dLL
Fra2E888 [ BEA04ERE | FFI21ACE | kernel32| 6. 1.7688. 16285 | C:~llindows swstem3d2~kernel32.d1L1L
7rdlEEEE | BEAC9EEE | PF42FFCY | USERS2 6.1.76808, 16385 | C:~lindows~systen32~USERZ2.dL1
Tr4Ea88a | Beanlena | PFE1AFDd | RPCRT4 6.1.7688, 16385 | C:~Windows~systen32~RPCRT4.dL 1
TrE9EEEE | BEAREEEE | FFSEZ009 | ADVAPIZZ| 6. 1. 7688, 16385 | Ci~llindows system32~ADVAPIZZ. AL L
TrrraaaeE| aalacong ntdll &.1.76@8, 16385 | Ci~Windows~SYSTEM3Z~ntdll.dLL
Tro5EEEE | BEA19ERE | FFI34975 | sechost |6.1.768@. 16385 | C:~indows~5YSTEM3Z2~sechost.dL L

4

For example, right-click on msvcrt and choose View names to be presented with a list of all names defined in the
msvecrt library (imports and exports).
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@ Mames in msvert

=N ECR =

-

Address | Section | Tupe Hame Comment
TED40923| . teut Export 511 _OUTPUT

TEOEEE11| . tent Export _abnormal_terminat ion
FEOS2ESD| . teut Export abort

FEODE13E| . tent Export _absid

TEO4ATED| . tent Export _ACGESE

TEO4ASEA| . tent Export _AacTess_S

FEODE408| . data Export | _acmdln

FEDSOCDZ| . text Export ACOE

TEO03ZEC| »data Export _adjust_fdiw

TEOE1IVAY | . tent Export _adj_fdive_mléi
TEOE1TAC| . text Export _adj_fdivr_m32
FEDS17DE| . tent Export _adj_fdive_n3Zi
7SDE17EE| itent  |Ewport | _adi_fdiuned
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Memory map window presents the memory structure with all allocated memory regions in the address space of the
debugged process. It is useful to track memory allocation operations done by the malicious code. Similarly as in the
previous example you can right-click on any memory region to access the context menu with additional operations
(dumping memory, searching memory, changing access rights, freeing memory, etc.).

&

[M] Memory map E=8 E=R (>
Address |Size Owin e Section |Contains Tupe Hooess
BAS0AEEE | BRED2EEE Map BEE418682 R

BESERREE | BEE6 1666 Priv 88821846 RUWE

BESFEEEE | BEE6 1666 Priv 83821848 RUWE

BE4EEEEE | BEEE 1668 | putty FE header Imag Blealaaz R

HE4E 1 BEE | BEESCEAN | putty hEnt code Imag BlEAD18AZ F

HE4508EE | BEE108E0 | putty .rdata imports Imag BlEA018AZ F

BEd FHEEE | BRAREEEE | putty .data data Imag B1l881862 R

HE42HEEE | BEAR48EH | putty L TErC TESOUTGES Imag B1AE18E2 A

BE49EEEE | 816 1666 Map BEE841862 R

BESSEEEE | BEE0 3666 Privw 88821064 Rl

BESIEEEE | BEECEEEE Map B8841862 R

B139a8EE | 8806 1860 Frivw B@8218684 Rl

THEGHEEE | BBEE 188 | WIHMM FE header Imag BlEAD18AZ R

THEG1BEA| Baaz FEaan | W IHMM tent code. imDorts.edoort s Imaag BlA018AZ F

4 3

For example sometimes it is useful to open an additional dump window with a dump of the given memory region.
To do this double-click on the memory region or select it and choose Dump option from the context menu.

.

(D] Dump - 0012E000..0012FFFF

ARl ZEEER
BE1ZEEFEA
BE1ZEFER
BR1ZEF1A
BR1ZEF2A
BR1ZEF3A
BR1ZEF4E
BE1ZEFER
BE1ZEFER
BE1ZEFVE
BE1ZEFSA
BE1ZEF2E
BE1ZEFAEA
BE1ZEFER
BE1ZEFCA
BE12EFDE
BE1ZEFER
BE1ZEFFE
BE1ZESEE
BE1ZES1A

CC
CC
1A
Bs
aa
=15
7F
a[s]
Bz
Cd4
EC
=]
a5
o]
40
CAH
1]
[s]5]
[s]5]
[]5]

(=]l O |mes]

IFrd. b fwiE. . o+t

-

-Fr..
L #BEA
+

-

Another operation you might try is searching all memory regions for a particular string or byte pattern. Let’s say you
know that somewhere in the memory the string ‘wrong passphrase’ is present, but you don’t know the exact address
nor in which memory region is it located.

To solve this problem, right-click anywhere in the memory map and choose Search (Ctrl+B) from the context menu.
In the new window, type ‘wrong passphrase’ and click Ok.
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Enter binary string to search for @

AasCl |urong passphrase

LINICODE |

HEX+10 |27 72 6F 6E 67 28 78 61 73 73 70 68
7?2 61 7?3 65

[v Entire block ﬂ J

[ Case sensitive ak. Cancel |

If the string is found OllyDbg will open a new Dump window with the position set on the string.

e

[D| Dump - putty:.rdata 00450000..00479FFF = =R

EE4e7EBCIBY 2 6F 6E 6F 28 VA £1|F3 Y3 YA 68 72 &1 P3 65|lWrong passphrase
BE4EFECC) 2E B0 BA B8 5@ &1 V2 72 ¥B 68 Y2 &1 F¥2 65 2@ 66| ....Passphrase f
gE4eFelC) 6F v2 28 6B 65 T2 28 22 25 ZE 21 238 38 73 22 ZH|or key "H.188s7:
AE4EFEEC| 28 BB B8 88 53 53 45 28 6B 65 Y2 28 ¥A 61 73 73| ...55H kew pass
AE4EFEFC) FA 68 Y2 61 ¥3 65 B8 88 4E SF 2@ Y8 61 ¥3 73 7E|phrase..Mo passp
BE4EFFAC) 62 F2 6l ¥2 65 2B Y2 65 ¥1 Y5 &2 ¥2 65 &4 ZE 80| hrase required..
BE4EFFIC) BH BB B8 B8 54 72 V2 69 6E &7 D@ VA FE &2 &0 69| ....Truing publi
AE4EFFEC) 62 2B 6B 65 F9 2B 22 25 VS 22 0@ 88 54 72 T 69| o kew "HsM. . Trui
BE4EFFIC)6E 67 2@ VA FE G2 EC 69 63 20 EB 65 F¥9 28 &1 F5ing public kew au
BE4EFF40) 74 68 65 B6E ¥4 69 62 61 ¥4 69 &F £E ZE 80 BA 88| thenticat ion....
AE4EFFEC| 46 61 &2 6C 65 64 28 V4 6F 20 &7 65 ¥4 2B 72 65| Failed to_get re
AA4EFFEC) VA GC V3 28 66 Y2 6F 60 28 SA &1 &7 65 61 6E V4| ply from Pageant

Here you see that the string was found at the virtual address 0x4676BC which belongs to memory region 0x45D000-
Ox479FFF (putty:.rdata).

To keep searching for other occurrences of this string in this memory region click on Dump window (to make it active)
and keep pressing Ctrl+L. When there is no more occurrences, OllyDbg will signal this with the ‘/tem not found’
message at the bottom of the window.

[D| Dump - putty:.rdata 00450000..00479FFF =R

AR4EERGE| 77 72 6F 6E 67 28 7@ 61 79 73 78 68 72 61 73 65| wrong passphrase
BE4EEALD| @B B8 B8 B3 72 73 61 5F 76 65 72 69 65 79 28 £6|....rsa_verify f
AO<4EERZO( 61 69 EC 5 64 B B0 B9 65 59 &C 65 28 66 £F 72| ailed...flile for
AE<4EERSO| 60 61 74 29 65 72 72 BF 72 B9 08 09 6E 6F 74 28| nat_error...not
AO4EER4D| 61 BE 28 53 53 48 20 31 20 52 53 41 20 66 63 GC|an SSH-1 RSA fil
@E4EERSH| 65 B8 B9 B9 53 53 48 28 58 52 49 56 41 54 45 28| e...55H FRIVATE
GA4EERED| 4B 45 £9 29 46 49 4C 45 26 46 4F G2 40 41 54 28 KEY FILE FORMAT
GE4EEATE( 31 2E 31 BA 96 OB 08 B9 63 61 6E 27 74 28 6F 78| 1.1..... can't op
BE4EERSE| 65 6E 20 66 69 6C 65 BB 72 62 B8 BB GE 6F 74 28|en file.rb..not
AE<4EERZO| 61 28 5@ 7S 54 54 5P 20 53 53 43 20 32 20 £9 72|a PuTTY S5H-2 pr <

&~

| [term niok found

To continue searching for the string in other memory regions go back to Memory map window (make it active) and
keep pressing Ctrl+L. If there is no more occurrences, OllyDbg will signal this with the same message at the bottom
of the window.

Threads window shows all threads of the current process. If the process has more than one thread, double-clicking
on the thread would switch the context to this thread.

13
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Ident Oata block]|Last error
BEERESZY | BB454A06E | FFFOFBEa ERROR_SUCCESS (88 Act ive

Handles window shows all windows opened by the process handles with an additional information regarding the
handle type, value and name. This window may be useful if for example you see that some API call is referring to a
certain handle and you don’t remember what this handle is.

|E| Handles E'@

Handle |Tupe Refs [Access | T |Info Hame

BERARASC | Event Z. | BalFeaas

BEEARASS [ Event 2. | BalFeaas3

HEEAREEAC | File (dir) 2. | BE1Baan2a c~analyses~sanmple

HEEARE1IA| File (dirl 2. | BElBan2aE ce~llindows~winsHds~uE86_microsof
BEEAEEEY [ Key 2. | BaEaaaas HEEY _LOCAL_MACHIMESOF TWARE~HMi
BEEAEE]1 4 [ Key 2. | BEEzaals HEEY _LOCAL_MACHIME~SYSTEM-Cont
BEEAEE2E [ Key 2. | BaEF8asF HEEY _LOCAL_MACHIME

BEEAEAZE | Key 2. | Baaasaa 1 HEEY _LOCAL_MACHIME~SYSTEM~Cont
BEEEEELC| Mutant Z. | BalFaaal

BRAER8E82C| WindowStat ion 44, | BaEaFaz7F ~Zessions~1=Nindows~Windowsitat _
BEEADEZS | W indowStat ion 4H, | BEAFB3FF ~Sessionss1alindows - indowst at

Finally call stack window shows all function calls made up to the current instruction in the current thread. This is
useful for checking to which function the current instruction belongs to and from where this function was called.
Note that the screenshot below presents the Call stack window during process execution, after two calls were made.
If you open the Call stack window while at the entry point, it will be empty.

E Call stack of main thread E@

Address | Stack Procedure < arguments Called from Frame
681 2FEEE| BE4ET4ES | kerne |22, HeapCreate putty. BB4574E2 BE1ZFFES
BE12FESd | BEABEEEL Flags = HERP_MO_SERIALIZE
BE1ZFESS | BEAG 16EE InitialSize = 1806 [(4E95.1
BE12ZFEEC | BEABEEEE MaximumSize = @

BE1ZFEVE| BE454E90 | putty . BE4EF4E] putty. BB454E95

-

-

One of the useful OllyDbg features is highlighting elements that have changed. A good example of this is highlighting
newly allocated memory blocks or newly loaded modules.

To present this, open the Executable modules window. If there are any red coloured elements in the window, right-
click it and choose Actualize.

@ Executal::-rle modules EI@

Ease Mame |Flle VErSion |Path "

-

7113888 711592234 | WIMSPOOL| &, 1. 7AAA. 16385 [ Cr-llindows~system32-WIMNSFOOL. DRL
Td2IBEEa r42C3731 COMCTLEZ &.18 (win7_rtm.l Crslindows~WinSa5~086 _microsoft.wim
FESZEEEE FE932389( MSASH] &.1.7580H. 16385 | C:~lWindows~system32~MSASH1. L1
TSAZ888a FEAZ27AZ0| KERHELP ™ ——=onn deann Loe s blis demt sk = e S VERMEL BASE. AL L
TESAABEEE TSAALSAE | CRYPTE Actualize ERYPTIZ.dLL
TECERBEE TSCE1AEE| comdlg somdlg32.dLL
TSCORBEE TSCERZ4A | SHLWAF . E} SHLWAFI.CLL
7E030080| BBAALEAY| 7E03AITE| msugrt  View memory woort.dll v
4 2

Yiew code in CPL Enter
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Next, right-click anywhere in the window and choose Insert module from the context menu (this operation is
available only with Olly Advanced plugin).

View resource strings

Analyze all modules
Insert Module
Dump Module

Free Module

In the Open dialog, choose c:\Windows\System32\wininet.dll. This way OllyDbg will load an additional module in the
address space of the currently debugged process. Loading extra modules is sometimes useful in more advanced
debugging when you want to load the DLLs with your custom code.

Now all the newly loaded modules should be marked with red font in the Executable modules window. Notice that
besides the wininet module, a couple other DLLs were loaded. Those are the DLLs that were required by wininet.

@ Executat-}le modules E'@

Ease Mame |File verzion |Fath

TrE2E88E | BEAS0EEE | PPEE4707 | USP18 1.B8626,7E0E, 163 Co ~llindows ~swstem32-USP1E. 1 1

T rEACHEEaA) BBASFEE0| FFEOC3FEL | OLEAUTS2| 6. 1. 7&68E. 16385 | C:~lWindows~swstem32~0LEAUTIZ.dL L
rrl50Eaa| Baan38a0 Mormaliz|&.1.7608. 16385 | Ci~llindows~system3z2~Hormaliz.dll
vrléaa8al eeaccaas | PF16165E8| MSCTF &.1.7688, 16385 | Ci~lindows ~swstem32~MSCTF. L1

Tr2SE88E | BEAF4EEE | PF231FEE| win inet | 2,868, FEE8, 16385 | Cr ~indows ~Sustem32 win inet.dLl
TTE338888 | BEAD4E08 | PP3S168CE| kerne L32[ 6. 1. 7688, 16385 | Cr~llindows swstem32 kernel32.dL1
77418888 | BEACI68E8 | FV42FFCY| USERSZ &.1.768@,. 16385 | C:~lindows~system32-~USER32.d11L
774EORDR| DRAA1000| 7751AFDY| PCRT4 | 6.107600) 16355 | C:lindows sustem32 RPCRT4 AL ~

4 3

The same rule of red-colouring new elements applies also to Memory map and various other views in OllyDbg. In
general this is useful in tracking places in the code where new modules are loaded or new memory is allocated.

2.2 Basic debugging and code navigation
Start by loading the putty.exe sample as described in the previous exercise.

Each debugged process can be in one of the following states: paused, running, terminated, tracing and animating.

e Paused — program execution is paused, no instructions are being executed

e Running — program is freely running and debugger is not tracing its execution

e Terminated — debugged process has terminated

e Tracing —when instruction tracing was started (each executed instruction is logged)
e Animating — when instruction animation was started.

The current state of the debugged process can be read in the upper left corner of the OllyDbg window.

¥

File View Debug Plugins
|F'auseu:| |gﬂﬂ ﬂ_'

When the process is paused, the current position (the instruction pointer) is indicated by a black square in the
disassembly view and by the value of EIP register.
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BE454ACF

BE454ACO 0
5] - 5o FOF ECH
C3 RETH
A =13 =15 ] FUSH &8
- &% BEVA4 AR FUSH putty.B847r7AEG
5] EZ B221888A CALL puttuy.B8456BE4
BE454A0C EF 24888884 MOL EDT, 94
BE454AEL 2BCT MOL ERX, EDI

ESP BA12FFaC
EBP B@12FF324
ES] 88888860
EDI Aa88aaEA

EIF GE454A08 putty.<{ModuleEntruPoint

ES 88232 22bit BIFFFFFFFF]
CS B81B 22bit BIFFFFFFFF]
55 8822 22bit AIFFFFFFFF)
Z2bit BIFFFFFFFF)
F3 BA3E 32bit FFFOFBEA[FFF]
G5 8888 HULL

—wWraomo
EE R

[

om

=

=

)

w

Whenever you get lost, double-click on the EIP register value to be instantaneously moved to the current position in
the code. Remember that if the program has multiple threads, the current position will likely be different for each

thread.

ED BE454A08 putty.<ModuleEntryPoint
EEX PFFDEBEA
ESF 8812FFaC |

EEP BE1ZFFS4 ) I
ERRg] e double click

EDI BBABEEEHE
EIF EB4E4HD§&§utty.<HnduleEntryPDlnt>

C B8 ES @@z 2bit BIFFFFFFFF]
P 1 CS 881 22bit BIFFFFFFFEF]
A @ 55 8822 22bit BIFFFFFFFF]

When debugging a program you will spend most of the time on analysing disassembled instructions step-by-step.
There are two modes of instruction stepping:

e Step into (F7) — executes current instruction and moves program execution to the next instruction. If the
current instruction is a function call then the debugger steps into the call and starts stepping over
instructions of the called function.

e Step over (F8) — behaves the same as Step into except if the current instruction is a function call, the
debugger doesn’t step into this call.

If you want to let the program run freely choose Run (F9). In the result, PuTTY will create its main window and
present it to the user. If you want to pause the program execution then press F12 (Debug->Pause) while staying in
OllyDbg. You can also restart the executable by pressing Ctrl+F2 (Debug->Restart).

Other useful debug operations are:

e Run to selection (F4) — causes OllyDbg to resume execution until the selected instruction
e  Execute till return (Ctrl+F9) — executes the program until return from current function
e Execute till user code (Alt+F9) — executes program until user code

Debugging actions can be also accessed through the toolbar at the top of OllyDbg.
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* OllyDbyg - putty.exe_
File View Debug Plugins Options Window Help

Paced | S| x| w[N| W% L 4 + L[E[M|T]

//// \\'Executetillreturn

Restart Close Run Pause Trace aver

Trace into
Stepinto Step over

If you want to quickly pre-view the execution flow of a program (find loops, check which jumps are taken, etc.) you
might decide to use the instruction trace or instruction animation functions. Both functions come in two forms: Trace
into/Trace over and Animate into/Animate over.

Plugins Options Window Help

Run F9
Pause F12
Restart Ctrl+F2
Close Alt+F2
Step into F7
Step owver F&
Animate into Ctrl+F7
Animate over Ctrl+F8
Execute till return Ctrl+F2
Execute till user code Alt+F9

Open or clear run trace

Trace inte Ctrl+F11
Trace over Ctrl+F12
Set condition Ctrl+T
Close run trace

To see how the instruction animation works, restart PUTTY sample (Debug->Reset) and then choose Debug ->
Animate over (Ctrl+F8). Observe what happens in the disassembly window.

You should see a short animation of executed instructions and after a few moments PuTTY’s main window should
appear.

Close PuUTTY and reset the sample. Now choose Debug->Animate into. This time instead of stepping over, the
animation will step into each function call (including API calls). You can open the Call stack (Alt+K) window to observe
all called functions in the real time.

IE Call stack of main thread El@

Address |Stack Frocedure ~ arguments Called from Frame -
BE12F07A| FrrD9v¢52 | ntdl L. 7FrO7EEY ntdl L. 77709740 Bl 2FOEC
BEIZFO74| B1228008| Argl = B1Z22ZEE08 ASCIT "0 R

HE12FO7S| B1226133 FAroZ = B1228578

BB12FE3C| ¥5A20932| ¥ ntdll.Rt ICreateHeap KERMELEA. FERZ092C BE12FE3S
BEIZFE4E| BEAE1AG2| Argl = DEEB1AGZ
HE12FE44 | BEEEEEDE AraZ HEEEEEEE
BE12FE4S| BEE 1 AEEE R332 BEE 1 B8R

=
o]
—-
)
m
m
Ey
[x]
=
o]
=
=
[
]
o]
=
jx]
H

10

=

winmnn

[io]
o]
o=
=
oy
o]
=
=

Rr-a6
BE1ZFEER| BE4ET4ER| ¥ kernel22.Heaplreate Putty, BE4ET4ER BE1ZFEEC
BE12FECY | BEBEEED L Flag= = HEAP_MO_SERIALIZE
BE12FECS | BREE1E6E InitialSize = 1888 (4096.]
BE1ZFEEC | BEHEEHEEE MaximumSize = @
BE12FEYE| BE454B90| 7 putty. BE4ET4E1 putty. BE454B95 =

Animate into function usually takes some time until the program finishes execution. To stop it, use Pause (F12)
function.
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Next restart the sample again and choose Debug->Set condition.

Condition to pause run trace X

FPauze run trace when any checked condition iz met:

[~ EIPisinrange 00000000 .. |ooooooon
[~ EIFis outside the range |00000000 .. |ooooooon
[ Condition iz TRUE | ﬂ

[~ Command is suspicious or possibly invalid

[ Command count is |D. [actual |EI. | Resst

[~ Command iz one of

In command, B3, R32, RA, BB and COMNST match any register or constant

] | Cancel |

In this dialog you can set conditions on how long the Run trace function should be running (conditions set here would
also work for animate function). If you set more than one condition, run trace will be running until one of those
conditions is met. It is important to note that if the condition is met inside the body of some called function and you
are using Trace over function, it will not work.

For example set the following two conditions.

IV EIF iz outside the range | 00400000 .. |nos00000
v Command is one of call eax
call edi

This would make instruction tracing stop either when the execution moves outside of the memory range 0x400000-
0x500000, or when the current command would be call eax or call edi.

Now open Run trace window (View->Run trace) and then choose Debug->Trace over. Execution should soon stop
at the call edi instruction.

BHE454B3H .  33Fe #OR ESI.ESI

BE454E3C . E& FUSH ESI

HE45 4830 o BESD O202450E8 NDELEEI.DUJDRD FTR D5: [<&KERMEL3Z. GetModu
BE454B45 . 66:31328 405A CHMP WORD PTR DS: [ERX], SR4D

BEa454E4H -~ 75 1F JME SHORT putty.BE454BEE

BB4E4B4C | 1 2843 aC HOU ECX,DUORD PTR DS: [EAR+3C]

This would also be indicated at the OllyDbg status bar in the bottom left corner.

| Conditional pause: Command iz call edi
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Notice that execution hasn’t stopped on the condition of EIP register being outside of the given memory range even
though there were some API calls already made in the code. This is because you used the Trace over function and
the API calls were stepped over. If you had used the Trace into function, execution would stop at the first API call.

Now take a look at the Run trace window. It contains all executed instructions with information about the instruction
address, thread and modified registers. The last executed instruction is at the bottom of the window.

-] Run trace E=H ol =X
Eack Thread Modu le Address | Command Modified registers -~
12. Main [=IEET] Ba454B6A| MO OWORD FTR DS:[47ELSET, EDX

11. Main putty BE454B16( MOV ESI,DWORD PTR DS:[ESI+CI ESI=B86E10EG

1@. Main pUELY B3454B12| AMO ESI, FFFF

9. Main putty BE454B13| MOV OWORD FTR OS:[47E1441,ESI

g. Main pUEttY Ba8454B1F | CHP _ECH, 2

T Main =1 3 4T] BE4E4E22) JE SHORT putty.BE4E4E20

G Main putty HE454B268| SHL ERX, 2 EAX=BEHEEA5EE

E. Main =1 3 4T] BE454B22| ADD EAR, EOR ERX=0E0EE5E 1

4. Main putty BE454B25| MOV OWORD PTR DS:[47E1481, ERX

2. Main pUELY B3454B3A| XOR ESI,ESI ESI=AR6GEAREE

=0 Main putty BE454E30C) FUSH EST ESP=BE1ZFET4

1. Main pUEttY Ba454B30( MOU EOI,DWORD PTR DS: [<&KERHEL3Z.GetModu leHand leRX>]1 | EDI=FF382507

d. [=1*h 341] BE454B42| CALL EDI i
4 I

If you would like run trace to be logged to a file you should right-click on Run trace window and choose the Log to
file option from the context menu (before executing Run trace function).

At this point you should know the basic debugging operations and functions. The next important thing to learn is
how to navigate through the code.

First restart the PuTTY sample.

¥ &R ed FUSH &8
BE4E4A02 | . &2 BATA4TEE PUSH putty.B8477ABE
BE4E4A07 | . EZ B8210006 CALL putty.BE456EE4
BE4E4A0C | . BF S4BEEEEG MOL EDI, 94
BE4E4AEL | . 3BCY MOL ERK,EDI
BB454AES | . E2 BSFAFFFF CALL putty.B@8454506
BE454AES | . 3965 EB MOU DWORD PTR S5:[EEP-121,ESP
BE454AER | . 2BF4 Moy ESI,ESP
BE454AED | . 393E MOU DWORD PTR D5:[ESI],EDI
BE4E4AEF | . 56 FUSH ESI

Whenever you see some call or jump instruction you can follow it (without executing) by clicking on this
instruction and pressing <Enter>.

In this example follow a call to putty.004545A0. You should land at the function body.

BE45459E [ IMT2

BE45459F cC IMTZ

BE4545A8 i 30 B8186R6EE CHF ER=, 186G

BE4545H5 |1 .~ 73 BE JHE SHORT puttu.@84545E5
BE4545A7 |1 . FFDS HEG EHx

BE454509 11 . B3C4 ADD ER:, ESP

BE4E450E | . 23CE B4 ADDER:, <

BE4545AE |1 . 2568 TEST DWORD PTR D5:[CERXI,ERX

You can do the same with jump instructions.

One of the drawbacks of following calls and jumps in OllyDbg is the lack of a “Go back” function. That is, if you follow
some jumps and calls, there is no easy way of going back to the previous position in a way that IDA Pro / IDA Free®
allows. You just need to remember what code you have followed or use the Bookmarks plugin (you will learn more
about plugins in a later part of the exercise).

https://www.hex-rays.com/products/ida/support/download_freeware.shtml
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Another way of navigating through the code is using the Go to expression feature. It can be used to change the
current position in disassembly view, memory dump or stack view — depending on which view is active.

Click on disassembly view and press Ctrl+G.

1@ MOL ECH, DWORD PTR DS: [ESI+1G] |
4BE1

:Eh— Enter expression to follow @ errer]

[k

SHE] putt
] | &

FF¥H | J
44E1

8z

:E’IE’IBE ] I Eancell

44E 1
@s e
AOD ERW, EON | pute

Type eip to be moved to the current location in the code (pointed by EIP register).
In Enter expression to follow dialog you can enter a wide range of expressions:

e registers: eax, ebx, ecx

e memory addresses: 0x401000

e arithmetic expressions: 0x400000+2*0x1002, eax+0x1000
e APl functions names: CreateFileA, WriteProcessMemory

e Labels or other names used in program.

If the entered expression is invalid or the destination address doesn’t exist in the address space of the debugged
process you will see a proper error message.

Enter expression to follow @

=l
Mo memory on the specified address

k. | Cancel |

Additionally, if you want to find the address of a certain API function, but the module in which this function is located
hasn’t been loaded yet (it is being loaded at runtime as it is going to be called) you will also see an error message
(Unknown identifier).

Another often used way of code navigation in OllyDbg is through context menus. You can click on various values in
OllyDbg (register values, immediate values, stack stored values, strings) and in the context menu there will often be
options like:

e Follow in Disassembler
e follow in Dump
e Follow in Stack

For example, start clicking on registers values. If a register points to the existing address in the address space of the
current program, there should be the following options: Follow in Disassembler and Follow in Dump.
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Registers [(FFU) < < <
ERAX ¥ra2l162 kernesl 32 RaseThreadTritThunlk
ECH BEEEEEEY
ED¥ GE4E4A04 Increment Plus
= oo .
EBP B1oFFas Decrement Minus
ESI HE888E86HE
EDI GEEH0EEE Lero
EIF @8454A0E
Lo ES @a: S
Ro S5 age:  Modify Enter
£ 1 0f Baz: _ _
58 FS @ast Copy selection to clipboard Ctrl+C
T B G5 BEOG6E
H S LastErs Copy all registers to clipboard
EFL BEE8624e
STA ermpty 8. Follow in Disassembler
L e 8
EmMpty u 1
275 Embtn G Follow in Dump
5T4 empty .
EE gﬁg‘;g S: Yiew MMX registers
STY empty . . .
Wiew 3DMow! registers
FST @@@d Co
FCW 027F Py View debug registers
Appearance
B e ) e o e

Advanced artefact analysis
October 2015

If the register does not contain a valid address, these options won’t be available. Additionally if a register points to

the location on the stack (like in case of ESP register) there will be an option Follow in Stack.

You can do the same with values stored on stack.

P =

ZFFEC
B12FF 38 TFF

Tragii7d | RETIEN +a lovrne |22 FF20117d

BA1ZFFo4 | r@E)d Address

BE12FF22 TrrQ

BE12FFIC vFFC Show ASCI dump

aa12FFRE =)

DOIEEERY ||8982  Show UNICODE dump

BE1ZFFAC TFFO

AA1ZFFEE || BoeE Lock stack

BE12FFB4 HEAE
BE1Z2FFES BEAE

[ TrE Ll Tl o

™

Copy to clipboard
Modify
Edit
Push DWORD
Pop DWORD

Search for address

Search for binary string

Go to EBP
Go to expression
Follow in Disassembler

Follow in Dump

Appearance

Ctrl+C

Ctrl+E

Ctrl+B

Ctrl+G

Enter
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2.3 Breakpoints
Breakpoints are crucial parts of any debugger. They allow to stop the program execution at a chosen moment
allowing the user to analyse specific program functions.

There are four types of breakpoints in OllyDbg?°:

e Software breakpoints (INT 3 breakpoints)
e Hardware breakpoints

e Memory breakpoints

e Guarded pages

Software breakpoints work by inserting an INT 3 instruction in the place of the Instruction on which the breakpoint
is set. When the instruction is about to be executed, the interrupt is raised and the debugger steps in. The entire
process is transparent to the user.

Setting software breakpoints actually modifies memory of debugged process. Thus when the debugged process was
about to calculate the checksum of its own code, it might be different than expected. Some malicious code uses this
as one of the anti-debugging techniques to detect if they are being debugged.

To set a software breakpoint, double-click in the second column next to the instruction or select an instruction and
press F2. When the breakpoint is set this will be indicated by a red background of the instruction address.

QE4S4ACE Lg Eg ca | EETH
AE454A0Z | . 65 BATA4TA double click PREE
AE4SAA0T ES BSZ1REAE CHCE putty. 9RdoaEES
BE4CAR0C EF 94RREEAG MU EOT, 94
AE4EARE L SECT ML ER, EOT
AB4E40ES EZ EBSFAFF CALL puttu.B@@454508
5965 EZ MOU OWORD PTR S5: [EBP—131,ESP
GE4S4AEE | . SEF4 % ML ESI,ESF
AE4S40ED | . S95E HOY OWORD FTR DS:[ESI],EDI
AE4SAHER 56 FUSH ESI

BE4E4AFE

A

FF1E E@O2458@ | CALL DWORD PTR 0S:[<:KERNEL32.GetlUsrs ionExA>]

Now press F9 (run) and the program should stop execution on this instruction (before executing it).

BR4E4ACF L. C=2 RETH
BE4E4ADA 5 ER EA FUSH &
HE4E4AD2 . &2 BEFVR47EA FIUSH putty. 86847 7ABE
BE4E4A07 . E& B2218088a CALL putty.B8455EE4
BE454A0C . BF 248080688 MO EDOIL, 94
BE454AEL . BECY MOL ERH, EOL
HE454HES . EZ ESFAFFFF CALL putty.@8454508
. 8965 E& MOL OWORD PTR S55: [EBF-121,.ESF
HE4E4HER . GSEF4 Mol ESI, ESP
HE4E4RED . B93E MO DWORD PTR DS:L[ESI],EDI
HE4E4REF . E& FUSH ESI
B94S4AFE | | FF1S Eon24sen | EALL_DWORD_PTR_DS:[{SKERNEL32.GetUersionExA>]

To remove a breakpoint, repeat the same steps as when setting it.

You can view a list of all software breakpoints in the Breakpoints window.

http://www.ollydbg.de/Help/i_Breakpoints.htm

https://en.wikipedia.org/wiki/INT_(x86_instruction)
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Breakpoints EI@

Address | Modu Le | Aot ive | Dizassembly
BE4E4RES | put ty Alwaws MOU DWORD PTR S5: [EBP-121,ESP

s

You can also use this window to remove or temporarily disable chosen breakpoints.

One way of using breakpoints is to set them on API functions. This allows to detect when a certain API function is
called by malicious code and can be used to detect various operations done by malware. For example if you are
interested in communication with C&C servers it is a good idea to set breakpoints on network related functions. And
if you suspect that the process is injecting some code to other processes, you might set breakpoints on functions
such as WriteProcessMemory or CreateRemoteThread.

Now you will set a breakpoint on ShellExecuteA function.

First click on disassembly view and use Go to expression (Ctrl+G) to find the address of ShellExecuteA.

Enter expression to follow @
|SheIIEHecute.-'-‘-.| ﬂ

0k | Cancel |

Then set breakpoint on the first instruction of ShellExecuteA (the one to which you were moved).

SEFF MOW EDI,EDI
RCENEER =1 FUSH EBP
FEI03BHS SBEC MO EEP, ESP
TEI03BAAR S2EC 48 SUB ESP, 4G
FEI03BA0 Al ACSFBEFE MO ERX, OWORD PTR DS:[YSES9FAC]
FEI03EEE2 23CE #OR ERX, EBFP
TEI03EE4 2945 FC MOU DWORD PTR S5:CEEBF-41,ER:
re202EEY SB45 B2 MO ERE, OWORD FTR S5z LEEF+2]
Te202EER SE40 AaC MOW ECH, OWNORD FTR 55z CEEF+C]
TEe303EED SB55 148 MO EDE, OWORD. FTR 55: CEEF+181

If the PUTTY process was paused, resume execution (F9).

Next in the PUTTY window, click the About button and then the Visit Web Site button.
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@ PuTTY Configuration @
Category:
2- S_ession Basic options for your PuTTY session
5 TE"" Fog?ing Specify the destination you wart to connect to
- Terminal
- Keyboard Host Name (or IP address) Part
- Bell 22
- Features Connection type:
=- Window ) Raw () Telnet ) Rlogin @ SSH () Serial
Appea@nce Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
- Selection
- Colours -
Default Settings
[=)- Connection Loed
- Proxy
- Rlogin
- 55H
- Seial Close window on exit:
() Mways () Never (@ Only on clean exit
o) [ cana )
About PuTTY [
PuTTY
Release 0.65

2 1597-2015 Simon Tatham. All ights reserved.

[ View Licence ] [ \ﬁsitWebS’rte[ﬂ[ Close l

Advanced artefact analysis
October 2015

Now go back to OllyDbg. OllyDbg should break on a call to ShellExecuteA (on the previously set breakpoint).

@ CPU - rnain thread, module SHELLS2

SEFF Moy EDI,EDI
R 5 FLIZH _EBF
TEI03BHE 3BEC Hoy EBF,ESF
TES03EBAA B3EC 48 SUBR ESF, 40
TES03EAD Al BEIFESFE MaL ER, DWORD PTR DS: [YSBE9FAC]
rEP03EERR 2acE #“0OF ER:,EEP

| Breakpaint at SHELL3Z. ShellExecutes,

Take a look at the stack view to see arguments passed to ShellExecuteA.

BE44ECE0| FCALL to Shel IEdecuteR from puttu. BE44ECE7

Aaiz2F108 BAEFE2AC|| hiind = @887a%8C ("About PuTTY",class="#32778", parent=0847a702)
BE1ZF104 BE472FE4|| Operat ion = "open®™

HE12F102 B4 72FEC|| FileMame = "http: - ~www.chiark.greenend. org.uk " sgtathan<puttu""
BE1Z2F10C BEA0EEAE]| Parameters = MHULL

BE1ZF1ER BEA0EEEE] | DefDir = MHULL

AE1ZF1E4 ARAEEEAA|LI=Shown = A (18,1

HE1ZF1ES HEEEE111

As you can see, after clicking Visit Web Site, PUTTY tries to open the http address
http://www.chiark.greenend.org.uk/~sgtatham/putty/ in the default system web browser.

You can also open the call stack window (View->Call stack, Clt+K) to check from where ShellExecuteA function was

called.
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IE Call stack of main thread EI@

Address | Stack Frocedure ~ acrguments Fiame -

HE12F1CC| BE440C80) SHELLS2.5hel lEnecutel [Dutty.BB44BE8?| HE12F1EC
BE12F 100 | BEEFDoEC hllnd = BEEFEIEC ("About PuTTY',class="#327Yr@",
BE12F104 | BB4727E4 Operation = "™open™

HE12F 108 | 8847 27EC FileMams = "http:sswwa.chiack..greenend. org. uk
BE1Z2F10C| DEBEEaaaE Farameters = HULL

HE12F 1ER | BE8800EE DefDir = HULL

HE12F1E4 | BEEE0EEA I=Shown = A (18,1

BE1ZF1FD| PE1286EF | putty. BE440C2E USERZZ2.v751286EC | @B1ZF1EC

BE1ZF1F4 | BEEVEIEC|  Hregl = CEEFESGEC
Bal2F1FS| Bo0aa111 Hro2 = B8@a8111
BE1ZFIFC|BEEEESEE| Aro2 = CBAEAZEE

BE12FZ08 | BEEVESZE|  Argd = BEATASZE

BE1ZF21C| Fe11BAFL| 7 USER3Z2. Fel28aCC USERSZ.V&11BREC |(B@12Fz218
BE1ZF292| FE11B98E| * USER3Z. vel1BA4S USERSZ.7FE11E936 |(B@12F294
BA12F2EA| F61328F 3| USERSZ. Fol 1E2EC USER3Z2.761328F4 | Aa12F20C
BEIZF2FC| FE1286EF | Includes USER3Z. Ye139GF2 USERSZ.7FE1286EC (BB12F2FS
BE1ZF222( PE122876| ¥ USER32. V&1 22600 USERZZ2.76122871 | @E12F324
BE1Z2F32C| Fe139807| Includes USER3Z.VE128376 USERZZ.7&129601 |(@@12F39Cc

The second type of breakpoints are hardware breakpoints. In general, instead of changing program instructions in
the memory as software breakpoints do, they use special processor registers (debug registers). On the x86
architecture there are four debug registers (DR0O-DR3) used to store the linear address of breakpoints. Thus it is
possible to set four hardware breakpoints at a time. Additionally, in contrast to software breakpoints, hardware
breakpoints can be also used to break on memory read or write operations.

Hardware breakpoints are usually used when you want to detect when a certain memory address is being written
to or when you know that the malicious code is trying to detect software breakpoints.

To get more information on differences between software and hardware breakpoints refer to the Debugger flow
control 213 articles by Ken Johnson.

Now let’s see how to set up hardware breakpoints: go to OllyDbg and restart the PUTTY sample.

CEECn=l & SH &8 FUSH ci&

HEE4E4A0Z | . 68 BEFR47ER PUSH puttu.B8477ABE

EE454A07 | . ES BS219888 CALL putty.BB8455BE4

EE4S4A0C | . BF 948888608 MOL EDI, 24

AE4S4AE L . BBCV MO ERX, EDI

AE4E4AES | . ES BBFAFFFF CALL puttu.BB@454508

HE4E4RES | . 2955 EB MOU OWORD PTR S5:[CEEF-181,ESF

EE454AEE | . SBF4 MOL ESI,ESP

BE454AED | . 893E MOL OWoRD PTR D5:LCESI],EDI

HE454HEF . E& FUSH ESI pllersionInformat ion = HULL
AR4E4AFE | . FF1S EBD24508 CALL DWORD PTR DOS:[<&KERMELSZ.GetlersionEkGetlers ionExA

HE4E4AFE | . SB4E 18 Mol ECH, OWORD PTR DS:[CESI+1A]

EE4E4AFS | . 25980 48E147648 MOL OWORD PTR D5:[47E148]1,.ECH

EE4S4AFF | . SEdE B4 MLl ERs, OWORD PTR O5:CESI+4]

AR4E4EEZ | . AS 4CE147@8 MOL OWORD PTR D5:[47E14C1,.ERA kernel32.BaseThreadln it Thunk

Next, step over until the instruction at 0x454AF9. As you can see some dword value is being written to the memory
at the address 0x47E140.

ECH=BEaaa862
05: [8847EL 46 1=0EEEEEEE

Let’s say you want to check at what place in the code this value will be used again.

Right-click on this instruction and from the context menu choose Follow in Dump->Memory address.

http://www.nynaeve.net/?p=80

http://www.nynaeve.net/?p=81
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BE454AFE . FF15 EBDz4588 CALL DWORD PTR DS:[<&%KERMELZZ.GetVersionfLGetUersionExA
HE454AFE . SB4E 1@ MDY ECH, DWORD FTR DS: [ESI+1A]
. 2980 4RE147EH MOU DWORD FTE DS5: [47E14@],ECE
BHE4E4AFF . SBde B4 MOW ERE, DWORD FTR OS: [ESI+4] Backu
BE4E4BE2 . H2 4CE1478a@ MOU DWORD PTRE DS: [47E14C],ERX P
HE4E4BE7 . BSBS& B2 MOU EDE, DWORD PTR OS: [ESI+E]
BE4E4B6R . 8915 SRE1478a MOU DWORD PTR DS: [47E1S@A]1,EDH Cﬂpy
AR454E1E | . SEBFG BC MU ESI,OWORD PTR D5:[ESI+CI
BE4E4E12 . S21E& FFFPFa@ag AHO ESI,. 7FFFE Binary
BE4E4E19 . 8935 44E147EE MOY DWORD PTR DS: [47E1441,E5I
Goto » | |
Follow in Dump b Selection
Memorny address
Search for » E g
| T

Now Memory Dump view should be centred on the Ox47E140 address. Select the first 4 bytes (dword) and right-click
on them. From the context menu choose Breakpoint->Hardware, on access->Dword.

Address |Hex dump ASCII Py A LFE
FIEA 7 E 1 210 | Bl AT AR A A1 TA (A (A (A (A (A A AR AR E GE| laanenennnnnn el
@64 7E 156 | BE B T GEa1ZFESE
BE4TE 156 BE ackup L | @61 2FES:
HE47ELVE| Ba &) cooooooooooooooo SS%%EEEE
HR47YELSE) B8 CDFI}I’ 3 5| coocooooooooooooo BE12FEQE
BN 7E 1 6| B | I AR1SFEa:
HE4FELRR| BE Ei . &) cooooooooooooooo BR1ZFEa:
G54 7E1EG | 8@ =ty B8] v eerenenneens AR 1 5FEST
HE47VELICH| BE &) cooooooooooooooo BE1=FERE
GE47E1DE| B9 Label 3 5&]| cooooocooooooooa 6812FER:
BE4FELED| B8 = BE12FEAL
ae4rE1FE) Ba Breakpoint ] Memuory, on access GE12FEAL
HE47EZEE| B8 P . BAa1 2FEEE
HE47VEZ 10| Ba - HAa12FEE:
G4 FE == | BE Search for r Mermory, on write

BAa12FEBE
i o

Find references Ctrl+R

BE4FEZE0 | B8 Hardware, on access » Byte :
e View executable file £
SS:;EEES SS Hardware, on write b Word E
BE4FEZDE | BE Copy to executable file ]
AE4FEZAG | B@ Py Hardware, on execution Dword E
HE47EZER| BA Got 9 4, C
Ba47EZCH| B8 oo | T TR R AL [ * | Gm1 =FEFC

Now if at any place of the code this memory address would be accessed, the hardware breakpoint will hit and the
program execution will be paused.

To view all currently set hardware breakpoints, choose Debug->Hardware breakpoints.

Hardware breakpoints @

B Baze Size  Stopon
(0047140 [ 4 [Access [ Folow1 | Delete1 |

2 | | | |
3 | | | |
4 | | | |

—_

Ok

You can use this window to follow the memory address where the hardware breakpoint is set, or to delete the
breakpoint.

After setting up a hardware breakpoint on 0x47E140, resume the program execution (F9).
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Almost immediately the program should break. As the message in the status bar shows, hardware breakpoint 1 was
hit and EIP points to one instruction after 0x47E140 address was accessed.

| Hardware breakpoint 1 at putty. 0045743E - EIP points o nest instiuction

Scroll the disassembly view one line up to see the instruction accessing 0x47E140.

BR4EF436 [ .0 C3 EETH

BE4EF43F (5 EESSD4BE14?BB E2 CHMP DWORD PTR O5: C47E14E], 2
o i AORT o 7. a0y T

BE4s744a (| . | 8320 4CEl47o0 @S| CHP DWORD PTR DS:[4rYEL4C], 5

BE457447 || | F2 B4 JE SHORT putty.B8457440

BE4S7449 (| . | 33CE AOR EHR, ERX

BE4EF44E (| . | 4@ IMC ERX

BE4EF44C (| . | C2 RETH

BE4EF440 || » +EA B2 FIUSH =

You can now remove the hardware breakpoint (it is not automatically removed after the sample reload).

Hardware breakpoints can be used instead of software breakpoints, for instruction stepping or tracing. To configure
this go to Options-Debugging options->Debug and select “Use hardware breakpoints to step or trace code”. Don’t
select this option right now however, since in the remaining part of this training software breakpoints are used!

:= Debugging options =
Commands | Dizazm | CFLU | Reqgisters | Stack | .-i'-..nal_l,lsiﬂ .|..ﬂ-.nal_l,lsis 2. | Analpziz 3 |
Security  Debug | Events | Exceptions | Trace | SFX | Stings | Addresses |

[v Set high priority when tracing debugged process
[ “Warn about frequent conditional breaks

[v Smart update of memary map
[v Compress analysiz data

Search for references in;
{* Executable code of coresponding rmodule

" Memary block currently selected in Disassembler

| Use hardware breakpoints to step or bace code

[ Hide non-existing source files

- aF. | Undo | Eancell

The third type of breakpoints are memory breakpoints. They can be used to detect memory read or write operations.
They are set for memory pages and it is not possible to set them only for a byte, word or dword memory range. This
makes them less accurate than hardware breakpoints but in contrast to hardware breakpoints, the number of
memory breakpoints is not limited.

Typical usage for memory breakpoints is the detection of read or write operations on large memory blocks (for
example newly allocated memory).

You can set memory breakpoints in a similar manner as hardware breakpoints by selecting some data in Memory
Dump view and then choosing Breakpoint->Memory.
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Label oi:
Breakpoint » Mernory, on access
Search for » I"x’ Mernory, on write
Follow DWORD in Disassembler

Hardware, on access k
Follow DWORD in Dump Hardware, on write "
Find references Ctrl+FR .

Hardware, on execution

The second way of creating a memory breakpoint is using Memory map window.

Restart the PUTTY sample and open Memory map window. Then find PuTTY’s .resource section, right-click it and
from the context menu, choose Set memory breakpoint on access. Now if some code tries to access any data in
.resource section, the breakpoint would hit.

- =

[M] Memory map E=N ESR(<
Addresz |Size Owin =1 Section |Contains | Tupe | Azcess Il .
AEZEEEEE | BEERZEEA Map 88841862 [
BEZFEEEE | BR0RCEEE FPriw @@82168a04 Rl
BE4ERBEE | BEEA1EEE| putty FE header Imag BlEA18E2 R
HE4E 1 BEE | BEESCEON putty tent code Imag BlEO018@2 F
HE4E0EEE | BEE10EEH| putty rdata imports Imag BlE018E2 F
AE4 FHAEE | BRERCEEE | put ty .data data Imag B18A160E2 R
HE42HEEE | BEEE4EEH putty L IErG rESOUrces Tom = RARGERS =
BE498888 | BEERSEEE Actualize
Bieaonns| opasans
P Dump in CPU
Durnp

View all resources
Wiew resource strings

Search Ctrl+B
Set break-on-access F2

Set memory breakpoint on access L}

Set memory breakpoint on write

Next, resume the program (F9). The breakpoint should hit someplace in the system code.

BFEFE1 BC MOUER EDR,WORD PTR DS: LECK+C]
rro3Css g041 18 LEA ER&.OWORD FTR OS: [ECK+18]
Tro3C356 3245 A8 MOU DWORD FTR 55: [EEF-681,ERX
FrE3Ca8s F7B& BEERFFFF TEST OWORD PTR DS:[ESI],FFFFEGGEE
FPE2CAEF | 75 B0 JHE SHORT ntdll.7PS3C96E
FrEaC6l BFEFD2 MOLZ S ED, O
FrEIC6d 20a408 LEA ERX.OWORD PTR OS: CEHX+EDX#2]
TrEICIET 2945 A8 MOU DWOROE FTR S5: [EEP-E6E1, EAX
FPEICIEA BFEFS1 BE MOUEX EDX,WORD PTR DOS: [ECH+E]

If you check Call stack window you will see that the breakpoint was hit after a call to CreateDialogParamA from
which FindResourceExA was called.
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Address | Stack Procedure < arguments Called from Fiame
BEA1Z2FOLC| PPEE1066 ? ntdll.77E3CEES ntdll.77EE1061 BEA1Z2FOLS
BEAL12FO3C| PE970519 ntdll.LdrF indResource_U kernel32.75970513 BA12FD3S
BE1Z2F094 | FE133E92 ? kernel32.FindResourceEnA USERS2. F&133ESC | @@12FD28
BE1ZFO9E | BB4BEEEE hFodu e = BE4EEEEE [(putty]

BE1ZFOOC | BEE0EEES FesourceTupe = RT_DIALOG

HE12ZFORE | BEEHEEGF ResourceMame = &F

BEA12F0R4 | BBAREAEEE Languageld = B [ LAMG_MEUTRAL )

BA12FOBY | BB441540| 7 USER2Z2. EreateDLalngParamﬁ putty. 88441547 BA12FOEA
BE12FOBS | B84 BEEEE hinzt = HE48EEEE

GE12FOEC | 9800805 F pTenplate = &F

BE12FOCH | BE80EEEE hOwner = MULL

BE1zZFOCY | BB440ESE pOlgFros = putty.BE8448E38

BE1ZFOCE | B8a80a0E IFaram = @

BE12FO08 | 88443864 | 7 putty.BE441535 putty.B844835F

BE12FEG4 | BE454C5E | 7 putty . BE44E3320 putty. 88454056

rs

October 2015

To remove a memory breakpoint, go to the Memory map window, right-click on the memory region on which the

memory breakpoint was set and select Remove memory breakpoint.

Set memnory breakpoint on access
Set memory breakpoint on write
Remove memaory breakpoint I},

Set access

Dump process (QllyDumpEx)

2.4 Execution flow manipulation
Besides the instruction stepping and execution flow analysis, debugging also allows you to change how a program
actually executes. It is possible to change almost any aspect of program execution. OllyDbg allows you to overwrite
executed instructions, change registers values, change FLAGS register as well as modify data on the stack or at any
other memory address.

This might be useful to overcome some anti-analysis techniques or to check how malicious code would behave in
other circumstances. However, any code or register manipulation must be done with care because otherwise it may
lead to a crash of the debugged program.

Examples presented in this exercise are only intended to present how to do the execution flow manipulation and
are not conducting any meaningful change.

First, restart the PUTTY sample and step over until the first jump instruction.

BE4S4ELD £955 44E14768 | HOU DWORD PTR DS:[47E1441,ESI
BEACAELF S3FS a2 CHP ECH, 2
74 GC JE SHORT puttu.BB4E4E50

BE4EAESS | . | S1CE DBSABERE | OR ESI, S98Q

BE4S4EZA | . | 8935 44E147G8 | MOU DWORD PTR DS:[47E1441,ESI
BE4E4ETE | > BCIEG B8 SHL EAK, 3

BE4E4ESE | . @EC2 AOO EA, EDX

BE4E4EIE AZ_49E 14708 MOU DWORD FTR DS:[47EL1457, EAX

The red arrow next to the instruction tells that a jump will be made (this might be different on different systems).

You can force this jump not to be taken by changing then appropriate flag in the FLAGS register.
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EIF @8454EZ2 putty.BB454B22
C B ES @823 32bit B(FFFFFFFF)
P 1 C5 @8lE 32bit B(FFFFFFFF)
A B S5 @E23 32bit B(FFFFFFFF)
£/l DS @823 32bit BIFFFFFFFF)
5@ FS GESE 32hit FFFOFOEE( 4806
E g G5 BEEE HULL
0 8 LastErr ERROR_INSUFFICIENT_EUFFER (GESAEETA)

JE (jump on equality) is taken whenever the zero flag (Z) is set. To change the zero flag, double-click on the value
next to it.

IP BE4E4B22 putty.BE454B22

E

C 8 ES BB22 32bit BIFFFFFFFF]

P 1 CS B881B 22bit BIFFFFFFFF]
A8 55 BE22 22bit BIFFFFFEFF]
@, 05 BB22 232bit BIFFFFFFFF]

S B(~FS Ba3B 3zbit FFFOFQOQQ(4888)
T @G5 aaEa HULL

E 5]

B  LastErr ERROR_IMSUFFICIENT_EBUFFER [(B0EEEETA]

Now the jump won’t be made (grey arrow).

BE454E19 | . 5235 44E14788 MOV DWORD PTR DS5:[47E1441,ESI
AA4E4E1F | . 33F9 AZ CHF_ECH, =
e rd HEC JE SHORT putty.B8454B30

BE454B24 21CE BE2EEEEE OR ESI, 2008

BE454B2A 2935 44E14706 MOU DWORD PTR DS:[47E1441,ESI
Ba454E38 | > *CIEB B3 SHL ERX. 2

aa4z4E33 | . @3C2 ADD EAX, EDF

BE454E35 | . A3 45E147E8 MOU DWORD PTR DS5:[47E1451, ERX

You can also change a jump to never be made by overwriting the jump instruction with NOP instructions. To do this,
just right-click on the jump instruction and choose Binary->Fill with NOPs.

gE EE;;—CL_ - .
EEE E Backup 3
ADD E Co »
wE -
e Binary 3 Edit Ctrl+E
MO E o ,
CALL Azzemble Space Fill with 00's
EHE : Label Fill with MOP
T 2 abe : 1wt 5 %
EHE E Comment : i
JHE £ . Binary copy
FOUE Ereakpoint [ i
CHFP _E Binary paste

Hit trace *
BE4E4E19 . 29935 44E147EE Moy DWORD PTR O5: [47E1441,ESI
HE4E4B1F . BBF% Bz CHF ECH, 2

L5 ] HIOF

HE4E4BRZ3 =l HIOF
AE4E4E24 .  B21CE 8p2aRaEaA OF ESI, 20EE
HE4E4B2A . 8935 44E147GE MO OWORD PTRE DS:[47E1441,ESI

In a similar way as modifying the FLAGS register you can also modify other registers. To do this, right-click on the
register value and choose Modify.
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Reagisters [FFU) £ £ < <
ERX | BEEEE
ECE BEEEY
EDX BEEEY
EBX YFFD3 .
ESPF BE1ZF Decrement Minus
EEF BiE12F
ES] BEEE] Zero

Increment Plus

EIF 8845: Settol

CS g Modify Enter
Copy selection to™clipboard Ctrl+C
Copy all registers to clipboard

o0+ Dmo
0 R
m
Ly}
)

Modify EAX
Hewradecimal

Signed

Ilnzigned
Char |00  [w00 w00 ['w06

ok | Cancel |

Values on the stack can be modified as well.

5 HEAEEESS
BE1ZFEFC [S]5]s]s]sTsTsT=S I:}

mio | mmed T '
AE1ZFESS | BEEEEEEZ2 Show ASCIH dump

n

GE1ZFESY | GEEEEGH Show UNICODE dump

BE1ZFE2 BEAEEEEE
BE1ZFEZC BEAEEEEE Lock stack
B8 1 2FERA BEAEREEE
BE12FERA4 BEAEEEEE

BEIZFEAS | BECAEGEE : s
=1 | e
BE1ZFEEY | EEEEEGEE Modify

BB 12FEES BEAEREEE

FAE1ZFEEC | BEREEEER Edit Ctrl+E
AA1ZFECE | BBE0@880
AR1ZFECY | BBER@8EE Puch DWORD

Be1zFECE [slslalalalslal]

This time however there are two options: Modify and Edit. The difference between them is that Modify treats stack
values as numbers while Edit treats stack values as group of bytes.

Modify stack at 0012FE78  [wiam]

Heradecimal

Signed

IInzigned

k. I Cancel |
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Edit stack at 0012FET8 =
astll

LNICODE |

HEX+00 |94 AP B8 6O

I Keep size

k., Cancel

Besides modifying registers and data in the memory, it is also possible to change instructions that are executed. To
achieve this just select the instruction you want to modify and press <space>.

0% EST,Con0

SHL| Assemble at 00454824 ==

AOR |OR ES12000 -]

ﬁgﬁ W Fill with NOF's Azzemble | Cancel |

This way you can edit the instruction operands or replace the instruction with a completely different one. However
note that if a new instruction code would be longer than the code of the instruction that you are editing, then other
instructions in the code would also be affected. If the new instruction code would be shorter, then the remaining
bytes would be filled with NOP instructions.

2.5 Plugins

One very important aspect of OllyDbg are its plugins. OllyDbg has a very big plugin base contributed by many authors.
Plugins are mainly used to introduce new features, to make debugging easier or to implement anti-anti-debugging
techniques preventing OllyDbg from being detected.

Most of the popular plugins can be downloaded from the following websites:

e Collaborative RCE Tool Library*
e Tuts4You®
e OpenRCE.orgt®

http://www.woodmann.com/collaborative/tools/index.php/Category:OllyDbg_Extensions

https://tutsdyou.com/download.php?list.9
http://www.openrce.org/downloads/browse/OllyDbg_Plugins

32


http://www.woodmann.com/collaborative/tools/index.php/Category:OllyDbg_Extensions
https://tuts4you.com/download.php?list.9
http://www.openrce.org/downloads/browse/OllyDbg_Plugins

*
* * Advanced artefact analysis
x enisa October 2015
*

X *

OpenRCE Hosted Downloads: OllyDbg Plugins

OllyDbg Plugins Downloads

Name Author Description Excerpt
Sometim

ritten to hook into

fatmike

Robert Ayrapetyan

ar on the bottomn. Update: macro function, ...
n load plugin routine.

s stomizable.

lot of dll, with this plugin you can ...

After downloading a plugin, unpack it and copy the plugin’s .dll library to the OlyDbg’s plugin directory (e.g.
c:\tools\Portable version\Olly_110\Plugins). The exact location of the plugins directory can be checked in the
Options->Appearance->Directories menu.

it Appearance @

General | Defaults | Dialogs Directaries |F|:|r'|ts | Calours | Code highlighting |

0D path:
|E:'\tu:u:u|s"~F'u:urtaI:uIe wergionOlly_110500 Browse

[ Backup old .udd files

Plugin path:
|E:'\tu:u:u|s"~F'u:urtaI:uIe werzionsOly_17104Plugins Browse

= | Ok | L|n|:||:|| Eanu:el|

After plugin installation, restart OllyDbg. If the plugin is working, it should be available through the plugins menu.
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Options  Window

1 aadpdolly [
2 Olly Advanced *
3 AnalyzeThis 2
4 Asm2Clipbeoard [
5 Bookmarks r
6 Labelmaster 2
T ODbgScript 3
& OllyDurnpEx ]

Note that plugins created for OllyDbg v1.10 are not compatible with OllyDbg 2.xx and vice versa.

There are many useful plugins for OllyDbg and it is mostly up to your preference which to use. Among the plugins
used in this training are.

e aadpd4olly - tries to hide OllyDbg from most of the popular anti-debugger techniques.

e Olly Advanced - fixes some bugs in OllyDbg v1.10 and introduces new functions enhancing OllyDbg
capabilities. It also implements various anti-anti-debugging techniques.

e ODbgScript — introduces scripting assembly-like language allowing to automate certain tasks.

e  OllyDumpEx — memory and PE dumping plugin. It allows to dump PE image from the memory to the
file. Frequently used for dumping unpacked binaries.

e Bookmarks — allows to insert bookmarks in the code to help quickly navigate to them later.

2.6 Shortcuts

Shortcuts are essential parts of OllyDbg. Thanks to the shortcuts you can perform many operations much faster,
saving valuable time. This section lists the most commonly used shortcuts in OllyDbg.

Debugging:

Run F9
Pause F12
Restart debugged app Ctrl+F2
Close debugged app Alt+F2
Step into F7

Step over F8
Execute till return Ctrl+F9
Execute till user code Alt+F9
Pass exception to the program Shift+F7/F8/F9
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Animate into Ctrl+F7
Animate over Ctrl+F8
Trace into Ctrl+F11
Trace over Ctrl+F12

Windows and views:

OPERATION SHORTCUT

CPU window Alt+C
Memory map Alt+M
Executable modules Alt+E
Call stack Alt+K
Breakpoints Alt+B

Other operations:

OPERATION SHORTCUT

Follow jump/call Enter
Assembly instruction Space
Edit memory Ctrl+E
Add comment ; (semicolon)
Add label : (colon)

Insert bookmark X

Alt+Shift+0..9

Go to bookmark X

Alt+0..9
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3. Unpacking artefacts

3.1 Packers and protectors

3.1.1 Introduction to packers and protectors

Packers are tools used to obfuscate other executables (usually malware) by rewriting their code. The resulting code
is usually completely different from the original code and is impossible to analyse prior to unpacking it. After the
execution of a packed binary, its code is unpacked at runtime to its original form, and the original code starts
executing like it had never been packed.

Packers are serious problems in the IT security industry because one malware code can be packed (obfuscated) many
times, each time resulting in seemingly completely different code. This makes signature based AV engines much less
effective. Moreover, since each packer works differently there is no single unpacking algorithm.

Sometimes you might encounter names such as protector or crypter. They are often used interchangeably with the
name packer to describe the same type of the tool. Using strict definitions, a packer is a tool which compresses a
binary code making it smaller, a protector adds to the binary an additional protection layer (anti-emulation, anti-
debugging, anti-sandbox) and a crypter encrypts the original binary code. Usually, one tool implements all those
functions in one. For a convenience, only the term packer will be used in this document.

The scheme below presents a simplified version of how packers work.

Original sample Packed sample Packed sample
riginal samp (on disk) (unpacked in memory)
PE headers PE headers' PE headers'
EP OEP
packed
code
code code
EP
unpacking stub

EP
unpacking stub

The code of a packed binary is usually completely different from the code of the original binary. Packed code is often
a block of highly compressed and encrypted data (with a high entropy). For obvious reasons, execution of such data
is impossible. This is why a packer also needs to add to the binary an unpacking stub. The unpacking stub is a special
code which a sole role is to unpack and rebuild the original binary in the memory. After the execution of the packed
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binary, the unpacking stub starts unpacking the code. When unpacking is finished and the import address table (IAT)
is rebuilt, execution is transferred to the Original Entry Point (OEP).

When doing a malware analysis other than a behavioural or automatic analysis, it will be necessary to first unpack
the malware sample. Otherwise you won’t be able to analyse the original code. To detect if the sample was packed
and what packer was used, you might use tools such as PEiDY” or Exelnfo PE*2. If the packer used to pack the sample
is well known, these tools should return its name. You can then search for an automatic unpacking tool for this
particular packer!®. Remember to always use unpacking tools in isolated environments.

3.1.2 Unpacking steps

If there is no automatic unpacking tool for the sample, it needs to be unpacked manually using a debugger. In general
there isn’t a single strategy or an algorithm for how to unpack binary files. Each packer and protector is slightly
different and needs to be handled differently.

There are three stages of unpacking a binary file:

1. Finding OEP.
2. Dumping process image.
3. Rebuilding IAT and fixing EP.

When the unpacking stub starts executing, it will jump to the original entry point at some point. Finding the OEP is
the first and often the most difficult task when trying to unpack the malware. There are few techniques that might
help you finding the OEP, which will be presented in the next section.

After the OEP has been found, you need to dump the memory of the unpacked image of the original executable.
Sometimes, the packer might utilize anti-dumping techniques?’: these are however not part of this training.

The last step is to rebuild the Import Address Table (IAT) and to fix the Entry Point (EP) address of the executable.
This is necessary as packers usually modify PE headers when obfuscating the original code. A modified IAT table is
often limited to just few most important entries and the EP points to the unpacking stub or some other code.

How to perform all these steps will be presented later in this training.

3.1.3 Finding the OEP
There are few techniques which will help you to recognize or find the OEP:

e Unpacking stubs often finish with indirect jumps or calls to the address stored in some register (for
example jmp eax or call eax). If you see such instruction in the code, you should consider that this might
be a jump to the OEP — especially if such an instruction is one of the last instructions in the unpacking
routine.

e Unpacking stubs are often located in the PE file section rather than the code section. Sometimes
unpacking stubs are also copied to newly allocated memory blocks outside of the original PE image.

https://tuts4you.com/download.php?view.398
http://www.woodmann.com/collaborative/tools/index.php/Exelnfo_PE
http://www.woodmann.com/collaborative/tools/index.php/Category:Automated_Unpackers

http://resources.infosecinstitute.com/anti-memory-dumping-techniques/
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Therefore if during unpacking you see a jump to the code section you should consider that this might be
a jump to the OEP address.

When unpacking, the code section is usually overwritten with a new code. You can use memory
breakpoints (on write) to detect unpacking loops. Then after unpacking finishes, try using memory
breakpoints (on access) to detect moments when the execution will transfer to the unpacked code.
Before unpacking finishes the program stack and registers are often restored to the initial state. If you
see such behaviour in the unpacking routine, this might mean that soon there will be a jump to OEP.
Compilers usually produce a similar entry point code for each created executable. Knowing how the
entry point code produced by various compilers looks like can help you to recognize the OEP in packed
samples.

Many Windows applications at the beginning of the main routine call functions such as
GetCommandLine, GetModuleHandle, GetStartupinfo, GetVersion, GetVersionEx. If you see such calls in
the code this might mean that you have already reached the OEP. Additionally, one of the unpacking
strategies might be to put breakpoints on those functions hoping they will be called at the beginning of
the main routine.

3.2 Unpacking UPX packed sample
UPX?!is a fairly simple and commonly used packer. Samples that have been packed with UPX can be easily unpacked
using publicly available tools, but during this exercise it will be shown how to manually unpack a UPX packed sample

(putty.exe),

to show the general concept of unpacking artefacts manually.

As an initial step, the packed code needs to be detected, similarly to the steps in the ENISA training material “Artefact
analysis fundamentals”?2. PEiD?® is used to identify if the sample was packed and what packer was used. In some
cases PEID won't properly identify if the sample was packed. In such situations, other checks and some manual
assessment may be needed (for example checking embedded strings, inspecting IAT table or inspecting list of
sections) — as described in “Artefact analysis fundamentals”.

In this case, PEiD reveals that putty_upx.exe sample was packed with UPX as seen in the following screenshot.

[ PEID v0.95 o] @ ([

File: | C:\Users\ENISA\Desktop\putty_upx.exe

Entrypaint:
File Offset:

Linker Info:

0003C0D50 EP Section: |[LPX1 ﬂ
00040150 First Bytes: |s0,BE,00,00 ﬂ
7.10 Subsystem: |Win32 GUI =]

UPX - www.upx.sourceforge.net *

Multi Scan

Task Viewer Options About | Exit |

¥ Stay on top ﬂ ﬂ

http://upx.sourceforge.net/
https://www.enisa.europa.eu/activities/cert/training/training-

resources/documents/artifact-analysis-fundamentals-handbook

http://www.aldeid.com/wiki/PEiD
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To confirm the output of PEID and to identify packing more specifically, CFF Explorer? is used. CFF Explorer is
designed to make the PE editing as easy as possible. Beside PE headers viewing and editing CFF Explorer contains an
integrated hex editor, simple disassembler and many other useful features. One distinct feature of UPX packed
samples are two sections UPX0 and UPX1 within PE file, as seen on the screenshot below under the section headers
part. Please note the Virtual Addresses of both sections?®, they will be referred later in this exercise.

w' CFF Explorer VII - [putty_upx.exe] E@

File Settings 7

H putty_upx.exe b4
e
Reloc Address

Mame Virtual Size Virtual Address | Raw Size Raw Address
= EFile: putty_upx_exe

— (2] Dos Header
= Nt Headers Byte[8] Dword Dword Dword Dword Dword

—] File Header UPXO 0004000 00001000 00000000 00000400 00000000
= Optional Header

=l Data Directories [x] UPX1 00040000 00040000 00040000 00000400 00000000

—— & Section Headers rsrc 00002000 0008D000 00002000 00040400 00000000
— |2 Import Directony

— |2 Resource Directory
— '-},kﬁess Converter
— 4, Dependency Walker 1
— 4, Hex Editor .
— 4, Identifier

— 2, Import Adder

—— 4, Quick Disassembler
— %, Rebuilder

— '*lﬁmum Editor ~

L— 9, UPX Utility B B = o p =

[offset | 0 1 2 3 4 5 & 7 8 9 & E C D E F Asc
| | I

10 3

Now, when you know that the sample was packed with UPX let’s move forward towards the manual unpacking. To
do this, the sample is opened in OllyDbg. OllyDbg should report that the sample looks like compressed or packed
code and ask whether to continue with automatic analysis of this code. Answer “No”.

Compressed code? 3

f ™% Quick statistical test of module 'putty_up' reports that its code section
\ " is either compressed, encrypted, or contains large amount of
embedded data, Results of code analysis can be very unreliable or
simply wrong. Do you want to continue analysis?

http://www.ntcore.com/exsuite.php
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Execution of the executable should be paused at the entry point of putty_upx.exe (0x48CD50) which is located in
the UPX1 section.

@ CPU - main thread, module putty_up

AE42CO5R [=15]

BEa42C051 EE B@0a448:
Ba42C056 SOEE B848FEBFF
aa43Ccosc 57

Ba42cos0 |~ EB 6B
BEa42COSF o[

BE42C0eR SHEG
BE42Cc08:2 45

BE42C052 2267
BE42C0O5E 47

BE42CO5E B10B
Ba42Cc0es |~ 75 87
aa43C0eA SE1E
aa43C0ac S3EE FC
BEa42COEF 110E
aa42cosl |~ 72 ED
BE42Ccoss B2 B1686688E
Ba4acows B1i0E

FUSHAD
HOU ESI,putty_up.884408

FUSH EOI

EEiBVTE PTR DS:[ESI]
EYTE PTR DS:CEDII,AL
EDI

EEX, EBX

ESI,.—4
EEx, EEX

MOU ERX, 1
AOD EBX,EBX

LEA EDI,DWORD PTR DS: EESI+FFFB4BBB]
SHORT puttu_up. B843C0O6H

SHORT putty_up. 88430071
EEx,OWORD PTR D5:[ESI]

JE SHORT puttu_up. 88423C0EA

In order to reach the beginning of an unpacking routine, step over the function (Shortcut key F8) five times until the
MOV EBX,DWORD PTR DS:[ESI] instruction (at the address Ox48CD6A).

@ CPU - main thread, module putty_up EI
BER43C0SE [ 6@ PUSHAD » |Registers (FPUI < <
EE4EC0SL | BE BPDE44EE MOU ESI, putty_up. BE44006E -
BE45C05E | GDBE MB4BFEFF LEA EDI; DWORD PTR DS: [ESI+FFFE4888] (e T I3 AG bernl S IR N AT
S | B e B SHORT putty._up. 0G48C06A ED¥ BE4ECOSE putty_up. <Modu leEntruPoint s
BB4SCOSF | o NOP - ESpdRRInaE
AR4EC0EA | GABG MOl AL,BYTE PTR 0S:CESTT
BE43C0E2 | 46 THC ESi —
e | e s (3 [PU3 BRIkl EO]_PO4RIARA putty_up.Aa4ni oo
op4SC0Ee | BiDE ADD EBX. €6 S E 1P OO4BCDER ot oD BB4EC06R
s DHETY_Up. A
EEEEGIEEE  GEIE MOL EBX, DWORD PTR DS: LESI % & 58 T S AAAAaaA
BB4SCOEE | BIEE FC SUB ESI, -4 g
A B S B, A8 5 BEEZ 2Zbit BLFFFFFFFF)
BE4ECO7L |~ TE JE SHORT putty_up. BE4SC08E 50 [ TR EEe WA
BE42C072 | BB 81900808 HEL ERK, L d R B HER el
EE43C07E | @l AOD EE, EBX NE
BRI | [ Tl e T o e e 0 8 LastErr ERROR_INSUFFICIENT_EUFFER {BOBEEETA;
BA43CO7E | BIEE FO SUB ESI, 4 EFL BEEEE4E (MO, MNE,E, BE, Ng, FE, GE, LE)

At this instruction, code is being read from the memory pointed by the ESI register. Take a look at ESI (source) and
EDI (destination) registries. ESI points to the beginning of the UPX1 section while EDI points to the beginning of UPXO0
(refer to previously checked Virtual Addresses in CFF Explorer). This suggests that some data will be read from UPX1,
then processed and finally written to UPXO.

To see packed code follow in the hex dump (Ctrl+G) ESI register.

Address

aa440aE:8

aE440818
aa440828
aa4408:38
AEd40848
aE440858
BE44085E8
BE44087E
aa4408:28
aa440838
aE4408AE
aa4408e8
aE440acE
aE440808
aa4408E8
aa4408Fa
agd40188
aEd4401 18
aE440128
aE4401:238
aE440148
aa440158
aad440168
aEd44017E
aa4401:28

ARAAN O

Hen dump

ASCII

oo LjLjasd, keis
05 kEFs, TR ihw=x
TH. &Yt r="a.u
Lk YWidh 3% 9t
SHs#E5=, " 3k, " HF
Imqittastl @ Une
Lz Hl—eFu - 54
gb3L9%+en uxn Lzl
dEtp@iET 1S40, i Hl
it WE AR pa
TERUDE—. &= 5n Lx_
5 HE HLLuEtE”g«I#
EAHETELFe DL
i.EUFti&1EFbeay
= SEEETETT . Te(
ME . o FIEGw PP
== da Qll&_nFEez 2
BLEETRE ., dHH ™|
LiiEd+. B 5= [atEde
| v« Heh@HFw e YUY
FE™a UTwSe kS0
[- g = [LI=NRE Jut- |
R ST 1
1=u N mEY . < A3 THr
wF™e o ZOJE jEXEL

A1 k3 o M S LS S B2k s
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Then follow in the hex dump EDI register to see a clean memory where unpacked code will be stored.

Address

Hexw dump

BE4E 1888
aE4a1a1a
BE4E 1828
BE4E 1828
BE4E 1848
BE46 1858
BE4E 1858
BE4E167E
BE46 1628
BE46 16898
248 18R8
BE4618E8
BE4E18cE
BE 481808
BE4E18ER
BE4E18FE
BE4E1 188
BE4E1118
aE4a1 128
aE4a1 138
aE4a1 148
aa4a1 158
ae481 1e8
aE4E117vE
aE4E1 138

[EIERIERIRR=]r]

Then press and hold for a few seconds the Step Over key (F8). You should observe in the hex dump the UPXO0 section
(pointed by EDI) being overwritten with the unpacked code.

Address |Hex dump ASCIT |
BO4E1A0E| S5 6A B0 GH| @1 ES o4 B0 AB EA 9B PG| 9B 44 24 18| Uj. 854, %wi= 05k
AE4a1a1a| 29 46 B4 SE|(44 24 14 29|46 B2 Al 63 14 48 B0 S5| EF+iDSNEFAihTH. &
BE4E16A2E|( CE 59 59 74|12 83 30 60| 14 48 89 88| 7S B9 FF 25| “vrdr="TH..u. ©
BE4E163E| 60 14 48 BE|FF D@ 59 A1) &4 14 48 88| S5 C8 74 84| 1IH. L4 idTH. &'t
AE4a1a4E 39 36 EE BG|59 25 68 14/ 48 88 39 35 64 14 48 68| &85 +9easTH. E547
BE4E1ACE| B0 BE B8 09| B0 B8 DR GO BE B8 G0 6| B8 BE BB BB| . ....eeeciaeena.
AE4E1ACE| B BE B8 0P| G0 B8 DR GR) B B 0D BE) B DR BR B8

AE4A1ATE| B0 BE B8 0E| G0 B8 DR GR) B B8 0D BE) B0 DR BR B8

BE4E1A5E| B0 BE B8 0P| G0 B 08 GR) B A DD GG BE DR BE B8] ..

BE4E1E7E| 60 B0 BB 0P| G0 B8 0B 00 B0 PO 0D B0 80 0B 6O B8 .. .

Now scroll down over numerous jump instructions until you see three CALL instructions (at the addresses Ox48CES8A,
Ox48CEA8, 0x48CEB9). Set breakpoints at those instructions to inspect what functions are called there. Resume
execution (F9).

AR43CESE
ARG ECES T

BE42CESE
BE42CcE 1
BE4SCEDS
AE43CE?4
AB4ECERG
AE42CED2
BE42CESH
BE42CEC
BE42CEF
AE43CERE
Aa43CEAL
AE42CERZ
AE42CER S

a842CERE
aE43CEER
BE4ECEES
AE42CEES
AE42CER S

a842CEEF
AE43CECS

=]
S3CT a3
EEQE rei0Dasaa

2RETF
47

4
EE EV48F2AE
FF3& FCODB3EE

EE

FF2& 2CODBSAG
SERE S80DBs00
SDEBE B8FBFFFF

FUSH _ERX

AOO EOI, S

CALL DWORD PTR DS:[ESI+S007E]
“CHG ERX,EBP

HMou AL,BYTE PTR DS:[EDI]

INC EDI

OF AL, AL

JE SHORT putty_up.8843CEY4
Mou ECK,EDI

JHS SHORT putty_up. @842CEQS
MOUZE ERH, WORD PTR DS:CEDI]
IMC EDI

FUSH _ERX

IMC EDI

MOU ECK, AEF242E7

FUSH EBP

CALL DWOROD PTR DS: [ESI+2007C]
OF ERX,ERR

JE SHORT putty_up. B843CEERD
Mou DWORD PTR D5: [EEX]1, ERA
ADD EBX, 4

JHMP SHORT putty_up. B842CED1
CALL DWOROD PTR DS: [ESI+2002C]
MOY EEBF,DWORD FPTR DS:[ESI+SDDEA]
LER EDI,OWORD PTR D5:[CESI-1888]1

pUttu_up. BE43EDES
kernel32. Loadl ibraryA

putty_up. BE43AEEE
putty_up. BE423AEEE

putty_up. BE42HEEE
putty_up. BE43EDES
putty_up. BE43HEEE

kernel32. GetProcAddress
putty_up. BE43EDE4
putty_up. BE43EDE

kernel32.Ex itProcess
kernel3Z2.VirtualProtect

At this point the unpacking routine is rebuilding the original Import Address Table (IAT) of the executable. It is done
by loading necessary libraries, resolving addresses of used functions and storing them in the memory.

Put breakpoint at Ox48CEBF (outside IAT reconstruction loop) and press F9 a few times (5-10). In the stack window
you can observe what functions are being loaded.
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m TERIO0EE| kerne | o2, Fonl Bn0s |
BA1ZFFas | @A48ARBY| ASCII "SetEnvironmentUar iableA"
HH 1 ZFFRL KA

BE12FF7E BEBEEEEA
BE12FF74 BE12FF94

[=lr W] m e b [ lr R Rl g T

TEA188EA| kerne [ 32, FER1BEEE
BE1ZFFEs ABd2AA4C| ASCIT "SetEndOfFF i le™

oL o oy LaLapalalapalale)

BB 12FFvE ABEaaaaa

Take a look where resolved functions addresses are being stored. After a call to GetProcAddress the result is checked
if it is non-zero (OR EAX,EAX) and is written to the address pointed by EBX register (MOV DWORD PTR DS:[EBX],EAX).
Follow EBX register in hex dump.

AE42CERAT EE FUSH EEF

AE43CERS FF3& FCODB2@E CALL OWORD PTR DOS:CESI+2DOVC] kernel32. GetProcAddress

BE42CERE B9CH OF ERX, ERX

HE42CERBA |~ 74 A7 JE SHORT puttw_up.dA43CEESD # edit if unresoluwed
2963 HMOL OWORD PTR DS: [EEBX].ERX

HH42CEES 23C3 @4 RAOD EBX, 4

HEe42CEEBY |~ EB D% JHP SHORT puttw_up.A043CES] # resoluve nedt function

BE4SCEED FF3& SCODBSa0 CALL DWaRD PTR OS:[CESI+2DDSC] kernel32.ExitProcess

BE4SCEEF SEBAE S800BSa8 HMal EBF, OWORD PTR DS:[ESI+S0086] kernel32.VirtualProtect

BE4SCECES S0EE @8FEFFFF LEA EDI,OWORD PTR DS:[ESI-1806]

Now remove all the breakpoints except the breakpoint outside the IAT reconstruction loop (0x48CEBF) and resume
execution (F9) to let the IAT reconstruction finish. A memory region pointed by EBX should be filled with addresses
of resolved functions. It is characteristic for the IAT table that many addresses start with 0x75, 0x76, Ox77. This is
because system libraries are usually loaded at such address ranges.

Address |Hex dump HSCII
FEE4SIFES| BB 0N BE B8 B0 00 OE B9 B0 DE HE B8 B8 BE BE B8] .. ... e einnann
EE4E1FFE|( B8 OO BE B 66 60 08 B 88 00 06 Q6 @8 B0 00 Mk .. ee e ananann
EA4e2E65 | 04 BE 95| 7E| 25 BC 98 |[FS|ED D2 97| 75| 84 ES 97 |7S5| B dui dudriiusaiiu
EA4e2E18[ 33 BE 95| 7E|61 BA 98 |FS|8C BS 93| 75| 2F BS 93 |FE| 3| Yuall Gy . Hu-q b
ER4s2EzE( 87 FC 97| FS| 10 BEE 92 |FS|0DC BY 98|75l C1 D2 97 |FE| - "UuH] Gumn Gu-tiiy
AR4EZE3E[ 96 1B 98| FE|99 84 9A |FS|BR D2 97| 7Sl 4E 19 98 |FE|a+diuiiedullriuM+diu
ARdEZE4E| F1 LB 95| F5| 08 B0 @A |@a|37 F4 E1|73| 59 FS E1 |73 atiu. ... EsYIEs
ARdEZEEE| 19 46 DE|FI|0F F9 EL1 |F3|98 6@ bE| @@l 83 &2 Bl 7S +Frs™ Es....whiu
ARdEZEEE| CA FC BL|FE|5A 98 Bl |FE| 1A 40 B4 7S] 2C A El |FE|=#uZ EEu+rHu, j#u
AA4E2E7E| BE BE B2|7FE|22 65 Bl |FE|B4 &2 B1| 75| 72 B2 B2 |75 |7 B#Eu  =#ud hifusBEu
EE4E2E28 | 58 67 B1|PE|22 66 Bl |PS|BE FS B1| 75| 86 &5 Bl || Hogfu™FEud JEusfHu
HEE4c2E898 (DB 50 B1|7E|D@ &1 Bl |PE|52 CC EB1|7S|EBC EOD B2 |75 HIEuLsEuRlEus Y [u
Ea4e2EA8| 7Y F1 BL|7E|82 6E Bl |PE|46 CE E1| 75| 30 CO El |75 | wiuwniuFiriu=——5u
EE4E2EES | B6 F2 BL|7PS|E4 91 Bl |75|44 C1 i 75|58 @1 B2 |7S| #25us =i D X B8u

1

1

z

cad4czabE) 26 C2 B2 7P| 14 CY EL [P5) 22 7F rol 22 73 Bl 7S] st | vl s
HA4528EE| EE AS BL|PS|RS 93 Bl [°5)28 CA TE) 16 8R Bl |FE|eSiunaiiu “Huaciiu
AA4E2AFE| 65 C3 BL|PS|0DE 15 B3 [F5) 15 B4 BZ2| 75| 1E FO E1 [FS|hrEulE | u ey a3y
AE4ez188| B8 FE BL|PE| 72 D1 El [FS|6H EE BZ|FS|EBE &2 B4 |75 | UmEurTEu il [ubdu
AE4ez118) 41 FC BL|PE| B8 BB @8 [BE)67 20 AF|FS| BB 77 AF [FSIAMEU. . .. g#Eiuey
EE4e2128| 23F 60 AE|FE| 90 29 AF [FE| 9B 42 AF|FS| 00 08 88 (88| Yreu¥] udHn. ...
BE462136) 48 BFE AS|FE| 48 CO AS [FS|20 2C AS|FSl 82 &1 2B PP Huliiu: {Huka;w
aa4e2148) B2 45 AS|FE|EE F2 AS [FE|00 ED A4 75|81 F& A |FSEEHAuEdul YRuB+ry
BE4E2156| BY 28 AG|FE|D4 268 AG [FEl65 F7 RG|FES| 59 F7 RS [FS)n B30 BB3uf 2 3u's 2y
BE4Ee21668| 235 2B AF|FE|FF 24 ARG [FE| 35 B0 AS| 7Sl 37 2A AG [FS5+%u 43ub, Sursdy

AEASTT 7l 0 20 OO 7| AT AT NS J7C0mm 40 AS | PEf a7 nr NE 700 ~5Mal. Ao San iAo

Fi L L - -

B
:

Ha4czECE| 4E C4 BZ|PE|CD 65 EL [PE|CS 82 E rel 53 88 Bl 7S M- |u=FEu=eEu st
E

At this point it might be handy to change the hex dump view type to the address view to list all functions names (as
hinted by OllyDbg). To do this right-click the hex dump and from the context menu choose Long 2Address.
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*

* *

Address |Hex dump HSCIT

EE4S1IFES| BB DD B8 B8 B8 00 B8 B8 88 B0 B0 B9 80 00 00 B8 J.us e esnnsnnnns
FE4E1FFE| BB BE B8 o 1 T
Aa4ez006| 04 BE 95 Backup k @4 ES 97 TS| SGuR dudmriiueciy
EA4E2E1E| 22 BE 98 2F B2 92 75| AHldualldu.Fduq i
HE4E2E28( @87 FC 97 Search for » C1 02 97 75| « Mju# bumn Su-LSiu
ER4s2E36) 96 1B 98 4E 19 22 75| G+juiieiu]riuuN+iu
EEdczEd4E|( 71 1B 98 52 F5 El 73| aQtiu....7[BsYIEs
AR4EZEEE| 19 46 D& Go to L4 B3 68 Bl V5| +Frs™-Fs....%hiu
ARdE2EEE( CA FC Bl ZC &R Bl FE|=i#uc=iu+MHu, ji#u
HA4E2E7E | BE BE B2 72 02 B2 7L R eEud hiEu Ry
AA4E2A5E| B8 67 Bl| + Hex 3 B &6 Bl 75| ¥gfu"fiEu EusfEu
EE4c2E2@| 0B 50 B1 EC BD B2 75| EIEut=EuRlmEu™Y [u
BE4E2EAE| 77 F1 Bl Text . 20 CO Bl 75| wiiEuweniuFimEy==Hu
AR4E2EEE| B F2 Bl 58 81 B2 V5| e2#uE & DFEu KEEY
HA4E2ECH( 4E C4 B3 E2 8@ Bl 75| M-|u=fiiu=EusSTHE
HE452808( 25 C2 B3 Short k 22 72 Bl 75| My | uwBEu ey " oy
Sgiggggg EE Eg E% 4. Mot M b | el I AN | HE--
BR4Eci0M| BB FE B Long r Signed decimal

AAdE211@( 41 FC Bl . .

GEdez120 3F 60 RE Float J Unsigned decimal

Poicoiic| ap 45 Ae

ool I e

mimAs 21 7l £E S AC Spec|a| 3 Address

4

Address with A&H dump
Appearance k
Address with UNICODE dump

Address |Malue Comment

EE4E1FFE| BREEREEE

EE451FF 4 | BREEEEER

EE451FF 2| BEEEEEEE

EE451FFC | BEEEEEEE

BE462868| FS9SEBED4 | ADVAFIS2. Real losekey

BA452684 | PE9SBC2S| ADVAP 132, ReglueryalusERA

ER4E2EES| FE9¥02ED| ADVAFIS2. ReglpenkewA

EE4EZEAC| FE9FEEA4 | ADVAR I32. GetUserHamer

EE4E2E18| FE9SBE33| ADVAPIZZ2.Equalsid

EE4E2E14| PE9EBAG]1 | ADVAPIZZ2. CopySid

EE4szE1 2| FE9EBEAC| ADVARPIZZ2. GetLengthSid

BE4c2E1C) PEOEEBEZF | ADUARPIZ2. SetSecur itwlescr iptorDacl

BE4E2E20) PEOFFCEY | ADUAPI32. SetSecur itwlescr iptorOwn er

BE4c2E24 | PE98BE10) ADUAPIZZ. InitializeSecuritybescr iptor

EEdEZE22| FE9EEFOC| ADVARPISZ. Al locateAndInitializesSid

EE4E2E20| FE9¥DSC1 | ADVAPISZ2. ReglreatekeyR

BE4E2E820| FPESS1E9E| ADVAPI32. RegSetUalusExA

EE4e2E54 | PE9AB423 | ADVARPIZZ2. Regle letekey A

BE4E2E832| FE9F02BA| ADVAFIS2. RegEnumkiewA

FE4E2E3C| FE98194E | ADVAFISZ2. Reglbe letellalueR

EEdE2E48| FE981E71 | ADVAFPISZ. RegCreatekKewExA

EEdEZE4 4 | BREEEREE

EE4E2E842| PEEIF437| COMCTL32. LEIt emFromPt

BE4E2840| PEEIFSES| COMCTLEZ. Drawlnsert

EE4e2E50 | 7064619 COMCTLE2. InitCommonContrals

AEASDRECAl PocAicanc! COMeETE D0 Male Alee =l 6 -

4

Advanced artefact analysis
October 2015

Next scroll down the assembly code until the characteristical JMP instruction at 0x48CEFC. Such uncoditional jump
instructions at the end of the unpacking routine often leads to the OEP thus it is always worth inspecting them (but
keep in mind this is not the only way of jumping to the OEP). Put a breakpoint at this instruction and resume the
execution (F9).

HeoLcCH
Ba42CEEE
Ba42CEED
Ba42CEEE
BER43CEEF
BR43CEF S
BR4E5CEFS
BEA4ECEFT
AA4ECEFS

BE4ECFAL
BE4ECFAZ
BER42CF AL
BR42CFA2
BR42CFEA
AR4ERCFAErN

=13 ruon cul
FFDES CALL EEFP
55 FOF ERX kernel32.7SRE11TY
&1 FOFAD
S04424 38 LEA ERX,OWNORD FTR 55:CESF-8@1
S @& FUSH &
3904 CHMF ESF,EAX

~| 75 FR JME SHORT putty_up.8845CEF3
S3EC 38 SUE ESF,-SB

~~E9 OFDBFCFF JHF puttu_up. BE453FER
s[5 ]5T5] AOD EBYTE FTR DS:L[ERAXI, AL
BEA4s a8 AOD EBYTE FTR DS:L[ERAX],CL
s ]5T] AOD BYTE PTR DS:L[ERXI, AL
s ]5T] AOD BYTE PTR DS:L[ERXI, AL
s ]5T] AOD BYTE PTR DS:L[ERXI, AL
FARA ann RYTF PTR NS:TFRXT.AI
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After reaching the breakpoint at the JMP instruction do a single step (F7/F8) to land at the OEP. In this case you can
recognize the OEP by calls to functions such as GetVersionExA or GetModuleHandleA. Remember the address of the
OEP (0x459FEQ) because it will be needed later.

AR4EIFER
BE453FES
BE453FER
BE453FEC
BE453FF 1
AE453FF 3
AE453FFS
AE453FFE
AE453FFD
AE453FFF
BE4EAEEE
BE4EABEE
BE45AEES
BE45AEF
aE4cRal1s
aE4ERa17?
AE45AE 1R
AE4EAE2E
AE4EAE22
AE45AE22
BE4EAE2ZF
BE4EAE32
BE45AE34
BE45A820
aE45Aa4E8
AE45A843
AE45AE45
AE45AE4H
AE45AE4C
BE45AE40
BE4EAEES

&l &8

&2 EBDR4 78R
EZ2 @321a8E80
BF 246888686

SECY
ES D3F2FFFF
3265 ES

FF15 EBZ24C06
E 16
29a0 83424888

& B3
8215 CS424500
& BC
21E& FEYFBRRGE
2935 35424888

7 C

21CE Q82aaBa6
2935 BC424500
C1EA &3

B3C2

A3 CAd4:245680
33Fe

=1
2B20 DE224C06
FFO?

FUSH &5

FUSH puttw_up.d84FOAER

CALL putty_up.B8E845CHF4

Moy EDI, 24

Mol EAH, EOI

CALL putty_up.B88453308

MO DWORD FTR S5:[CEEF-181,ESF
Mol ESI, ESP

HMOU OWORD PTR DS:[ESII,EDI
FUSH ESI

CALL DWORD PTR DOS:[4622EH]
HMall ECH, OWORD PTR DS5:[ESI+1A]
MOL DWORD PTR DS: [4842BS1,ECH
MO ERX, OWORD FTR DS: [ESI+41]
MO DWORD PTR D5:[4242C41,ERR
HMall E0Ox, OWORD PTR DO5: CESI+E]
MOL DWORD PTR DS:[4242C81,EDX
HMaw ESI,OWORD PTR DO5:[CESI+C]
AMO ESI, FFFE

HMOU DWORD PTR DS:[42842BC1,ESI

ECH, 2
JE SHORT putty_up.8845A046
OR ESI,2EER
MOU DWORD PTR DS:[4842BC1,ESI
SHL ERH, S
AOD ERH, EDR
MOU DWORD PTR DS:[4842CH1, ERX
®OR ESI,ESI
PUSH ESI
MOU EDI,DOWORD PTR DOS:C4622021
CALL EDI

kernel32. GetllersionEqRA

putty_up. <Modu leEntoyPoint »

putty_up. <Modu leEntoyPoint »

kernel32. GetModu leHand LeA

Now the original (unpacked) putty.exe code is stored in the memory. In the previous steps you have observed how
the unpacking routine was converting the packed code to its original form and how the Import Address Table was
rebuilt. In the next step you will dump the unpacked process image to the executable file. To achieve this you will
use the OllyDumpEx plugin which allows to dump a process image from the memory to the executable file in PE

format.

When dumping unpacked putty.exe code use the default OllyDumpEx settings. Save dumped process as dump.exe.
Don’t close OllyDbg yet.

44



*
* * Advanced artefact analysis
x enisa October 2015
*
* ¥
OllyDumpEx v1.30 - putty_upx.exe @
Module
PE Baze: ¢ Module ||::"-.L|SE[S"-.EN|S.":"."-.DESktDp"-.putl}'_upH.EHE j

" Memary |IZIIZI4EIEIEIEIEI [O0001000) 4 Imag 4B 4 putty_up / PE

" Address |00400000 Cancel

List Section: ™ BazeOnly T Al Memany " Address Range |EIEI4DEIEIEIEI - |EI'I 400000
Dump Mode: & Rebuild O Binam[Raw] © Binan[Wirtual]

Search Mode: ™ Select " Al Memony [exclude listed PE)

FE Source: % Memory ¢ Disk Search PE | ReScan Memaory |

FE Option

Image Base: |00400000 Fiw Wirtual Offset [v Prefer Original Characteristics [Need Bescan)

) ' [+ Fill irtual Offzet Hole
Section Align: (00007000 ™ Disable Relocation

Entry Paint: | 000GCDEN Gt EIP a3 OEP [ &uto Adjust Image Base Address

[ Rebuid DataDirectory [Follow ImageB ase Change)

Section

Select Al | SelectBaseMDdule| Select F'rivate.-".-’-'-.ll| Select F'rivate.-"E:-:eu:| DeSelect Al
| .ﬁ.ddress| Size| Dwarer | Section | Tope | Access | VirtuaIfoset| "v"irtuaISize| Eharacteristics|

00401000 0004C000  putty_up UF=<0  Imag R 00001000 0O04C000 £0000020

00440000 00040000 putty_up UF<1  Imag R 00040000 00040000 E0000040

00480000 00002000 putty_up BE [ Imag R 0O00s0000 00002000 Coooao4a

PE 32 EXE lnaded, Bazedddress=00400000, DumpR ebuild

Now if you would try to execute dump.exe you will see an Application Error. That's because dump.exe still doesn’t
have the IAT reconstructed.

dump.exe - Application Error ﬁ

f > 1 The application was unable to start correctly (0xc0000005). Click OK to
' close the application.

To reconstruct IAT you will use the ImpREC?® tool. Run ImpREC (as Administrator) and from the scroll down menu at
the top of the window choose the putty_upx.exe process.

http://www.woodmann.com/collaborative/tools/index.php/ImpREC
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£! Import REConstructor v1.7e FINAL (C) 2001-2010 MackT/uCF = B (=3
Altach to an Active Process
=] _FickDLL |
| chhoolzhportable versionhbin_imprec_20011-7-16_8.11_imprec_1. 7ehimprec 1. 7ehimportrec. -
| o vwindowshapstem 324dlihost. exe [D0000EC) B
| oo windowshapstern 32%diihost.exe [00000714) |E| :
c:wiindowishspstem32\taskhast.exe [00000C30 Show |valid |
c:\userzhenis spukiy L 00000E 70)
o htonlghpartable versionhally_110%alwdbg. exe [D0000BFO] Show Suspectl
o hwindowshaystem32happeve. exe [J0000FFC]
c:mindowshapstem 324 searchindexer. exe [00000264)
c:hprogram fileshgreenshothgreenzhot, exe [0000063C] _
o hwindowshevstem 324 vbostrap. exe [000005F4) i
Clear Imparts |
Log
Clear Log |
IAT Infos needed———— — Mew Import Infos [IID+A5CI+LOADER) Epitare |
QEF IEIEIEII:IEIEIEIEI AT AutoSearch I Fivey ||:||:||:||:||:||:||:||:| Size ||:||:||:||:||:||:||:||:|
About
Ry [00000000  Size [00007000 ¥ Add new saction
E xit |
Load Treel Save Treel Get Imports || Fix C'ump ||
Log
todule lnaded: o windowshsystem32hmactf.dll -

Module loaded: c:hwindovshspstem32hole 32 dll
todule lnaded: o windowshsyztem 32 winmm. dll
Ml:n:l_ule Il:uada_:l: o indoveshapstem 3 vwinzpoal. dry

« [

AT Infos needed ————— Mew Import [nfos [ID+ASCH+LOADER]

QEP I[IEIEIEEIFEEI | AT AutoSearch || =7y ||:||:||:||:||:||:||:||:| Size ||:||:||:||:||:||:||:||:|
P, IEIEIEIEIEIEIIIIEI Size IEIEIEIEH Q0o ¥ Add new section

Lioad Treel Sawve Treel et Imparts || Fis Durmp Il

Next in the “IAT Infos needed” panel enter the RVA address of the OEP (OEP address minus Image Base address, in
this case Ox459FE0-0x400000=0x59FE0) and click “IAT AutoSearch”. If the IAT is found you should see the
appropriate message box. Otherwise you might need to try and manually enter RVA and Size of the IAT.
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£} Import REConstructor v1.7e FINAL (C) 2001-2010 MackT/uCF (o[ @ |[=]

Attach to an Active Process
I|::'\users'\enisa'\desktnp‘\putt_l,l_up:-c.e:-:e (O0000E 70) LI Fick DLL

Imported Functions Found

Show [nwald

Show Suspect

Froeh
Found something! E Auta Trace

Found address which may be in the Original IAT. Try 'Get Import',

Clear Import
(If it is not correct, try RVA: 00040000 Size:00040000] Salblliehs

b odule lnaded
b odule loadeg QK
b odule lnaded
b odule loade - -
Gethng azzociated modules done. L

FRERLE

E xit

— AT Infos needed ———————— Mew Import Infos [IID+ASCI+LOADER) Options |
COEP IUUDEEFED IAT AutoSearch Il Fiy IUUUDUDUD Size IDDDDDUDD
&bout |
AV, IDDDE1 FFC S IDDDDMFE v Add new section

Load Tree | Sawve Treel et Imparts || Fis Dump Il

Next click “Get Imports”.
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£! Import REConstructor v1.7e FINAL (C) 2001-2010 MackT/uCF o @ [
Aftach to an Active Process
|u::'xusers"xenisa\desktup"«putty_up:-:.e:-:e (Q0000E 70) ﬂ Pick DLL
Imported Functions Found
- advapid2. dil FThunk: 00062000 MbFunc: 17 [decimal:17] validvYES - S lrvalid
- comct3Z2 dll FThunk: 00062048 MbFunc: 4 [decimal 4] validYES
-gdid2. dil FThunk; 0006205C MbFunc: 2E [decimal: 48] validvES Show Suspect

-imm3Z2 dil FT hual: 00062118 NbFunc: 5 [decimal: &) valid:vES

- kermel32. dil FThunk: 000627 30 NbFunc:6F [decimal:111] validYES
-shell32. dil FThunk: 000622F0 MbFunc:1 [decimal: 1] valid YES Auto Trace
~userdZ. dil FThunk: 000622F8 MbFunc BB [decimal: 107) validYES
Swinmm. dll FThunk: 00062448 MbFunc:1 [decimal: 1] valid YES

m

el e R

- winspoal.dry FThunk: 00062480 MbFunc: 8 [decimal-8] validYES - Clear Imports
Log
rva: 100621 C0 forwarded from mod:ntdlldll ord: 02071 name:BHR edllocateHeap -
rva 000621 C4 fonwarded from mod:ntdll dil ord: 0204 name:RtalocateH eap
Clear Log

Current imports:
B [decimal:11] valid madule(z) [added: +8 [decimal:+11
133 [decimal: 307] imported function(s]. [added: +1.33 [decimal:+307]] 57

I&T Infos needed New Import Infos [ID+45CI+LOADER) Eizie
QEP |00053FED AT AutaSearch | Fre, (00000000 Size ||:||:||:||:|1 E3E

Ahout

R, ||:":":"3-I FFC Size |DDDDD4FE v Add new section

E wit

Load Tree | Sawve Tree| Get Imparts | Fix Dump

Click “Show Invalid” to see if there are any invalid functions. In this case there shouldn’t be any. Click “Fix Dump”
and select dump.exe file. If everything goes right you should see a message that dump_.exe was saved successfully
(please note underscore in the name of the file name, the originale file wasn’t overwritten).

You can try to run dump_.exe to check if it runs.

3.3 Unpacking UPX with the ESP trick

The manual unpacking of the UPX sample presented in the previous section was only intended for educational
purposes. In most situations you are not interested in following each step of the unpacking routine and you only
want to find the OEP the quickest way possible (unless there are anti-analysis or anti-debugging techniques used in
the code preventing us from reaching the OEP). In this exercise you will use a simple ESP trick that will allow us to
quickly track the address of an original entry point for a UPX packed sample.

Many packers try to preserve the state of the stack and registers from the start of the execution and restore it just
before jumping to the OEP. This way after reaching the OEP, the application sees the stack and all registers as if it
had never been packed. One way of achieving this is to push the content of all registers (using PUSHAD instruction)
at the beginning of the unpacking stub and restore it just before the jump to the OEP. You can track this by putting
a hardware breakpoint on the stack memory containing the saved registers and waiting till this memory will be
accessed.

First, the same as in the previous exercise, open putty upx.exe in OllyDbg.
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@ CPU - main thread, module putty_up

1]

FUSHAD

BE  ERLESHE

BA43C0O56E S0EE 884aFEFF
BEA4ECOEC =T

@a42Cc050 |~ EE BB
BA42C0OSF L]

BR42C08a ZAGE
BR42C062 4

aa42Ches S2E7
BR4EC065 T

BA4EC06E ainE
HE42C063 |~ 75 BF
Ba42C0eA ZE1E
BA42C0OEC 22EE FC
Ba42C0EF 11DE
aa42corl |~ 72 ED
Ba4SCO72 BS Blaa8aaa
BR43C0O7E ai0E

M ES L, pUTEY WD LT

LER EDI,OWORD FTR DS:[ESI+FFFE48E
FlsH_EDI

JMP SHORT putty_up. 8842C06A

Hau EEiEVTE FTR DZ:[ESI]
Moy EE}'E FTR DS:LEDID, AL
AOD EBX,EBX

JHE SHORT putty_up. 8842C071
Mou EBX,OWORD PTR DS:CESI]
SUB ESI, -4

EBX, EBX
JE SHORT putty_up. BE43C0SE
MOY ERK, 1

AOD EBH.EBH

Advanced artefact analysis

October 2015

Step over PUSHAD instruction (Shortcut key F8). Notice how the stack view and ESP register changes, as seen on the
following screenshot.

@ CPU - main thread, module putty_up

AR4SCO58 [=15] FUSHAD
EE @Ba0a44a8 MO EST,putty_up. 884408606

AE4SCO5E S0BE @@4AFEFF |LER EDI,.OWORD PTR DS:[ESI+FFFE4A
AE42C05C &7 FUSH EDI
EE45C050 [~ EE BB JHP SHORT puttu_up.@842C0EA
BE42C0SF 26 MOF
AE43C068 EHEG HMaw AL ,EBYTE PTR DO5:[ESI]
AE42C0EZ L) IMC ESI
BE42C062 28E7 Moy BYTE PTR DOS:CEDIJ, AL
BE43C0ES 47 IMC EDI

BEBHRBEE
BBIEFF?B BERREEEE .
@alzFFr4 | Ba1zFFe4| | preserved registers
BA12ZFF7S BALZFFEC
BEH12FFPC FFFO28E8
HE12FF 26 HE43C058 | putty_up.<Modu leEntruPoint >
BE12FFE4 BEEAEEEE
HE1ZFF2S rrag8l16z2| kernel32.BaseThreadIn it Thunk
BE12FFEC Tr381174|RETURH to kernel3Z2.7r3811v4
BE12FF78 TFFOZEEa
AE12FF 34 BE12FFD4
AE12FF32 7rrCEB3FE|(RETURH to ntdll.7¥7FrCE3FE
BE12FFIC FFFO2EE8
HE12FFAB Yra07EEd
BE12FFA4 BEGEEEEE
BE12FFAS BEEREEEE

Follow the ESP register in the hex dump and put a hardware breakpoint (on access) on the memory region pointed
to by this register.
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Byte
Word
Dhword

s

Advanced artefact analysis

aa1zl
a1zl
a1z
@12
@12l
@12
a1z
aa1zl
a1zl
a1z
@12
@12
aa12
aE12|

Regizsters (FPUJ < % < < |
ERX FERAEL1EZE kernel32.BaseThreadInitThunk
ECH HDEBAEEEEE
EDX BE42CO5E putty_up.<HModuleEntruPoint >
EBX TFFOBHEGA
ESF [BE1Z2FF&™
EE'; SSéEEEE Increment Plus
ED] BRAGEEEE )
EIF BE4SCOS Decrement Minus
C @ ES oB3
Ay |
Z 1 D5 @|e2 Settol
78 G oan :
B S - Modify Enter
astEr - .
= EEEEER Copy selection to clipboard Ctrl+C
5TH emptyw A i
1o Snpes O Copy all registers to clipboard
empty H
EE SMpty g Follow in Dump I})
eMpty
STE empty @ Follow in Stack
5T7Y empty @
FST bEaa 1 i i
E View MMX registers
View 3DMow! registers
View debug registers
Appearance r
———————
Address [Hex dump
B8 12FFAC| 74 Backup * FF
BE1ZFF3C) By |5]
GE1ZFFAC| @t Copy F B@
Bo1orrCe| 20 :
@1 2FFOC | 56 Binary ¥ Bn
HE1Z2FFEC]| 64
BE1ZFFFC| B¢ Breakpoint J Memaory, on access
Search for k Merneory, on write
Goto k
Hardware, on access
Hex ¥ Hardware, on write
it Text k Hardware, on execution
Short 3
Lang 2
Float r
Dizassemble
Special k
Appearance k
|

Next resume the execution (F9) and you should immediately land just before the jump to the OEP.

October 2015
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LEA ERX,DOWORD PTR SS5: [ESP-281]
FUSH &

HE42CEFS

HE43CEFS 3904 CHF ESF,.ERX kernel32.BaseThreadIn it Thunk
HE43CEFY [~ 75 FR JHE SHORT putty_up.BA043CEFS

HEG2CEFD S3EC 8@ SUB ESP, 56

HE42CEFC [~ E9 DFDBFCFF JHMP puttu_up. BA4S3FER : Jump to the OEP

BE42CFal BEEE BOD BYTE PTE DS: [EAX],AL

BE42CFAS BaE42 aq BOD BYTE PTRE DS:[EAX],.CL

ood4ccros | ooen AOD BYTE PIR DS: [EANIIAL

Remove the hardware breakpoint (Debug -> Hardware breakpoints, Delete).

* OllyDbg - putty_upx.exe
File View Plugins Opticns  Window Help
Fauzed | Run F9 :l L|E M_'

Pause Fl2
) Restart Ctrl+F2
Close Alt+F2
Step into F7 Hy up
AHD BYTE FTE D¢
Step over k& FOF EAX
e awr [BRE
+
nirmate into tr PUSH Efst
Animate over Ctrl+F8 EHEH EE:?
. CALL EEF
Execute till return Ctrl+F2 POP ERAX
FOFAD
Execute till user code Alt+F9 IﬁEEHEEH' BIRERR
Gk
pUETL
Open or clear run trace SIB ESP,-ZA
- i
Trace into Ctrl+F11 AT Bl EhE DE
Trace over Ctrl+F12 EEE EﬂE HE EE
- ant [BEERES
+ -
BETTONNT tr AOD ENTE PR DO
Cloze run trace EBE EﬂE E;E BE
ADD EYTE FTR D¢
i ROD BYTE FTE D¢
Hardware breakpoints AOD EYTE PTR D¢
0 B o
Inspect AOD EYTE FTR O
BOO BYTE FPTE D¢

. Call DLL export AOD EYTE PTR O
Arguments
Select import libraries

Select path for symbaols
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[ Hardware breakpoints @w

# Base Size  Stopon

1 [001ZFFEC [T [Bccess [ Folow1 | Delete hJ

2 | | | |

I | | |

s | | | |

OF.

Now put a breakpoint on the IMP instruction (0x48CEFC), and resume the execution (F9) until you reach it. Step over
the JMP instruction (F8) and you should land at the OEP.

In the next step you would need to dump the unpacked process and reconstruct the IAT table in the same way as
was described in the previous exercise. (Since it was already done in the previous exercise it is not necessary to do
that here now.)

In this exercise you have seen that it is not always necessary to exactly follow the unpacking routine and that in
various situations simple tricks can be used to reach the OEP. In this case you used the ESP trick to track the point
where there is a jump to the original entry point. While UPX is a fairly easy packer and this trick hasn’t eased our
task significantly, there are more complex packers for which you can still use the same trick making the unpacking
task easier.

3.4 Unpacking a Dyre sample

In this exercise the unpacking of the Dyre?” malware will be presented. Dyre is a banking trojan and was packed using
a more complex packer than UPX. Since it is a live malware sample, run it only in a controlled virtual environment
and after the analysis restore a clean snapshot of the virtual machine. It is also advisable to forbid any network
access while working on Dyre.

Open the file called voiyhabs.exe in the OllyDbg. You should see the entry point.

ARGELE30 | . C3 RETH
% E8 EC1EBBAGER CALL woivhab:s.8848212F
aa4Elp4s | .~ E? S89FEFFFF JHP woivhabs. 88481901
aad4a1B43 | >  3BFF Mow EDI, EDI ntdll.7Ce182605
BE4a1B4A 1. 55 PLUSH EBF
aa481B4E |- .« SBEC Moy EEF, ESF
aEdE1e40 S1EC ZE2E388ER SUE ESP.=:2E

Put a breakpoint on ZwAllocateVirtualMemory (as described in the introduction to OllyDbg). This will allow us to
track memory allocation operations. Packers often allocate new memory blocks to put unpacked code or unpacking
stub there.

http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/dyre-emerging-
threat.pdf
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Now open the Call stack window (View->Call Stack, Alt+K) and press the resume execution (F9) a few times until
you see a call to HeapCreate with flags set to 0x40000. HEAP_CREATE_ENABLE_EXECUTEZ is a symbolic constant
for 0x40000 meaning that all memory blocks from this heap will allow code execution. This suggests that this heap
will be used to store the unpacking stub or some other executable code.

Address | Stack Procedure < arguments Called from Frame
BA1Z2F89C| FC925EBC| 7 ntdll.2wAl locatelirtua lMemory ntdl L. FCOZ25ERT

BA1Z2F97C| FCE12C8F | 7 ntdll.Rt lCreateHeap kernel32.FCE12C89

AA1ZF9A8 | BE4A1440| 7 kernel32.Heaplreate voivhabs.BR4E1447 BA12F99C

BE12FIA4 | BER4EEEE( Flao: = 460688

B 12F2AS| Ba13°008 InitialSize = 139888 (1252043,)
AA12F2AC| BAS24888(  MasimumSize = 324008 (3293154,
BE12FF34 | BA4A1REE| voivhabs . BA4E1HER voivhabs.BB4B1AES BER12FF2a
BE12FF32) BR4AREEE[ Arol = B8408REE
BE12FFIC) BEEREEEA| Acof = BAAGEEEEE
BE12FF48) BR1SIFIA|  Aco2 = BALISIFLA
AE12FF44| BEEABEEA| Arod = BAABEEER

Remove the breakpoint from ZwAllocateVirtualMemory and show the calling location of HeapCreate in the voiyhabs
module.

BE12FE3C| FCO2EEBC| 7 ntdll.2wAl locatelirtualMemory ntdll.7CI2EEET

@E12F97C| FLS1208F | ¢ ntdll.RE ICreateHeap kerne 32, FCS1 20539
BE12FSAE| Ba4a1440) © kerne l32.Heaplreate Creinksle A
HE12FOR4 | BRE4OREE|  Flags = 4080 Ackualize

BE1ZFOAS( BALI9AGEE| InitialSize = 129@0A [

BA12F9AC) BE3248808 |  Mawinumiize = J24800 ( Hide argurients Space

BE12FF24 | BR4B1RER | voivhabs. BE4E1HEH

BA12FF32| ba4apa8a0 Aral = DB4B8A8608 .

@BR12FF3C| GEEEEEEE| AroZ = ADEEEEEE Follove address in stack,

BEl12FF4E| bals1F1A Hra2 = @E151F1R

AE12FF44| BAREEEEA| Arod = AABEREER Show procedure Enter
Execute toret F4
Copy ko clipboard »
Appearance 4

Put a breakpoint on the instruction after the HeapCreate call and resume the execution (F9). Write down the
address of the newly created heap (returned in EAX register, OxDEOOOO in this example, might be different).

aad4a1444 |1 » &7 PUSH EDI MawimumSize = 324888 (3293154.)
aEdE1d44s |1 . E& FUSH ESI InitialSize = 139888 (1282043,
aad4a1d44e |1 . &A@ PUSH ER: Flaas = HEAP_CRERTE_EMAELE_TRALC:
AA4E1447 |1 . FFI1E C47A4066 CALL OWORD PTR DOS: [<&KERMEL2Z2.He LHeapCreate

224424 4R MOY DWORD PTR SS: [ESP+481, ERAX
aa4E1451 || . 3BC3 CHF ERX.EEX

https://msdn.microsoft.com/en-us/library/windows/desktop/aa366599%28v=vs.85%29.aspx
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Register

= L(FFLD

BEDE

rCI26898
TCIFEIEA
Baaaaa8a
BE12F3ER
BE1ZFF3a
B8 132888
BEZZ24888

BE481440 voivhabs.BB4E1440

HEEE
ntdl L. 7CI26836
ntdll.7Ce7ESSE

Advanced artefact analysis
October 2015

Remove the previously set breakpoint (0x40144D) and scroll down until you see a call to RegisterClassEx function
(0x4018DE). Put a breakpoint on this function and resume the execution (F9).

BE4E12EC
BE4a12e0
BE4E 1205
BE4E12CC
AE4E 1207

BE4n12E4
BE4E12ES
HE4E1SES
HE4E13EY
HE4E1SEC
AE4E1SFA
AE4ELSFE
AE4E18FS
BB4015F 3

=1]

C74424 7C IBBBBEJ
299C24 2REERGEEGE
C72424 4000068 I
299C24 SoABRREGE
FF15 SC71 4086

5]

g3

523
653 _EZA3Raaa
FFr424 45

FUSH ERX

MOU ODWORD PTR S5:[ESP+7PCI, 16
MOU DWORD PTR S5: [ESP+2E1, EBX
MOU DWORD PTR SS:[ESP+241, woiuhz
MOU DWORD PTR S5: [ESP+821, EBX
CALL DWORD PTR DS:[<&USERZ2Z.Reg

OWORD FTR S55: [ESF+43]

FolindClassEx = BE12FAESE

ASCII "MY_ERXCLUSIUE_CLASS™

LRcgisterClassExA
FLFacam = @
pOlgFroz = MHULL
hOwner = HULL
pTemplate = 3ES
hinst = B218021A

ENDRD FTR DS:[<&USERZ2.Cres:

ERx
LL DWORD PTR DS: [<8USERZZ. Shoy

LCreatelialogParamf
ShowState = SW_SHOW
[hwnd = BA1ZFABS
Showll indow

Next you will check the address of the window procedure in a registered window class. Hiding some code in a
window procedure is a common technique used by a malware to hinder analysis and change the execution flow. If
the window procedure points to an existing address it is good to put a breakpoint at this address.

The window procedure address is passed in a third field of the WndClassEx structure (IpfnWndProc) preceded by
two INT values. This means that this address is a third DWORD value in the WndClassEx structure.

typedef struct tagWNDCLASSEX {

UINT
UINT
WNDPROC
int

int
HINSTANCE
HICON
HCURSOR
HBRUSH
LPCTSTR
LPCTSTR
HICON

} WNDCLASSEX,

cbSize;

style;
lpfnWndProc;
cbClsExtra;
cbWndExtra;
hInstance;
hIcon;
hCursor;
hbrBackground;
lpszMenuName;
lpszClassName;
hIconSm;
*PWNDCLASSEX;

Address of the WndClassEx structure is put as the first argument onto the stack

. Follow it in the dump.
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- @@l 2FAEg | LolndClas=Ey = @alzFRas

HA1cF B |+ PLI1EZEE| ntdl L. PCI 16285 Address L4
HE12FIE4 |« BE0EEE0E

- i Show 45 dunp
- Show UNICCOE durp

EE12F3CE |« FEC2D2EE Lock stack,

BETZFACC |- BEEEEEEE

GE1ZF908 |- FEFFES1C '

GE1ZFa04 |« CF12A54R Copy ko clipboard Zhrl4iC

@E1ZF90S |- FF12197E Modify

DBIZFED |- DRGR:zes

10— o i
o volYynans.

BA1ZFYEC |« FE121986 Fush DWORD

BA1ZF9FE |« CF128C1C Pop DWORD

BA1ZF9F4 |- 82188218

AE1ZF2FE |« B21BE216 Search For address

BE1ZFIFC |« 62348234 ) .

AE1ZFARE |« BZE4E254 Search For binary string  Ctrl+B

BE1ZFAG4 (- B2348284
BE1ZFAEE |- DO0EEEZE

EELZFAEC |- EEE80E3 o ko EBP

SS%EFE%E . SS%ESE%E G0 ko expression Chrl+G

§ili BT —
Fallows in Skac Enter
Appearance 3

Now read the address of the Window procedure from the hex dump remembering that addresses are written in
the little-endian notation. In this case the Window procedure address is 0x02100210.

| Address |Hex dump | ASCII

HATZFRHES] 38 0B B0 B0 B3 OB B0 B0 18 B2 10 B2 B8 OB G0 B0 B, .. e, .. kFEME. ...
HE1ZFALIE] 1E B8 B8 B8 B8 08 40 B0 @Y 08 @1 8@ 11 08 @1 B0 4,..... E.«.8.4.8.
HETZFAZE] 18 b8 B0 B0 B8 bE B0 B0 268 C2 40 B0 66 08 B0 B0 k....... BE., ...

BE1ZFAZ2) A1 B2 G1 62 A1 B2 61 62 61 62 01 62 A1 62 01 02| AeCeCeCeceEeEete
BEizZFA421 81 B3 B1 823/ 81 63 61 B3/ ED 62 18 82/ 16 62 18 82| Gededetecdroraka

Next try to follow this address in the assembly window. If you land in the existing code section, put a breakpoint at
this address. To go back to the current location you can follow the EIP register.

Next scroll down until a call to EnumDisplayMonitors function. Put a breakpoint on this call and resume the execution
(F9) or alternatively select this location and use Run to selection (F4).

ge4a1241 1. FFEP424 15 FUSH DWORD FTR S5:LCESF+12]
Ba4a1245 11 . 53 FUSH EE=
AA4E19465 ] . 53 FUSH EE=
. FF15 4CY14668 CALL OWORD PTR DS5:C<&USERZZ2.Enur USERZZ.EnumDisplayMonitors
EEdnizdn || .~ EE B2 JHF SHORT woivhabs.BB481951

oadaid4r (| > 33ce
6a4a1951 || > 9BAC24 FCeSEEEa |MOU ECK, DUORDUPTRISSI[ESP4E7C] | woivhabs.@@4@4234

“OR ERX, ER-

e e

BOOL EnumDisplayMonitors (

~In  HDC hdc,

~In  LPCRECT lprcClip,

_In  MONITORENUMPROC lpfnEnum,
In LPARAM dwData

Check the address of the enumeration procedure (lpfnEnum) on the stack (the third argument, in this example
OxEDE688). Notice that this address points to the memory range of the previously created heap. This suggests that
the unpacking stub is likely located there.

ntdll.7C918
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Put a breakpoint on the enumeration procedure (in the assembly window go to the address of the enumeration
procedure — IpfnEnum and toggle a breakpoint on this address). Resume the execution (F9).

HEEDEEEE

HIEE
B2 ESF21z88

OR DWORD PTR DS: CEAXI,EAX
MO ERE, 12F3ES

HEEDESSD |+~ EF PE148006 JME BBEDFERS
BEEDEES2 CcC IMT2
BEEDESSS cC IMT2

The execution should break inside the enumeration procedure. Step over (F8) two times to follow the jump.

BEEDFEBE cC IMT3
AHEDFEAF CC IMT2
=1 PUSH EEP
BEEDFEES SBEC Moy EEF, ESF
BEEDFEBE S3EC 38 SUE ESF, 22
BEEDFEBBE 2945 F4 MOU OWORD PTR S5:CEEP-CI1,ERX
BEEDFE11 EZ 42EEFFFF CALL BHEDEEE
BEEDFE1G ES DDFFFFFF CALL ABEDFAFS
BEEDFEIE 2945 EC MOU OWORD PTR S5:CEEF-141, EAX
BEEDFEBIE 245 EC MO ER:, OWORD PTR SS:CEEP=141

Scroll down and put a breakpoint on the suspicious CALL EAX just before the function return (RETN). As mentioned
in the introduction, single calls to a register just before a function return might indicate calls to the OEP or some
other important part of the code. It is also worth noting that there isn’t much going on after this call. This means
that the jump to the OEP is likely taking place in this call.

BEEDFEDR FF7S OC FUSH DWORD PTR 55: CEEF-241
BEEDFEDD FF7S E4 FUSH ODWORD PTR S5: [EEF-1C]
HEEDFEBEHA 2B45 FC MOU EAX, OWORD PTR S5: CEEF-41

FFD& CHLL ERX

BEEDFEES SEES MO ESF, EEFP
BEEDFEE? ={1] FOF EEF USERZZ. FE42ATEE
BEEDFEBES [ 8] RETH

Resume the execution (F9). When you hit the breakpoint on CALL EAX step into (F7) the call. You should land in
another unpacking stub function.

AEEE1GES | ooEE ADD EYTE PTR DS:[EAXI,AL

AEEELGED | GEGE ADD EYTE PTR DS:[EAXI,AL
BS DHEGEEEEE MOW ERX, &

HEEEIGLL |+ ET SEe@men JHF BBEESSEC

BEEEGCE | GG INTZ

BEEE1ECT | CF INTZ

Step over (F8) two times.

BREEESSEA | GG INTS

BBEEZEEE | CC INTS
EE PLSH EEF

GEEEZCED | SBEC HOU EEF, ESP

BEEESSEF | S3EC 44 SUB ESF, 44

BEEESSFZ | 5945 FC MO DORD PTRYSS:IEER=41, EAX

BEEEZSFS | ES AZEGFFFF CALL BEEE193C

AEEEZEFA | 9270 FC GO CHMP DUORD” PTRSSSIEEP=41, o

Now scroll down to a group of three calls just before the function return. At this point you already know that after
the return (to the previous routine) there isn’t much going on in the code. This means that the jump to OEP is likely
taking place in one of this calls. Put a breakpoint on the first call and resume the execution (F9).

BEEEZAZ1 cg FUSH ER®
BEEEZRZ2 cH a8 FUSH &
HEEEZH24 Sl a8 FUSH &

EZ l1EZFFFF CALL 88EE1CAHC
HEEEZRZE cH 88 FUSH &
BEEEZRZ0 ES DRELFFFF CALL B8EEICIC
BEEEZR4:2 ES VEOCFFFF CALL BBEE1&BC
BEEEZR47? SEES MO ESF, EEP
BEEEZR42 =11 FOF EEBP
BEEEZR4R C2 1888 RETH 14
BEEEZR40 (M INT3
HEEEZR4E cC INT3
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After reaching the breakpoint step into the first function call (F7). You will see several PUSH instructions followed by
a call instruction.

=1
2BEC

23EC_4C
E2 CEFCFFFF
2945 F2

When you step

55
SEBEC

S3EC_AaC
EZ2 CEFCFFFF
2945 F2

FLUZH EEF

MOW EBF, ESP

SUB ESP, EC

CALL Ai19v7i824

MO OWORD PTR SS5:[CEEF-21,ERX
MOU ER=, OWORD FTR SS5: LEEF-21
MO ECH, OWORD PTR OS: CEAX+48]1
MOU OWORD FTR S5:CEEF-CI1,ECH
FUSH OWORD FTR S5:LCEEF+1C]
PUSH OWORD PTR SS5:[CEEF+121
PUSH DWORD PTR S5:CEEF+141
PUSH OWORD PTR SS5:CEEF+1@1
FUSH DWORD FTR =5z CEEF+C]
FUSH OWORD FTR S5:LCEEF+S]
CALL OWORD FTR 55:CEBFP-CI
MOU OWORD FTR =5: CEEF=41, ERX
MO ER:, OWORD PTR SS:CEEF=41
MOU ESP, EEP

over (F8) to this call instruction you will see this is a call to CreateThread function.

FUSH _EEFP

Moy EEBF,ESF

SUE ESP,HC

CALL a13rigz4d

MOU OWORD PTR S5:[EEF-21, ERX
MU ERX, OWORDT PTR SS5: CEEF-21
MOU ECH,OWORD PTR DOS: CEAR+4@]
MOU OWORD FPTR S5: CEEF-C1,ECH
PUSH DWORD PTR =Z: LEEF+1C]
FUSH DWORD PTR 55: LEEF+151
FUSH DWORD PTR =5: [EEF+141
PUSH DWORD PTR S5: [EEP+1@1
FPUSH DWORD PTR S5: CEEP+C]
FUSH DWORD PTR S5: [EEF+21
CALL DWORD PTR S5: [EBP-CI
MOU DWORD PTR S5: CEEF-41, EQAX
MOU ERX, OWORD FTR 55: CEEF=41
Moy ESF,EEBF

o iyhabs. BE40EEER

kernel32.CreateThread
kernel32.CreateThread

kernel32.CreateThread

HANDLE WINAPI CreateThread

_In opt

_In_ SIzZE T

_In opt  LPVOID
In DWORD

_Out_opt  LPDWORD
) 7

LPSECURITY ATTRIBUTES

lpThreadAttributes,
dwStackSize,

lpParameter,
dwCreationFlags,
lpThreadId

Now take a look at the stack. The thread routine is passed as the third argument. In this example it points to
OXEE38AC.

IpStartAddress

Put a breakpoint on the thread function (/pStartAddress) and resume the execution (F9).
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BEEEZSRE | CC INTS

SE4424 04 HOW ER, DWORD PTR S5:[ESF+41

BEEEZSEE | S3F2 6@ CHF ERX, @
BEEEZEES |w 75 BE JHZ SHORT BREEZSCH
BEEEZZES | ES GEOOGGESE CALL SAEESSEA
BEEEZSER | 53 POF EAX kernel32. FCEEET1S
OEEEZSEE | S3ES BE SUE ERH, BE
BEEEZSEE |+ EB 1B JHP SHORT BBEESSOE
BEEEZSCH | SB4S8 18 HMOU ECy,DWORD FTR D5: [EAX+181
BREEZ2CE | 61 PUSH ECH
BEEEZ2C4 | SB45 G MOU ECH, DWORD PTR D5: [EAM+C]
BEEEZECY | 61 FUSH ECH
OEEEZSCE | SB45 B3 HMOW ECH, DWORD PTR DS5: [EAX+S]
BEEESSCE | 51 PUSH ECH
BEEEZSCC |  SB45 G4 HMOU ECH, DWORD FTR DS: [EAX+41]
BEEEZ2CF | 61 PUSH ECH
BEEEZS06 | SBES MO ECi, DWORD PTR D5: [EA]
BEEEZE0Z | &4:SE10 SEEGGGEE | HOU EBX,DWORD PTR F3:[36]
BEEEZS0® | FFDL CALL ECH
BEEEZS0E | G2 B<on RETH <
BEEESSDE | CC INT3

When a breakpoint at the thread function is hit step over (F8) until a call to ECX. As you see ECX points to the memory
of the .text section of the original executable (voiyhabs.00403850). This is a good indicator that you are jumping to
the OEP. Step into the call (F7).

BEEE220E 2Baz2 MOU ECH,.DWORD PTR DS: [EAX] voivhabs. BR4R2EEG
AREE220:2 &4:3B10 SEEEEEEE HMOU EBX,.OWORD PTR FS:[201

FFD1 CALL ECx voivhabs. 88403358
BEEEZE0E C2 a488 RETH 4
HBEEEZE0E cC INT3

You should land at the OEP with overwritten code which OllyDbg hasn’t analysed properly. At this point you could
proceed to dump the process and reconstruct the IAT, but to be sure that you are at the OEP you need to tell OllyDbg
to interpret the following fragment as code and disassemble it properly.

BE4a334E | . CC IMT2
AE4E224F | ?  CC IMT2
=1 PLUSH EBF
BE4a3351 | ¥ 2BEC MOL EEP.ESP
BE4Ea3352 | * 33E4 FB AMD ESP.FFFFFFFZ
BE4E83355 | . 33EC 2C SUB ESP,:2C
BE4a3359 | > 56 PUSH ESI
BE48335H | 7 58 FUZH ER=
BE4E225E | 7 &64iHl 30008888 MOY ER=, OWORD FTR FS:L381]
BE4a3351 | ? 350B TEST EEX,EBEX
BE4E3353 | 7 324424 AC MOU OWORDT PTR 55:CESF+CI, ERX
BEa4a33s7 | 7 53 FOF EH: BAEEZZ0E
aE4azEes | Y BBd4d2d BE MOU ERx, OWORD FTR SS:[CESF+21

Starting at the OEP address select a group of instructions. Next right-click on them and from the context menu
choose ‘Analysis->During next analysis, treat selection as->Command’.
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Backup k
Copy k
Einary L4 (267
&ssemble Space ]
§P+ET, EAX
Label BREE220E
Comrment i QEEE';TS]
Breakpoint b oo
Hit trace Y e ASCIT "kernsl32.dLL"
Run trace p HH1EEE] kernel32.GetModuy leHand LeA
10187E] kernel3z2.GetProcAddress
G0 ka L4
Fallow in Durmp »
Search Far »
. 161 ECH] kernel3z2 e iteConsalel
Find references to » B [ESP+CI
Wigw » woivhabs. BE4E2356
Copy to executable L
» Analyse code Chel+A
Analyze This! Remove analysis From module
Bookmark, » Scan object files ChrlD
Cump process (olvDumpEsx) Remove object scan from module
Make durmp of process
Assume arguments
Appearance » Remove analysis from seleckion Blkaprc

During next analysis, kreat selection as

Advanced artefact analysis

[E4

|3

BLEEFFF
B1EEFFE
B1EEFFE
B1EEFFE
2R

Bwke %

Word

Doubleward

Commands
Bykes

Words
Doublewords
85CTIT bext
UMICODE bext

Now click on them once again and from the context menu choose ‘Analysis->Analyse code’.

October 2015
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Backup
Copy
Binary
Assemble
Label
Carmnrment
Breakpoint
Hit trace
Run trace

Go ko

Space

Fallow in Dunmnp

Search For

Find references to

Wi

Copy ko executable

analvze This!
Bookmark,

Cump process (OllvDumpE:x)

Make dump of process

Appearance

=3Z0E

IT "kernel32.dlL™
p nel32.GetModu leHandleA

=132, GetProcAddress

-

=l32. WriteConsalell

= 'L"
2 T

4
4
3
3
3

adule
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» Scan object files Chel+0
Remove object scan from module
Assume argumenks

» Remove analysis from selection Bkspc
During next analysis, treat selection as »

Now you can clearly see that you are most likely at the OEP - typical function prologue with the EBP based stack
frame followed by later call to GetModuleHandleA. Moreover you just jumped from a code in the allocated memory
block to the initial executable section: another indicator that you are at the original entry point.

HAE4EA224F

BE4E2351
BE4E822352
BE4E23855 | .
BE483259 | .
BE4E385R | .
BE48385E | .
BE4E2251
BE4E22E2
BE4E2267
BE4E2252
BE4E822EC
BE4E8227E -
BE4E227E
BE48227E
BE48337C
Ba483351

SIS
BFEZ |

CC

=15

ZBEC
S3E4 F2
S3EC 2C
e

=15

&4:1A1l SHRREREE
SEDE

294424 BAC

=15

gB4424 B3

ES AEl

g
63 18144886
FF15 EB1B84B806

IMT2

PLUZH EBP

HMOw EBF,ESP

AMD ESP,FFFFFFF2

SUB ESP,2C

FUZH ESI

FUSH ER=

MOU ERx, OWORD FTR FS:[381]
TEST EBEx,EEX

MOU OWORDT FTR S5:CESF+CI, EAX
FPOP EH:

MO ER:, OWORD PTR SS: [ESP+21
CHP DWORD PTR DS:[CERW+E4], 2
JB woivhabs. BE4E23952

CALL woivhabs. 88482220

FUZH ER=

PUSH woivhabs. 884814160

CALL OWORD PTR DS:[4018EE]

BREEEZ220E

ASCII "kernel3z.dLL™
kernel32. GetModu leHand LeH

Next you will dump the process image and reconstruct the IAT table. To dump the process use OllyDumpEx plugin
(as described previously).
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OllyDumpEx ¥1.30 - voiyhabs.exe
b odule
PE Baze: 1+ Module |E:HDDcuments and SettingzhjdoesDeskiopiDyretvoivhabs. exe ﬂ Diurmp |

" Memaorny |

[~
" Address ﬂ

List Section: ™ Base Only ¢ Al Memary " Address Fange | - |
Dump Mode: & Rebuild ¢ Binam(Faw] © Binairtual)
Search Mode: ™ Select &l Memony [exclude listed PE)

PE Source: 0 b emary i Disk Search PE | ReScan Memaony |

FE O ption

Image Base: (00400000 Fiw Wirtual Offset [+ Prefer Onginal Characteristics ([Meed Rescan)
) ' [+ Fill Yfirtual Offzet Hole

Section Align: (00007000 ™ Disable Felocation

Entry Point: IiIJDEIDEBED Get EIP as OEP [ Auto Adjust Image Baze Address

[ Rebuid DataDirectory [Follow ImageB ase Change)

Section
Select All | SelectBaseMDdule| Select F'rivate.-".-’-'-.ll| Select F'rivate.-"E:-:eu:| DeSelect Al
| .ﬁ.ddress| Size| Owarier | Section | Type | Arccess | "v"irtuaIEIffset| "»-"irtuaISize| Eharacteristics|
Q0407000 00004000 waivhabs et Imag R Qoooioon - ooo04000 BO0000Z0
00405000 00007000 waivhabs .data Imag R Q0oos000 - 00007 oo Cooooo4o
00405000 00050000 woivhabs REaLe: Imag R 0000s000  N00sDO00 40000040
00453000 00007000 waivhabs reloc Imag R Q0083000 00007000 42000040

PE 32 EXE lnaded, Bazedddress=00400000, Relocation, DumpR ebuild

Now try to reconstruct the Import Address Table (RVA of the OEP: 0x3850) by using ImpRec. This time you might see
some invalid imports after clicking Get Imports and Show Invalid. Right-click on each of them and from the context
menu choose Cut thunks(s). After all invalid pointers are resolved, use Fix dump to fix the dumped executable.
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|&T Irfos needed Mew Import Infos [IID+45Cl+LOADER) Options
COEP 00003850 4T AutaSearch | R, |00D000DOD Size |OOOODETZ
&hout
PO |I:IEII:IEI'I ood Size |DDDDD1 bg Iv Add new section

E st

*
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£! Import REConstructor 1.7 FINAL (C) 2001-2010 MackT/uCF o] @ /[
Attach to an Active Process
||::"xanalyses\sample'wniyhal:us.e:-:e [00000838) j Fick DLL
Impaorted Functionz Found
- advapidZ.dll FThunk: 000071000 MbFunc:1 7 [decimal: 23] validYES haw lreealid
-- kemel32. dll FThunk: 00001060 MbFunc: 34 [decimal:52] valid vES
-- ghel32. dll FThunb:000011:34 MbFunc:1 [decimal: 1] valid YES Show Suspect
-- ghlveapi.dll FT hunk: 000071 13C NbFunc:1 [decimal: 1) validvES
-- uzerd2 dl FThunk: 00001144 MbFunc: 3 [decimal: 3] validYES
- nitdldl FT hunk: 00001154 NbFunc.2 [decimal 2] valid YES
=l ?_FThunk:EIEIEIm 160 MbFunc: 2 [decimal: 2] walid:HO
P 12000071160 ptr:00B50053
W . 00001164 ptr00E50044 Clear Imparts
Log
rea: 10007 034 forwarded from mad:ntdll.dll ord: 0054 name: RtlbllocateH eap -
Current imports: m
G [deu:in_‘nal:E] va!id miodule(s] [e_u:h:leu:l: +6 [decimal +5]] _

Load Tree | Save Tree | et Imparts | Fis Dump

In this exercise you have unpacked the executable of a real malware sample, protected with a more complex packer.
You have achieved this by first tracking the memory allocation operations and then following the unpacking stub in
a newly allocated heap. It is worth noting that this isn’t the only way of unpacking this executable nor is it the
quickest method. As goes for any packed executable there are many ways of unpacking code and reaching the OEP.
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4. Anti-debugging techniques

4.1 Anti-debugging and anti-analysis techniques
Malware creators usually don’t want malware analysts to be able to analyse their code. As a consequence they use
various anti-analysis techniques to make analysis as hard as possible. You can distinguish four groups of anti-analysis

techniques:

Anti-debugging — detects if the process is being debugged

Anti-emulation (anti-VM) — detects if the process is running in a virtual machine or in some other
emulated environment

Anti-sandbox — detects if the process was executed in some well-known sandbox or environment
dedicated for malware analysis

Anti-disassembly — makes disassemblers to incorrectly disassemble code

When debugging, most often you would need to cope with the anti-debugging and anti-VM techniques. Whenever
malicious code detects that it is being debugged or is running in a virtual machine, it might terminate or run
completely other (non-malicious) code instead, to mislead the analyst.

There are plenty of anti-debugging techniques? *. Most of them can be assigned to one of the following categories:

API related techniques — those techniques use the fact that calls to certain APl functions would return
different result depending on whether the application is being debugged or not. Examples of such
functions are IsDebuggerPresent or OutputDebugString.

Checking flags — certain flags set by an operating system in process’s data structures are different
when the process is being debugged. Examples of such flags are NtGlobalFlag and IsDebugged flag in
(PEB).

Searching for breakpoints — it is possible for a process to search for breakpoints in its current address
space. This applies for software, hardware and memory breakpoints.

Searching for processes (or open windows) of popular debuggers and other analysis tools (e.g.
Wireshark, Regshot, Process Explorer).

Time based checks —a malicious code can check how much time elapsed between two different parts
of the code. If the time delay is too big it will be assumed that the application is being debugged.
Self-debugging — a clever anti-debugging technique in which the malware starts debugging its own
processes making the analyst unable to attach a debugger to them. This technique was used by Zero-
Access trojanL.

http://pferrie.host22.com/papers/antidebug.pdf
http://antukh.com/blog/2015/01/19/malware-techniques-cheat-sheet/

https://blog.malwarebytes.org/intelligence/2013/07/zeroaccess-anti-debug-uses-

debugger/
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Except trying to detect the debugger, the malicious code is frequently also trying to detect virtualization
environments using a subset of the following techniques®%:

Detecting processes related to the virtualization software. This is one of the most common techniques.
A malicious code iterates a process list in search for processes like VBoxService.exe, VBoxTray.exe.
Searching for VM artefacts in the registry and filesystem (strings referencing vbox, vmware, gemu).
Checking the amount of resources available in the system. For example a malicious code might check
the size of the hard disk assuming that most modern computers should have hard disks of size at least
80GB (VMs frequently have smaller disks).

Detecting what hardware is present in the system (e.g. VBOX HARDDISK).

Certain assembly instructions also behave differently on the virtualized system than on bare-metal.

One of the countermeasures for anti-debugging is to use special plugins for OllyDbg like aadp4olly*® and Olly

Advanced®.

When using those plugins you need to check which anti-anti-debugging techniques should be used. You can do this
by accessing the plugin’s options dialog via Plugins menu.

Options  Window Help

1 aadpdolly L
2 Olly Advanced *
3 AnalyzeThis 2
4 Asm2Clipboard 3
5 Bookmarks k
& Labelmaster r
7 ODbgScript 3
& OllyDumpEx *
9 OllyDbg PE Dumper ]

In general it is a good idea to use only one plugin for a specific anti-debugging technique as otherwise it might lead
to unexpected behaviour. If a certain plugin doesn’t work or crashes, try a different one.

The screenshot below presents the anti-anti-debugging options of aadp4olly plugin.

http://handlers.sans.org/tliston/ThwartingVMDetection_Liston_Skoudis.pdf

https://tuts4you.com/download.php?view.3021
https://tutsdyou.com/download.php?view.75
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Anti-Anti-Debugger Plugin v0.2 for Ollydbg

Arti-Debuaging tricks
[ TeminateProcess

<]

lsDebuggerPresent

MtGlobalFlags

HeapFlags

Get TickCount

Cutput DebugString ( format string )

| ZwlpenProcess
[ FindWindow

<1 < 71 % %

Swuerylnformation Process
ZwSetinformation Thread
Block Input

Suspend Thread

Unhandled ExceptionFitter
Process32Mext

[ Module32MNext

<1 71 71 X

.

[ ZwluenySystemInformation
[ ZwluenyObject

Coded by +MCR/CRC! [ReVeRsEr] | Save | Cancel |

However even when you are using such plugins you need to still be cautious for anti-VM techniques and more
sophisticated anti-debugging techniques. One way to check if the malicious code is using anti-VM or anti-debugging
techniques is to try and run it freely (under debugger) and then using a behavioural analysis techniques to check if
the malware behaves as expected.

In a typical scenario malware would create one or more child processes, install itself somewhere in the system and
finally generate some network traffic to communicate with its C&C server. If you don’t see such behaviour it might
mean that the malware has detected the debugger or VM or just that the malware you are analysing doesn’t behave
in this way.

4.2 Dyre - basic patching with OllyDbg

A recent version of the Dyre trojan uses an interesting anti-sandbox mechanism. It checks the number of processor
cores visible by the system?® and if it determines that the number of cores is less than two it stops the execution.
Since the most modern systems run on multi-core CPUs it won’t affect them while it would still prevent the execution
on a poorly configured sandbox running on virtual machines with only one CPU attached.

In this exercise you will use the previously unpacked Dyre sample and patch it to allow code execution also on one
core system. If you haven'’t finished the previous exercise or something went wrong, use the unpacked_dyre.exe
sample provided.

If your virtual machine has only one CPU configured you can start Process Explorer/Process Monitor and try to
execute the unpacked Dyre sample. You will observe that the sample quits almost immediately and nothing much

http://www.seculert.com/blog/2015/04/new-dyre-version-evades-sandboxes.html
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seems to be happening. The screenshot below shows the Process Tree view as created by Process Monitor tool
(Tools->Process tree).

B Process Tree ?@

[] only show processes still running at end of current trace
Timelines cover displayed events only

Process Description Life Time Compariy Start Time End Time
® i e I T2/2A1541329PM  n/a
B csrss.exe (340} Client Server Runt... _ Microsoft Corporat... 7/2/20154:13:38PM n/a
.| wininit exe (388) Windows Start-Up... _ Microsoft Corporat... 7/2/20154:13:39PM  nfa
.| csrss.exe (400} Client Server Runt... _ Microsoft Corporat... 7/2/20154:13:39PM  nfa
n winlogon exe (440) Windows Logon A... _ Microsoft Corporat... 7/2/20154:13:39PM  n/a
£l [/ Explorer. EXE (1464) Windows Explorer _ Microsoft Corporat... 7/2/20154:1410PM  n/a

5% VBaxTray exe (1972) VirtualBox Guest ... _Omcle Corporation  7/2/2015 41411 PM  n/a
mGreenshot.em (2012) Greenshot _ Greenshot T/2/2015414 11 PM nfa
158 ProcessHacker exe (1808) Process Hacker _wj32 73201511145 PM n/fa
2y Procmon exe (1344) Process Monitor _S‘,'sintemals Sww.., 732015 11200PM nda

| 73201511204 PM O 7/3/2015 1:12:04 PM

Description:
Company:

Path: Ide
Command:

User:

FID: o Started:  7/2/2015 4:13:29 PM

[GoTo Event] [ Indude Process ] [ Indude Subtree ]

Now open the unpacked Dyre in OllyDbg.

A =M s ES FUSH EEF

Ai243351 . SBEC HOL EEF, ESP

@iz42852 (| .0 S3E4 F8 AMO ESP, FFFFFFFE

@iz4285s ||« 88EC 2C SUB ESP, 2C

Alz43359 || . 56 FUSH ESI

H124385A . &A@ FUSH ER= kernel3z2.BaseThreadInitThunk
@1242358 || . E4:A1 2PEAEEEA | MOU ERX,OWORD PTR FS:[38]

Al12423361 . S50B TEST EBX,EE=X

Aiz4z862 (| . 294424 BC MO OWORD PTR SS: [ESP+C1,ER: kernel32.BaseThreadInitThunk
aiz43267 || . 58 FOF ERX kernel32.7EFS1174

@izdzges (| . SBd4d24 B2 HMay ER:, OWORD FTR S5: CESF+&81

@lz4dzgec || . 8278 64 @2 CHF DWORD PTR DS:[EAX+&41,2

Alz4287@ (| o~ BFS2 EDBBABEE JEB unpacked. 1243953

@1242875 ||« ES RSFFFFFF CALL unpacked.@1z2435828

H124337E . E@ FUSH ER= FPeocHamelededinal = "uEB~4FF
@lz4287C (| . &8 181424@1 PUSH unpacked.B1241418 [pﬂndu le = "kernel32.dLL™
[1242321 . FF15 ER1B2461 CALL DWoORD PTR D5:[<%KERMELZZ.Ge|| LGetModuy leHand e

aiz43337 || . Sa FUSH ERH hModule = FEFE1162

@izdzgss (| .0 FFIS FAl82461 CALL DWORD PTR DS:[<&KERMEL3Z.Ge|LGetProcAddress

@lz4282E [« &A B8 FUSH & FoReserwed = MULL

Alz4z89@ (|« &A B FUSH & pllritten = HULL

Alz42892 (|« &A B@ FUSH & CharsTollrite = 8

@lz42894 (| . &R B@ FUSH & Buffer = HULL

Alz4289:5 (| . &A B8 PUSH & hConzole = MHULL

@iz42892 || . SBFA MOL ESI,ERX kernel32.BaseThreadlnitThunk
@iz42520 (| . FFIE Cale2461 CALL DWoORD PTR DO5:[<&KERMELSZ.Wr| LlriteConsolel

@iz4zsA@ (| . SD4C24 Bc LEA ECH,0OWORD PTR S55:[ESF+C]

@lz432A4 ||« 5l FUSH ECH

i PdSo0c FEME Fare FeT

If you step over (F8) a few times you will notice that at the first jump instruction (JB) the program is jumping to the
ExitProcess routine.
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BEZESZED [] .« 56
BEZESS5A j=1s]
BEZESS5E &d:Al SBABEAELHE
BEZESSE] S50B
BEZESSES 294424 @C
BEHZESSET E8
BEZESSES SEB4424 83
GEzZEZSEC (| . 83¥E 64 B2

o rBFE2 EDEBEEEE
BEZESEYE || o | EB ASFFFFFF
BEZESSVE j=15]
BEZESSFC B8 18142EQ8
BEZES9SY || « | EE F4FEFFFF
BEZES9EC || o+ EE BS
HEZES9SE || ¥ | EE 80FRAFFFF
» +EH B8

EEzZEZ9:E |k, FF1E A2182EHAR
HEHZESIEE CC
BEZESIEC cc
BEZESIED0 cC
BEZESIEE cC

FUSH ESI

FUSH ERH

MaW ERX,OWORO PTR F5:LC361
TEST EBX,EE=X

MO DWORD PTR SS5:LCESP+C1,ERX
FOF EHA

MaU ER:, OWORD FTR S5: CESF+&1
CHMF OWORD FPTR DS:[ERX+&4], 2
JE unpacked.BEZEIFGE

CALL unpacked. BO2ZE3S28

FUSH ERX

FUSH unpacked.B0ZE1418

CALE unpacked.BEZEZL1DE
JHP SHORT unpacked. B02E3963
CALL unpacked.8@2E33FE

FUZH &
?ELE OWORD PTR DS:C{&%KERMELZ:2.Ex

FrocHameOrOrdinal = ™™
roflodule = "kernel32.dLL™

ExitCode = A
Ex itProcess
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If you take a closer look at the code just before the jump, you notice that Dyre is checking the number of CPU cores
as pointed by the Process Environment Block (PEB)®. The Process Environment Block is a special system structure
containing various information about the running process. It is stored in user space memory and pointed to by the
FS segment.

If the value is less than two it terminates the process.

BEZEZESE
BEZE3S61
BEZEZSES
BEZEZEET
AE2E 2260

BEZEIETA

»  E4:iHl SE006888
350E

324424 AC

=151

2B4424 B2

. 2378 &4 B2
-~ BF22 EDBEBEEE

Maw ERX,OWORO PTR F5:LC301]
TEST EBH,EEX

MO DWORD FTR SS5:CESF+C1,ERX
FOF ERX

MOW ERX, OWORO FTR S5:LCESF+E1
CHF OWORD PTE DSz CERX+&41, 2
JB unpacked.B882E39:63

To patch this behaviour click on CMP instruction and press space (or select Assemble from context menu). Replace
value ‘2" with ‘1’.

Azzemble at 002E386C

(]

|EMF" DWORD PTR DS:[EAx+E4]1]

v Fill with HOP"s

=

Azzemble Cancel |

Select modified commands and from the context menu choose Copy to executable -> All modifications and then

Copy All in the dialog window.

http://www.aldeid.com/wiki/PEB-Process-Environment-Block
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GEEZIEES 294424 BC
BRBZIEET
DEBEIEES £B4424 B3
DABZZEEC 2378 64 01
GEEZIETE || -~ BFE2 EDHREHED
BREBZIETE ES ASFFFFFF
BEBESETE =]
BEBZEIETC
GEEZ3E21 FF15 ERLBRZE0
BEBZ3EET
DRBEIEEE FFI5 7alaaz6a
DEBZEISIE &R BE
GREZIE9E &R Ba
BEBZ3E52 &R BA
BEBESE5 &R 6@
DEBZEZEIE &R BA
DEBZEIEIE EFE
GEEZIEIA FF15 Coionzee
BEBZ3EAR a04C2d 8e
BEBEIEAG 51
DEBZEIEAS FFDE
GEEZIEAT S5CE
6822502 || ov| BFE4 B4pREREE
BEBEIEAF ES RCEZFFFF
DEBZEIEEG 62 2148208
GEEZIEED 205424 20
BRBZSEE0 £2
BRBESEEE FFIS
DEDZZEC 204424 1C
SECE
51
= T

MO DWORETRETRTSSHIESF+C], EAX Copy

Jump is MOT taken
BEBZSIESzunpacked. BAEZI9E3

Address
HHEZEEHR
BEEZER1A
BEEZEEZE
BEEZEE2E
BEEZEELR
BEEZEASEA

FOFP EHH

HOU EAX, OWORDTFTR 552 [ESF+81 :

CHF OWORD FTR DS5: [EAX+E41, 1 Binary +

-IE unDackeE.gBSgggggaa bi G

- Wnpacked. ASS

FUSH ERX emale pace

FUSH unpacked.@@@z1418 Label

CALL DWORD PTR D5S:[<%KERMELZ €

FPUSH EAX

CALL DWORD PTR DS:[<&KERMELS Comment 5

PUSH &

Eﬂgﬂ S Breakpoint +

FUSH & .

FUSH @ Hit trace 3

MOy ESI,EAX

CALL_DUORD PR DS: LCLKERNELS O e »

FUSH Eg?

TEST ERX,EAX Follow Enter

JE unDackeE.ngsgg?gsa N gin h CrleG .

unpacked. +

EEEHEBQDaCde.BBBEI4EB ewongin here L ray

FLSH EOY Go to 4

CALL OWORD PTR DS:[<&KERNELS .

LEE EA, Follow in Dump »

ngHEE&EHH View call tree Chrl+K

#0R ESI,ESI

= S S
Search for 3
Find references to 3
View 3
Copy to executable 3
Analysis 3
Detach Process
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Eol
EDI DBEE0088

EIF BEE23858 unpacked.<
B ES BE22 Z2bit @CFF
1 CS @B1B 2Zbit BIFF
B 55 BEZ22 22bit ACEF
1 D5 @823 3Zbit @CFF
@ FS BEZE 22bit FFFL
S G5 @EeE MULL

5]

LastErr ERROR_SUCT
EFL BREEE24E (HO.ME, E,E

STH ermpty B.8
S5T1 ermpty B.8
5T2 empty E.8
[:] =TS empty H.8
574 erpty B.8
STS erpty B.8
STE empty S.S

ET7F empty

F2z1la
FST @EEA Cond @ @ @ @
FCll 827F Prec HEAR,S3

Selection

All modifications

In the new window from the context menu choose Save file and save the patched executable.

. File Chanalyses\samplelunpacked_dyre.exe

BABEZCES
BABEZCEF
HABEZCEE
BRBEZCEC
BRBEZCTE
BRBEZCTE
BRBEZCTE
BABEZCTC
BABEZCE1
BABEZCEY
BRBEZCEE
BRABEZCIE
BRBEZCIE
BREEZCIZ
BRBEZC34
BREEZCAE
BRBEZCIS
BRGEZCIH
BRBEZCAA
BABEZCA4

[=[E@][=]

=+

94424 BC MOU DWORD PTR S5: [ESP+CI,ERX

Eg FOF ERX

SEd424 B2

8372 &4 61 Backup »

o Fooaagos

=] Copy »

565 18142E88 .

EEIE EB 184888 Blnarj,r k

FF15 valadanm

EE gg Assemble

&R BE Search for >

€A oo :

s Save file

Ehatzd ge o0 Go to offset Ctrl+G

=31
View image in Disassembler
Hex 4
Text »
Short 3
Leng *
Float 3
Disassemble
Special »
Appearance J

(4

October 2015

Now try running the patched executable while observing its behaviour in Process Explorer or Process Monitor
(process tree).
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7/3/2015 5:05:48 FM
7/3/2015 5:05:43 PM
7/3/2015 5:05:43 FM
732015 51707 PM
7/3/2015 5:18:08 FM
7/3/2015 5:20:45 PM
7/3/2015 5:21:06 FM
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n/a
n/a
n/a
nsa
n/a
nsa
n/a

x *
* *
J enisa
* *
* *
(=] [ Explorer.EXE (1036) Windows Explorer _ Microsoft Corporat....
¥4 VBoxTray exe (1876) Virtual Box Guest .. _Omde Corparation
i Greenshat exe (1900 Greenshot [ Greenshot
EI*OLLYDEG.EKE{'I'EH-B} OlyDbg, 32-bit an... _
Tlrpacked_dre xc 2576 E—
¥ procexp exe (2660) Sysintemals Proce..._SysirrtemaIs -WW...
=¥ Procmon exe (3652) Process Monitar _Sysirrtemals -WW...
npacked_dyre_fix.exe (3432 |
WY TIBaytnkEqDW exe (3936) e

7432015 5:21:15 PM
732015 5:21:16 FM

FAA2NE 52116 PM
72552126 FM

October 2015

If everything is done correctly you should see that the Dyre process is creating a new child process which uses
significantly more time. This means that you have successfully patched the Dyre executable and likely no other anti-

analysis check is preventing it from running anymore.
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5. Process creation and injection

5.1 Process injection and process hollowing
Modern malware is frequently using some form of code injection into other processes. Whichever technique is used,
the goal is almost always the same: to disguise the malicious code and to make the analysis more difficult.

Process replacement — also known as process hollowing®, is a technique in which the process image in the memory
is replaced with a new image containing malicious code. Usually the new process is created in suspended state using
some legitimate binary (e.g. explorer.exe or notepad.exe). Then its memory is overwritten with the malicious code,
a new entry point is set and the process is resumed. This way the user will see only well-known processes and if a
malicious process is found it won’t point to the initial malicious file but to the legitimate binary from which it was
created.

A typical process hollowing scheme is executed as follow:

Creation of a new process in the suspended state (CreateProcess, CreateProcessinternal)
Unmapping a new process’s image from the memory (NtUnmapViewOfSection)

Allocating memory in the new process (VirtualAllocEx)

Writing malicious code to the newly allocated memory (WriteProcessMemory)

Setting a new entry point address of the main thread in the hollowed process (GetThreadContext,
SetThreadContext)

6. Resuming the main thread of the hollowed process (ResumeThread)

vk wnN e

Process injection - in this technique the malicious code is injected into an already running process as a separate
thread. This way, while the original process is still doing its work, the malicious code will be running at the same time
in a separate thread. Most often the malware injects its code into the explorer.exe process, which is always running
in Windows systems and will hardly ever be terminated by the user.

There are a couple of methods® how to inject code into other processes. One of the most frequently used methods
is using the WriteProcessMemory and CreateRemotheThread functions:

1. Malicious code iterates over the process list to find a process to which it will be injected
(CreateToolhelp32Snapshot, Process32First, Process32Next)

Opening a destination process handle (OpenProcess)

Allocating memory in the selected process address space (VirtualAllocEx)

Writing malicious code to the newly allocated memory (WriteProcessMemory)

Creating a remote thread in the chosen process (CreateRemoteThread)

vk wnN

5.2 Following child processes of Tinba banking trojan

In this exercise you will follow child (hollowed) processes created by the Tinba loader till you reach the main Tinba
payload. The sample to be analysed is a file “doc o likwidacji _ doc_TK2015.exe” which was sent to users during the
malware campaign in 2015.

http://www.autosectools.com/process-hollowing.pdf
http://www.codeproject.com/Articles/4610/Three-Ways-to-

Inject-Your-Code-into-Another-Proces
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From the results of the behavioural analysis it is known that the Tinba loader is creating two child processes shortly
after execution. The first one is a copy of the original loader executable while the second one is the EXPLORER.exe
process. Please note that in contrast to some other malware, this Tinba variant isn’t injecting code into the existing
explorer.exe instance but is creating a new instance of said process.

P

7| Process Tree

[] only show processes still running at end of current trace

Timelines cover displayed events only

Frocess Description Image Path Life Time Company
B Idle (0) Idle _
@ 2 Sykem @ Seen
B cerss exe (352) Cliert Server Runt... C:\Windows'syst... _ Microsoft Corporat....
B wininit exe {400} Windows Start-Up... C:\Windows syst... _ Microsoft Corporat....
.1 cerss.exe (408) Cliert Server Runt... C:\Windows'syst... _ Microsoft Corporat....
n winlogon exe (448) Windows Logon A... C:\Windows'syst... _ Microsoft Corparat....
El 5 Bxplorer EXE (2000) Windows Explorer  C:\Windows\Expl... _Mlcmsnﬂ Comporat...
54 VBox Tray exe (820) VirtualBox Guest ... C:\Windowsh\Syst... _Omde Corporation
EGreenshut.eme {1488) Greenshot C:Program Files®... _Greenshut
2§ Procmon exe (3672) Process Monitor  C:Mools'\Portable ... _S'_.'sirrtemals SWW...
o procexp.exe (4020) Sysintemals Proce... C:'toolshPortable ... Sysintemals - ww...
E ¢ doc o likwidacj _ doc_TK2015.exe (2392) Chanalyses\samp... -
= ﬁdoc o likwidacji _ doc_TK2015 exe (2260) Cranalyses'samp...
= EXPLORER exe (2424) Windows BExplorer  C:\Windows\EXP . Microsoft Corporat ..
T

5.2.1 First stage

In the first stage Tinba loader follows the typical process hollowing scheme. That is, it first creates a new process
from its own executable (suspended). Then it unmaps memory sections and creates new sections with the unpacked
code. Following it sets a new entry point address and resumes the process.

First open OllyDbg and load the malware sample “doc o likwidacji _ doc_TK2015.exe”. Ignore the error about bad
format of the executable.

Error

IIZH_HKII Bad or unknown format of 32-bit executable file
‘Chanalyses\sample\doc o likwidagji _ doc_TK2015.exe’

oK

Now you should land in the entry point at 0x401300.

71



Advanced artefact analysis

==

P < <

™

EE -

SEEC MOU EEF, ESP » |Reaisters (7
P41 303 S3EC B3 SUE ESF, S 2
GE4a] 268 C74E Fé oa1a4106| AOU LOCAL2T, doc_o_L 160411000 ol Eoiloade 1500
BE4E1 360 & FEFCFFFF CALL doc_o_li.BB4B15 (] EO% 2adalsoa
Eda]212 ES ESCConoe BALL doo-os|i.@p4nDFDG e e
BE4E1Z17 £5 18164808 FUSH doc_o_|i.BB481818 3 Ehae
@ada1C ES FFCEaGGE CALL doc_o_ [i.B@<460C20 e losaean
BE46a1 321 §304 64 ADD ESP, 4 riloeso0ean
BE4a1 324 £5 ESEZ0R0E FUSH SES
BEdE] 22 ES 7aCranms EALL doc_o_li.@@<4a0RA0 EIF [B8481560
BE4a1 S2E 53C4 B4 ADD ESF, 4 26 55 G
BE4a1 351 ES TREFG@0e CALL doc_o_li.B@<4602E60 BH B
me4aisEe || o ES eEsEmmEa EALL doc_o_ L i.BB46E1AG b EE B
BE4a1336 || - 3308 S0F ERR, EAR 0 B B
aedaiZs0 || 1 BEES HOU ESF. EEF A E B
me4aiZEE |1 S0 FOF EBF 28
= i3
BE4a1 344 £c INT3 o8 LastErr
= i
BE4E1 347 £c INT3 ElLD G &
BE4E1 348 £C INT3 F G O
BR4E] 345 EE INTS 315 empty @
BE4a] 24A £C INT3 Rk Sk
BE4E134B £C INT3 Elb G b
BE4E] 24C £c INT3 ST Chowy -
BE4E1 340 £C INT3 HlLs G
= . - "

FST 8808 Co

BRI . MR
< r
EEF-BB1ZFF 54
doc_ o li.<ModuleEntryFoint >
Address |Hex dump ASCIT -
ba411o80) 89 F9 a1 EL[AC BF 86 31165 85 DA BIISC Ok 56 Oife-upindtear v |
Be411616|6F A3 02 SB|CF 64 OF B7|CF 3B CF GF| A4 C1 BC 57| siFisde=
00411620/ Ca B0 G0 DG\ 5F 36 21 OF| G 85 R 98| CF B1 E1 1C|=Lim 61923 r(ZiEL
BE411830| 6F 78 &1 SC|BF BF B¢ CF| 21 F3 21 F3|B9 EC FF C&|ovatq#n=ttein F
B411046 71 OF AC DS|4F DI EL F2|OF C3 8F BA|ED BC DI EI| owktirezsr)8is
BE411BE6|6F A4 CI DC| 23 CF &9 CB|FC CF 56 Ci|OF AD DS SB| #ftwd= (S"=UHheiti
@B 1 185G el oo Lot
BE411678(01 E1 F2 FZ|6F C1L C8 BF|AS Ci F2 FF|CL 21 F3 BF| FREistiwji: <1,
@E411656| 05 81 E1 SC|IF &6 91 GF|BE C6 BF Ci|CB C3 GO 88| [Fup (Taw pelt,
GB411696( 32 63 @8 BE|FC 57 48 47|59 Ei S¢ 7A|SA 4C 41 31| 2... WEEYOW=ZLA] 3
BE411BAE| 72 48 56 55|40 53 74 51|53 £1 41 31|72 SE 5C 47| rEUILSHOYOAIr—&
oo¢11b88| 50 7E 53 56/ 5i 58 65 3163 B7 52 58| 7E SF S SD| 1"SUlKelouRE"_~
BE411BCE| 35 BB @8 G8| 62 57 52 56| 7E SF SE 50|35 08 6O 88| S,..cWRFT 1S,
B411606( 72 SE SC 47| SO JE 53 S6| 51 S5 5 3163 57 52 Sb| reub1 SUGReLoWRP
oB4116EG| 7E SF SE 50|35 @ 0@ 00|72 48 SE 55|40 53 74 51| 15, . rEUILETD
BE411BFE(55 51 41 31|72 BE 5C 47|50 7E 55 56| 5 53 85 31| vEALr 17 SURke] 5
ARdiiiARlI A2 7 B2 BRI FF EF BF BNl AE AR AR ARI 79 EF B2 4d| -~hIRP” ~15. . _uhblRD

EEE SRR EE

kernel32.BaseThreadln it Thunk
doc_o_li.<{ModuleEntrwPoint >
doc_o_Lli.<ModuleEntryPoint >
g2bit BIFFFFFFFF]

Z2bit @(FFFFFFFF)

22bit BIFFFFFFFF)

g2bit BIFFFFFFFF]

Z2bit FFFDEE@E(FFF)

HULL

ERROF_ACCESS_DEMIED [(BEEEEEEE]
(MO, HE, E, BE, M5, PE.GE,LE]

- ] ESPUOQOEDI
nd B BB EH Err BEBBBBBEB6 I
=z HEAR,52 Mask 111111

ZFF FrAFLI74|RETURH to ke ,
BEIEFFQE TFFOFEEER
BE1ZFF94 |re@lzFFO4
BE1ZFF22 7rBOBSFS| RETURH o ni
BHE1ZFFIC TFFOFEEE
BE1ZFFAE TrECOYFZ
BE12FFA4 [5]5]5]5]s]s]s]z)
BE1ZFFAS BEGEAEEEH
BE1ZFFAC TFFOFEEE
HE1ZFFEA BHAEAGAEH
HE1ZFFE4 BEGEAEEEH
HE1ZFFES [5]5]5]5]s]s]s]z)
BE1ZFFEC GE12FFAGD
BE1ZFFCE [5]5]5]s]s]s]s]z)
BE1ZFFC4 FFFFFFFF|End of SEH ¢
ea1zFrcs || 77Bo07an|SE handler ||
BE1ZFFCC BE4220BE
BB12FFDG || oeoBaoms

< [ p

Insert breakpoints on the

e (CreateProcessW
e SetThreadContext

following functions:

e  WriteProcessMemory

e ResumeThread

October 2015

Resume the process execution (F9). After a short while you should land at the CreateProcessW breakpoint. As you
can see either in the stack window or the call stack window (Alt+K) a new process is created in suspended state
(CREATE_SUSPENDED) and is created using the original executable image.
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IE‘ CPU - main thread, module kernel32 EI@
| Franzazn EEETSS O EDL, EOT ~ |Reai
, cgisters [FPL) << <4 <

rEEE | S P —_[ERe; GE4SFFES UNICODE "C:~wanalyseswwsanplew~don o Lk idasii _

o RRSas PS5 " ||| Eck rrAReeee kerne 32, PrAn@@GE

TTRAZDES FLISH DWORD PTR 55: [EEF+2C] kernel32.77AABER: | Eo TrBEEERE ntdll.7rESE059

PTARZAET PUSH DWORD TR 53: [EEF+2E] kerne |32, prAApon | EEX ZE9EEEER

FTAAZEZA PUSH DUORD PTR 55: [EBP+24] kernel32.P7EmaDm | E2E EO1EFERE

Rz sl I e ESI PPAFIS857 kernel32.GetProcAddress

PPARZG43 FUSH OWORD PTR S5:CEEP+15] EDIgaguaeall

PTARZE4E PUSH DWORD TR 53: [EEF+14] EIF [PPRREBED kerne |32, CreateProcessll

PPARZE4S PUSH DWORD TR 53: [EEF+1A] 20 5 0D g &

PTARZE4E PUSH DWORD TR 535: [EEF+C] doc_o_Li.BB41006! A R Bl

PTARZE4E PUSH DWORD PTR 55: [EBF+E] B b SEhd B

AARAZese) i Z 1 DS D623 32bit BIFFFFFFFF)

;;3 g EEIP_LEIéSrnelS2.CreateProcessInternalltl S SErTS S FS BESE Z7hit FFFOEQREL4G8E)

FPARZESA RETH 2= §g S e G

aant) o 0 @ LastErr ERROR_SUCCESS (BOGGOEEE)

] 0P EFL BRBBEZ4E (N0, NE,E, BE, NS, PE, GE, LE)

aan o STE enpty 8.8

7R 0U EDT, E0T S, SO b

7rAn FUSH EBP i1 oy EE

FTAA 00 EEP, ESF : .

77AR PUSH & o ety 2o

77AA FUSH DWORD FTR SS: [EBP+2C] kernel3z.7zamper: | 202 Sieve D40

FTAA PUSH DWORD TR 53: [EEF+2E] kerne |32, PrAApEm | E15 =het B8

TEAR POSH DUBRD PTR £5: [EGP+24] kerns 32, PREGDR Pty 88 feruocod

aant) sl I e FST @06 Cond B 6 G A Ecc 6 GG G666 (6T

aant) sl I SR FCW B27F Fres MEAR,53 Mask 111111

FTAA PUSH DWORD TR 53: [EEF+14]

FTAA PUSH DWORD TR 53: [EEF+1A]

FTAA PUSH DWORD PTR 535: [EEF+C1 doc_o_Li.BB41006!

PPAAZEES | FFVS FUSH DWORD TR 5%: [EBF+81 -

4 [l 3

e

Address |Hewx dum  [EEFEEEl Go4cEroo|[LALL o CreateProcesshl from GRASEFEE i

g e e | 012FEED 4EFFES|| Hodu [eF i [eNane = "Civhanalysessseanplenndos o Likwidasii _ doo TK2B1E. exe™
411@18| 6F A3 DS SE|CF &4 OF E7|CF 8B CF OF A4 C1 23 A || el S o o
411620| 02 50 B0 DC|2F 36 21 OF|CS 25 OA 5B CF 81 EBE EesestEEeloy = i
411630| 6F T 61 3C|BF BF Br CF|21 F9 21 F9 B9 EC FEEE piseiEeei oy = (T
41104a| 71 BF A DZ|4F D1 E1 Fe|@F C? BF BA|E3 BC Fl nheritHandles =
el B A e B B T B R | R FEF4 CreationFlags = CREATE_SUSPENDED
411866| CF &9 Fo 56| CF GF OF CG|BS 5C AF B5 A1 OF EEES) FE e < I
41187801 E1 F2 F2|8F C1 C2 BF|AS C1 F2 FF|Cl 21 FEnG = g?‘eg ;rF- g
411826|C3 21 EL 2C|1F &6 91 BF|EE C& BF C1|CE C2 oo e DP & “DI“F° Z Beitrces
411896/ 90 B8 B B@|40 &5 72 73|61 &7 £5 42| 6F 78 e (HAFEEEEEEUNE 8
4110A0| 48 73 62 60| 7R &1 4C £4(£0 51 TR B3 41 & 2
4110B0| 6F 46 E& 62|51 &3 ©F B2| 57 &F &4 &2 48 &R Feot e
4110ca| 04 32 00 08|52 65 61 64|48 &3 EC £5 @A 34 () e
1 1BED|de b o el A B s s A RE FE18 | PrBO31F|RETURN to ntdll.77EOZ16F from ntdll.7PECEEFD
4110F| 60 65 41 BB| 48 &0 &5 vF| B 40 6B &3 65 55 Eeie
411100| B8 63 6A 65| 4C &7 £B £9( 35 3 BB BB 45 &5 = [
411110| 45 72 65 £5| B8 24 0O 00|47 &0 6F 62|61 &0 =
411120| 6C 6F £3 BB| 4B 54 £ vC| 48 76 6F &3 BL BB Eoos
411130|47 65 74 58|72 &F £3 65|73 7 48 65 &1 7B e
bl o (R e S 3R S B3 BElGR Wl 68 WIS B < FC34 i

q 7| b < [l b

Step over (F8) a few times till you go past return and land back in the loader code. You should land on the instruction
TEST EAX, EAX.

BE45EF 1E SE45 Bc MOU ERH, OWORD FTR SS5: [EEF+C] doc_o_Li.88410060

AE45EF21 =] FUSH _ER=

AB45EFZ2 SE45 83 MOU ER:, OWORD FTR S5: [EEF+31

AE4EEFZE =] FUSH ER=

AR4EEF2E FFEE C2 CALL DWORD PTR S5:[CEEP-221 kerne 32, CreateProcessl
2ECA TEST ERR,ERX

BE4EEFZE |~ BF24 AlBZEERE JE Ba45F202

BE45EFS1 cH 84 FUSH 4

AR45EF32 63 8818aaEa FUSH 18E8&

AE45EF3E &3 DadzaaEa FUSH z0E

Scroll down in the assembly code and you should see calls to functions such as GetThreadContext,
ReadProcessMemory,  ZwUnmapViewOfSection,  VirtualAllocEx, =~ WriteProcessMemory,  SetThreadContext,
ResumeThread. This is typical for the process hollowing technique.

Now you could step over the code (F8) and follow how exactly the process hollowing is taking place. Sometimes this
would be necessary, especially when the malware uses some anti-debugging techniques or some other nonstandard
approaches. In this case it is enough to just follow previously set breakpoints on SetThreadContext,
WriteProcessMemory and ResumeThread.

Resume the execution (F9). The execution should break on WriteProcessMemory. Take a look at the arguments
passed via stack to the WriteProcessMemory function.
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5 BE4EF262 | FCALL o WriteProcessMemory from BE4EFZEE
HE12FEF 4 BEARAASC (| hProcess = BEABEASC (window)

HE12ZFEFS BEdEEEEE (| Address = 4BEADE

HE12FEFC A212088A) | Buffer = AZ12A0E8

BA12FCAR HEEA4eEA || BytesTollrite = 4580 (17928, )

HE12FCE4 BE12FDEE(bpButesliritten = BE1ZFDEB

BA12FCAs BEEREEEE
BA12FCAC BEEREEEE
BE1ZFC1E TFFOF@Ea
HE1ZFC14 BEARREEE
HA1ZFC1E 7rEBOS16F | RETURH to ntdll.7YFEO216F from ntdll.7FBCEEFD
BAL1ZFCIC BEARAES 3
BA12ZFCZA []5]5 5 x5 ]
HE12FC24 BEHEHEEEE
BA12FC2E BEEREEEE
BA1ZFC2C BEEREEEE

[l R ] = pl=Tr ] TAVATAAAAGGA

You see that the loader overrides 17920 bytes at the address 0x400000 of the previously created child process. If
you follow in the dump source buffer (0x2130000%°) you will see typical PE headers with likely some unpacked code.

Address |Hex dump HSCII
HZ212EEEE[ 40 EA 98 B8 B2 00 B8 B0 B4 00 B8 B FF FF G0 B0 MZE.#...%... ..
GE21ZEE10|(BS 0D B8 80 A0 00 B8 89 40 00 B8 88 B0 A0 B8 88|F....... Cocooooo

HZ1ZEEZ0) B8 00 88 88 B8 00 08 08 B8 00 00 88 88 00 08 88| ... . et nnnans
AZ1Z6838) B8 BB B8 A8 BA OF B3 88 B8 OO B8 88 S8 B0 B8 B8 .0 i ieraanaFaas
Hz21Z68648)  BE 1F BR BE B8 B4 @2 CO 21 BS @1 4C CD 21 54 63| A¥||R. .=t98L=tTh
BZ1ZEEEE| 69 v3 28 V8 ¥2 6F &7 V2 61 60 2@ &2 61 6E &E &F| is program canno
E212666E) 74 20 62 65 28 Y2 Y5 6E 28 69 6E 28 44 4F 52 28|t be run in DOS
B212867E) 60 &F &4 &5 2E B0 G0 BR 24 06 GF 68 68 00 B8 88 mode....¥.......
B212686236) 5@ 45 @68 @8 4C A1 @1 B8 EA AE @0 55 B8 Of 0@ 88| PE..LBE.a-s. ...
HZ1ZEE%8) 88 00 88 88 E8 00 OF 8l BB 0l Ol 47 88 35 08 88| ...« =620085.6..

H21ZE6RE) B BB B8 88 BE OB B8 88 B8 10 ©8 88 88 16 68 88| ......... PooolPoo
HZ1ZEEEE) B BB B8 88 BB B0 48 88 B8 10 06 68 88 B2 06 88| ...... [CI TR -
EZ12EECH A1 BB B3 88 BE OO OF 68 BS OO 08 08 B8 00 OB 68| 8....... Hooopooo

E2126608) @R 46 B8 B8 BA B2 @@ B8 IC FE O6 68 B2 00 08 68 .F...8...r..8...
BZ1I2EEES) @R 16 668 68 AR 16 GG 68 B8 00 Gl 68 68 00 OE 68 . k... k... .0B.....
HZ1ZEEFE) B8 00 B8 88 18 00 08 08 88 00 08 88 88 00 08 88| ... P aiiinaaans
A21Z8168) B8 BB B8 A8 B OB B3 88 B8 OO G5 88 B8 B0 B8 B8 ... i ierrannnans
B21Z81168) B8 BB B8 88 BE OB B8 88 B8 OO ©8 88 B8 B0 B8 88| .... ... . .. eeeaa
E212E126) B8 BB B3 A8 AR OB G8 08 BB OO0 08 08 B8 00 08 B8 ........0.00e0a0aa-
E2126126) BE OB B8 68 BE 00 B8 B8 BB OO0 08 B8 BB OO B8 B8 .......000eeeaa.
B2126145) BB BB G A8 B OB GG B8 BB OO0 OF B8 B8 OB B8 B8 .......c.0.0ce00aa.
BZ12E156) B8 BB G A8 B OB GG B8 B8 OO0 00 B8 B8 OB B8 B8 ......c0ceeeaaa-
B21Z81668) BE BB B8 88 B OB B3 88 B8 OO0 B8 88 B8 B0 B8 B8 ... e nnnans
H21Z8178) B8 BB 88 88 B8 BB &8 88 2E &6 6C &1 ¥4 B0 68 88| ......... flat...
BZ1ZE126) BA 26 B8 88 BE 10 G8 88 BB 36 OO 88 B8 B2 08 88| .6...k...6...8..
E21261%96) B8R BB G 88 AR OB G8 08 BB OO0 08 08 28 00 08 68| ... ... ..... oo®
B212E1A6) BB BB G B8 BE OB GG B8 BB OO0 OF B8 B8 00 B8 B8 .......c.cc0ceeaaa-
BZ12E1EE) BB BB G A8 B OB GG B8 BE OO0 G0 B8 B8 OB B8 B8 ......c0ceeeaaa-
EZ1ZE1CE) B8 00 B8 88 B8 00 08 08 B8 00 08 88 88 00 08 88| ... et nnaans
A2128108] AR AR B8 A8 AR BE B8 B8 B8 B0 B8 B8 B8 B0 B8 B8] 0 e s e naaans

At this point you could decide to dump a new PE image to disk for later analysis but skip this step and start debugging
the child process.

Resume the execution (F9) two times until you break on SetThreadContext function. This function is used by the
malware to set a new entry point address of the initial thread of the suspended process (before it will be resumed).
Write down the address of the context structure put on the stack (0x420000 - pContex) and follow it in the dump.

BE12FCaa B33 || hThread = BEAGEESS (window)

BE12FCa4 BE428888 | LpContent = BE42EEEE

BE12FCAS BEAEEEEE

aa1zFCac BEAGEEEE

aalzFCle TFFOFEaa

BE1ZFC14 BEABEEEE

BE1ZFCLE FrB0316F[RETURN to ntdll.7rEDZ16F from ntdll.7FBCEEF

HE45F2A4 [CHLL to SetThreadContent from HE4EF2A1
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The entry point of the newly created process is stored in its EAX register®. Its value can be read from the context
structure at the address pContext+0xB0*.. In this case the entry point address is 0x00401000 (remember about little-
endian notation). Write down the address of the entry point, it will be needed later.

Address

Hexw dump

ASCII

BE4 28888
AE4z8818
BB 428828
BE4ZEE28
BE 4268848
BE4 26658
BE4260858
BE42667E
aE4288:28
BE428838
BB 428888
BE4ZEEEE
BE42EECE
BE4 26608
BE42668E8

Resume the execution (F9) until you land at the breakpoint on ResumeThread. If you had stepped over this function,
the child process would be resumed and you would miss the chance to follow its code. You also can’t just attach
OllyDbg to the child process because OllyDbg doesn’t allow to be attached to suspended processes.

To cope with this problem you will use a simple trick. You will override the first two bytes at the entry point of the
child process with OxEBFE. This opcode translates to a JMP instruction to itself. This way after resuming the process
the initial thread will be stuck in the endless loop giving us a chance to attach OllyDbg to the child process.

To override the child process memory you can use Process Hacker*? tool.

Open Process Hacker and find the suspended child process. Right-click on it and open Properties window.

"85 Process Hacker [ENISA-PC\ENISA]+ (Administrator) [ 2] 3]
Hacker View Tools Users Help
% Refresh {7} Options | #8 Find Handles or DLLs  2&* System Information | O X Search Processes (Ctri=K] fel
Processes | Services | Network | Disk |
MName PID  CPU I/OTotal.. Private B.. User Name Description
&> |17 Systern Idle Process 0 9024 0 NT AUTHORITY\SYSTEM
B corss.exe 352 0.03 117 MB NT AUTHORITY\SYSTEM  Client Server Runtime Process
b (B wininit.exe 400 BBE KB NT AUTHORITY\SYSTEMN  Windows Start-Up Application
" csrss.exe 408 191 495kB/s  148MB NT AUTHORITY\SYSTEM Client Server Runtime Process
_ﬂ_l| winlogon.exe 448 171 MB NT AUTHORITY\SYSTEM Windows Logon Application
4| = explorer.exe 2000 0.88 4482 MB  ENISA-PCAENISA Windows Explorer
§% VBoxTray.exe 820 00 119 MB EMISA-PC\ENISA VirtualBox Guest Additions Tr...
m Greenshot.exe 1488 25.2 MB  ENISA-PCVENISA Greenshot
2 3 OLLYDBG.EXE 3584 332 249MB/s 1642 MB  ENISA-PC\ENISA OllyDbg, 32-bit analysing deb...
4 doc o likwidacji _ do... 3176 632 kB ENISA-PC\ENISA
[T 7 doc o likwidacji_... 3548 | 232kB  ENISA-PC\ENISA
"% ProcessHacker.exe 2816 045 729 MB  ENISA-PCLENISA Process Hacker

CPU Usage: 9.76%

Physical Memory: 26.42% Processes: 37

http://www.nirsoft.net/kernel_struct/vista/CONTEXT.html
http://processhacker.sourceforge.net/
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In the Properties window switch to Memory tab and find a memory block where the entry point is located (0x401000
-> memory block 0x400000). Right-click on it and choose Read/Write Memory option.

dec o likwidagji _ doc_TK2015.exe (3548) Properties

(= [ =]

| General | Statistics I Performance I Threads | Token

Modules

Memory | Environment | Handles | Job

| Disk and Metwork | Comment

Mame

Private (Commit)
Thread 3516 Stack: Pr...
Mapped (Commit)

Free

Private (Commit)

Free

Private (Commit)

Free

Private (Commit)

Free

ntdll.dll: Image (Commit)
ntdll.dll: Image (Commit)
ntdll.dll: Image (Commit)
nidll. dll: Image {(Commit)
Free

apisetschema.dl: Ima...
Free

Mapped (Commit)

Froo

=
Address

0x12d000
Ox 12000
0130000
0134000
0140000
0x141000
0150000
0x151000
(3400000
0405000
Ox77b30000
0x77b3 1000
Qx 7757000
0 77ca0000
0% 77cbc000
0x77dc0000
Ox77dc1000
Ox7ffb0000

M TR 2000

Size Protect...
akB RW 3
4kB RwW

15 kB R

43 kB MA

4kB R

&0 kB MA

4kB R

2,68 MB MA

T (=R LY

% Read/Write Memory

Save...
Change Protection...
Free

Decommit

Read/Write Address...
Copy

s

m

Ctrl+C

aaTre Liciin

Close

In the new window go to the entry point address at offset 0x1000 (addresses are relative to 0x400000).
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5] doc o likwidacji _ doc_TK2015.exe (3548) (0x400000 - 0:405000) Bl EE
00000000 4d Sa 90 00 03 00 00 00 04 00 00 00 £f ££ 00 00 MZ. o oo eeann-.. -~
00000010 b& 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 ........ Bowunnn. W
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wueeeeeeeeannna. N
00000030 00 00 @e—ee_sa_nn_na_ne _eo_eo_se_sa_sa_ao_ee_oe
noonnndn oe 1f | Goto Offset 5 | . 1..L.'Th
oooo00s0 &9 73 B program canno
00000060 74 20| Enteranoffset: be run in DOS
00000070 6d 62| o100 il =t CO S
00000080 50 45 F..L...... ..
gppooooso oo ool 4] |eeeenn... G.6
000000a0 00 00 [ 2.4 ][ Bl | ...
000000bO 00 00 B : PP
000000c0 01 00 00 00 00 00 00 00 OS5 00 00 00 00 00 00 00 & eeeenn-..
000000d0 00 46 00 00 00 02 00 00 1c £fb 00 00 02 00 00 00 .Fuveeeeeenn-..
000000e0 00 10 00 00 00 10 00 00 00 00 01 00 00 00 00 00 & eeee e, ¥

Reread ] [ Write ] [ Go To... ] Save ] [ Close ]

Write down the first two bytes at this offset (0x64A1) and override them with (OxEBFE). Click Write and close the

window.

% | doc o likwidagji _ doc_TK2015.exe (3940) (0x400000 - 0x405000)

00000£Lco
00000£40
00000Led
00000LE0
00001000
00001010
00001020
00001030
00001040

]
]
]
an
a4
20
52
cé
7

il
il
il
]
al
2l
3c
04
Oc

a0
a0
a0
a0
30
79
gk
gk
0o

oo
oo
oo
oo
oo
Oc
52
3e
75

]
]
]
]
]
33
78
01
eg

[u]u]
[u]u]
[u]u]
[u]u]
[u]u]
[u]u]
01
c7
89

oo
oo
oo
]
&b
32
c2
21
ch

ao
ao
ao
ao
40
ao
gk
7t
03

[ufu]
[ufu]
[ufu]
[ufu]
Oc
75
72
ns
72

a0
a0
a0
a0
i +}
£z
20
61
24

[u]u]
[u]u]
[u]u]
[u]u]
40
&b
01
ac
ot

oa
oa
oa
oa
1lc
40
cé
41
b7

]
]
]
]
&b
0s
31
ac
34

a0
a0

ufu]
ufu]
0o oo
0o oo
00 8b 48
89 c2
c9 41 8
75 ef 8
de B

[ F'.E-rEEd1‘]-[ Write ” Go To... ] [

# | doc o likwidacji _ doc_TK2015.exe (3548) (0400000 - 0x405000)
00000£ed
00000£40
00000Led
00000LE0
00001000
00001010
00001020
00001030

00001040
nnnnanen

]
]
ufu]
ufu]
eb
20
52
ch 04
7€ 0Oc

oo
oo
oo
oo
fe
2l
3c

a0
a0
a0
a0
30
79
gk
143
a0
T2

o0
il
fula]
fula]
oa
Oc
52
e
75

1

a0
a0
a0
a0
a0
33
78
01

el
n=

]
]
]
]
ufu]
]
a1
c7
29
ne

[}
[}
ao
ao
gk
32
c2
a1
ch
(]

a0
a0
aao
aao
40
aa
gk
£

03
an

]
]
ufu]
ufu]
Oc
75
72
05

72
AR

a0
a0
a0
a0
gb
£z
20
a6l

24
nn

]
]
]
]
40
b
01
ac

of
2n

o0
il
fula]
fula]
lc
40
ca
41

b7
nn

]
oo
[ufu]
[ufu]
gb
ng
31
ac

34
nn

a0
a0
a0
a0

a0
a0
a0
a0

a0
a0
aao
aao

g9
c8
75

e B
F2 NN

c2 03
41 283
ef 8

nn

0o & g ..

34 ...

hlj'l[l"l?

Re-read Write ][ Go To... J

Now switch back to OllyDbg and step over (F8) till return from ResumeThread function.
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FEFSCICT | 9B HOP
FEFSCECE [ 98 HIOP

3BFF MoV EDI,EDI ResumeThread
TEFSCICE | 55 FUSH_EEF
FEFSCICC | SEEC roL EEF, ESF
FEFSCICE | 5045 B2 LER ERx, OWOROCPTRISS:[EEF+S]
FEFSCI0L [ E8 FLSH ERX
FEFSCI0Z | FEFE B2 FUSH DWORD PTR S5:[EER+E]
FEFZCI0S | FFLE 4413FS7E CALL OWORD PTR DS:C<&ntdll.MtResumeThread ntdll.ZuResumeThread
FEFSCI0E | 95CH TEST EAX, ERX
TEFSCE00 |~ BFSC E4CFElog JL KERMELER. PEFASSCT
TEFSCSES | GE4E BS MOY EA:, OWORD FTR SS3LEEF+E]
FEFSCIES | 5D FOF EEF BESEFZAE
C2 4@ RETH <

FEFSCZEA | SE4E 18 MOU ERX. DWORD PTR SS5: [EEF+1A1

Now you can minimize OllyDbg. In the Process Hacker window you can also notice that the child process was
resumed and is now using a considerable amount of CPU time. This is the result of the endless loop you created in
this process. Note the process identifier (PID) of the child process (in decimal).

"% Process Hacker [ENISA-PC\ENISA]+ (Administrator) =N EeR ==

Hacker View Tools Users Help

':f._?p Refresh :7: Options | #8 Find Handles or DLLs *  search Processes [Ctrl+K) 2
Processes |5&n.rices | MNetwork | Diske |
Mame PID CPU 170 Total.. PrvateB... User Mame t
_ﬂ_'l winlogon.exe 448 164 MB  NT AUTHORITYYS
4| - explorer.exe 2000 004 61.66 ME  EMISA-PCHEMISA
W VEoxTray.exe a20 0.04 52 Bf= 121 ME  EMISA-PCLEMISA
m Greenshot.exe 1488 2855 MB  EMISA-PC\ENISA
o * OLLYDBG.EXE 3584 086 251 MB/s 169 MEB EMISA-PCLEMISA
4 doc o likwidacji _ do... 3176 632 kB ENISA-PCAENISA =
deoc o likwidagji _ ... 3548 | 49.40 156 kB EMISA-POVEMISA
"% ProcessHacker.exe 2816 033 T3MB EMISA-PCEMISA
F 1 3

CPU Usage: 51.65% Physical Memory: 2660% Processes: 35

Start a new OllyDbg instance and attach it to the child process (File->Attach). Note that OllyDbg presents process
PIDs in the hexadecimal format. If you are unsure which of “doc o likwidacji...” entries is the child process, just try
attaching to both of them. Since the parent process is already being debugged it will be possible to attach to only
one process — the real child process.
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Select process to attach

I?I@

s

Process | Hame Window Path

HERREZ94 | suchost Cr=lindows~system32-suchost.exe
HEEERS2C) suchost C:~Windows~sustemIZsuchost . ene
HEEAR44E SearchIn C:~lindows~swstem3d2~Search Indener. exe
HEEER4ES | OL LTHost C:~lindows~sustem32~0l lHost . exe
HEEARS S| suzhost Cez~lindows~sustem3d2suchost . ene
HEEARS1 4| spoolsw Cz~lindows~5ustemd2~spoolsu. exe
HEEEANEZE| suchost C:~lindows~sustem3d2«suchost . ene
HEEAREES | suchost C:~lindows~sustem3d2~suchost . ene
EERAEESZ| FileZill C:<Program Files~Filedilla Server~File
HERAEEDE| Greenshol GOI+ Window C:~Program Files~Greenshot~Greenshot.e
FEEEEFES | Dwr OWM Mot ification Window C:~lindows~sustemIZOwn. exne

HEEAN PSS | suwchost C:~lindows~swstem3dZsuchost . ene
HEEANFDE | Exp lorer| Task Switching C:~lindows~Explorer.EXE

HEEAAFOC| taskhost | MCI command handling windol Cr~lindows~sustem3d2~taskhost.ene
HEEARSEA| DL LHast Cz~lindows~sustem3d2 -0l lHost . ene
HEEEANEEE | ProcessH,) Process Hacker [EMISA-PC~El C:~tools~Portable wersion~processhacke—
HEEAECES | doc a Li C:~analyses~sample~doc o likwidacjii _ | I
BEAAED0C | doc o Li Cr=analyses~sample~doz o likwidacji
HEEEHEEE | OLLYDBG | MSCTFIME UI Ci~tools~Portable wersion~0lly_118~0LL ™

Altach | Caricel |

Advanced artefact analysis
October 2015

Ignore the error message (the same as previously). You should land somewhere in ntdll.

3¢ OllyDbg - doc o likwidacji _ doc_TK2015.exe - [CPU - thread 00000A54, module ntdll] E\-@
@ File View Debug Plugins Options Window Help
L ;l L] . - ...
Fassed | B4 x| w[l] i+ ¥ U] W] =i LE[m|T|w|H|c|[/|K[B|R[...|5] E=[E J
] FETH
TrEESdz | o8 HOP EEE‘;;EEEBEEPU]
7PEEZE4Z [ 9@ HOF ety [
AABE S5 a0 HO EDX 70220 ntdll.DbgUiRenoteBreak in
7YEE3S4S | 9@ HOF o prseE
FYEEIS4E | 9@ HOF _ | S
FEe || B e | || EEF sezcrFas
FYBEIS4E | G7 FUSH EOI o oA
FYBEZC49 | BSBFC24 BC MOU EDI . DUORD PTR S5: ESP+C] oo EREkERE
FYEEZC40 | SBS424 BS MOU EDX.DOWORD PTR S55: [ESP+E]
S e | neener
E )
C B ES @E23 22bit B(FFFFFFFF)
i || S of ERI.EDL 1 CS GAlE Zzbit @(FFFFFFFF)
Y el Lo priE A8 5% @E23 32bit BIFFFFFFFF)
PPEEZEEE | 2303 FF OF_ECH, FEFFFFFE g B3 eEEE SEPe Baaaaaans
Zaaal | e DR, ERR, EAX § @ FS BB3B S2bit rFFODBDOC4B8E)
FFEEZEEZ | F2:iRE REFME SCAS BYTE PTR ES:[EDI] R
Tifbaccs | BIFs Frrroeon EiP ECK, GFFFF o &
FPEEFSED v 76 B JBE SHORT ntdll.7FEE3ST4 D0 [Lesdss ERmlLETEEISS ()
FYEEZSEF | B9 FFFFo@@a HOU ECH, BFFFF _ | EFL semeaz4s (MO, MELE, BE, NS, PE, GE, LE)
TYEEZCT4 | GE:B04R B2 MOU WORD PTR DS:[EDH+21,CH ST empty .0
1 | 3 ST1 empty 8.8
Feturn to FrCIDZFS (ntdll.rrCI02rs) ez L bk
ST4 empty B.8
5TE emphy B.B
TE, oot 5l
Add H d ASCII ??CIDE?B RETURM to ntdll.FrCi0ae
fESE Tew SuMp “ |BB35FFea | rrE20EvE|ASCIT "ES &
[ 2easFres | oecoaaos
| Be33FFEz | poBoRapa
QEIIFFEL | DROORROD
BEISFFTE | GEISFFEE
BEISFF7Y | DEEGEEER
AE39FF7S BAZSFFCY4 | Pointer to next SEH reo
BEISFFTC | 77ES0740|SE handler
BEISFFA | GES7OFE
AEI9FFS4 | AREEAREE
GEIIFFSS |ro@asFFIe
GE33FFSC || 77AF1174| RETURN to kerne 32, 77AF —
BE39FFoE || DoaoaEEm L
QEIOFF24 | =AA3OFFDS
- ™ |ee3drFoe |[7PEORSFS| RETURN to ntdll. PPECESF
1| 3 4 3
|.-’-\ltached process paused at ntdl DbaBreakPaint |

In the assembly window go to the address 0x401000 (EP). You should see the previously injected OxEBFE bytes. Put
a breakpoint on this instruction and resume the process (F9).
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SHORT doc_o_Li.B88468]18608
#0R BYTE FTR DS:[CEAX], AL
ADD BYTE FTR DS:[CEA=1, AL
MO ERX,OWORD PTR OS: LEAX+C]
MO ERX,OWORD PTR DOS: LEAX+1C]
MO ERX,OWORD PTR OS: [LEAX]

MOU ECHE,DWORD PTR DS: [ER=+2A1
CHF DWORD PTR DS5: [ECA+C], S20E33
Jhe SHORT doc_o_li.GB4BibaC.

BA4E 1882
BE4E 1884
BEA4E 188
BA4E 1863
BEa461a8ac
BE461868E
aad4a1al 1
aa4a1a1s

2 28
BI?EEEC 33083288

After you land at the breakpoint select JMP instruction and press Ctrl+E to edit it. Replace EB FE bytes with the
original 64 A1.

Edit code at 00401000 ==
a5t [ax
UNICODE |

HE= +02 64 a1l

[ Eeep size

ak. Cancel |

After confirmation OllyDbg will automatically reanalyse the code, changing it significantly.

4 2| + LIE|M)

Paused | B X| B|II] B4 ¥

EdiHl ZEEREEEE HMOL ERX, DWORD FTR FS: [3@]
BE4E 1 BB SE48 @ac MOW ERA, OWORD FTR OS: CEAK+C]
BALE1EED 2Bd4B@ 1C MO ERA,OWORD FPTR OS: [EAX+1C]
BA4E 18680 SBEE MOW ERX,OWORD PTRE OS: LEAX]
HA4E1HEE 2B428 20 MO ECH,OWORD PTR D0S: [ERX+2E]
Bad4a1al i 2179 acC 230863288 CHF DWORD PTR DS: [ECH+C], 220822
gad4aials |~ 75 F2 JHE SHORT doc_o Li.884@81a8ac
BA4E1E1A SB48 B MOW ERX,OWORD PTR OS: CEAK+E]
Bad4Eaialn 89C2 HMaw EQDX, ERE
EAd4E1a1F H3E2 3C ADO EDA,OWORD PTR OS: LED-+3C]
Bo48102z | 8BEZ 78 HOU EDX,DWORD PTR DS: CEDH+78]

Now you are in the entry point of the second stage.

5.2.2 Second stage

Second stage loader creates a new instance of the EXPLORER.exe process and injects the malicious code into it. But
instead of entirely overriding the EXPLORER.exe code it also uses the file mapping mechanism to share a portion of
its code with the new process.

First when still paused at the entry point of the second stage, create a snapshot of the virtual machine (name it
‘Tinba — second stage’). In case of anything going wrong you wouldn’t need to repeat the entire process.

Next put breakpoints on the following functions:

e CreateProcessinternalW
e GetThreadContext

e SetThreadContext

o  WriteProcessMemory

e ResumeThread
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Resume the execution (F9). Shortly you should land at the CreateProcessinternalW call. Right-click on the assembly

code and select ‘Analyze this!’ (while using the OllyDbg plugin). Next open the Call stack window (View -> Call

stack, Alt+K).

[K| Call stack of main thread

IEI-@

Address | Stack Frocedure ~ arguments Called from Frame
BE1Z2F914 | FFHFFE9S ¥ kernel22.CreateFrocessinternalll kerne 322, FFAFF&34

BE1Z2F9F4| FFARZBEE| ¥ kernel32.CreateProcessInternalA kernel32.CreateProcessA+27

BA12FAZC| AE416E9] | kerne 132, CreateProcessA GE4 1 BESE BE12FAZS
BE12FAZE | AEEEEEEE Modu LeF i lLeMame = HULL

BA12FA34 | B8 1 2FESY CommandlL ine = "EXPLORER™

BE1ZFAZE | BE0EEE0E pProcessSecurity = MULL

BE1ZFAZC| BE0EEE0E pThreadSecurity = HULL

BE12FA48 | ABEEEEEE InheritHandles = FALSE

BE12FA44 | ABEEEEES CreationF lags = CREATE_SUSFPEHDED

BE1Z2FA4E | BE0EEE0E pEnvironment = MULL

AE12FA4C | AREEEEER CurrentDic = MULL

BA12FASA| A3 1 2FASS pStartuplnfo = BB12FRSS

BA12FASY | @31 2FASC pProceszInfo = BB12FA9C

BE12FFE2| AE41861E| BE4160ES BE4 18816 BE12FF24

As you can see CreateProcessinternalW was indirectly called as a result of a call to CreateProcessA. As before, a new
process is created in a suspended state, but this time explorer.exe is used as a source image for the new process.
Such usage of a well-known system process is a typical malware deception mechanism.

Continue the execution (F9) till you land at the GetThreadContext breakpoint. In this case the malware uses this
function to check the address of an entry point of the EXPLORER.exe process.

IE‘ CPU - main thread, module kernel32

(== =]

R corr
TrEE9ES] | EE
FTEASE SBEC
FrEASES4 | FFTE @C
FEASEST | FFVE 82
TPEAZE3A | FF15 1412AAFT
FPEASEAE ]
FPEASE4Z v BFSC COTFOBEE
FPEASE4E 206
FPEASE4R | 4B
FFEASE4E | 5D
e G266
FPEASEAF
it 2t
FPEA%EE]

FPEAIEEE

TTEEIECS

it 4| EEFF

it & | EE

77 7| BEEC

it =]

77 |~ EE &5
77 C

FPEA%EED

FPEASEEE

TTEEIEEE

it ]

il 1 |- FF2E 2218AAFY
77 7|

it ]

it ]

77 Al S
FPEA%EEE | 9
FFEASEEC | SBFF
FTEE3EEE [ 55
FPEASEEF EEC
FPEASETL 206
FPEASETS S4E GO
FPEASETE A 64
FPEASETS FoECEH
FPEASETE 545 GE
o s PR

04 EOI,EDT
FUSH _EEP

FUSH DWORD:
TEST ERH,EAX

#OR ERX,ERA
INC ERX

0y EOI,EDI
FUSH _EEP
:DU EEF,ESP

0y EOI,EDI
FUSH _EEP

0y EEP,ESF
OR EAX, EAA

CHMP DWORDTFTRSS:[EEF+CI, EAX

FPUSH 4
SETHE AL

MO DWORD: PTRTSS: TEBFHC], EAx
e

FA A RLAER

JL kernel32.77B11611

PUSH DWORD FTR S5t EEBP+C]
FTR S5: [EBF+
CALL OWORD PTR DS: [<&ntdll MtGetContextTl

JMP SHORT <JMP. &API-MS-Win-Core-ProcessT

JMP OWORD FTR DS: [<&API-MS3-Win-Core-Froc:

B8410EES

B8410EES

kernel22.F7AF1174
ntdll.ZwGetContextThrea

KERHELEA. SuspendThread

+ |Registers (FPUI

<

< <

EFX BEEEEEE1
ECH ??ﬂFFSgg kerne |32, FPAFFEI

!
ESI PPBSSEES kernel32.FrEESG
EDI BE41R4E3

EIF FPEB6ZF kernel32.GetThi

ES @823 3Zbit @(FFFFFFF
CS 881E 3Zbit @(FFFFFFF
S5 @823 3Zbit @(FFFFFFF
DS @822 3Zbit @CFFFFFFF
B83E 3Zbit FFFOF@@E(
G5 BEE8 HULL

LastErr ERROR_MO_MORE_F
EFL @888a2e82 (MO, ME,HE, A, HS,

[} sme empru
5T empty
ST2 empty
ST3 empty
ST4 empty
STE empty
STE empty
ST empty

32 1 B
FST @888 Cond @ B @
FCW @27F Frec HEAR, 53 Hask

[SI=IETETNEET
DEEEE@EE
)
w

0 ) 0
D

ai1af1g
B28( C3
B38| 88
B4E | 4F
858 | 8@
BEa| 02
@ral el
88| 5B
[El] =)
BRE | @4
BE&| FF
aCa| aa
a0al A1
BEA| 21
aFa|FF
18a| ca
11@f 41
12|83
12@| FF
14| Ba
15@| FF
16@| 23
17al g9
1g@| 2C

11 4aml 74

Address |Hex dump
BE411066]) 48 B8 FF BS| 1IC FE FF

@O
fogrited

P T ) 0 T

00 G T O 0 0 S 00 D D e e S 00 T

@ FF D&| g
07 29 C7|22 09
[l ]
28 B8 88|68 SEB
79 BC 33|68 32
FF 29 C2|@3 &2
31 C9 41|83 C&
&4 75 EF| 29 C&
Y2 1C @3|@s C3
7S B3 FF| 23 24
@8 B8 F2|AE 83
FF FF 23|23 24
2C 18 48|68 57
CE 51 E2 g e
c

ASCIT

BE[E. qor GAtE, ﬂ
C3|+r GatE, 20,

08| FEes  FT.. EF§¥
77| .. ElkEAL L Tapliew
06| OFF i Le. il LEFE. ..
FF|.MirtualAlloc.W
40[ 4454, . OpenFile

28| appingf. P vE.
BF| L3 ®.1i4F @ 161

uy.S &2 H
a1 GTlr
63 FlrnaF0|>8Huﬁ&oc
BB | Aduné Fecs s 4H 143
S7| wrows LT T, SHAW
FF| ull osb@ E5° 1|

A|---£u57 uld. 50

P by

E&

ES

eadContent

Fl
Fl
Fl
Fl
FFF1

ILES (@88a881z2)
PO, GE, G1

ESFUDZDI
rE@ B BB A BAQ
111111

BE12 | hThread = DEEAOE1S

FAAC

L mmmmmamammanaananaannnanm
o
i)
3]

-

(windowl

pContext = BE12FAAC

(ET)

BEEBZ [CRLL to GetThreadContext from HE41GEES
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Note the address of the pContext structure (in this example it is Ox12FAAC) and follow it at the dump. Next step over
(F8) till return from GetThreadContext and read EXPLORER.exe entry point from the pContext+0xB0 address.
Alternatively you can just find explorer.exe executable on the disk and check its entry point address with some PE
editor (e.g. CFF Explorer). In this situation EP is located at the address Ox4AA8DF.

Address |Hex dump ASCII

GAIZFAAC|B7 8@ A1 88 98 FA 12 88 5@ A1 22 A6 3C FE 12 66| - .6.4- $.PB0.<r$.
GEIZFAEC|S@ 81 25 88 DE 23 40 88 4E 89 80 66 88 FE BD 77| A0, I3M.H. .. .=ty
BE1ZFACC P& Al . Lo 8
BE12FADC P #.
FE1IZFAEC| 48 26 28 BA 98 FA 12 B0 B8 B8 A0 B0 BE B8 B8 88| H&(.d- Fivaee e
FE1ZFAFC| B4 8@ 0@ A4 C3 29 25 B0 B8 88 @8 A0 FF BF BD Fr|e..+=1(..... et
FE1ZFEEC|4C FE 12 B8 B8 B8 @@ B0 FF 88 @8 @B 3A 33 E3 FrLs+..... B, .. 23T
FE1ZFEIC|B2 8@ 06 @A 3C FB 12 88 BC &6F BD 77 28 FC 12 B@| 8. .. <J$. 4ol w ",
FE1ZFEZC| B8 6O 06 BA @6 B @2 BA 28 FC 12 A0 B8 B8 88 66| ....«.0. "$.....
FA1ZFESC|2E 8@ BE B8 23 B0 00 BE 23 B9 60 A0 B8 B8 B8 8A| ... 8. .. H.. ...
FE1ZFE4C (B8 66 HE B8 B8 FB FO 7F B8 88 60 A0 66 B8 88 68| .....5%8, ...,
HE1ZFESC|DE A2 40 BE 88 B8 0@ B0 02 &4 BC 77 1B B8 60 00| ™id..... F wt. ..
GAIZFEEC|BE B2 B8 @8 FC F? 12 80 23 89 60 00 62 88 88 06| 8. .- 4. #...8...
GEIZFEVC| 268 GO 08 B8 86 B0 00 B0 B8 89 80 A0 G5 88 B8 06| ....%. .. .0.. Qoao
GAIZFESC|46 FC 12 88 D8 23 22 80 85 88 82 82 48 FC 12 08| F $. T8 . . J8E"$,

Resume the execution (F9) till the breakpoint on WriteProcessMemory.

HE41HWFEE | PCALL o WriteProcessMemory from EBE41EF4R
aal2FA44 BEAAEALC (| hProcess = BA0EEAIC (windowl

BE12FA4S BEA4AASOF (| Address = 4AASOF

BE12FA4C BEdl1E26() Buffer = @@411826

HE12ZFASA HEEEE1EE]] BytesTollrite = 188 [(256.)

HE12FASY BEAREEEE (LpByteslleitten = MHULL

HE12ZFASS BEARAES S
BA12FASC [[5]5]5]x ek x]
HE12FAER BEHEEEEEE
Ba12FA&4 BEAEEEEE
BE12FAGS BEAREEEE

Notice that this time only a very small portion of the code (256 bytes) is written to the child process memory
(there are also no subsequent calls to WriteProcessMemory that could write rest of the malicious code). What's
also important is that the code is overridden at the exact address of the previously checked entry point —
Ox4AA8DF. This suggests that the entry point address won’t be changed this time (and indeed it isn’t).

Follow the source buffer in the dump address (in this case 0x411026).

Address |Hed dump ASCII

AEdliEzE|EE C2 B8 BB B@ 89 C3 ES 90 B0 @@ B8 89 CY ES BE| #v...&5%...ElF5H
AE411E26 (B8 BE B8 40 &1 FA S5 69 S5 Fr 4F 68 46 69 BC EB5|...MaplliewdfFile
AE411E45( 8@ B FF D2 89 C5 ES B0 B0 @A B8 56 69 72 74 75| .0 LEFE. ... .Uirtuy
aad4liate| 6l 6C 41 6C 6C 6F 62 B8 E7 FF O3 97 E2 11 68 88| alAlloc. W Yidd. .
pEdllEes| 88 4F 78 65 6E 46 69 6C &5 40 51 7@ F@ &9 SE &7 .0penFileMapping
AR411E7E( 41 B S8 FF D2 ES B8 B8 B8 BR SB 81 EE 80 28 48| A.P “%....[LHaF @
AEdllEEs|[ B8 80 93 C3 20 40 @A 8B 9B BF 28 4@ @@ 52 &A @@ . 14F ®.1i¢q E.Rj.
AE411E%95(6A B4 FF DB 52 60 B8 6F B8 SH B4 S8 FF D5 89 C&| j% L5i.5. %P réF
EE411EAS| &R 48 &8 BB 2@ BE B8 52 &R BE FF 07 29 CY 89 09| jeh.@..55. {FEF&
AE4116EE|F3 A4 85 FD BF B8 88 S8 C3 6E SF 88 88 41 43 45| Zpd*%..Fln_..ACE
AEdllECE| 42 45 43 43 42 40 45 40 B8 &4 AL 38 B8 B0 BA 8B BECCEMEM.diB...1
AEdliEbs| 48 BC 8B 48 IC 8B @@ 8B 48 20 81 79 AC 35 @A 32| @, (B i.iH iiw.3.2
AEd411EES| BB 7S F2 8B 4@ B8 C2 E2 DD FF FF FF 29 C2 B3 52| .u:icgH ET#F
HEE411EFE[3C 8B 2 78 B1 C2 8B 72 28 @1 C& 31 C9 41 83 C&| <iRzBrir BFIFRAF
aad4liiGe| @4 8B 3E @1 CF 81 FF 85 &6F 63 41 &4 75 EF 29 C&| &1 »AltiddochdunéF
aEd4lllle|@8 72 24 BF BY 34 4E 80 234 BO B3 F2 IC B3 BS5 C3| wri@ndbidEer e |
AE411126(55 89 EE 8B FD BC 83 CF B2 57 FF 75 B3 FF 93 24| Uéci}. SIHAW ull &%
AE411126( 168 48 @8 89 47 FS 31 CB B9 FF B8 B8 B8 F2 AE 32| ME.EG"1Y| ...E2«5

@E411146| 23F FF 75 E2 C9 CZ2 @2 @8 ES 90 FF FE FE 29 22 24| 7 ulr@. £i 255
aE411158) 18 46 @6 E2 71 FF FF FF 5@ 80 22 2C 18 48 B0 27| ME.Eq P13, ME.G
ae4llles| 84 24 58 ES B2 FF FF FF C3 68 22 CE 51 ES 08 00| +sPé& g9 9.A 96l
aE41117e| 88 B8 50 31 C2 30 CA 32 OF Bl 2C F3 AR AC 55 C1|..J1r8 S, et
aE4111865) 85 CS 88 E1 FE 88 ES EV 3C FB Y4 28 88 F9 F2 74| EHACERGor<{St C«=t
BE4111%96) 24 2C 66 74 29 2C &7 74 2E 80 F2 &4 74 OS5 20 FO| S<ft)iat. G- dt L
BE4111R5| 2E ¥5 20 88 40 01 64 22 42 04 EE D1 298 40 01 61| .u-CJ84SE45TCI8E
BE4111BE| 88 42 B2 EB C2 80 4A @1 82 92 42 @2 EB BF 20 4A| EBQs=CIOOEEWE G
ardi1iral @B AR AR 42 AE FR RS 2@ A0 G 1@ 99 42 Ge PR ON| eASReiir aecRat i

Notice names of functions such as MapViewOfFile and OpenFileMapping. This suggests that the rest of the code will
be transferred using the file mapping mechanism.

Knowing that the above buffer will be written to the exact address of an entry point, this time you will do OxEBFE
trick before the memory is written to the child process. Please note that this step should be done before stepping
over the WriteProcessMemory function.
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Select the first two bytes of the source buffer (E8 C2) and press Ctrl+E. Replace them with bytes EB FE.

Address |Hex dump HSCII
Bo4llozc[EG C2 B8 BB B8 59 C3 ES S0 B0 80 B8] 59 C7 ES OE| &r...E 8%, .. &lHEA

BE411836| B8 A6
| Edit data at 00411026 ==

BE411845| BA 57
AE411855) 61 &C 4
BE411866| BA 4F
BE411875) 41 B@
BE4118235) BE 20
BE411895) 60 B4 H
BE4118A5) 6A 48 4
BE4118B5) F2 A4 4
aE4118C8) 42 45 4
AE411805) 48 @AC 4§
AE4118E5) BB 75 H
BE4118F5) 3C 8B 9
BE4111686| B4 3B
BE411116) B2 72 3
BE411125) 55 29 H
BE411135) 18 46 §
BE411145| 3F FF
BE411155) 18 46 4
aa41lles) 84 24 9

a5l By

UNICODE |

HE= +00 E8 C2

[ Eeep size

BE411156| 88 C5 ok Cance
BA411196| 24 30

BA4111AE| 2E 75 :

BA4111EC| 58 42 B2 EB CE 99 4R

ARAIIIrel A1 AR 298 A2 AGE FR RE

Next step over WriteProcessMemory function till the user code. You should land at TEST EAX, EAX instruction.

BE418F2E 2vadz4 XCHG OWORDFTR SS:=CESF1, EAX

BE418F23E FFBS D2FEFFFF PUSH OWORD PTR S5:CEEP-4221

BE418F44 FFBS 13FBFFFF FPUSH DWORDE PTR S5: CEEF-4E21]

A6 1 AF 4 FF232 VE124R66 CALL DWORD PTR DS:[CEER=+481375] kerne l32. W iteProcessMemory
AE4 1AFEHA 25Ca TEST ERX,ERH

HE418FE2 |~ BFS4 ARBEE000 JE 884116862

B4 18F5S =15 ] FUSH ER=

Ba418F52 8033 C32840686 LER ERx,OWORD PTR OS5: [EEX+4828C3]

BE418FEF avadzd XCHG OWORD FTR S5:CESF1, EAX

BE418FE2 FFBS F4FDFFFF PUSH OWORD PTR 55: CEEP-2ZBC]

BE418F&2 &A 848 PUSH &

BE418FER &R a4 PUSH 4

BE418FEC &R aa PUSH &

8684 18FEE &R FF FUZH -1

Ba418F 7 FF23 431840606 CALL DWORD FPTR D5:[CEBs+481843] kernel32.CreateFileMappingf
BE418F7E 25Ca TEST ERX,ERX

BE41EFFE | BFE4 S4EREREE JE 884116862

BE418F7E 2935 FSFDFFFF MOU OWORD PTR S5:[CEEP-2E21, EAX

BE418F24 FFBS F4FDFFFF PUSH OWORD PTR S5: CEEP-2BC]

Ba41a8F2A &A 8@ PUSH &

BE418F2C &R aa PUSH &

864 18FSE cR Bz FUZH =

Ba418F28 5] FUSH ER=

Ba418F31 FF23 SF1840686 CALL DWORD FPTR D5:[CEBR+48183F1] kernel32.MaplliewdfFile
BE418Fs7 25Ca TEST EHx,EHx

BE418F99 |+~ 74 BB JE SHORT BA416FF&

BE418F3E 2935 FCFDFFFF MOU OWORD PTR SS5:[CEEP-2641, EAX

Ba418FAL FFBS F4FOFFFF PUSH DWORD PTR S5: CEEF-26C]

BE418FA7 ca PUSH ER:

ge418FRS 2022 24184000 LER ER=,DOWORD FPTR DS: [EEX+481824]

BE418FRE ara424 ACHG OWORDT FTR 55:CESF1, ERX

Ba418FEL =15 ] FUSH ER=

BE418FE: E2 24290HEA CALL B841320E

BE418FEF FFBS 1CFEBFFFF PUSH OWORDT PTR S5:CEEF-4E41]

BE418FED FF332 12114066 CALL DWORD PTR DS:CEERR=+481113] kernel32. ResuneThread
BE418FC2 B 14888866 MaL ECH, 14

BE418FC2 E1 PUSH ECH

ga418FC2 &2 ESBzaaa0 FUZH ZEZ

BE418FCE FF23 481140606 CALL DWORD FPTR D5:[CEBs+4811481 kernel32.S5leep

B84 18aF04 ca FUSH ER=

As suspected in the loader there are calls to the CreateFileMappingA and the MapViewOfFile function, which will be
used to share the code with the child process EXPLORER.exe. Now you might step over those functions to check their
arguments.

Continue the execution (F9) until ResumeThread breakpoint. Now since OxEBFE trick was already applied you can
safely step over (F8) the ResumeThread function.

Minimize OllyDbg window and check in Process Hacker if explorer.exe process was resumed properly.
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(= & |weSa)

Hacker View Tools Users Help
':f._?p Refresh o7 ¢ Options | 8 Find Handles or DLLs ¥ Search Processes [Ctrl+K) ju
Processes |5&f‘u‘ic:es | Network | Disk |
Mame PID CPU IO Total.. Private B... User Name i
_ﬂ_'| winlogon.exe 448 164 MB NT AUTHORITYASYS
4| o explorer.exe 2000 0.01 3735 MB  EMISA-PCVEMISA
8% VBoxTray.exe 820 121 MEB  EMISA-PCOVENISA
m Greenshot.exe 1438 2152 MB  ENISA-PCVEMISA
o * OLLYDBG.EXE 3584 076 252MBfs  16.85MB EMISA-PCWENISA
4 doc o likwidac)i _ de... 3732 620 kB EMISA-PC\EMISA i
4 doc o likwidacji _ ... 1256 1036 ME  EMISA-PCVENISA 1
= explorer.exe 3360 4948 [ 1MB EMISA-PCVENISA
"B ProcessHacker.exe 28 014 = 7.64 ME EMNISA-PC\EMNISA
* OLLYDBG.EXE 1676 092 251 MBfs 2234 MB EMISA-PCWENISA il
4 0 b

CPU Usage: 5213%  Physical Memory: 28.24%  Processes: 37

Next open a new instance of OllyDbg and attach it to the EXPLORER.exe process.

-

Select process to attach = @

Process | Hame Window FPath -

HERREEZE | swchost C:~lindows~swstem3d2~suchost . ene

AEERESSY | swchost Cr=lindows~system32-suchost.exe

BEACEEZE | Filegill C:~Frogram Files-FileZilla Server~File

HEAREEDN | Greensho) GOI+ Window C:~Frogram Files-Gresnshot~Greenshot.e

HEARESEC | OLLYDBG | Ol lwbDbg — doc o likwidacji|Cistools~Portable wersion~0lLly_11@-~0LL

FEERE FEAS | D OWH Mot ification Window Ce~lindows~systemI2Own. ene

FEARE L4 | swchost Cz~lindows~sustem3d2~suchost . ene

HEAREFOH | Evplorer| Task Switching C:~lWindows~Explorer.EXE

BEEEEFOC | taskhost | MCI command handling windol Ci-llindows~sustem3z2~taskhost.ere

AEERECZE | ProcessH) Process Hacker [ENMISA-PC~El C:-tools~Portable wersion~processhacke

BEEEEDzE | EXKPLORER C:~Windows~EXFLORER. exe

HEAREEAR | OLLYDBG | MSCTFIME UI C:~tools-Portable wersion~0lly_118~0LL

FEAREEDY | doc o Li C:~analyses sample~doc o likwidacii _
Aftach | Cancel |

After attaching to EXPLORER.exe override EB EF bytes at the entry point as described in the previous section (original
bytes were E8 C2). If you don’t remember the address of an entry point you can use Debug -> Execute till user code
(Alt+K) function.
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BA4RAZES
BEA4AAZES
BA4AA2ER
BE4AAZED
BE4AASF2
BEA4AASFS
BE4ARSES
Ba4ARSFE
Ba4ARSFED
Ba4ARSFE
Ba4ARIE2
BE4HAIES
BE4HAIEH
BE4HACE
BE4EA31Z
BE4EAD1S
BE4EAD 14
BE4EAD1S
GE4RADLT
BE4RAD 1S
GE4RAD 1A
BE4RAS1E
BE4RAZE
BE4AATE 1
BE4RA22
BE4RA24
BE4RAZE
BE4RAZ0
BE4RASZE
BE4AAISE
BEA4AAISS

ARA OS2

4

o ]-E ]

E8 Cranmanm
[T

SICTV

ES BEAEE0EE

40

&1

=)

2365 7T 4Feed4ee

S5 OEET FF
D229 CeEoBDag
Geag

1)

2372 74 FEelel4l
=1

=1

&F

=k l5]

&7

FFDZ

a7

EZ 11BBHAGAR

4F
TH &5
EE

46

SEﬁEﬁE A0 E1FETEED
E7idl

BASEH FF

O2ES

AR

CALL EXPLORER.BA4ARAYALE » |Registers (F

FLI < <

MaL EEX, EAX

CALL EXPLORER.B84AR332 EE§ Egggéégg
HMOU EQT, EAX ED: @E4ARS0F
CALL EXPLORER.B84AR%G6 EE+ TFFOFGEE
OEC EEF

Ee ESF @81Z2FC74
= |

. g + . il

INS BYTE PTR ES:LEDID, D% | | Ep1 e=aasaee
ADD EYTE PTR &5:[ECI-13,0L EIF [BB4ARSOF

ROR DWORD PTR DS:[ECH+DESCE],CL

ADOD BYTE FTR DS:LEARI, AL BY B
PUSH EST A8 55 823
IMOL ESI,DWORD PTR DS: [EDX+741, 41606175 Y oS aeea
INS BYTE PTR ES:[EDII, DX S5 FS eect
INS BYTE PTR ES:[EDI], DX 7a

BREC WORD PTR 0S: (EAI. AR oe

FlSH EDT : " 08 LastEer
CALL EE EFL B8B@a@z46
WCHE EAX, EOL

CALL EXFLORER.B@4ARZ31 Ell) S
QECAENT STZ empty @,
J0_SHORT EXPLORER.GB4AASSS 35 Sety &
OUTS D, BYTE PTR ES:[EDI] 313 cmety e
THENEST STE erpty @,
e |
o A — e e
SHR ERXCL ' o T

ARMA BLUTE OTE Mo FEAYT Ol

BE4AAYAG=EXFLORER . HE4HAPHE

Address |Hen dump ASCII

BAS3AGEE[EQ B9 40 DRl 68 B0 G0 00| 1C OZ 4F 00) 69 B3 60 Q6| oM., .. 60,0, Rt
BECSEE1EA(CE 2 4O BB ch P9 4F GR) 60 @8 @9 @8] a0 S0 4C gal ~LJiFi0l,. . miL, | | | BE1SELAE
BIEIE SE60 26 2] 12 OE 4B Gal 14 G4 o Gl ~ | anicFcod
BEESHESE[ B8 B8 08 @ D 4B &l i oEr o
BIEE SEAE i EE 4 ERRAREE
BIEIS SAASE ] i3 AR
BIEIS SAAER

65 3002 B ZFC S
65 30070 B ZFCSE
65 30750 BB SFESE
65 30790 BEd SFEAR
65 20060 e SRR
65 30050 BBl SRS
pasaazEa BEd AL
pas 2aanA B FCEA
pas2aeEn _ | eeizFcE4
ARE 2GR GG G BBIEFI:BE
i S K™

G5 Be@s HULL

kernel32. BaseThreadIn it Thunk
EXFPLORER. <Modu leEntryPoint >

EXFPLORER. <Modu leEntryPoint >
J2bit @IFFFFFFFF)

J2bit @IFFFFFFFF)

J2bit @IFFFFFFFF)

Z2bit BIFFFFFEFF]

22bit YFFOESGDE 408E)

ERROR_SUCCESS (@@@o0ao)
(HO,.HE,E, BE, M5, PE.GE.LE)

Lo

EEEEEEEHEEHEEHEEBEZ
18714287177 a48272878

2218 E 5
nd B 8B B B Err B @
ez MEAR,52 HMask

F U0
1 8@ [ET1
111

@
@O
—

FrAF1174
7FFOFEEE
roE1 2FCED
7rEOBZFS
TFFOFEEE
7G4 EEE
BREREAEEE
BRARAEEE
TFFOFAGEE
BREREAEEE
BARRREER
BARRAEER
Bal2FCes
BEARAREEG
FFFFFFFF|(End of SEH chain |__
7rEe0740( SE handler

BAZSE]1 94
BEDEEEHE i

RFETURH to kernel32.77RF.

RETURH to ntdll.77EOESF
SETUPAFI. 7 7IE42EE

Now you are at the entry point of the code injected to EXPLORER.exe but this still isn’t the main Tinba payload. To
reach the payload put a breakpoint on OpenFileMappingA and resume the execution (F9).

After reaching the OpenFileMappingA breakpoint step over (F8) till the user code or choose Debug->Execute till user
code (Alt+F9). You should land at the PUSH EBX instruction.

BE4ART4F
GE4HASE 1

BE4ARTES
BE4ARTES
BE4ARTES
BE4ARTEA
BE4ARTEE
BE4ARTED
BE4ARTEF
BE4ARTE L
BE4ARTCE
BE4ARTET
BE4ARTED
BE4ARTCE
BE4ARTED
BE4ARTEF
BE4ARSY 1
BE4ARDTS
BE4ARDYTT

62 BE3AREAER
=]

&A BA

FFOV

g9C7

8909

E3:p4

HE FOBEFEEEE
[=1E]

c3

CA ESI
MOU EST,ERX
FUSH 4@
FUSH 2866

MOU ECk, EBX

ADD ER, GFFD
FUSH ER:
RETH

REF MOUS BYTE PTR ES: [EDI]1,BYTE FPTR DS:[ESI]

: call to OpenFileMappinaf

kerne l32.MapliewlfFile

kernel3z2.VirtualAl loc

As you see, the malware first opens the file mapping object (OpenFileMappingA), then maps the file mapping object
into the address space (MapViewOfFile), allocates a memory block (VirtualAlloc) and finally copies the mapped data
to the locally allocated memory block (REP MOVS instruction).

To reach the final payload step over (F8) the return instruction (RETN). Don’t worry if the address would be different
from the one on the screenshot. What's important is that after a return you should see a group of four call
instructions.
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FO TR CALL Go7rores -
QaccloBg | ED CoARoEEe CALL Bare1acs | .
BEr7iBE7 | 5903 HOU EEX, EF E o anakss
GErTigns [ ES SDGG&0HE CALL 2a7718AE EOX 775264F4 ntdll.KiFastfustental lRet
AATTIE0E | & Fal EDT, EAR o e
BET7IAIA | ES AEABGGH CALL 6771623 _ | S
BET7IAIS | 4D OEC EEP | EeF hasirass
BEFTIAIE [ 61 POFAD G R
BEF7IB17 v 78 58 J0 SHORT BEPT1B6F 4 ERESEE
BEFF1019 | B985 77 4Fes4sss | IMUL ESP, DWORD PTRISSILEEF#PRY, £345654F
) e e —
Er7iaZs | OS89 CAESAD@E ROR DWORD PTR D&t [ECHAOEACET, CL ol oo O RERRRER R
BATT1AZE | BAGA AOO BYTE PTR DS: CEART, AL I R EaeE Easadaaas]
pEvriesn | e RUSHEEST . 2 B DS BAZZ 52bit BLFFFFFFFF)
BETFIAZE | £372 74 FSE16041 | IMUL EST,DWORD PTR OS: [EDX+741, 41606175 B [E EEE EERhR Ednadaaad
BEC7IBES | &0 ING BvTE PTR ES:[EDID, O T8 GBS oooe RO
= ShbA e 1
BEFTIE3S | E20@ BRFL WORD PTR DS:CEAR], AX 0B Logisys ERAR et (e
BETeiEaH | Bo FUSH EOT EFL BBEBE2BZ (MO, NE, NE, A, NS, PO, BE, &)
aAT7183E | FFO3 CALL EBx
GEFTIGE0 | GF SCHE ER, EO1 Sl SO Gk
BET7IAZE | ES 1166666 CALL BE7v 1054 I S
BETTi643 | 4F DEC_EDT 15 ety a6
BEC71B44 v 7B 65 J0_SHORT BE771G6AE L
Bocribds | et OUTS D, BYTE PTR ES: (EDI] ire et 2rh
Sareinas Ini Eee, DUORDIPTRISSIEERRRADY, cororoel | < | 215 SBTY 9001000 0o0a0e050 00
R 2218 ESPUODZDI
an o
FST @828 Cond A @B B Err AA 1 GG 6B A
FCM B27F Prec MEAR,53 Mask 111111
Address [Hew dump ASCIT ~ 75921174 RETURH to
BE;EEE| 57 18 55 (| BB 00 08 08| 45 55 97 r5| 00 B0 OO S8 [T9usseEluds e - [EEEEE (HhaEE
BEC7EB18| 43 73 B EF |77 36 34 SA| 72 &F £3 65|73 73 68 Di| IshlowbdProceis.T | (o] e (——
BB7REEE| CC 97 75 BB BB DO DO 43 72 65 61 74|65 46 £9 &C|[FUu....CreateFil At ||| e ®
BATTEE5G| 5 4D 61 7@|TH 63 EE 67|41 BB C4 17|98 TS 00 06| eMappinad.—#iu.. A ||| deeeE
BATTEE40| 08 B0 4F 78|65 EE 46 £ 60 65 4D 61(7H 7A@ £9 &E|..0penFileMappin EElna: ||| Gt
BATTEASA| 67 41 @A SE| 12 95 ¥ 04| 0 BB 6@ 55| 6E 60 61 vH|af. . . ..LUnnap e ||| B
BATTOREA| CE 63 5 77| 4F 66 46 63|60 E5 BA 04| 0 97 75 @[ UiewdFFile: Ebuu. a2 Tagot Yl [[2aceacos
BETTBETG| GF A0 BA 40|61 70 G 63| 65 77 4F 66|46 63 BC 5| .. .HaplliewDfFile Rl ||| Mo
BEC7EESE| 08 62 2R 33|75 B0 0O BA| BB 43 72 65|61 74 &5 58| .0 &u....CreateP e |||
BEC7EETE| 72 6F £ 55|73 F3 41 BA|2F 95 99 7| A0 BA GO 08| rocessh.alu.. .. e ||| G
BEC7EEAE| 47 £5 74 54|55 72 £5 154 43 EF EE| 74 5 7B 74| GetThreadConteat Al ||| e
BE77EPEG| B D7 28 92|75 DO 0O 08| B 47 £5 74|40 EF &4 75| 4Flgu....GetHodu Ry ||| S
BATTOACH| T 65 45 51| 6E G4 £C 65 41 BB &4 23|98 75 09 06| leMandled.diju.. a2 et g [[2e oo R——
BATTOA0A| B8 A0 4C BF |B1 G4 4C 63|62 72 61 72|73 41 8@ FO|..Loadl ibraruf.® a2 et o [k =R Soi
BEFFAAER| 27 95 TS GA(G9 A8 98 43|72 65 61 74|65 54 65 72| "du....CreateThr aesiracs || iFERFERR snatbes
GAT7OAFG| 65 61 64 BA| 14 3F 97 75 @A BB BA GA|52 65 73 75| ead. d%0u. ...Resu ey ||| Bt mL
BET7E106| 60 65 B4 63|72 65 61 64| BB 59 B3 51|77 8@ BA 66| meThread. V0. . . e || [ 3
e canl s s e e T e
ceeaSlesp.ooiu., i a
BEPPE156| GG 0B 3 EE| 74 4€ 63 ECIEC 41 74 74|72 £9 £2 7ol lSstFilefrtribn R || R B S
< b < b

Now create a snapshot called ‘Tinba’. This snapshot will be used in the later exercises.

October 2015
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6. Introduction to scripting

6.1 Introduction to OllyDbg scripting

When debugging malicious code you sometimes encounter the problem of repetitive and/or tedious tasks. This
might be the case when unpacking pieces of code obfuscated with the same packer or performing multiple repetitive
actions in some malicious code. One of the solutions to this problem is to automate certain tasks through scripting.
In OllyDbg you can do this using the ODbgScript plugin®.

A detailed reference about the scripting language is provided with ODbgScript package in the README.txt file*. In
general the language is very similar to the assembly language with a few additional commands. Every operation you
can do in OllyDbg (except functions provided by other plugins) you can also do in using script.

The list below presents some of the operations you can do with ODbgScript:

e Check and modify registers

e Manipulate the program memory and stack

e  Dump memory blocks

e Add breakpoints to the code

e Control program execution (instruction stepping)

e Execute assembly instructions in the context of a debugged program
e Perform arithmetic operations

e Acquire information about instructions and modules

e Search the program memory for specific instructions or patterns

45 46

OllyDbg scripts are often used for unpacking binary samples. There are online repositories where you can find

scripts dedicated to various packers.

The code below presents an example script which first prints the result of XORing EAX with EDX (without affecting
the values in the registers) and then prints the first ten Fibonacci numbers* in a loop.

; printing result of EAX"EDX
var result

mov result, eax
xor result, edx
log result

; fibonacci (10)
var i, n, k

mov i, 3
mov n, 1

http://sourceforge.net/projects/odbgscript/
http://sourceforge.net/projects/odbgscript/files/English%20Version/README.txt/view

http://www.openrce.org/downloads/browse/OllyDbg_OllyScripts

https://tutsdyou.com/download.php?list.53
https://en.wikipedia.org/wiki/Fibonacci_number
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mov k, 1
log "1: 1"
log "2: 1"

fibonacci loop:
xchg n, k
add k, n

eval "{i}: {k}"
log S$RESULT,""

add i, 1
cmp i, 10.

jbe fibonacci loop

Advanced artefact analysis

October 2015

This script is mostly self-explanatory. Variables are declared using the var keyword and can be used to store numbers
or strings. SRESULT is a special variable used to store a result of previously executed command. All numbers used in
the script are by default treated as hexadecimal numbers. To use a decimal number you must add a dot suffix to the
number (for example 10. == A, 11. == B).

How to execute ODbgScripts in OllyDbg will be presented in the next exercise in which you will also learn how to use

scripting to automatically decode all hidden strings in the previously analyzed Tinba sample.

6.2 Decoding hidden strings in Tinba
This exercise starts where the previous exercise ended. If necessary, restore the snapshot named Tinba created
when you reached the main Tinba payload.

BEYT 1802
BEFF 1867
BETT186E3
BEFF1EEE
BEYFiaLa
BEFFIELE
BETYFIALIE
BEFFIELY
BETYFIALS
BEFF 1826

ES BEFFFFFF
ES CZaBnaag

g9C2

ES _2DE8086aa

g9C7F

ES BESB0EEE

40

=]

T E&

2365 7 4Feedesd

CALL @07 7EsEs
CALL eayvyi8cs

MO EEX, ERX

CALL 8677 18AE

HMOW EDT, ERX

CALL eB7vFiez3

DEC EEF

FOPAD

JO SHORT BE771i8sF

IMUL_ESF,COWORD FTE SS5:[EBF+¥T], c24ccc4dF

IMS BYTE FTR ES: [EDIT, D

I-0 command

Step into (F7), the first call instruction (actually this call would never return, everything important is taking place
inside this call).

HE7F P EFES
BEFFEFEH
BEFFEFEE
BEFFEFEC
BEFTEFEE
BEFFEFEF
BAEFFEFLZ
BEFFEFLY
BAEFFEFLIC
BAEFFEFLD
BEFFET2H
BEFTETE1
BEFTETET
BEFTETE0
BEFFETZE
BEFFETSE
BEFFETIE
BAFFEFIE
BAFFAFIC
BAFFAT4Z
BAFFEF4T
BAFFEF4C

~ TR 28
42
S3EC B8g
ES 18136880
ES 991968880
43
8304 8o
48
CrC1 25138088
FF1S EFF3FFFF
43
31C9
FF15 DSF3FFFF

LeES BEBEEEEE
EE

S1ER EF1v74BE8
ES E289@606
ES 491aa6606
21Ce

WiOR EAR, EAA
IHC ERAX

MOP

JHZ SHORT eerrerss || always taken
OEC EAY .

SUE ESP, o

CALL BE7FiAZE

CALL AATFERES

HMou ECs, 1252
CALL DWORD FPTR DS: [FFFFF2EF]
DEC ERx

WOR ECH, ECH

CALL DWORC PTR OS: [FFFFF2031
CALL AE77ETSE

FOF EB:

SLIE EE, 48175F

CALL oErrivos] - Step into

Next step into the seventh call instruction (F7).

BATE 1662
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3 =15 FUSH EEF
HET L FoE 29ES Mo EEF, ESF
1515 P W= o= 21EC OEE1AEEE SUUE ESP, 166
HETF1FIE =S FUSH ER:
1515 Ve W= ol 2025 BEFFFFFF LEA EM:, OWORO PTR S5: [EEF-16E]
HETF1FAS =S FUSH ERX
BE7 71 FHE 274424 @4 ®CHGE OWORD FTR S55: [ESP+41,ERX
HETF1FAA &A BE FLUSH &
515 Pl Al = [ EZ BEOEREAR — CALL BR7Y717EV
HETF1FEL L] CIIGE
515 Pl Wl == =y FOFAD
HETF1FES 1 ADC EL,EL
1515 P Wl == JEES4S21 BEEE [ CALL FAR HEEA: 2142E2335
HETF1FEC FF53 EEIG4GEEE CACC ONORO FTR DS: TEEX+4016EE]
51 P A s ca FUSH ER:
515 P W= 2023 ECZodEEa LEA EAX,OWORO PTR D5: [EEX+4B826EC]

Take a look at the first call instruction. You should notice two interesting things about it. Firstly, the call is jumping
into a middle of an instruction (there is no disassembled instruction at 0x7717B7). Secondly, instructions after this
call don’t make much sense.

What you see here is an anti-disassembly technique used by this Tinba variant. To see how it works step into this
call (F7).

You should land at another call instruction followed by a second call to LoadLibraryA.

EZ 42Z21@a6a8 CALL BB773EFE
HETF1FEC FF23 EEl1@4@ER | CALL DWORD FTR D5:[EEBX+4E1HEE] kernel32.Loadl ibrarwA
HETFIFC2 =15 FUUSH ERX
BETFIFCS 2023 EC2e4bEn | LEA ERX,DWORD PTR D5: [EBEX+4825ELC]
BETFLIFCS gradz4 ACHG DWORD PTR S5:[CESF1.ERX
BETF1FCE =15 FUSH EHX
perciech | Es seFsFFFF  |BALL @arriiez

If you had scrolled up in disassembly window the code would desynchronize.

BE7Y 17AA &H B FUSH &

BATY 17AC ES BeE8888E CALL 8av7rivEr
BE7FIVEL o0 CWDE

[ 15 Falral l =7= &1 FPOPAD

1 W == 160E AOC BL,BL

BEFT1VES S0 SEEserel B CALL FAR @898:2142E535
aa7y1vEC FF22 EEl84@88 | CALL DWORD PTR DS: [EEs+4010EE]

BEYY1VC2 SA FUSH _ER®
BA7Y17CE S053 ECZed@BE | LERA ERA, OWORD PTR D5: CEBR+4826EC]
BETY17C2 2redzd WCHG DWORDT FTR S5:[ESF1.ERX

What happened here is that the call that you stepped into was only used to push onto the stack address pointing to
the data right after the call instruction (return address).

BE7717EL TURH to BE7717YEl from BEYY1IVE?
BEZ1IFFEE BEEAEEEE
BEZIFFEC BEZIFF74 arg1
BEZIFFFE BEZ1FV7 4

AEZIF7P74 |red2iFald arje  regue

goz1Frrs || P7SSEECT| RETN grg3  :dll.7753EEC? from ntd
GEZ1F77C || FPS3608E| RET 2~ :d11l.77526e08E from ntd
Gez1F7ea || FFE3ECEM| RETURH to ntdll.7FS3ECEA from ntd

This call would actually never return and the address pushed onto the stack would be used as a first argument for
the next called function.

E2 42218808 CHLL Ba7732FE

HEFY1FEC FF22 EEl184@@a | CALL DWORD PTR DS: [EEX+4E16EE] kernel32.Loadl ibraryA
BEFY1FCE =1s] FUSH ERX

BEFY1FCE 2023 ECZed@@n |(LERA ERX,DWORD FTR DS: [EER+4H2EEC]

BEFY1FCD gredzd WCHG DWORD FTR S5: [CESF1.EAR-

BEFY1FCC =1s] FUSH ERX

Barri7el | Eg seFsFFFF | GANN gevrites

The function called in the next instruction takes three arguments (arg1-arg3). This functions is used to decrypt arg2
number of bytes stored at the address pointed by argl and save decrypted data to the address pointed by arg3. This
isn’t presented in this document but you can check this by yourself by stepping into this function.
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Now follow in dump arg3.

Address

Hex dump

ASCII

BRZ1FTTd
Bz 1F rEd
I E Ll

14 F&§ 21
Y& Bz zZF
a6 44 53

bE CY EE 53
&3 B3 84 ¥F
7% 15 a3 ag

rr/BE 60 53 Y758 EC 53 7r
8@ EZ 56 9E Y5 FF FF B8 6@

And step over (F8) a call.

AA7Y1FEY

BE77L7LE
BETL7CS
BETF17CE
BEFF1FCE
LTS Yan

EZ2 42218880
FF32 EE1B4B80G

=1 ]
SDEz ECZ2e4B800
area4z24

CALL 8&7722FE
PUSH ERX

FUSH ERX

E@
ES ZBFIFFFF CALL 8E771162

80 &4 FS 21 48 20 A3 32 gal.

CALL OWORD PTR DS:[EB=+481G6EE]

=1, FESwAMSWF e 5w
180w, VR ..

.Euﬁf..gfz.*fﬁ.

LEA ERH,DWORD FTR DS: [EBR+4826EC]
ACHG OWORDT FTR 55: [ESF1,ERX

Advanced artefact analysis
October 2015

kernel32. Loadl ibraryA

Take a look at the memory dump. A memory at the address pointed by arg3 was overwritten with a decrypted text
string. Now this string will be used as an argument for a LoadLibraryA call.

Address

Hexn dump

ASCII

BEZ1FF 74
BEZ1FFa4
BEZ1F7I4

4E 54 44 4C|4C B8 52 77| BE &0 52 77| 5B EC B2 77
7C B2 2F &2/ B2 A4 77 BB E2 56 9E Y5\ FF FF B8 BA

BE BB 93 FE| 15 A% B8 88| cd4 FS 21 88|20 A% 28 88| ..

HTOLL . SwHmSWF=Sw
1B<h [ ww, 2URG L.
GuEr, 4%t rg.,

What this mean is that Tinba stores encoded strings in-between normal assembly instructions. To decode such a
string it uses the call instruction to push the address of encrypted data onto the stack and then calls the decoding

routine.

This technique is used in several places of Tinba code and it always uses the same scheme:

OFFSET INSTRUCTION CODE INSTRUCTION COMMENT

PUSH EAX pushing dst. address (for decoded data)
Ox1 87442404 XCHG DWORD PTR [ESP+4], EAX
0x5 6A?  PUSH <n> pushing data length
0x7 E8 7000000 @ CALL (OxB+n) pushing src. address (5) onto the stack
0xB <variable length encoded data> | -
0xB+n E8???? CALL <decode_func> calling decode function

Question marks in the instruction code column represent a single byte with a variable value.

If you would like to find all encoded strings and decode them at once you can use OllyScript to automate this task.

The algorithm would be as follow:

O N AWM

Allocate memory for decoded data <dst>
Find next byte pattern “50 87 44 24 04 64 ?”.
If pattern not found -> STOP.

Get encrypted data length <n> (push instruction operand)

Get encrypted data address <src>
Get decoding routine address

Call decoding routine in context of debugged process — decode(<src>, <n>, <dst>)

Output decoded string (<dst>).
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9. Jump to step 2.

To use OllyScript create script.osc file with the following code:

var base
var labels

; checking memory base of Tinba payload
gmemi eip, MEMORYBASE
mov base, SRESULT

; allocating memory for results
alloc 1000
mov labels, SRESULT

; printing header information
eval "Memory base: Ox{base}"

log "Searching for encoded strings."
log S$RESULT,""

search loop:
; searching for byte pattern
find base, #50874424046A27#
cmp SRESULT, O
je end loop

mov base, SRESULT

mov push addr,base+5.
mov call addr,base+7.
mov data addr,base+l2.

; finding data length
gopi push addr, 1, DATA
mov len, SRESULT

; finding decode routine address
gci call addr,DESTINATION

gci $RESULT, DESTINATION

mov decode addr, S$SRESULT

; executing decode routine
exec
pushad
push {labels}
push {len}
push {data addr}
call {decode_ addr}
popad
ende

gstr labels

mov string, SRESULT
fill labels, len, O
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; printing result
eval "{data addr} ({len} bytes) -> {string}"
log S$RESULT,""

add base, 7
jmp search loop

end loop:

free labels
pause

Commands used in this script were:

To get more detailed information about each command, refer to ODbgScript reference in the README.txt file.

alloc {size} — allocates {size} bytes of memory and returns address in SRESULT

eval {expression} — evaluates string expression with variables, returns string in SRESULT
exec, ende — executes assembly instructions between exec and ende in context of the debugged
process

fill {addr}, {len}, {value}—fills {len} bytes at address {addr} with specified {value}

find {addr}, {pattern} — searches memory for {pattern} starting at address {addr}

free {addr} — frees allocated memory at the address {addr}

gci {addr}, DESTINATION — gets destination address of jump/call/return instruction

gmemi {addr}, MEMORYBASE — gets base address of memory block to which {addr} belongs
gopi {addr},{n},DATA — gets value of {n}th operand for instruction at address {addr}

gstr {addr} — reads null terminated string from memory at specified address {addr}

je, jmp — standard jump instructions

log {str} — outputs provided string {str} in Script Log Window

mov {dest}, {src} — standard mov instruction

To use this script first make sure that the EIP register points to the Tinba payload (for example you haven’t followed
in any API call).

Then open ODbgScript Script Window and Log Window.

Plugins | Options  Window Help

1 aadpdolly v I | L|E[M[T|WH
2 Olly Advanced »
3 AnalyzeThis 3
4 Asm2Clipboard »
5 Bookmarks *
6 Labelmaster *
T ODbgScript * Run Script...
4
8 OllyDumpEx Script Window... I}
Log Window...
Help
About
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Next load script.osc in Script Window by right-clicking it and choosing Load Script->Open.

/‘J;-J Script Execution

Line| Command

Result

Run Script
Load Script

Help
Edit Vaniables
Execute Command... X

Appearance

3 o

October 2015

When the script is loaded press <space> to resume script execution or right-click on script and from the context

menu choose Resume.

/'w;.| Script Execution

Ling| Command

Resu Lt

EIF

Ualues {———

(=)o =)

Cr~leers~ENISA~Desktop ~soript. oS
Luar base

e labels

WHH

icheck ing memory base of Tinba pawl
amemi =ip, MEMORYBRSE
mow base, FRESIULT

rallozating memory for results
alloc 1808
mow labels, SRESULT

sprint ing header information

Tual "Memory base: Buibase}™

e el "

log "Searching for encoded strings.
tog SRESULT, ™™

L "

R R b e s b 00 T
SO0 ST R 0 o

At the same time take a look at Script Log Window where the decoded strings should be printed.

'§i>> Script Log Window

oad

BE7FETES

[ ]l E ] s

Address |HMessage

frereg | ———————————

TreEves Searching for _encoded strings.

Fraves Memory base: B:77HEEE

TrEves | —mmmm——m——————

Freves | FYFErYF4 (9 butes) - ADUAPIZZ

Fraves TYA22A (9 butes) => ~~bin.ede

Fraves Traoes (2E bytes) - Software~~HMicrosoft~~Windows~~Currentlersion~~Run
TrEvEs | FFEA0FA (& butes) -> DOUBLE

FrEfES | YFEESE (9 butes) - ERPLORER

TravEs | FFIFEl (6 butes) -> HTOLL

TrEves | FPEFvS (18 buwtes) -» XLOCALARFPDATAZE™
Fraves Tre7Ase [1F bytes) -»> Packages~~windows_ie_ac_AA1-~AC~~
CrEYEs | Y7280E (B butes) -» HAPPOATHZ-™
TrEvas | FF285F (18 butes) - HLOCALAPPOATAH-™
TrEvEs | FYZEHC (S bwtes) - Loww~

Treveas | FF2AFE (9 butes) - “~log.dat

Freves | YF2EDA (7 buwtes) -» WSZ_32

Travas | FTZCEF (8 buwtes) -» CRYPT32

Fraves | FP2C4E (2 bwtes) - ADOUVARIZZ

Traves | FF2CEE (9 butes) - “~ntf.dat

-

Now that you know all encoded strings you can do typical string analysis to guess some of Tinba’s functionality. For
example on the strings list you can find strings such as data_before, data_end, data_inject, data_after which tell
that Tinba is using webinjects technique known from other banking trojans.

Trarvas rrd462a (8 butes) -F set_url
TrEFag rrdrde (8 butes) -F set_url
TrErvas rrd4rAg (C bwtes) - ~ndata_before
Travas vrd4rF4 (9 butes) - ~ndata_end
TrErvas rrd4842 (C bwtes) - ~ndata_inject
Travas vr4394 (9 butes) - ~ndata_end
Trarves Frd48E9 (B butes) -» ~ndata_after
Travas 774934 (9 butes) - ~ndata_end
Traves | FYE1EE (D bwtes) -* Frame-Options
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Each printed line has the following message format:

{address} ({data_length}) -> {decoded_string}

Where {address} is an address where decoding instructions were found. This means that you can use printed
messages to localize at what part of the code each string was used.

Additionally you could create a more advanced script, which would not only decode strings but also rewrite the
Tinba code in such a way that it would reference to already decoded strings instead of decoding them at runtime.
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/. Summary

In this training you have learnt the principles of malicious code debugging. Debugging usually requires a lot of
patience and thinking outside the box. Various anti-debugging and anti-analysis techniques make this process much
harder, but at the same time, debugging is often the quickest and easiest way of finding how a given sample really
works.

When debugging, there are usually multiple ways of achieving the same goal: to unpack a binary sample, to check
what its functions are or how it operates. The real skill is in how to achieve those goals in the quickest possible way
without spending too much time on the analysis. This can be learnt only through regularly analysing malware
samples, because that’s when you learn different code patterns and get a better understanding of the system
internals.
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