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Advanced artefact analysis

Main Objective

The aim of this training is to present methods and techniques of dynamic
artefact analysis with the use of OllyDbg® debugger package.

Trainees will be following a code execution and unpack artefacts using
the most efficient methods. In addition they will be tracing a malicious
code execution. During the process trainees will learn how to counter the
anti-analysis techniques implemented by malware authors.

In the second part the trainees will study various code injection
techniques and how to debug hollowed processes. At the end of the
training they will be presented how to automate the debugging process.

The training is performed using the Microsoft Windows operating system.

Targeted Audience

CSIRT staff involved with the technical analysis of incidents, especially
those dealing with the sample examination and malware analysis. Prior
knowledge of assembly language and operating systems internals is
highly recommended.

Total Duration

8-10 hours

http://www.ollydbg.de/

October 2015
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1. Training introduction

In this training you will learn practical elements of advanced dynamic analysis and debugging of malicious code.

Except the introductory part, the samples used in this training are live malware samples. Consequently all analyses
should be done in dedicated and isolated environments. After each analysis a clean virtual machine snapshot
should be restored if not instructed otherwise. An Internet connection is not needed to complete this training.
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2. Introduction to OllyDbg

2.1 OllyDbg interface
First open OllyDbg debugger. Make sure to run it as Administrator.

Open
Troubleshoot compatibility

Open file location

Open with CFF Explorer
Open using Resource Hacker
Run as adminisﬁtur

1-Zip

Pin to Taskbar

Pin to Start Menu

If you are using a Windows virtual machine prepared the same way as in the Building artefact handling and
analysis environment* training then you can also access OllyDbg using the context menu.

PE tools
Dynamic analysis Process Explorer
Process Monitor
Regshot

TCPView

Static analysis
MNew

Screen resolution

Gadgets

Autoruns

Rohitab API Monitor

Perscnalize
GMER.

Rootkit Revealer

OllyDbg
WinDbg %
ImportREC
LordPE
DbgView

Fiddler
Wireshark

.b?:
&h
=
&
E{
&
*
4
A
F6 1
©
P

Now you should see the OllyDbg interface.

https://www.enisa.europa.eu/activities/cert/training/training-
resources/technical-operational#building
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There are two ways to start a debugging process. Firstly, you can attach to the already running process. To do this,
choose File->Attach and then choose the process of your interest. After attaching to the running process, OllyDbg
should automatically break at the ntdll.DbgBreakPoint function.

¥

Select process to attach

=[O 3]

Frocess |Hame Window Fath

BaanEEcd | SearchIn Crallindows ~sustem3Z~Search Indeter.exne
BRARA1EC| smes ~ESustemRoot~Susten32emss. ete
AEEEEA]L 24| sppsuc Crllindows~susten3d2 ~sppsuc., e
BEAEE1IEC| csrss Ci~lindows~swstem3i~csres. ene
AEEEALISC| wininit Crllindows~sustem3z2~uwin init.exe
BEAEE194 | csrss Ci~llindows~swstem3i~csres. etne
AEAEAIEC| win Logon Crxllindows~swstem32~win logon. exe
BEAEEIEC| services Ci~llindows~swstem3i~services. ene
BEAEE1FY| lsass Crxllindows~swstem32~ lsass. ete
BRAEELIFC| Lsm Crallindows ~sustem3c~ lem. et
BEEEEZEE| swchost C:~lindows~swstem3i~swchost. ene
FEEEEZAE | UBoR Serw Cr=llindows~susten3z2~UBoxService. ene
BEEEEZES| swchost C:~lindows~swstem3i~suchost. ene
BEAEEZZEC| swchost Czxllindows~Susten32~suchost. ene
AEAEESES | swchost C:~lindows~Sustem3i~suchost . ene
AEEEEZE4| swchost Crxllindows~swstem32~suchost. ene
BEAEEZED | Dwm OWr Mot LF icat ton Window Crallindows ~sustemIZ~0uwm, ete
AEAEEZF 4| swchost Crxllindows~swstem22~suchost. ene
HEEEEGEC | Evp lorer| Start Czlindows~Erplorer. EXE

-~

-

Cancel

The second way is to open an executable file using standard File->Open menu. This way OllyDbg will create a new

child process with a debugged application (debuggee) and stop at the entry point of the executable (by default).

For example, open the putty.exe binary in OllyDbg. After a while OllyDbg should finish its initial analysis.
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3 - Windows buttons

TETE o

E 4 - Disassembly view

AE4E4HE 1
BB454HE3

BE454E3A
AE454E3C
BE454E20
AE454E45
|

2BCT

E2 BBSFAFFFF
295 ERB

SBF4

893E

j=1:]

FF1E5 EBDZ4588
SB4E 18

2200 48E14700
SB46 B4

A3 4CE14788
SBSE B2

2915 EEE147E8@
SB7E BC

S1Ee FFYFEBEE
8935 44E14700
83F2 B2

T4 ac

S1CE DEZEE0EE
2935 44E14700
ClER B2

gaca
AZ 43E14708
33FE

E&
SB230 DE0Dz4508
FFO?

2]
SH putty. G047 FRBE

putty. BE456EE4

MOV EA:, EOT

u Y. BE4E4ERE

oL

MO ESILESP

MOU DWORD PTR O%: [ESII1,EDT

FUSH ESI

- DWORD PTR DS [ &KERMEL3Z.
DS: [ESI+1@8]

DS [47E148],ECK

R OS: [ESI+4]

D5: [47EL14C], ERR

I} ECH, DWORD
DWORD PTR
ER:, DWORD FTI
DWORD PTR

+ESF

250

BELZFFEC
BE12FF34
HE HE ARG
BEEEADEE

BE454A0E

EDX,DWORD PTR DS:[ESI+S]

OWORD FTR
ESI, DWORD
EZI, 7FFF
DWORD PTR

D=: [47ELEE], EDX
FTR DS:[ESI+C]

D5: [47E144]1,E51
CHP _ECH, 2

JE SHORT putty.@B454B38
OR ESI, 2060

MOU DWORD PTR DS:[47E1441,ESI
SHL ERX, 2
AOD ER:X, EOX

HOU DWORD FTR O5: (471481, EAR
#OR ESI,ESI

FUSH EST
Mo EDI, DWORD PTR DS:[<&KERMELZZ.
CALL EDI

LastErr
BREEAZ4E

empty @
empty @
empty @
=Mpty E.
D empty H.
empty B
empty @
empty @

BEEE
B27F

6 - Information panel

S kernel32. By
puttu.<Hod
6

0 D S

5 - Registers

puttu.<Modu leEntruPoint’
2Zbit BIFFFFFFFF)

Zz2bit AIFF

F

F

FF1
FFF1

ERROR_SUCCESS (@0@@a0a)
(MO, ME,E,BE, NS, PE, GE,LE]

2218
Cond 8@ B @ @
Prec MERR,53  Mask

5]

AETFHETE
BE4TABEE
BE4FABGE
BE47AETE
aa4rAGSE
Ba4rAEIE
BE4TABAD

aE4FAECE
BE47AE0E
Ba4FAEES

™
—

L}

ag
aE
ag
ag
ag
ag

B4 7AEER| A0

aE
ag
ag

15] .
HUG Rl f a6 oG,

Bis

[0s)

BA12FFAB
BA12FFA4
BE12FFAS
BE12FFAC
Ba12FFE@
Ba12FFE4
BA12FFES
BE12FFEC
BE12FFCE
BE12FFC4
EBIEFFCB

EEEEl= ot

™

TrFLFOCE
BEEERRADE

]

BE0E0E00
@61 2FFOE
BEREEE0E
FFFFFFFF
7PPE074D

EOCRTo

HSCIT "4F= ¢

End of SEF
SE handler =

3

|Ana|_l,lsing putty

: 1264 hewrnistical procedures, 906 calls to known, 264 calls to guessed functions

The Central part of OllyDbg is the CPU window.

Disassembly view (4) presents a listing with the disassembled code.
5

BE454REF
AE454AFE
BE454AFE
BE454AFS
aE454AFF
AE4E4BE2
AE454BE 7
BE454BER
aE4E4E18

)
FF15 EAD2458@
2B4E 18

2960 48E147EE
SEB46 84

A2 4CEl47E8a
SBEE @2

2215 EBAE147EA
SEBYE aC

FUSH ESI

- OWORD PTRPDS [4&KERMEL32. Getllersion

U ECH, OWORD
DWIRD PTR
ER, DWORD
OWORD FTR
ED , DWORD
OWORD PTR
EZI,OWORD

HDU
Moy
Mau
Mau
Hau
Hay

TR DS:[ESI+1@]
05: [4FEL14E8],ECH
FTR D5:[ESI+41]
05:[47EL14C], ERX
PTR DS:[ESI+2]
05: [4FELEA], EDX
FTR D3:[CESI+C]

pllersionInformat ion

HULL

Getlers ionExA

kernel3z2.BaseThreadInit Thunk

putty.<Modu leEntrywPoint >

Registers view (5) presents the current state of CPU registers (for the currently selected thread).

October 2015

08



Registers [(FFUI

£

oO—wmraIDmo
G S e

EFL

Tragllel
BREEEEEE
Ba454A08
rFFDz888
BA1ZFFEC
BA12FF34
BABEEEEE
BABEEEEE

Ba454A08

LastErr
BEEEEZ 45

kernel32.BaseThreadInitThunk

putty.<Modu leEntryFoint >

putty. {Modu leEntruPoint

22bit BIFFFFFFFF)
32bit BIFFFFFFFF)
S2bit BIFFFFFFFF]
S2bit BLFFFFFFFF]

2Zbit FFFOFBEALFFF]

MULL

ERROR_SUCCESS [ BEBEAAEEA)
(M0,ME,E.BE, M5, PE, GE,LE]

Advanced artefact analysis
October 2015

Information panel (6) is used to present additional information about the instruction selected in disassembly view

(e.g. operation result, registers values).

EOI=ARABABEE
ERX=r7321162 (kernel32.BaseThreadInitThunk]

Memory dump (7) presents a dump of the chosen memory region.

Address | Hex dump

| ASCII

BE4FABEE| BE BB BE @E
BE47AA1E) CO 27 45 @8
AE47ABZE| BE BB B8 a8
AE47HAZE| B8 BB B8 a8
BE47AA4E) B2 A7 47 @88
BE4FABCE| B2 A2 47 B8
BE47ABEE) B8 00 B8 88
AE47AATE| B B8 B8 88

G| cppopnoooooooono
BEA @25, h2G5. h2G, 356,
15 ] - L
o ] I I T
[ | I T

Besides the hexadecimal, you can choose other data representation formats by right-clicking on the memory dump
panel and choosing required data representation from the context menu.

Address

f

HE4 PHERE| B8 B8
BE47AELA| CO 37
BE4FHEZA| B8 6@
HE4FHESA| B8 B8
BE47HELA| B2 HY
BE4FHESE| B2 A3
HE4FHECE| B8 6@
BE47HETA| B8 6@
HE4FHESA| B8 6@
HE4FHEDE| B8 6A
B4 FHERA| B8 6@
HE4FHEER| B8 6@
HE4FHECA| B8 6@
BE4FHEDE| B8 BA
HE4FHEER| B8 6@

4 [

B BE 9E A3 45 B8 BR BA BE A0 @4
45 AE GE 92 AS QAR QA 02 A5 GH @6

] Backup 3

i; Search f 3

i earch for

SS Go to b

i

aa | v Hex »

i

aa Text b
Short 3
Long »
Float 3

Disaszemble

Special

Appearance

Take some time to check other data representations. At the end, restore the default format: Hex->Hex/ASCIl (16
bytes).

Finally, stack panel (8) presents the stack state of the currently selected thread.
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rr331174| RETURH to kernel32.7r3gllvd
BE12FF 28 TFFOZa88
BE1ZFF34 | Freal2FFD4
BE12FF22 77FCBIFS| RETURH to ntdll.777CEIFE
BE12FFAC TFFD2a88
aa1z2FFRE 7rEL1FOCE
BB 12FFR4 BEEAaa88
BE1ZFFAZ BEEEEEEE
BE12FFAC FEFD2a88
BE12FFEBA BEEAAAEE
BE12FFB4 BEEAAAEE
BB 12FFES BEEAEEEE
BB 12FFELC BE1ZFFRE| ASCIT "S§F* fw™

e e ] e e i)

Besides the CPU window, OllyDbg offers few other windows used for different purposes. All windows can be
accessed with windows buttons on the toolbar or View menu.

1] £ [m|7|w 8] | /| x| B[R] 5]

File | View | Debug Plugins Options  Winc

Pauise Log Alt+L

Executable modules Alt+E
Memory Alt+M

Heap

Threads

Windows

Handles

CPU Alt+C
SEH chain

Patches Ctrl+P
Call stack Alt+K
Breakpoints Alt+B
Watches

References

Run trace

Source

Source files

File
Teut file

The more frequently used windows are: Executable modules, Memory map, Threads, Handles, Call stack,
Breakpoints.

The Executable modules window presents all executable modules loaded in the address space of the debugged
process. Usually, this would be a module of the executed binary and modules of loaded DLL libraries. You can
double-click on any of the modules to immediately jump to this module in the disassembly view. You can also
right-click on any of the modules to access context menu with additional operations.
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@ Executable modules = || =] ER

EBase Size Entry Mame File wersion Fath -

HE4A0EEE | BEAS4E8Ea0 | BA454A08 | putty Release H.65 C:~analyses~sample~putty. exe_

THESHAEE | BEAZZE0E | FAEESFCL | WIMMM 6.1.768@, 16385 | Ci~bindowss~sustem32~MIMNMM. AL L

71126888( BEAS16EE| 711592234 | WINSPOOL|&. 1. 7683, 16285 | C:~llindows sy stem32~WNIMNSPOOL. ORY

Td42IHEEA | BE19EBAD | 74203731 | COMCTLI2| 6. 168 (wind_rtm.l Ce~Windows~WinS5~u86_microsoft. windows. comrmon—co

TEA28888 [ BEA4A608 | PSAZFAS0 | KERHMELEA| &. 1.7688. 162585 | C:~lindows~swstem32~KERHMELEASE. dL L

TECEREEE | Baa7EQDE | FSCS1AEE | comdl932| 6. 1.76EE. 16385 | Ci~indows~system3Z~condlg32.dLL

TESCOREEE | BEASTEDE | FSCEAZ4A | SHLWARPI |&.1.768@. 16385 | Ci~lindows~swstem32~SHLWARPI. L1

TESO30EEA | BEAHCEAN| FS03R472 | mswort r.B.7eEE,. 16385 | C:~Windows~systendZ~msuwcrt.dlL

FEOERREE | BE1ECARA| FEEZE01S |ole32 6.1.768@, 16385 |Ci~bindowss~sustem32~ole32.dl1L

FEF48888 | BEA1FERE| FEF41 2558 | IMM32 5.1.7688, 16385 | Ci~blindowsssustem32~IMM32.d11L

TEFDEEEE | BEA0AEEE | PEFD136C | LPE 6.1.7688, 16335 | Ci~bindows~sustem32~LPE.dLL

TE1EBEEN| BEC4680| YE2E045A | SHELL3Z | 6. 1.76E0. 16285 | Ci~Windowssystem32~5HELLSZ2.d1 L

TEESEEEE | B8a4EDDE | FEEZECYD | GDISZ2 6. 1.7668. 162385 | Ci~Windows system32~G0I22.dL 1

TrEZEEEE | BEAS060E | FFAs4707 | USF18 1.B626,FEAB,. 1638 Ci~indows~swstem32~US5F1a. d1 1

77 16EEEE | BBACCEDE | FF16163E | MSCTF 6.1.768@, 16385 | C:~indows~sustem3Z2~MSCTF.dLL

Fra2E888 [ BEA04ERE | FFI21ACE | kernel32| 6. 1.7688. 16285 | C:~llindows swstem3d2~kernel32.d1L1L

7rdlEEEE | BEAC9EEE | PF42FFCY | USERS2 6.1.76808, 16385 | C:~lindows~systen32~USERZ2.dL1

Tr4Ea88a | Beanlena | PFE1AFDd | RPCRT4 6.1.7688, 16385 | C:~Windows~systen32~RPCRT4.dL 1

TrE9EEE0 | DBARBEE0| FFEE2009 | ADVARPIZZ| 6. 1.7Fe@E. 16385 | Cr~Windows™~system32~A0DVAPIZZ2. 1L

TrrraaaeE| aalacong ntdll &.1.76@8, 16385 | Ci~Windows~SYSTEM3Z~ntdll.dLL

Tro5EEEE | BEA19ERE | FFI34975 | sechost |6.1.768@. 16385 | C:~indows~5YSTEM3Z2~sechost.dL L

L F

For example, right-click on msvcrt and choose View names to be presented with a list of all names defined in the
msvcrt library (imports and exports).

[o][® )

@ MNames in msvert

Address | Section | Tupe Hane Conmrment -
FEO4D923| . tent Export 5110 _OUTPUT

TEOEEEL]| . tekt Export _abnormal_terminat ion

TEOYIESS| . tent Export abort

TEO9E12E| . tent Export _absid

FEO4AYED| . teut Export _ACCESS

FED4ASER| . tent Export _ACCESS_S

TEODE40s| . data Export _acmdln

TEOEOCOZ| . tent Export acos

TEO03ZEC| .data Export _adjust_fdiw

FEDS1TA4| . tent Export _adj_fdive_nléi

TEOE1VAC) . tekt Export _adj_fdive_m32

TEOE1ITOS| . tent Export _adj_fdive_m321i

7SDE17EE| ctent | Ewport | _adi_fdive_néd %

Memory map window presents the memory structure with all allocated memory regions in the address space of
the debugged process.

[M] Memory map E=E(EE ==
Hddress |Size Clwin =1 Section |Contains Tupe Hooess -
BES0EEEE | BREEZEEE Map BE@4186z2 R

BESERREE | BBEE 1 EEE Frivw BEEZ1848 RUE

BESFEEEE | AREE 1 EAEE Friyv 88821848 RUWE

BE4EAREEE | BEE0 1666 | putty FE header Imag 818810862 R

HE4E]1 86| BEEECEHEN | putty teut code Imag Bl1EA018GE2 i

HE450886 | BEE1 08680 putty .rdata imports Imag BlA01BGEZ R

BE4FHEEE | BEEEEEEE | put ty .data data Imag 81881862 R

DE4208E8E | BEE04800 | putty L IErC CESOULGES Imag BlE01862 F

BE49EEEE | 8816 1866 Map B8&8418682 R

BHESEEEE | BBEESEEE Frivw BEEZ1864 Rl

BHEIAEEE | BRELDERE Map BEa418682 R

B1398888 | AREG 186 Priyw 888210684 Rl

THESHEEE | BEEE 1666 | WIHMM FE header Imag BlEA018GE2 R a
THES 1886 | Baaz2 7 aaq | W IHMM Cteut code. imDorts.edoort s Imag B1EA0186Z R

4 I

For example sometimes it is useful to open an additional dump window with a dump of the given memory region.
To do this double-click on the memory region or select it and choose Dump option from the context menu.
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ARl ZEEER
BE1ZEEFEA
BE1ZEFER
BR1ZEF1A
BR1ZEF2A
BR1ZEF3A
BE1ZEP4E
BE1ZEFER
BE1ZEFER
BE1ZEFVE
BE1ZEFSA
BE1ZEF2E
BE1ZEFAEA
BE1ZEFER
BE1ZEFCA
BE12EFDE
BE1ZEFER
BE1ZEFFE
BE1ZESEE
BE1ZES1A

CC
CC
1A
Bs
aa
=15
7F
a[s]
Bz
Cd4
EC
=]
a5
o]
40
CAH
1]
[s]5]
[s]5]
[]5]

-

(=]l O |mes]

IFrd. b fwiE. . o+t

-~

-Fr..
L #BEA
+
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Another operation you might try is searching all memory regions for a particular string or byte pattern. Let’s say
you know that somewhere in the memory the string ‘wrong passphrase’ is present, but you don’t know the exact
address nor in which memory region is it located.

To solve this problem, right-click anywhere in the memory map and choose Search (Ctrl+B) from the context menu.
In the new window, type ‘wrong passphrase’ and click Ok.

Enter binary string to search for

(]

ASCI

|wrung pazsphrase

UNICODE |

HE: +10

7?2 61 7?3 65

[+ Entire block

| Case sensitive

< ]

]9

7?7 72 6F 6E 67 28 Y8 61 73 73 V8 68

Cancel |

If the string is found OllyDbg will open a new Dump window with the position set on the string.

e

BE4EFERL
BE4EFECT
BE4EFEOC
BE4E7FEEDC
BE4EFEFC
BE4677AC
BE4EF7IC
BE4EF7EC
BE4EF7IC
BE4EFF4C
BE4EFFEC
AE4EFFEC

IE Durmp - putty:.rdata 00450000..00479FFF

=)

Wrong passphrase
...«Passphrase f
or key "H.186="":

.2 535H kew pass
phrase..Mo passp
hrase required..
ceasTrwing publi
c o kew MHsTL L Trwi
na public kew au
thentication....
Failed to get re
ply from Pageant

rs

-

To keep searching for other occurrences of this string in this memory region click on Dump window (to make it

active) and keep pressing Ctrl+L.
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(D] Dump - putty:.rdata 00450000..00479FFF =R <=

HE4EERANE| 77 72 6F GE 67 2@ 7@ 61 73 73 78 63 72 61 72 65| wrong passohrase
BE4EEA1G( B0 @8 @@ BE 72 73 61 SF| 76 65 72 63 66 79 28 65| ....rsa_verify f
DE4EEAZE( 61 69 6C 65| 64 @B @A BE 66 69 6C &5 20 66 &F 72|ailed...file for
OE4EEAZE| 6D 61 74 28 65 72 72 EF 72 @0 OO 00 6E 6F 74 20 mat _error...not
DE4EEA4E| 61 GE 20 53 53 48 20 31 28 52 53 41 20 66 69 6C|an S3H-1 RSA fil
AR4EEASH| 65 @A @A BE 53 53 43 28 5@ 52 43 56 41 54 45 28| e...55H PRIVATE
DO4EEAGE| 4B 45 53 2@ 46 43 4C 45 20 46 4F 52 40 41 54 28 KEY FILE FORMAT
BE4EEATE| 31 2E 31 BA 0@ @@ 98 93 63 61 EE 27 74 20 &F 791.1..... can’t op
DR4EEAZE| 65 GE 28 66 69 GC 65 BE 72 62 G8 03 GE 6F 74 28 en file.rb..not
BA4EEATE( 61 2@ 5@ 7554 54 57 26/ 53 53 48 20 32 2@ 7@ 72|a PuTTY S5H-2 pr ~

e s me ma mal e mem A A me s s mm | e e = a

-

| |term nat faund

To continue searching for the string in other memory regions go back to Memory map window (make it active) and
keep pressing Ctrl+L.

Threads window shows all threads of the current process.

Threads El@

Ident Oata block|Last error Status i "
ARAEED 24 | BE4E4A0R | FFFDFEEE ERROF_SUCCESS (@6 Act ive

Handles window shows all windows opened by the process handles with an additional information regarding the
handle type, value and name. This window may be useful if for example you see that some API call is referring to a
certain handle and you don’t remember what this handle is.

" [f] Handles fo o e

Handle |Tupe Refs [Access | T |Info Hame "
BERARASC | Event Z. | BalFeaas

BEEARASS [ Event 2. | BalFeaas3

HEEAREEAC | File (dir) 2. | BE1Baan2a c~analyses~sanmple

HEEARE1IA| File (dirl 2. | BElBan2aE ce~llindows~winsHds~uE86_microsof
BEEAEEEY [ Key 2. | BaEaaaas HEEY _LOCAL_MACHIMESOF TWARE~HMi
BEEAEE]1 4 [ Key 2. | BEEzaals HEEY _LOCAL_MACHIME~SYSTEM-Cont
BEEAEE2E [ Key 2. | BaEF8asF HEEY _LOCAL_MACHIME

BEEAEAZE | Key 2. | Baaasaa 1 HEEY _LOCAL_MACHIME~SYSTEM~Cont
BEEEEELC| Mutant Z. | BalFaaal

BRAER8E82C| WindowStat ion 44, | BaEaFaz7F ~Zessions~1=Nindows~Windowsitat _
BEEADEZS | W indowStat ion 4H, | BEAFB3FF ~Sessionss1alindows - indowst at

Finally call stack window shows all function calls made up to the current instruction in the current thread.

[ =

E Call stack of main thread E@

Hddress | Stack Procedure «~ arguments Called from Frame -
BE1ZFEEE | BE4E74ES | kerne L22. HeapCreat e putty. 88457452 BE12FFEE8
BE1ZFESd | BREE0EE]1 Flags = HERP_HO_SERIALIEE
BE1ZFESS | BBEE 1 BEE InitialSize = 1808 [(4896.]
BE1ZFEEC | BEABHEEE MaximumSize = @

BE12FEVE| B8454E90 | put Tty . BE4E7451 putty.B8454B93

One of the useful OllyDbg features is highlighting elements that have changed.
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Open the Executable modules window. If there are any red coloured elements in the window, right-click it and
choose Actualize.

[ o

@ Executable modules E'@

Ease Mame |File wersion | Fath -
7 1130EEa WIHSPOOL | &.1.7éAA. 163858 [ Co~lindows~swstem32~WINSFOOL. DRL
F42988608 COMCTL2Z2| 6.18 (winF_rtm.l Ca=llindows~WinSs5~886 _microsoft.win
TEI30EEE MSASH1 E.1.7588,. 16385 [Ci~Windows~swstemI32~MSASHL. AL
TEASEE0R KERHEL==o s i 2rnsssaar | ol uia a0 2y 20 e L Sn v FRHELBASE. d L L

BEAL 1 8RR
BE1EBRA
BEEACERE
BEa4A8a

r1159334
74203731
ro9z2Iel
ToRZVAZ0

TEAREEER| BB 11 CAER| YSAAR15AE| CEYFTS Actualize LRYPTS2.dLL
FECEARER | BBATERAR | YECE1AEE| comdlg omdlg3z2.dlL L
FECOAREE | BBASTRAR | FECERZ24H| SHLWAR . t& HLWAPI.ALL
75030000 0AGACARD| PS03A4TE| meucry  View memory svert.dll <
r ) )

View code in CPU Enter P

Next, right-click anywhere in the window and choose Insert module from the context menu (this operation is
available only with Olly Advanced plugin).

View resource strings

Analyze all modules
Insert Module
Dump Module

Free Module

In the Open dialog, choose c:\Windows\System32\wininet.dll.

Now all the newly loaded modules should be marked with red font in the Executable modules window.

IE Executable modules EI@
Base i Hame |File version |Path -~
T rEZEEEE TrEc4707| USFP1E 1.AE26. FEBA, 1638 Cr~llindows~swstem32~USP1a. dL L

T r ACEEEE TrAC3FELl| OLEAUTEZ| 6. 1. FEEA, 16385 | Ci~llindows~systen32~0LEAUT3Z2.dL L
Trl50EEa Mormaliz|6.1l.7&E0. 16385 | Ci~lindows~swstem3Z~Hormaliz.dLl
TrlEEEEa rrl&l68E| MSCTF G.1.76688, 16385 | C:~llindows~sustem32~MSCTF.dLL

T r230E8a rr281vEEB|wininet | 2.08.75EA, 163585 Cell indows ~System32~wininet.dll

T 330888 rr381ECE | kerne l532| 6. 1. FEEA, 16385 | Cellindowssystem32~kerne l32.dL1
7rdlaEaa Frd2FFC9| USERSZ E.1.7588. 16385 |C:~Windows~swstem3d2~USER3Z2.d11
774E0008| Bo0A1060| 77E1AF04| RECRT4, | 6.1.7600. 16385 |C: Milindous systen32 RPCRT4 AL
L] I

2.2 Basic debugging and code navigation
Start by loading the putty.exe sample as described in the previous exercise.

The current state of the debugged process can be read in the upper left corner of the OllyDbg window.

5k

File Wiew Debug Plugins

|F'aused | Eﬂﬂ ﬂ_l

When the process is paused, the current position (the instruction pointer) is indicated by a black square in the
disassembly view and by the value of EIP register.
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BE454ACF

BE454ACO 0
5] - 5o FOF ECH
C3 RETH
A =13 =15 ] FUSH &8
- &% BEVA4 AR FUSH putty.B847r7AEG
5] EZ B221888A CALL puttuy.B8456BE4
BE454A0C EF 24888884 MOL EDT, 94
BE454AEL 2BCT MOL ERX, EDI

ESP BA12FFaC
EBP B@12FF324
ES] 88888860
EDI Aa88aaEA

EIF GE454A08 putty.<{ModuleEntruPoint

ES 88232 22bit BIFFFFFFFF]
CS B81B 22bit BIFFFFFFFF]
22bit BIFFFFFFFF]
DS 8823 32bit BIFFFFFFFF)
F3 BA3E 32bit FFFOFBEA[FFF]
G5 8888 HULL

—wWraomo
EE R

o

o

=

=

[

o

Whenever you get lost, double-click on the EIP register value to be instantaneously moved to the current position
in the code. Remember that if the program has multiple threads, the current position will likely be different for

each thread.

ED BE454A08 putty.<ModuleEntryPoint
EEX PFFDEBEA
ESF 8812FFaC |

EEP BE1ZFFS4 ) I
ERRg] e double click

EDI BBABEEEHE
EIF EB4E4HD§&§utty.<HnduleEntryPDlnt>

C B8 ES @@z 2bit BIFFFFFFFF]
P 1 CS 881 22bit BIFFFFFFFEF]
A @ 55 8822 22bit BIFFFFFFFF]

There are two modes of instruction stepping:

e Step into (F7) — executes current instruction and moves program execution to the next instruction. If the
current instruction is a function call then the debugger steps into the call and starts stepping over
instructions of the called function.

e Step over (F8) — behaves the same as Step into except if the current instruction is a function call, the
debugger doesn’t step into this call.

If you want to let the program run freely choose Run (F9). In the result, PuTTY will create its main window and
present it to the user. If you want to pause the program execution then press F12 (Debug->Pause) while staying in
OllyDbg. You can also restart the executable by pressing Ctrl+F2 (Debug->Restart).

Other useful debug operations are:

e Run to selection (F4) — causes OllyDbg to resume execution until the selected instruction
e Execute till return (Ctrl+F9) — executes the program until return from current function
e Execute till user code (Alt+F9) — executes program until user code

Debugging actions can be also accessed through the toolbar at the top of OllyDbg.
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File View Debug Plugins Options Window Help

Pauszed

If you want to quickly pre-view the execution flow of a program (find loops, check which jumps are taken, etc.) you
might decide to use the instruction trace or instruction animation functions.

View [DEhug Plugins Options Window Help

d Run Fa -3
Pause F12
Restart Ctrl+F2
Close Alt+F2
Step into F
Step over F8
Animate into Ctrl+F7
Animate over Ctrl+F8
Execute till return Ctrl+F2
Execute till user code Alt+F3

Open or clear run trace

Trace into Ctrl+F11
Trace over Ctrl+F12
Set condition Ctrl+T

Close run trace

Restart PUTTY sample (Debug->Reset) and then choose Debug -> Animate over (Ctrl+F8). Observe what happens in
the disassembly window.

Close PUTTY and reset the sample. Now choose Debug->Animate into. This time instead of stepping over, the
animation will step into each function call (including API calls). You can open the Call stack (Alt+K) window to
observe all called functions in the real time.

Address |Stack Frocedure ~ arguments Called from Frame .

BA12F07E| Frr09vs2| ntdl L. 77rD7EEY

BEIZFO74| B1228008| Argl = B1Z22ZEE08 ASCIT "0 R
BE12F07S| @1228138|  AroZ = B12260578

BA12FE3C| FER20932| 7 ntdll.Rt ICreateHeap KERMELER. FSRZD92C BE12FESS
BE1ZFE4E| BEAE1AG2|  Argl DEEE]A03

ntdl L. 77703740 BE12F0EC |:|

BE12FE44 | BEEEEEEE| ArofZ = DEEEDEDE
BE1Z2FE4S| BRE1AREE|  Aro2 = DEE10E0A
BEIZFE4C| BEAE1AGE|  Argd = DEOB1E0E
BE12FECH | BEEEEEEE| AroS - DEEE0EDE

BE12FESY | BREEE1 32 Rr-a6 BEBAD L3S

BE1ZFEER| BE4ET4ER| ¥ kernel22.Heaplreate Putty, BE4ET4ER BE1ZFEEC
BE12FECY | BEBEEED L Flagos = HEAP_MO_SERIALIZE
BE12FECS | BREE1E6E InitialSize = 1888 (4896.)
BE1ZFEEC | BEHEEHEEE MaximumSize = @

BE12FEYE| BE454B90| 7 putty. BE4ET4E1 putty. BE454B95 =

Animate into function usually takes some time until the program finishes execution. To stop it, use Pause (F12)
function.

Next restart the sample again and choose Debug->Set condition.
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Condition to pause run trace @

Pause run trace when any checked condition is met:

[ EIFisinrangs [ ... |ooooaoon
[~ EIP is outside the range 00000000 ... |o0ooooon
I Condition iz TRUE | j

[ Command is suspicious or possibly invalid

[ Command court is |EI. [actual |D. ] PReset

I Command is one of

In command. B8, A32, BA, BB and COMST match atw register or constant

0K | Cancel

Set the following two conditions.

v EIP is outside the range | 00400000 ... |no500000
[+ Caommand is one of call eax
call edi

Now open Run trace window (View->Run trace) and then choose Debug->Trace over.

BHE454B3H .  33Fe “wOR ESI,ESI

HE454B3C . E& FUSH ESI

HE4E4B20 . BE20 D2024508 MOY EDIL, DWORD PTR D5: [<%KERMEL3Z. GetModu
. FFD? CALL EDI

HE4E4B45 . BE13132 405H CHMP WORD PTR [O5: [LEAR], SH40

HE454E4H . 75 1F JME SHORT puttu.BE454B6E

ggagdBaC | | 284 30 MOV ECX,DUORD PTR DSt [EAX+3C]

This would also be indicated at the OllyDbg status bar in the bottom left corner.

| Conditional pauze: Command iz call edi

Now take a look at the Run trace window.

|£| Run trace E\@

Back Thiread Modu le Address | Cammand Modified registers ~
12, Main putty BE454B6A| MO DWORD PTR DS: [47E1E@], EDH

i1. Main pUtty Ga454B16| MOY EST,.OWORD PTR DS:[ESI+C] ESI=0@8a10EG

1@. Main putty B8454813| AHD ESI, FFEE

N Main putty BE454813| HOU DWORD PTR DS:[47E1441,ESI

2. Main putty BE454B1F| CHP ECK, 2

7. Main putty BE454822| JE SHORT putty.B88454E36

G Main putty BE454B56| SHL EAR, 2 EHx=B88805 65

S Main putty BE4548353| ADO EAK,EDX ERX=0a808561

4, Main putty GE454B25| MOV DWORD PTR DS: [47E1421,ERX

2. Main putty BE454B2R| ROR ESILESI ESI=08800666

2. Main putty BE454B3C| FUSH ESI ESP=0812FE"4

1. Main putty BE454820| MOU EOIL,OWORD PTR DS:[<&%KERMELZZ2.GetModu leHand l=Ax] | EDI=F7F382807

a. putty BE454843| CALCL EOI -
4 3
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If you would like run trace to be logged to a file you should right-click on Run trace window and choose the Log to
file option from the context menu (before executing Run trace function).

First restart the PUTTY sample:

¥ EH &A@ PUSH &8
HE454A02 | . 63 BAVA4TEE FUSH puttu.88477AER
EE4E4A07 | . B2 BSZ10068 CALL puttu.B8456EE4
BE4E4A0C | . BF S4BREEEE MOL EDT, 94
BE454AE1 . 8BCY MOU ER:, EDI
BE454AES | . EZ BSFAFFFF CALL putty.A8454508
HE454HES | . 3965 EB MOU DWORD PTR 55:CEEF-181, ESP
BE454AER | . 3BF4 MOL ESI,ESP
BE454AED | . 393E MOU DWORD PTR DS:CESIT,EDI
BE4E4AEF | . 56 PUSH ESI

Whenever you see some call or jump instruction you can follow it (without executing) by clicking on this
instruction and pressing <Enter>.

In this example follow a call to putty.004545A0.

BE45459E [ IMT2

BE45459F cC IMTZ

BE4545A8 i 30 B8186R6EE CHF ER=, 186G

BE4545H5 |1 .~ 73 BE JHE SHORT puttu.@84545E5
BE4545A7 |1 . FFDS HEG EHx

BE454509 11 . B3C4 ADD ER:, ESP

BE4E450E | . 23CE B4 ADDER:, <

BE4545AE |1 . 2568 TEST DWORD PTR D5:[CERXI,ERX

Another way of navigating through the code is using the Go to expression feature.

Click on disassembly view and press Ctrl+G.

1@ MOL ECH, DWORD PTR DS: [ESI+1G]
FpEmisEte

:Eé‘r Enter expression to follow @ errer]

SHE] putt
] | &

FF¥H | J
44E1

8z

:E’IE’IBE ] I Eancell

44E 1
@s e
AOD ERW, EON | pute

Type eip to be moved to the current location in the code (pointed by EIP register).

If the entered expression is invalid or the destination address doesn’t exist in the address space of the debugged
process you will see a proper error message.

Enter expression to follow @

3
k. | Eann::el|

Start clicking on registers values. If a register points to the existing address in the address space of the current
program, there should be the following options: Follow in Disassembler and Follow in Dump.

Mo memory on the specified address
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ERAX ¥ra2l162 kernesl 32 RaseThreadTritThunlk
ECH BEEEEEEY
ED¥ GE4E4A04 Increment Plus
= oo .
EBP B1oFFas Decrement Minus
ESI HE888E86HE
EDI GEEH0EEE Lero
EIF @8454A0E
Lo ES @a: S
Ro S5 age:  Modify Enter
£ 1 0f Baz: _ _
58 FS @ast Copy selection to clipboard Ctrl+C
T B G5 BEOG6E
H S LastErs Copy all registers to clipboard
EFL BEE8624e
STA ermpty 8. Follow in Disassembler
L e 8
EmMpty u 1
275 Embtn G Follow in Dump
5T4 empty .
EE gﬁg‘;g S: Yiew MMX registers
STY empty . . .
Wiew 3DMow! registers
FST @@@d Co
FCW 027F Py View debug registers
Appearance
B e ) e o e

Advanced artefact analysis
October 2015

If the register does not contain a valid address, these options won’t be available. Additionally if a register points to

the location on the stack (like in case of ESP register) there will be an option Follow in Stack.

You can do the same with values stored on stack.

P =

ZFFEC
B12FF 38 TFF

Tragii7d | RETIEN +a lovrne |22 FF20117d

BA1ZFFo4 | r@E)d Address

BE12FF22 TrrQ

BE12FFIC vFFC Show ASCI dump

aa12FFRE =)

DOIEEERY ||8982  Show UNICODE dump

BE1ZFFAC TFFO

AA1ZFFEE || BoeE Lock stack

BE12FFB4 HEAE
BE1Z2FFES BEAE

[ TrE Ll Tl o

™

Copy to clipboard
Modify
Edit
Push DWORD
Pop DWORD

Search for address

Search for binary string

Go to EBP
Go to expression
Follow in Disassembler

Follow in Dump

Appearance

Ctrl+C

Ctrl+E

Ctrl+B

Ctrl+G

Enter
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2.3 Breakpoints

To set a software breakpoint, double-click in the second column next to the instruction or select an instruction and

press F2.

AR5 4ACE

aE454A02
BE454A07
aa454A0C
AE454AE1
ARG E4HES

AE454AER
BE454AED
BE454AEF
BE454AFE

Now press F9 (run) and the program should stop execution on this instruction (before executing it).

BE8454ACF
Ba454A08
Ba454A0:2
BE454A07
BE454A0C
BE454AEL
AE454AES

BE454 HEE
BE454AED
BE454AEF
BE454AEY

L

i

Advanced artefact analysis

| RETH

cz
&A@
&2 BEFA47A

double click brEE

EZ 82216886
EBF 24888888

SBCY
ES ESFAFF|

E
FF15 Eop24500

(]

[=Ts =15 ]

&3 BAVR47EA
EZ B2Z21888E
EBF 2488888
2BCY

ES BSFAFFFF
S ES

E
FF15 EBD24500

CHACC putto . HEIS6EES

HMall EDT, 94

Mol ERH, EOT

CALL puttyw.@045450E

Mol OWoRD PTR S55:[CEBF-121,ESF

Mol ESI, ESP

HMay oworD PTR DS:CESI],EDI

FUSH ESI

CALL OWoRD PTR DO5:[<&KERMELIZ.Getllers ionExAk]

RETH

FUSH &@

FUSH putty.B@477AED

CALL putty.BE4EEEES

MO EDI, 54

MOU ER, EOT

EALL put ty . BE4S4EAR

MOU DWORD PTR S5: [EBP-181, ESF
MOW ESI, ESP

MOU DWORD PTR DS:[ESII, EDI
FUSH ESI

CALL _CWORD PTR_DS: [<&KERNEL3Z. GetUersionExA>]

To remove a breakpoint, repeat the same steps as when setting it.

You can view a list of all software breakpoints in the Breakpoints window.

Breakpoints

Address |Hndule |Hctiue

oG

|Dlsaisembly | -~

HE4E4HER | putty Alwaws

MOU DWORD PTR S5:CEEBP-121,ESP

You can also use this window to remove or temporarily disable chosen breakpoints.

Click on disassembly view and use Go to expression (Ctrl+G) to find the address of ShellExecuteA.

Enter expression to follow

=

|ShellE mecLted]

=l
(] | Cancel |

Then set breakpoint on the first instruction of ShellExecuteA (the one to which you were moved).

EEEN
FE903BAS
TEI03BAR
rEe202BA0
TEe303EE:S
FEI03EE4
Te202EBE?
TEe303EBER
Fe903BED

SEFF

o5

2BEC
23EC 48
A1

33CE
2945 FC
SE45 82
SE4D B&C
2BEE 18

MOV EDI,EDI
H _EEF
MOU EEF, ESP

SUB ESP, 4@
Moy EE&.DHEHD FTR D5: [FEES2FAC]

ERX, El
MOU OWORD PTR SS5:CEEP-41,ERX
MOU ER:, OWORD FTR SS5: LEEF+2]
MOU ECx, OWORD FTR SS5: [EEF+C]
MOU ED:, OWORD PTR SS:CEEP+181

If the PUTTY process was paused, resume execution (F9).

Next in the PuTTY window, click the About button and then the Visit Web Site button.

October 2015
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@ PuTTY Configuration @
Category:
2- S_ession Basic options for your PuTTY session |
D TE"" Foglging Specify the destination you want to connect to
- Terminal
. Keyboard Host Name: (or IP address) Port
- Bell 22
- Features Connection type:
=- Window ) Raw () Telnet ) Rlogin @ SSH () Serial
Appea!ance Load, save or delete a stored session
- Behaviour
. Translation Saved Sessions
- Selection
- Colours -
Default Settings
[=- Connection faad
- Proxy
- Rlogin
- S5H
- Serial Close window on eit:
() Mways  (7) Mever @ Only on clean exit
Com ) o
About PuTTY 23]

PuTTY
Releaze 0.65

= 1597-2015 Simon Tatham. All ights reserved.

l View Licence ] [ \aﬁsitWebSit&[ﬂ[ Close J

Now go back to OllyDbg.

IE‘ CPU - main thread, module SHELL32

TEI0IEAT 55

TEI0IEAS SEEC

SEFF

TEI0IEAA S3EC 48

Al
Teo09BEZ 2ack

HMOW EDI,EDI

FUSH EEF

Mow EBF, ESF

SUB ESF, 4@

MOW ER-, OWORD FPTR DS: [¥eBS9FAC]
HOR ER, EBF

| Breakpaint at SHELL3Z ShellE xecuted,

Take a look at the stack view to see arguments passed to ShellExecuteA.

BE44EC30
BE1ZF 108 EEE 7 EEC

BE12F 104 BE472FE4 || Dperati

aaizFine 8047 2FEC

BE1ZF10C BREEEEEA| | FParanet
BE12F1ER BREEEEAA| | DefDir
aa1zF1E4 BEEEEEAA| % IsShown
BE1ZF1ES BREEE111

CHLL to ShellErecuteH from putty.BE44EC87
hllnd = BEEFESIEC ([ "About PuTTY",class="#32778", parent=084707r0zZ)

on = "open®t

FileMame = "http:<www.chiark.aresnend. org.uk-"sgtathanputty-""

ers = MULL
= MULL
= A [18.]

Advanced artefact analysis
October 2015

Open the call stack window (View->Call stack, Clt+K) to check from where ShellExecuteA function was called.
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E Call stack of main thread EI@

Address | Stack Procedure «~ arguments Frame "
HE12ZF1CC| Ba44E@CE0) SHELLS2. Shel IExecuter lputty.BB44BE8?| HH1Z2F1EC
HE12F 100 | BEEFE9EC hllnd = BEEFAIEC ("About PUTTY' ,class="#32FrQ",
BE12F104| BE4727E4 Operation = "open™

BE1Z2F 102 | bE4727FEC FileHam= = "http:<www.ch iarck.areenend. org.uk
HE12F 10C| BEEEEH0HE Farameters = MHULL

HE1Z2F 1ER | BEBAE0EE DefDir = HULL

HE1Z2F 1E4 | BEBAEEEA I=Shown = A (18.1

BE1ZF1FE| F&1286EF | put ty. BE44ECEE USERZZ.751286EC | BE1ZFIEC

BE1ZF1F4 | BEEFE3aC  Hral = GEETEIEC
BE12F1F2| BEEAA111 ArozZ = BE@E8E111
BE1ZFIFC| BEEEE3EE| Arof = OBOEE3EE
BE1ZF26E| BEEFEI2E|  Hegd = BEETEIZG
Ba12F21C| Pel1BAF1| * USER3Z. Fal286CC USER3Z2.P611BREC |@A12FZ215
BE12F298( Fe11EB98E| * USER3Z.vYel1EA432 USERZZ.7E11B336 | BElz2F294
BE12F2EQ| FE1298F 9| USERZZ. Fal IBSEC USERZ2Z2.7e1396F4 | @R12F20C
BE12ZFZFC| FE1286EF | Includes USER3Z.Yel1396F2 USERZ2.7VE1286EC | BE1ZF2FS
BE1ZFI28( F612887ve| * USER3Z. Yel28GCC USERZZ2.7el1288v1 | BalzF3z24
BA12F32C| ¥6139807| Includes USER3Z2. FE128876 USER3Z2. 76132801 |A8a1z2F39C

Go to OllyDbg and restart the PuTTY sample.

HE4E4A05 IR FUSH c@

EE4E4A02 | . 62 BAVA47TEA FUSH puttu.B0477ABE

EA454A07 | . ES 832108604 CALL putty.BR455BE4

EE4S4A0C | . BF 94888808 Moy EDI, 24

BE454AE 1 . 8BCY HMOY ERH, EDI

AER4E4HES | . ES BSFAFFFF CALL puttu.BR454508

AR4E4RES | . 8965 EZ MOL OWORD FTR SS5:[CEEF-181,ESF

HA454AEE | . SBF4 Moy ESI,ESP

BA4540ED | . 893E MOy OWORD PTR DS:[ESIT,EDI

HE454HEF . E& FUSH ESI pllersionInformat ion = HULL
EE454AFE | . FFLIE EBD24568 CALL DWORD PTR DS: [<&KERMEL3Z.GetWersionkEbkGetlUersionExA

EA4540FE | . SB4E 18 Mal ECH,OWORD PTR D5:LCESI+1M1]

EE4E4AFD | . 9980 48E1470E MOL OWORD PTR DS:[47E14@1,ECH

HE4E4AFF | . SBd4E B4 Mol ERE, OWORD PTR DS5:CESI+41]

AR4E4EEAZ | . AS 4CE147@A HMOL OWORD PTR DS:[47FE14C1,ERR kernel32.BaseThreadlnitThunk

Next, step over until the instruction at 0x454AF9. As you can see some dword value is being written to the memory
at the address 0x47E140.

ECH=RaEaaa8a2
DS [8847EL140 1=A8888860

Right-click on this instruction and from the context menu choose Follow in Dump->Memory address.

BE4E4AFEA . FF15 EBDz4588 CALL DWORD PTR DS:[<&KERMEL2Z2.GetlersionfLlGetlersionExA
HE4E4RFE . SB4E 1@ MOU ECH, DWORD FPTR DS: [ESI+1A]
. 8980 4RE1478E HMOU DWORD PTRE DS: [47E1481,ECH
BE454AFF . SB45 B4 MO ERE,. DWORD PTR DS:[ESI+4] Backu
HE4E4EEE . HZ 4CEl47eag MY DWORD PTR DS: [47EL14C],ERAX P
BHE454BE7T . BSBE& BE MY ED, DWORD FTR OS: [ESI+E]
HE4E4EEH . 8915 SRE147EA MOU DWORD PTRE D5: [47E1SA], EDX Cﬂpy
HE4E4B 1A . BBEVE BC MOV ESI,DWORD FTR DOS:[ESI+C]
HE4E4B12 . B21lE& FF7Fa@a@ AMD ESI, 7FFFE Einary
HE4E4B19 . 8935 44E147E0 MOU DWORD PTR DS: [47E1441,ESI
Goto » | |
Follow in Dump 2 Selection
Memony address
Search for » E o
r L

Now Memory Dump view should be centred on the 0x47E140 address. Select the first 4 bytes (dword) and right-
click on them. From the context menu choose Breakpoint->Hardware, on access->Dword.
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Address |Hex dump ASCII A1oFPE
GG 7 E L0 | EIE), A A T (A A A (A (A (A (A AR AR A G EE | 12w aee e neneee.. “ [ eoizres
G064 7E 150 88 Back y BB LIl e
GEATELED| BE aceup o | GE15FEGE
GEAFELTE| B8 o FE1SFEG
BA47E1SE| B8 Cop}r 5 I T | 661 2FESE
AE4TE 190 | B8 o AR1ZFESe
AE4TE 1S | B8 Bi y BBl G 1oFEDE
FE47E 1E6 | B@ [DeETyy S | FE1oFED
AE4TE1CH| B8 o FE1FERE
GE47E1DE| B8 Label N = - | G 12FER:
GE4FELED | B8 @@1ZFERS
Qa47ELFE| B8 Breakpoint 3 Mermory, on access
BE4 FEZ66 | G6 P o= B 1oFERE
HE4FEZ 18| BE = SS%%EEEE
G4 FE == | BE Search for 3 Memory, on write G5 15FERS
coiteonles s

Find references Ctrl+R

GE47EZEH| BE Hardware, on access ] Byte EE
e Yiew executable file C:
SSE;E%ES SS Hardware, on write » Word EE
BE47EZ0| B8 Copy to executable file -
AE4FEZAG | B@ Py Hardware, on execution Dword EE
AE4FEZED | B o

BB47EZCA| 08 Goto R T

To view all currently set hardware breakpoints, choose Debug->Hardware breakpoints.

Hardware breakpoints @
# Baze Size  Stopan

1 [0047E140° [ 4 [Access [ Folowl | Deleted |
: [ | |
3 [ | |
« T | |

ok

After setting up a hardware breakpoint on 0x47E140, resume the program execution (F9).

| Hardware breakpoint 1 at putty. 0045743E - EIF paints to nest instuction

Scroll the disassembly view one line up to see the instruction accessing 0x47E140.

BE45 7436 . cz EETLH

HE45 7437 = gESSD‘iBEI‘i?BB H2(JCHMF OWORD FTR O5:C4FE1487, 2
o 7 AORT DT L. A0gSr S50

HE45 7448 . | 2230 4CE147EE @[ CMP OWORD PTR DS:C4FE14C]1.5

HE45 7447 | T2 A4 JB SHORT puttw.BE457440

HE457 449 . | 32Ca WOR ERR, ERE

bE45744B . | 4B IMC ERH

BE45 7440 . | G2 FETH

BE45 7440 ¥ #GH B3 FUSH =

* | an1 =EFFc

You can now remove the hardware breakpoint (it is not automatically removed after the sample reload).
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i= Debugging options ==

Commands | Dizasm | CFU | Registers | Stack | Analysis 1 ]_.-’-‘-.nal_l,lsis 2 | Analysiz 3 |
Security  Debug | Events | Exceptions | Trace | SF¥ | Stings | Addresses |

[v Set high priarity when tracing debugged process
[ “am about frequent conditional break s

¥ Srart update of reman map
v Corpress analpsis data

Search far references in:
* Executable code of coresponding module
" Memary black curmently selected in Dizaszembler

| Use hardware breakpaints to step or race code

[ Hide nor-existing source fles

ﬂ ] 4 I IIndo | I:an-:ell

You can set memory breakpoints in a similar manner as hardware breakpoints by selecting some data in Memory
Dump view and then choosing Breakpoint->Memory.

Label o] 2
Breakpoint » Mernory, on access
Search for k I"x’ Mernory, on write
Follow DWORD in Disassembler

Hardware, on access r
Follow DWORD in Durnp Hardware, on write "
Find references Ctrl+R i

Hardware, on execution
View executable file [ - [

The second way of creating a memory breakpoint is using Memory map window.

Restart the PUTTY sample and open Memory map window. Then find PuTTY’s .resource section, right-click it and
from the context menu, choose Set memory breakpoint on access. Now if some code tries to access any data in
.resource section, the breakpoint would hit.
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[M] Memory map E=N Ecl ==
Hddress |Size Owner Section |Contains |T9pe IHGDEES I "
BEZEAEAR | AAREZABE Map B@Ea41862 R
BEAZ7EBAR | AARBCABE FPriv BEEZ 108684 Rl
BE4BEEAH | BARNE 1 E60E | putty FE header Imag B10818GE2 R
BE48 1 868E | BARSCEBE | putty stent code Imag B10B18GE2 R
BE4E0808 | BAR 10608 | putty .rdata imports Imag 81081662 R
BE47ABEA | ARRBSHEE | putty .data data Imag Bl8R18A2 R
ggiggggg Sggggggg putty W DETC rESOUICES e e,, —
BESSERRE | HERESHRER Actualize
BRGEEBAR | BARBSEBE .
4 Dump in CPU
Dump
WView all resources
View resource strings
Search Ctrl+B
Set break-on-access F2

Set memory breakpoint on access L}

Set memory breakpoint on write

Next, resume the program (F9). The breakpoint should hit someplace in the system code.

BFEFS1 AC
FrEICass 2041 18
FrEICASE 2945 A8
FrEICass F7E& BEREFFFF
FYESC9EF |~ 75 a0
rroIcael BFEVDZ
Tro3ced s0e408
==y 3345 HAE
FrEICER BFEFE1 BE

MOUEY EDX,WORD PTRE DOS:CECH+C]
LERA ERH,.OWORD PTR OS:[ECK+18]1
MOU DWORD FTR S5: [EEF-ES@1, EAX
TEST DOWORD PTR DS:CESI], FFFFEGEEA

JHE SHORT ntdll.7PE3C9GE

MOUER ED, DX
LERA ERH,OWORD FTR OS: CEAX+EDM#S]
MOU_ OWORDT FTR 55: [EEF-G5@1, EAX
MOUEX EDx,WORD FTE DS:LCECH+E]

October 2015

If you check Call stack window you will see that the breakpoint was hit after a call to CreateDialogParamA from
which FindResourceExA was called.

E Call stack of main thread

(o & |weS)

Address | Stack Procedure «~ arguments Called from Frame "
BA12FOIC| FYEE1066| 7 ntdl . FFE3CEEE ntdll.77EEIDE]L AA1ZFO1S
BE12F03C| PE970519| 7 ntdll.LdrFindResource_U kernel32.75970513 BE12F022
Ba12F094| PE133E92| 7 kernel32.FindResourceExA USER32. F&133ESC | BE12FD98

881 2F09S | BE4R6EEE6 hModuy le = BB4BEEEE (putty)

BE1ZFOC| BE00EEES FesourceTupe = RT_DIALOG

BE1ZFOAE | BEEREESE ResourceMame = &F

BE12FOA4 | BBERADERE Languagsld = @ [LAMG_MEUTRAL)

BA12FOB4 | 88441540 7 USER22. CreateDialogParamA putty. 88441547 BA12FOES
BE12FOBE | BE4REEEE hinzt = HE4B8EEEE

BE12F0BC| BEERBESE pTemplate = 6F
BE12FOCE| BEEABEEE hOwner = MHULL
Ba1zF0CY | Ba440E28 pOlaFroc = putty.88440E28
BA12FOCE| BERRBEEE IParam = @

B312F00E| 884432864 | ¥ putty . BA441535
BA12FEEd| BR4E4CER| ¥ putty. BA44SEZ0

putty . BE44855F
pUtty . BE4E4CEE

To remove a memory breakpoint, go to the Memory map window, right-click on the memory region on which the
memory breakpoint was set and select Remove memory breakpoint.

Set memory breakpoint on access
Set memory breakpoint on write
Remove memory breakpoint I},
Set access

Dump process (OllyDumpEs)
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2.4 Execution flow manipulation
First, restart the PUTTY sample and step over until the first jump instruction.

BE454B19 | .
BE4E4E1F | .

BE4S4EZS
BE4S4EEA | .
BE454ESE | >
BE4EAESZ | .
BE4T1BIS

o

2935 44E147E0 MOL DWORD PTR DS:[47VEL144]1,ESI

23F9 G2 CHP_ECK, 2

74 BC JE SHORT putty.BB454E36

SICE DOSOEEEE | OR ESI, 5660

8935 44E14760 MOV DWORD PTR DS:[47E1441,ESI
ClEG B SHL EAX, =

B3C2 ACD EAX, EOX

AZ_48E1470E MOU DWORD PTR DS:[47E1421, EAX

You can force this jump not to be taken by changing then appropriate flag in the FLAGS register.

IP Ga4t4pz2

EIP
Ca
P1
R &
21 DS BEz3
=]
TG
0a
oe

putty . BE454R22

2Zbit BIFFFFFFFF]
22bit BIFFFFFFFF]
22bit BIFFFFFFFF]
22bit BLFFFFFFFF]
2Pbit FFFOFEEA04E868]
HULL

ERROR_INSUFFICIEMT_EUFFER (@@@8887H)

JE (jump on equality) is taken whenever the zero flag (Z) is set. To change the zero flag, double-click on the value

next to it.

IF Ba454B22

B GES BaEE
5]

E
c
Fi
H
C @, 05 oEzg
5
T
u]
08 LastErr

pUt LY. BA454E22

22bit BIFFFFFFFF]
Z2bit BIFFFFFFFF)
32bit BIFFFFFFFF]
32bit BIFFFFFFFF]
22bit FFFOFGEEEL[4886)
MULL

ERROF_INSUFFICIENT_BUFFER (GQEEEEEFA)

Now the jump won’t be made (grey arrow)

BE454B19
AE4E4B1F

BE4E4B24 | .
BE454E2R | .
aa4=4E38 |
BEa454E33
BE4E4E3E

o

2935 44E14700R MO DWORD PTR DS:[4FE1441,.ESI

23F3 A2 CMP _ECk, =

74 @c JE SHORT putty.B8454B36

21CE Ba28REER OR ESI, SEER

2935 44E14700 MOU DWORD PTR DS:[47EL1441,ESI
ClEG a3 SHL ER=. 2

A3C2 ADO ER=, EDF

Az 42E147EE MOU DWORD PTR DS:C47EL1481,ERAX

You can also change a jump to never be made by overwriting the jump instruction with NOP instructions. To do
this, just right-click on the jump instruction and choose Binary->Fill with NOPs.

o
EHE E Backup 2
AOO E Co g
e -
EHEHE Binary k Edit Ctrl+E
CALL Aszzemble Space Fill with 00's
CHF
JHE 2 ; ill wi
T B Label Fill with MOPs Ib
EHE E Comment ; i
JHZ = _ Binary copy
MOLIZ Breakpoint » .
CHP_E Binary paste

Hit trace r
BE4E4B13 8935 44E14700 MOU DWORD PTR DS:[47FE1441,ESI
HE4E4B1F 23F9 B2 CHP ECH, =2

L] MOF

BE4E4EZD L HOP
pE4c4Bz4 | . S1CE BBSB0000 OR ESI,cEEn
BE454E2A | o 8935 44E14700 MOL OWORD PTR DS:C47E1441,E5I
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In a similar way as modifying the FLAGS register you can also modify other registers. To do this, right-click on the
register value and choose Modify.

Registers [(FFUI <, i %

ECY DooPE

B0 Ramme Increment Plus
EBX YFFD3 .
ESP @@12F Decrement Minus

ESI GE6a] Zero

EIFP B@45: Settol

Cs ¢ Modify Enter

Ca

P 1

A @

% E FS © Copy selection to'clipboard Ctrl+C
8 S Copy all registers to clipboard

Modify EAX
Heradecimal

Signed

Insigned
Char |00 [w00  [w00  [hw06

k. | Cancel |

Values on the stack can be modified as well.

5 HEEEEEDS
BE1ZFEFC [s]s]e]uTsTsTaT =S %

miome | e T '
AE1ZFESS | BEEBEEEZ Show ASCI dump

S | e

OO1ZFES4 | @E09888E Show UNICODE dump

BE1ZFEZS BREEEEEE
BE1ZFE3C BREEEEEE Lock stack
BE 1 2FERE BRBREEEE
BE12FER4 BEEREEEE

281 2FERS HEEEEEEE : Iy
e | o I e
GE1ZFEE4 | DEREEEGE Medify

BE12FEES BEEREEEE

AR1ZFEEC | SRGREREE Edit Ctrl+E
EA1ZFECE | DEEREREE
BR1Z2FECS BEBERERA Push DWORD

BE1ZFECS | BR@REREE
This time however there are two options: Modify and Edit.

Modify stack at 0012FET8  [widm|

Hexadecimal

Signed

IIhzighed
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Edit stack at 0012FE78 =
ASCI

LNICODE |

HE<+00 |94 AG B0 B@

[ Keep size

F, Cancel

Besides modifying registers and data in the memory, it is also possible to change instructions that are executed. To
achieve this just select the instruction you want to modify and press <space>.

OF EST,C000

SHL| Assemble at 00454824 (3]

£OR |OR ES1,8000 =]

ﬁﬁﬁ W Fill with NOF's .ﬁ.ssemblel Cancel |

2.5 Plugins

After downloading a plugin, unpack it and copy the plugin’s .dll library to the OlyDbg’s plugin directory (e.g.
c:\tools\Portable version\Olly_110\Plugins). The exact location of the plugins directory can be checked in the
Options->Appearance->Directories menu.

g Appearance @

General | Defaultz | Diglogs  Directories |Fu:-nts | Colours | Code highlighting |

DD path:
|I:: WroolshPaortable versionsOlly_1104000 Browse

[ Backup old .udd files

Plugin path:
|I::"-.t|:u:||s"'.F'|:urtaI:ule werziontQly_1104Flugins Browse

] | Undo | Eancell
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After plugin installation, restart OllyDbg. If the plugin is working, it should be available through the plugins menu.

Options  Window

1 aadpdolly 2
2 Olly Advanced 2
3 AnalyzeThis r
4 Asm2Clipboard 2
5 Bookmarks ]
& Labelmaster r
7 ODbgScript 3
& OllyDurnpEx J

Note that plugins created for OllyDbg v1.10 are not compatible with OllyDbg 2.xx and vice versa.

There are many useful plugins for OllyDbg and it is mostly up to your preference which to use. Among the plugins
used in this training are.

e aadpd4olly - tries to hide OllyDbg from most of the popular anti-debugger techniques.

e Olly Advanced — fixes some bugs in OllyDbg v1.10 and introduces new functions enhancing OllyDbg
capabilities. It also implements various anti-anti-debugging techniques.

e ODbgScript — introduces scripting assembly-like language allowing to automate certain tasks.

e OllyDumpEx — memory and PE dumping plugin. It allows to dump PE image from the memory to the
file. Frequently used for dumping unpacked binaries.

e Bookmarks — allows to insert bookmarks in the code to help quickly navigate to them later.

2.6 Shortcuts
Shortcuts are essential parts of OllyDbg. Thanks to the shortcuts you can perform many operations much faster,
saving valuable time. This section lists the most commonly used shortcuts in OllyDbg.

Debugging:

OPERATION SHORTCUT

Run F9
Pause F12
Restart debugged app Ctrl+F2
Close debugged app Alt+F2
Step into F7
Step over F8
Execute till return Ctrl+F9
Execute till user code Alt+F9
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Pass exception to the program Shift+F7/F8/F9
Animate into Ctrl+F7
Animate over Ctrl+F8
Trace into Ctrl+F11
Trace over Ctrl+F12

Windows and views:

OPERATION

SHORTCUT

CPU window Alt+C
Memory map Alt+M
Executable modules Alt+E
Call stack Alt+K
Breakpoints Alt+B

Other operations:

OPERATION

SHORTCUT

Follow jump/call Enter
Assembly instruction Space
Edit memory Ctrl+E
Add comment ; (semicolon)
Add label : (colon)

Insert bookmark X

Alt+Shift+0..9

Go to bookmark X

Alt+0..9

Advanced artefact analysis
October 2015
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3. Unpacking artifacts

3.1 Unpacking UPX packed sample

PEiD® is used to identify if the sample was packed and what packer was used.

In this case, PEiID reveals that putty_upx.exe sample was packed with UPX as seen in the following screenshot.

[ PEID v0.95 = B || S|
File: | C:\Users\ENISA\Desktop'putty_upx.exe frnnd
Entrypoint: | 0008CD50 EP Section: |UPX1
File Offset: | 00040150 First Bytes: |60,BE,00,D0
Linker Info: [7.10 Subsystem: [Win32 GUI

|UPK == www.upx. sourceforge.net *

| Multi Scan I |'_I'ask'l.ﬁewer| | Options I | About || Exit I

v Stay on top

To confirm the output of PEID and to identify packing more specifically, CFF Explorer® is used.

° PeiD http://www.aldeid.com/wiki/PEiD (last accessed 11.09.2015)
® CFF Explorer suite http://www.ntcore.com/exsuite.php (last accessed 11.09.2015)
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we' CFF Explorer VII - [putty_upx.exe]
File Settings 7

5§

= Eﬁle: putty_upx_exe

=l Dos Header

=l Nt Headers

= File Header

=l Optional Header

= Data Directories f]
— (= Section Headers [x]
— |2 Import Directory

— |2 Resource Directory

— '{!;,Mdm Converter
— %, Dependency Walker
— %, Hex Editor

— %, Identifier

— 4, Import Adder

— %, Quick Disassembler
— 4, Rebuilder

— '-},Hmut:e Editor
L— 4, UPX Utility

[E=8(E=E <=
putty_upx_exe b4
Mame Virtual Size Virtual Address | Raw Size Raw Address Reloc Address
Byte[8] Dword Dword Dword Dword Dword
UPX0 0004000 00001000 00000000 00000400 00000000
upx1 00040000 00040000 00040000 00000400 00000000
JISFC 00002000 00080000 00002000 00040400 00000000
Il 1 3
i3 @ @ p =

Now, when you know that the sample was packed with UPX let’'s move forward towards the manual unpacking. To
do this, the sample is opened in OllyDbg. OllyDbg should report that the sample looks like compressed or packed
code and ask whether to continue with automatic analysis of this code. Answer “No”.

Compressed code?

simply wrong. Do you want to continue analysis?

Yes

23

‘-.I Quick statistical test of module 'putty_up' reports that its code section
' is either compressed, encrypted, or contains large amount of
embedded data. Results of code analysis can be very unreliable or

Mo

Execution of the executable should be paused at the entry point of putty_upx.exe (0x48CD50) which is located in

the UPX1 section.
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AE42CO5H

[=15]
BE BE0E44EHR

BE42C051

BE42CO5E 20BE B848FEFF
BE42COSC &y

BE43C0S0 |~ EBE BB
BE42CO5F o[

BE42C0eR SHEG
BE42C0e:2 45

BE42C0e2 2867
BE42C0E5 47

BE42COEE ai0e
BE43C055 |~ 75 @7
BE42C0EH 2BE1E
BE42C0sC 22EE FC
BEa42COEF 110E
ga42corl |~ 72 ED
BEa42COes B2 B1888888
Ba42Ccoes B10E

FPUSHRD

FUSH EDI

EBx, EBX
SUB ESI, -4
EEx, EB=

MOL ERX, 1
AOD EEX, EEX

MOU ESI, puttu_up. 884408HE
LEA EOI,DOWORD PTR DS:[ESI+FFFE488E]

SHORT puttu_up.B88423C05A
EEEBVTE PTR DS5:[ESI]
BYTE PTR DS:[EDII,AL
EDI

SHORT puttu_up.8843C071
EB¥, DWORD PTR DS:LESI]

JE SHORT puttu_up.B8842C0ER

Advanced artefact analysis
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In order to reach the beginning of an unpacking routine, step over the function (Shortcut key F8) five times until
the MOV EBX,DWORD PTR DS:[ESI] instruction (at the address 0x48CD6A).

@ CPU - main thread, module putty_up

=]

HE48C05E ]

AE458C051 BE BADa4468
BE42C056 20BE 8848FBFF
HE4EC0SC =T

@E4sC050 |~ EB BB
aa42C0OSF Q8

BE4EC0EE SHEG
BE48C062 45

AB4aC063 S8av
BiE43C08E 47

HE4EC0EE H10E
AA4EC068 |~ 75 A7
HE42C0ER 2E1E
HEGECOEC S3EE FC
BE48C0EF 10E
@aa42covLl |~ 72 ED
BiE43C073 EZ Glaoaa8a
BE48C07E H10E
AB48C07A |~ 75 A7
BE42C07C 2E1E
PO4SCOTE | 83EE FC

PLUSHAD
MOW EST, putty_up. BA4406E8

LEA EDI,DWORD PTR OS: CESI+FFFE4EEE]

FUSH EDI
SHORT putty_up.88423C0cA

EgiBVTE FTR DS: [ESI]
BYTE PTR D5:[EDI1,AL
EDI

EEx, EBX

SHORT putty_up. BA43CO7F1
EBE:, OWORD PTR DS:[ESI]

SUE ESI.—4

EB:, EBX

JEB SHORT putty_up.88423C0E6

MO ERE, 1

EEX, EBX

SHORT putty_up. BA43C083
EB=, OWORD PTR D2: [ESI]

ESI.-4

» |Reaisters (FFU)

< 2

ECx BE@a

EEX FFFODGAG
ESF BE12FFes

PUETY_Up.
EOI BA4A18688 putty_up, A6401 068
EIF B843C0O6A putty_up. B843C06H

C @ ES BB22 22bit BIFFFFFFFF)
1 C5 Bale 22bit A(FFFFFFFF)
B 55 B@z223 3Zbit @IFFFFFFFF)
1 D5 @822 22bit BIFFFFFFFF)
B FS BE3E 3Zbit FFFOFE@EIFFF)
S GS Baga MULL
o]
L

P
H
Z
E
7
u]
il
E

Fi

ER ??38%%8% kernel32.BaseThreadIn it Thunk
EDX A843C05A putty_up.<Modu leEntryPoint >

LastErr ERROR_IMSUFFICIEMT_BUFFER (BOEOE6FA
papaE24s (MO, ME, E, BE,MS, PE, GE,LE)

Take a look at ESI (source) and EDI (destination) registries. ESI points to the beginning of the UPX1 section while
EDI points to the beginning of UPXO0 (refer to previously checked Virtual Addresses in CFF Explorer).

To see packed code follow in the hex dump (Ctrl+G) ESI register.

Address [Hen dump

ASCII

BE440888
aE440818
aEa440828
BE440828
BE440848
BE440858
BE440858
BE44087E
aE440828
BE 440838
BE4408A8
aa4408E8
BE4408cH
aE440808
aE4408E8
BE4408FE
BE440188
aE440118
BE4401 28
BE440128
aE440148
BE440158
BE440168
28440178
aE440138

AAEAANT QA

rno UL ifEd. BRis
05 kEFs, Tihmzx
TH. &Y et r="a.u
SElk WYich3x Ste
SH5#E5=, " 3%, " HLF
Imqitta=t @ Ure
Lz Hl—eFu - 55
gb3L94+en wmn lzl
dE-pBiAE 130, sl
Lt WES AR pd
TERGOE—. &= 5n l%_
TEHEHLTAGHES g% [+
ECHETEDF® SEL+LT
EiaEUFE LS EFbEdy
=M SEEURTETL. Tel
MR . F TEGw FEPR
=w=+.QT&_wFPEez2a
HLEETAE . dHH 2™
LiiE+. @B FS= [aiEde
|z« Heh@HFy = THLY
HE™e UTw3ekSWTY
[- [ [N b |
U HERINTE R S
Ul mEy « <83 THr
wF™m  XOJE jEHH&

A~ kg sod M AL S B2m

Then follow in the hex dump EDI register to see a clean memory where unpacked code will be stored.
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Address

Hern dump

BE461EEE
aE4a1a1a
BE4a16828
BE4616828
BE4a1648
aE481as8
BE4E 1868
BE4E187E
A48 1838
BE4E 1838
BE4E 18R
BE4618EE
BE4E1ECH
aE4a1a08
BE4E18E8
aE4a1aFa
aE4a1 168
aa4ailla
aE4E1 128
aE4E1 138
BE4E1 148
BE4E1 158
BE4E1 168
BE4E117E
BE4E1 1268

ARAGe 1 O

Then press and hold for a few seconds the Step Over key (F8).

Now scroll down

over

Address |Hex dump ASCII

Aa4aiaeaa( 56 éA aC &A| 81 ES 34 88| AE ER 2B FA| SE 44 24 16| Uj. i8F4.%a(=105k
BR4E1818( 59 46 B4 SE|(44 24 14 89|46 823 ALl 63 14 43 A0 55| EF+DSNEFRLIRTH. &
BR4E1828(CE 59 59 P4(12 23 30 68| 14 48 @@ 88| 7S 89 FF 35| Y“Y“Wi$yr="TH..u. §
pEd4Elazalec 14 48 @8(FF D@ 59 ALl &4 14 42 6@ 95 C8 74 84| 1TH. LY idIH. &5
OEdElad4a( 89 20 EB @6( 22 25 6@ 14| 48 @8 29 35 64 14 42 00| 05 4meas™TH. E5JTH
BE4E1AEE( B8 B0 OE B8 B8 BE D6 BE B8 B8 D8 BE B8 B8 B0 B ... . ceeaea s
FE4E1AEE| BB B0 DR B8 B8 BE D6 BE B8 B8 D8 BE B8 B8 B8 BE| ... ... ceeeeanans
FE4ELATE( BB B0 OE B8 B8 BE D6 BE B8 B8 B8 BE B8 B8 B8 BE| ... ... e eeanan-
AA4ELASE( AE B0 Q6 B8 08 BE D6 BE @8 B0 D0 GE B8 B8 B0 B ... ... ceeeeenans
BE4E1A93[ B BE B8 B8 98 BE BE B8 @8 B BR BE B8 B8 B0 BE] .. ... ... e e

October 2015

numerous jump instructions until you see three CALL instructions (at the addresses

Ox48CE8A, 0x48CEA8, 0x48CEB9). Set breakpoints at those instructions to inspect what functions are called there.
Resume execution (F9).

AR43CESE =]

ARG ECES T S3CT a3
FF2& FEO0BSEE

BE42CESE 9L

BE42CcE 1 2RETF

BE4SCEDS 47

AE43CE?4 BsCca

AE43CES |~ 74 DC

AE42CED2 29F3

BE42CESH |~ 79 87

BE42CEC BFEFET

BE42CEF 47

AE43CERE =]

Aa43CEAL 47

AE42CERZ B3 SF48F2HE

AE42CER S =1

EEEEEEREN $FF3s TCODBS04

a842CERE gace

BE43CEEA |-~ 74 AF

BE4ECEES 2963

AE42CEES 232C32 a4

AE42CEES |~ EB D3

a842CEEF
AE43CECS

FF2& 2CODBSAG
SERE S80DBs00
SDEBE B8FBFFFF

FUSH ERX
ADD EOI, S

CALL DWORD FTR DS:[ESI+S0075]

“CHG ERX,EBP

HMou AL,BYTE PTR DS:[EDI]

INC EDI
OF AL, AL

JE SHORT putty_up.8843CEY4

Mou ECK,EDI

JHS SHORT putty_up. @842CEQS
MOUZE ERH, WORD PTR DS:CEDI]

IMC EDI
FUSH _ERX
IMC EDI

pUttu_up. BE43EDES
kernel32. Loadl ibraryA

putty_up. BE43AEEE
putty_up. BE423AEEE

putty_up. BE42HEEE
putty_up. BE43EDES
putty_up. BE43HEEE

MOU ECK, AEF242E7

FUSH EBP

CALL DWOROD PTR DS: [ESI+2007C]
OF ERX,ERR

JE SHORT putty_up. B843CEERD

Mou DWORD PTR D5: [EEX]1, ERA

ADD EBX, 4

JHMP SHORT putty_up. B842CED1
CALL DWOROD PTR DS: [ESI+2002C]
MOY EEBF,DWORD FPTR DS:[ESI+SDDEA]
LER EDI,OWORD PTR D5:[CESI-1888]1

kernel32. GetProcAddress
putty_up. BE43EDE4

putty_up. BE43EDE

kernel32.Ex itProcess
kernel3Z2.VirtualProtect

Put breakpoint at 0x48CEBF (outside IAT reconstruction loop) and press F9 a few times (5-10).

mm TEOIEO0E Ferne 1o . rohl nons |
AE1-FFES | @B48ARRS| ASCI] "SetFnuironmentlarisbled’
EHIZFFEl | BEEEEEEE
BO1ZFFFE | PEGAREEEE
BE1ZFF74 | BE1ZFFo4
[T R ] = syl ] AaGd ceor
TERLEB0E] kerne LO2. r oAl BE6E
GAlZFFoE | BE450B4C) ASCIT "SetEndOfFile”
BEIZFF7E | HONROHEE
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AE42CERAT EE FUSH EEBF

AE43CERS FF9& FCODB2EA CALL DWORO PTR DOS:[ESI+2007FC] kernel32.GetProcAddress

BE42CERE A9CH OF ERX, EAX

HE42CERBH |~ 74 @7 JE SHORT puttw_up.dd42CERS # edit if unresolwed
2963 MOL OWORD PTR OS:CEBX].ERX

HH42CEES 2303 @4 AOD EBX, 4

HEe43CEEY |~ EB D2 JMP SHORT putty_up.H842CES1 # resoluve next function

BE4SCEED FF3& SCODBSEa CALL DWORD PTR OS:[ESI+S00SC] kernel32.Ex itProcess

BE4SCEEF SEBAE S@00DBSEA MOl EEF.OWORD PTR D5:LCESI+S002A1] kernel3Z2.WirtualProtect

BE4SCECES S0EE B@FaFFFF LER EDI,DWORD PTR DS:[ESI-18831

Now remove all the breakpoints except the breakpoint outside the IAT reconstruction loop (0x48CEBF) and resume
execution (F9) to let the IAT reconstruction finish.

Address |Hex dump HSCII

HE4S1FES| BB 0N B8 B8 B0 OH B8 B0 B0 00 B8 BE B0 B0 B8 B8 ..., ... eeannns
BE4E1FFE|( B8 OO B8 B8 66 00 B8 AR G0 00 B8 86 60 60 B8 B .. c s s s ama e
AE4E2868( D4 BE 92| 7E| 25 BC 98 |FE|ED D2 97| 75| 84 ES 97 |P5| B Gus Gudrliussiu
AE4E2E18[ 33 BE 9| FE|61 BA 92 |FE|8C BS 92| 7| 2F BS 98 |FS| Al Guall Gu . GuT b
BE4EZEzZE( 87 FC 97| FE| 10 BE 92 |FS|0C BY 92| 75| C1 D2 97 |FS| « "Uut] Gumn GuLtLiu
AR4E2E3E[ 96 1B 98| FE| 99 84 PR |FS|BR D2 97| FE| 4E 19 98 |F5|a+GuibelullwiuH+bu
ARdEZE4E( F1 LB 98| 75|00 B0 @8 |8a| 37 F4 EL1| 73|59 F5 E1 |F3|a+du....FrEsYJEs
AR4EZEEE| 19 46 DE|FS|0F F9 EL1 |F3|08 60 @E| 88| 83 &8 Bl |FS|+Frs™-F=. ... #hiEu
AE4EZEEE|( CA FC BL|FE|5A 9@ Bl |FE| 1A 40 Bd4| 7Sl 2C & Bl |7S|= EusEu+rHu, jEu
FR4E2E7E| BE BE B2|7E|22 65 Bl |FE|B4 &2 B1|7E| 72 B2 B2 |75 |71 B8 =iud hifuxBEu
HE4E2EEE[( 58 67 BL|7PE|22 66 Bl |PE|BE FE B1l| 75| B8 &6 Bl |7S| Kg@u"fiud JEusfEu
HE4c2E98( DB 50 BL|7PE|DB &1 Bl |PE|52 CC B1l| 75| BC BO B3 |75 |HIEut2EuR[REudY Ju
GE4e2EAE[ Y F1 BL|7E|82 &E Bl |FE|46 CE E1|7E| 30 CO El |75 | w*EuwniiuFirE=—=Fu
AE4EZEES | B6 F2 BL|7S|E4 21 Bl |7S|44 Cl1 BL|7E| 52 A1 B2 |75| +25u L a0 XE8u
BE4E2ECE| 4E C4 BI|FE|CD &5 Bl |FE|C2 29 BL|7FE| 52 20 Bl |75 M- [w=fiu=S8uSTE
BEdczE0E| 25 C2 BZ|FE|14 CrF Bl |FE| 2?2 TF BL|7E| 22 72 Bl |7S| M1 |wTEu s =8
AE4EZEHEE|[ EE AG BL|FS|AS 93 Bl |FS|28 CA Bl| 75| 16 2A Bl |75| = 3Euiidiiu *SEua &Eu
AR4EZEFE|[ 68 C9 BL|FS|DE 15 B3 |FS| 15 84 B2| 75| 1E FO Bl |75| hrEullE | uEwEu &= Ey
ARdEZ1EE( 55 FE BL|7E| 72 D1 Bl |FS|&R BE B3| 7Sl BE &2 Bd |75 | UmEurTEu iq [uibdu
AEdEz118(41 FC BL|FE|08 B0 @8 |@3|&7 ZA AF| 7Sl BB 77 AF |75 AMEu. . . . g¥-=uZu-y
AR4E2128( 3F 60 AF|FE|90 29 AF |FE| 9B 42 AF|7E| 80 8@ 60 |83 | Preu¥ ]l =usH=u, ...
HE4c2126( 48 BF AS|7PE|48 CO AS |PE| 2R 3C AS|7E| 82 &1 3B |77 | Hifult fiu: <Hiusazw
Gadez14@( B2 45 AS|PE|EE F2 AS |FE|0D BO A4 7E| 81 F& A9 |PE|BEMu~2iul Y Rul+ry
EE4e2158(BY 38 AG|7E|04 38 AG |FE|66 F7 AS|7E| 52 F7 AG |75|n 83w F83uf =3yl 3y
Ga4e2168| 35 2B AF|PE|FF 34 AG |FE| 35 B0 AS| 7Sl 37 2A AS |75 5+2u 4§u5.§u?*gu

AFEAZ DT 7l 0 20 OME| 7| A AT M 700N 40 OSSP a7 mr NS )70 ~SMal. Soe=d il

Fi L L - L

Right-click the hex dump and from the context menu choose Long 2Address.

Address |Hed dump ASCIT
GAEJEIFED| BB B0 B0 D0 B0 66 08 00 60 B8 08 00 B0 D8 08 B0 2u..eeeesssrsnns
AA4E1FFE| BR 68 Ba B0 B B8 B 2 e nnnennnrnnnas
AR4EZERR| 04 BE 98 Backup 3 A4 ES 97 75| B {ulEdudmriausesiy
AR4E2A18( 33 B 98 2F B2 98 75| dualliv.qbu-T e
AA4E2E2E | BY FC 97 Search for Y C1 OF 97 75| - "iius divm dutLin
aadEZE3E| 96 1B 98 4E 19 95 75| a+dubieiullmisut+iv
aadEza4E| 71 1B 98 59 F5 E1 73| g4iua...riBsYIBs
AAGEZASE| 19 46 D& Goto r @2 62 Bl 7E|JFr<®-g=. ... #hilu
AA4EZEEA| CA FC EL 2C 6A Bl FE|=!@uZeBu+Hu, jiu
AA4E2E7E| BE B B2 7S B3 B2 75| B eiud hifu a8y
oEdezE2a| 55 67 BL| & | Hex » B85 66 Bl 75| Ho@u™fiu® JiEuefiu
AA4EZE9E| 06 B0 Bl BC ED B2 7S|EMIZuzuRlEEuY |y
AAdE2ERa| 77 F1 El Test , 20 CO El 75| wrEusniiuFiruy ==&
AA4EZ0ER| BE F2 Bl 52 @] B2 7G| s:iuEaiiuDii HEsy
AA4E2E0E| 4E C4 B3 B2 28 Bl 75| M| u=fiu&u St
BR4E2E08| 25 C2 B3 Short 3 22 73 Bl 75| T | e s
SSEEESES EE Eg E% e e = oSl e e
BR4Eci00| BB FE BI Leng 3 Signed decimal
Aa4e211@( 41 FC EL ) )
GEdez1z2a| 3F 60 AF Float L Unsigned decimal
Ba4coran|@s 45 AE
oaseiceleg 38 () Dweesemblc e
madsTd 7al eC o0 AC Spec|a| ] Lddress
4
Address with A&H dump
Appearance J

Address with UNICODE durnp
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Address

Lalue

Comment

Ba4s1FFE
BR4E1FF4
Ba4c1FFS
AR4E1FFC
BA452888
[S[SET-Rela e
BA4E2Ea82
BR4E2EE0C
BR4c2a18
aa4cza14
aa4e2a1s
Bad4e2a1c
BR4EZE2E
BA4E2E824
BR462E22
BR4E2E820
BR4E62E8238
BR462834
BA4E62E32
BA4EZE2C
BA4c2a48
BR4E62644
BR4E2a42
BR4E2E40C
aa4c2a58

AAA L Ac A

4

BREEEAEEA
BREEAAEEA
BEa8a888
AREEAEEA
TS93BED4
7EI2BC2E
FEIF02ED
7EIVECE4
7E92BE3S
TSP2EBRE]
ro23E38C
To93B32F
FEIFFCHET
7E92BEI1D
FEI2BVOC
FEIFDICI
FEI21B9S
7o2Ra499
72370ZER
7EI21294E
7E921B71
BEEEEEEER
TIELF437
73ELFEES
r30e4619

TocicCcanc

HOUVAFPIZZ.RegClosekey
HOUVAFIZZ.Regluerylla lusEHA
AOVAFIZZ.ReglpenkeyH

AOUVAFIZZ. GetUserHamer
AOVAFIZZ2.Equalsid

AOVARIZZ.Copwsid

AOVAFPIZZ. GetLengthSid

HOVAFPIZZ. SetSecuritybescriptorDacl
AOVAFIZZ. SetSecuritylescriptordwner
AOVARIZZ2.InitializeSecuritybescriptor
HOVAFIZZ2.Al locateAndInitial izeSid
AOUVAFIZZ. RegCreatekewR
ADUAFRIZZ2.RegSetlalusExA
AOVAFIZZ.Reghe letekewr

HOVAFIZZ. RegEnumkeyH

HOVAFIZZ.Reghe letellalueA
AOVAFIZZ.RegCreatekewEnRA

COMCTLEZ2.LEBItemFramPt
COMCTLEZ. Drawlnsert
COMCTLZZ. In itCormmonControls

COMETE D0 Ml s Pes =l G-

Next scroll down the assembly code until the characteristical JMP instruction at Ox48CEFC. Put a breakpoint at this
instruction and resume the execution (F9).

He oS CCH
BE42CEER
BE42CEED
BE42CEEE
BE42CEEF
BE42CEFS
BE42CEFE
BE42CEFT

FE4SCEFD
IEEEESTE

BE42CFE1
BE42CFE3
BE42CF B8
BE4SCFas
BE42CFaR
FAR4ECFAT

After reaching the breakpoint

AR4EIFER
BE453FES
BE453FER
BE453FEC
BE453FF 1
BE453FF2
AE453FFS
AE453FFE
AE453FFD
BE453FFF
BE4EAEE
AE4EAEEE
BE4EAEES
BE4EAEF
BE4EAa12
BE4EAE17
BE45A8 1R
aa4EAE28
AR45AE22
AE4EAE22
BE4EAEZF
BE4EAE32
AE45AE34
BE45AE23H
BE4EAE4E
BE45AE42
BE45AE4E
BE45AE4A
aE45A840
aE45A840
AE45AESS

o

=13

FFDS

=15

&1

204424 2@
&H B8

BE4s @8

rusn culL
CHLL EEFP
FOF ERX

FOPRAD
LEA ERX,OWORD PTR S5:[CESP-261
PUSH &

CHF ESF,ERH

JHE SHORT putty_up.Bb842CEF3
SUE ESP,-58

JHMP putty_up. BE455FER

AOD BYTE PTR DS:[EAX].AL
AOD BYTE PTR DS:[EAX].CL
AOD BYTE PTR DS:[EAX].AL
AODO BYTE PTR D5:LCEARX].AL
AODO BYTE PTR D5:LCEARX].AL
ANN RYTF PTR NS:=TFAXET_Al

kernel32. FEAG1174

at the JMP instruction do a single step (F7/F8) to land at the OEP. In this case you
can recognize the OEP by calls to functions such as GetVersionExA or GetModuleHandleA. Remember the address
of the OEP (0x459FEO0) because it will be needed later.

&l &8
&2 EBDR4 78R
EZ2 @321a8E80
BF 246888686
2BCV

ES D2F2FFFF
3265 ES

FFIE $8224EBB
8982 EB2424288

2215 53424898
S1E6 FEFFEERE
33935 35424888

74 @c

21CE B82RRRAGE
9935 BC424200
C1E@ @2

BAC2
A2 Cad4z24208
33Fe

=)
SE30 DS2246506
FFO?V

FUSH &5

FUSH puttw_up.d84FOAER

CALL putty_up.B8E845CHF4

Mo EDI, 24

MOL ERX, EDI

CALL puttw_up.8@4523308

MO DWORD FTR S5:[CEEF-181,ESF
HMal ESI, ESP

MOU OWORD PTR DS:[ESII,EDI
FUSH ESI

CALL DWORD PTR DOS:[4£2ZER]
Mall ECH, OWORD PTR DS5:LCESI+1A1]
MOL DWORD PTR DS:[4242B21,ECH
HMall ERH, OWORD PTR DOS5:[ESI+41]
MOL DWORD PTR D5:[4242C41,ERX
Moy EDX, OWORD FTR DS: [ESI+S]
MO DWORD PTR DO5:[4242C21,EDA
HMa ESI, OWORD PTR DO5: CESI+C]
ANO ESI, FFFFE

HMOU DWORD PTR DOS:[4842BCI1,ESI

ECH, 2
JE SHORT putty_up.B8845AR46
OR ESI, 2008
MOU DWORD PTR DS:[4242BC1,ESI
SHL ERH, =2
ADD ERH, ED:
MOU DWORD PTR DS:[4242CH1, EAX
#OR ESI,ESI
FUSH ESI
MoY EDI,DOWORD PTR DS:[4622031
CALL EDI

kernel32. GetlersionEqA

putty_up. <Modu leEntoyPoint »

putty_up.<Modu leEntryPoint >

kernel32. GetModu leHand Ler
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In the next step you will dump the unpacked process image to the executable file. To achieve this you will use the
OllyDumpEx plugin which allows to dump a process image from the memory to the executable file in PE format.

When dumping unpacked putty.exe code use the default OllyDumpEx settings. Save dumped process as dump.exe.
Don’t close OllyDbg yet.

OllyDumpEx v1.30 - putty_upx.exe

b odule
PE Baze: ¢ Module ||::"-.L|SE[S"-.EN|S.":"."-.DESktDp"-.putl}'_upH.EHE j
" Memary |IZIIZI4EIEIEIEIEI [O0001000) 4 Imag 4B 4 putty_up / PE
 Add Cancel
ress (00400000
List Section: ™ BazeOnly T Al Memany " Address Range |EIEI4DEIEIEIEI - |EI'I 400000
Dump Mode: & Rebuild O Binam[Raw] © Binan[Wirtual]
Search Mode: ™ Select " Al Memony [exclude listed PE)
PE Source: & Memory O Disk Search PE | ReScan Memary |
FE Option

[+ Prefer Original Characteristics (Meed Rescan)

[+ Fill irtual Offzet Hole

[ Dizable Relocation

[ &uto Adjust Image Base Address

[ Rebuid DataDirectory [Follow ImageB ase Change)

Image Base: (00400000 Fiw Wirtual Offset
Section Align: (00007000

Entry Paint:  |0003C0A0 Get EIP az OEF

Section

Select All | SelectBaseMDdule| Select F'rivatex'.-‘l'-.ll| Select F'rivatex'E:-:ec| DeSelect Al
| .ﬁ.ddress| Size| Dwarer | Section | Tope | Access | VirtuaIfoset| "v"irtuaISize| Eharacteristics|

00401000 0004C000  putty_up UP<0  Imag R 00001000 0004Caa0 60000030

00440000 00040000 putty_up LIF=1 Imag R 00040000 00040000 £0000040

00430000 00002000 putty_up T8I Imag R 00030000 0aoo02a00 Caaooo4o

PE 32 EXE lnaded, Bazedddress=00400000, DumpR ebuild

Now if you would try to execute dump.exe you will see an Application Error. That's because dump.exe still doesn’t
have the IAT reconstructed.

durnp.exe - Application Error &

f > \ The application was unable to start correctly (0xc0000005). Click OK to
' close the application.
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To reconstruct IAT you will use the ImpREC’ tool. Run ImpREC (as Administrator) and from the scroll down menu at
the top of the window choose the putty upx.exe process.

£ Import REConstructor v1.7e FINAL (C) 2001-2010 MackT/uCF = B[S
Attach to an Active Process
~] | PickDLL |

| e:Mtoolshportable versionhbin_imprec_2011-7-16_8. 11 _imprec_1. Pehimprec 1. Fehimpartrec, »

| erhwindaveshapsten 3@ dllhost. exe [D0000ECA]
| c:Swindowshaystern 324dilhost. exe [00000714) |i| :
c:vmindowshapstem 324 azkhost. exe [00000C30 =how rvalid |
o ghenizatdeskiophputty upe. exe [D0000E 70
o honlshpartable versionhally_1104%llvdbg. exe [D0000BFO] h‘ Show Suspectl
c:mindowshapstem 324 sppeve. exe [D0000FFC)
o hwindowshapstem3Z2haearchindexer. exe [00000264]
c:hprogram filez\greenshothgreenshot, exe [Q000063C) -
o hwindowshaystern 32 vbawtray. exe [000005F 4] &
Clear Importz |
Log
Clear Log |
—— AT Infos needed———————— Mews Import Infos [IID+A5CI+LOADER] Options |
QEF IEIEIEII:IEIEIEIEI 4T AutoSearch || = IEIEIEIEIEIDDD Sz IEIEIEIEIEIEIEIEI
About
Fia (00000000 Size (00001000 W fdd new section
E xit |
Load Treel Save Treel Get Imports Il Fix Durmp Il
Log
Madule lnaded: o vwindowshaystem32hmztf. -

todule lnaded: o windowshaypztem32hale3Z dil
Module loaded: c:hwindowshspstem 32 ainmm. di
Mn:u:l_ule In:nau:le;l: o hwindowshaysten S winspoal dry

1 [l

AT Infog needed————— Mew [mport Infoz [ID+A5CH+LOADER]

OEP JO00SSFEQ | _IAT AutoSsarch | Ry [00000000  Size [00000000
Rva [00000000 Size [D000TO00 ¥ Add new section

Lioad Treel Sawve Treel et Imparts || Fis Durmp Il

“ImpREC http://www.woodmann.com/collaborative/tools/index.php/ImpREC (last accessed 10.10.2015)
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Next in the “IAT Infos needed” panel enter the RVA address of the OEP (OEP address minus Image Base address, in
this case 0x459FE0-0x400000=0x59FEQ) and click “IAT AutoSearch”. If the IAT is found you should see the

appropriate message box. Otherwise you might need to try and manually enter RVA and Size of the IAT.

-ﬁ Import REConstructor vl.7e FINAL (C) 2001-2010 MackT/uCF

Attach to an Active Process

(=@ =]

I c:huzershenizahdesktophputty_upsexe [O0000E 70)

~|  PiekDLL |

Imparted Functions Found

Show [rvalid

Show Suspect

Found something!

M odule lnaded
b odule lnaded
b odule loadeg
M adule lnade -

Found address which may be in the Original IAT. Try 'Get Import’.
(If it is not correct, try RVA: 00040000 Size:00040000)

Auta Trace

Clear Imparts

EEREE

Clear Log

G etting azzociated modules done.

—— AT Infos needed

COEF IEIEIEIEEIFEEI AT AutoSearch ||

R |00DBTFFC  Size |000004FC

Mew mport [nfoz [ID+ASCH+LOADER]

Ry, |00000000

v fdd new section

Size |00000000

Load Tree | Save Treel et Imports Il

Next click “Get Imports”.

Fir Dump Il

Options

Aot

E st

e
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qﬁ Import REConstructor v1.7e FINAL () 2001-2010 MackT/uCF

Altach to an Active Process

| o huzershenizatdeskiophputty_ups. exe [D0000E 70) ﬂ Pick DLL
Imported Functions Found
- advapid2. dil FThunk: 00062000 MbFunc: 17 [decimal:17] validvYES - S lrvalid
- comct3Z2 dll FThunk: 00062048 MbFunc: 4 [decimal 4] validYES
-gdid2. dil FThunk; 0006205C MbFunc: 2E [decimal: 48] validvES Show Suspect

-imm3Z2 dil FT hual: 00062118 NbFunc: 5 [decimal: &) valid:vES

- kermel32. dil FThunk: 000627 30 NbFunc:6F [decimal:111] validYES
-shell32. dil FThunk: 000622F0 MbFunc:1 [decimal: 1] valid YES Auto Trace
~userdZ. dil FThunk: 000622F8 MbFunc BB [decimal: 107) validYES
Swinmm. dll FThunk: 00062448 MbFunc:1 [decimal: 1] valid YES

1

el R

- winspoal.dry FThunk: 00062480 MbFunc: 8 [decimal-8] validYES - Clear Imports
Log
rva: 100621 C0 forwarded from mod:ntdlldll ord: 02071 name:BHR edllocateHeap -
rva 000621 C4 fonwarded from mod:ntdll dil ord: 0204 name:RtalocateH eap
Clear Log

Current imports:
B [decimal:11] valid madule(z) [added: +8 [decimal:+11
133 [decimal: 307] imported function(s]. [added: +1.33 [decimal:+307]] 57

I&T Infos needed New Import Infos [ID+45CI+LOADER) Eizie
QEP |00053FED AT AutaSearch | Fre, (00000000 Size ||:||:||:||:|1 E3E

Ahout

R, ||:":":"3-I FFC Size |DDDDD4FE v Add new section

E wit

Load Tree | Sawve Tree| Get Imparts | Fix Dump

@_‘
il

Advanced artefact analysis
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Click “Show Invalid” to see if there are any invalid functions. In this case there shouldn’t be any. Click “Fix Dump”
and select dump.exe file. If everything goes right you should see a message that dump_.exe was saved successfully

(please note underscore in the name of the file name, the originale file wasn’t overwritten).

You can try to run dump_.exe to check if it runs.

3.2 Unpacking UPX with ESP trick
Open putty_upx.exe in OllyDbg.

[

@ CPU - main thread, module putty_up

1] PLSHAD |
BE B33 FOUESL, puttu_up. SRR
BE4SCO5E Z0EE BE4EFEFF LEA EDI,OWORD FTR O5: [ESI+FFFE4GE
BE4SCOSE 57 FUSH EDI
@a42C0s0 |~ EE BB JHP SHORT putty_up.@843C06A
AA43C05F ETe! HOF
AA4SCOE SAEE Mol AL, EYTE PTR DS:[ESII
AA4EC062 45 INC ESI
AA42C063 goE7 MOy BYTE PTR DS:CEDID, AL
AE42C055 47 INC EDI
BE4EC05E a10E ADD EEM, EEM
BA4SCOES |~ 75 &7 JHE SHORT putty_up.@843C071
aa4ac0eR ZE1E Moy EE,DWORD PTR DS:[ESI]
AA4EC060 83EE FC SUB ESI.—4
Aa4aCOaF 1105 ADC EEM, EBX
@a4sco7l |~ 72 ED JE SHORT putty_up.BE42C0EE
AA42C073 B 810086068 MOU EAX, 1
AE42C07E a10E ADD EEM, EB
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Step over PUSHAD instruction (Shortcut key F8). Notice how the stack view and ESP register changes, as seen on
the following screenshot.

@ CPU - main thread, module putty_up

AR4SCO58 [=15] FUSHAD

EE @Ba0a44a8 MO EST,putty_up. 884408606
AE4SCO5E S0BE @@4AFEFF |LER EDI,.OWORD PTR DS:[ESI+FFFE4A
AE42C05C &7 FUSH EDI
EE45C050 [~ EE BB JHP SHORT puttu_up.@842C0EA
BE42C0SF 26 MOF
AE43C068 EHEG HMaw AL ,EBYTE PTR DO5:[ESI]
AE42C0EZ L) IMC ESI
BE42C062 28E7 Moy BYTE PTR DOS:CEDIJ, AL
BE43C0ES 47 IMC EDI
AE12FFEC BEEEEEEE
BA1ZFF7E BEEEEaEE .
BaizFF74 | @812FF94| | preserved registers
HE1ZFFFa BEA12ZFFEC
BEA1ZFFFC FFFO2aaa
HE12FF 26 HE48C0O5H | putty_up.<Modu leEntruPoint »
BE12FF 24 BEEEEEEE
BEA1ZFFEE ¥ra3g1l162| kerne l22.BaseThreadIn it Thunk
HE12FFEC ¥ra8l174|RETURH to kernel3z2.7r381174
HE12ZFF 98 FFFO3aa8
HE12FF 94 BEA12FFO4
HE12FF 92 vrrCB3FS|RETURH to ntdll.7rrCE3FS
BE12FFIC FFFOZaaa
BE12ZFFAG Fra0vse?
BE12ZFFA4 [ 5155 [T 1 5]
HE12ZFFAS 515515 T s 5]

Follow the ESP register in the hex dump and put a hardware breakpoint (on access) on the memory region pointed
to by this register.

Reaisters [(FPLI

< b

EEF B@12FF9
ESI Gaaa88:
EDI @aaa88:

EIF @&42Cc0s

[T
=
(3]
m
=
a
-+
=
DO SE S S G

ERX FERAG116Z2 kernel32.BaseThreadIn it Thunk
ECX BBa8aan9
EDX BE48CO5H putty_up.<Modu leEntryPoint
EBE¥ VFFDE@EA
ESP (BB12FF&™

Increment

Decrement

fero

Settol
Medify
Copy selection to clipboard

Copy all registers to clipboard

Fellow in Durmp I,\}

Follow in Stack

View MMX registers

View 3DMow! registers

View debug registers

Appearance

Plus

Minus

Enter
Ctrl+C
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Next resume the execution (F9) and you should immediately land just before the jump to the OEP.

Advanced artefact analysis

@ CPU - main thread, module putty_up
LER ER:.0OWORD PTR S5:[ESF-381
FUSH &

BE4BCEFS
BE4BCEFS
BA4BCEFT
BELICEFS
BA423CEFC
BA423CFEL
HE42BCFES
BE48CFBE

* *
* *
. enisa
*
* ¥
Address |Hex dump |msciI Ak 12
AE1ZFFEL| B Po—on Go 6o a6 a6 6604 CF 17 @8 90 FF 12 88| ... ..... § .1 %, o
HE12FF7C| 64 Backu . H B8 B8 62 11 BE FE5| EaFFH. ..., b3y AELZ
HE12FFEC] 74 P F 12 B8 F5 B2 3B 77| t43u. 338k $,]]juw AELZ
BE1Z2FF2C| 64 B G0 B8 88 86 00 68| .=F “#aEw. ..., AELZ
B8 12FFAC| @t Copy b BE B0 BB B0 B0 B0 BA| LEEO. ... ..ee... BaLS
@@ 12FFEC| A F FF FF 40 D7 27 77| & #..... I 7 AaLs
8 12FFCC| 21 Bina p EF 12 88 C3 B3 3B 77| ,4<0ues.n #5150 e
B8 1 ZFFOC| 58 (L7 A_AR AR AR AR AR AR P=H. 538, ... . ag EETE
BE1ZFFEC]| B4 . 3] AR S
B8 12FFFC| B Breakpoint r Memory, on access oais
i 8812
Search for K Memory, on write EETE
a HE1Z
o to 3
Hardware, on access L Byte
v Hex r Hardware, on write » Word
it Text K Hardware, on execution Dword
Short k
Leng 3
Float K
Disazzemble
Special 2
Appearance 3
|

S04424 5@
&H a8

22EC 26
~ E9_DFDBFCFF
BEEE
BG4S GO
L

ESF,. ERA

kernel3z2.BaseThreadIn it Thunk

SHORT puttu_up.B88423CEFS
ESF, -2H

puttuy_up
EVTE FIR
EVTE PTR
EYTE FTR

. BE4EIFER :
O5: [EAX1, AL
O5: [EA%], CL
Os: [EAHT. AL

Jump to the OEP

Remove the hardware breakpoint (Debug -> Hardware breakpoints, Delete).

October 2015
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‘& OlyDbg - putty_upxeexe

File View EDEhug Plugins Options Window Help

Pavzed Fun Fa
Pause F12
Restart Ctrl+F2
Cloze Alt+F2
Step into F7 -
AHMD BNYTE FTR D%
Step over F&  |pPop Emx
imate FUSH Eop
-
Animate into Ctrl+F7 e
Animate over Ctrl+F8 EHEH EEE
Execute till return Ctrl+F9 FOP ERX
FOFAD
Execute till user code Alt+F2 LER EA:, DUOROSE
FUSH &
JHZ SHORT putte
Open or clear run trace SUE ESF,-z@

. i el
Trace into Ctrl+F11 EEB EHE E;E EE
Trace aver Ctrl+F12 QOO EYTE FTR OE
S a1 |8 R e

Iy £
sl L ADD BYTE PTF D
Clo=ze run trace EEE EHE HE EE
FDD EYIE TR Di
Hardware breakpoints ADD EYTE FTR D%
et onk
e 8 BT bl O
Call DLL export AOD EYTE FTR O
A Bz U o

Arguments

. Re Select import libraries

q Select path for symbols

B Baze Size  Stopaon
[0012FFEC [1 [Access [ Follow1 | DeleteL\J‘

—_

> | [ ] Follow2 | | Delete 2 |
3 | ] Follow3 | | Delete 3 |
4 | [ | Folow4 | | Delete 4 |

EIKl

Now put a breakpoint on the JMP instruction (0x48CEFC), and resume the execution (F9) until you reach it. Step
over the JMP instruction (F8) and you should land at the OEP.
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3.3 Unpacking Dyre sample

In this exercise the unpacking of the Dyre® malware will be presented. Dyre is a banking trojan and was packed
using a more complex packer than UPX. Since it is a live malware sample, run it only in a controlled virtual
environment and after the analysis restore a clean snapshot of the virtual machine. It is also advisable to forbid
any network access while working on Dyre.

Open the file called voiyhabs.exe in the OllyDbg. You should see the entry point.

ARGELE30 | . C3 RETH
% E8 EC1EBBAGER CALL woivhab:s.8848212F
aa4Elp4s | .~ E? S89FEFFFF JHP woivhabs. 88481901
aad4a1B43 | >  3BFF Mow EDI, EDI ntdll.7Ce182605
BE4a1B4A 1. 55 PLUSH EBF
aa481B4E [. SEEC Moy EEF, ESF
aEdE1e40 S1EC ZE2E388ER SUE ESP.=:2E

Put a breakpoint on ZwAllocateVirtualMemory (as described in the introduction to OllyDbg).

Now open the Call stack window (View->Call Stack, Alt+K) and press the resume execution (F9) a few times until
you see a call to HeapCreate with flags set to 0x40000.

Address | Stack Procedure < arguments Called from Frame
BE12FS9C| PCS2E5EBC| 7 ntdll.2wAl locatelicrtua lMemory ntdl L. PC92EEET

BE1ZF97C| FCE12C8F | 7 ntdll.Rt lCreateHeap kernel32.7CE12C89

BE1ZF9A8 | BE4A1440| 7 kerne l32. Heaplreate voivhabs. 88481447 BEA1ZFIIC

AA12F9A4 | BER4BEEE[ Flags = 48888

AE12FIAZ| BE1 296068 InitialSize = 129888 (1222042.)
BE12FIAC| BEZ24BEE(  MaqimunSize = S24000 (3293194.)
BE12FF34 | BR4B1AER| voivhabe . BA4A1IASA voivhabs.BB4B1AES BE12FF28
BO1ZFF3S8) Ba400088( [rgl = 28488888
AB12FF3C) BERABEEA| Hrof = BE8EEEEE
BE1ZFF48) BA1SIFIA|  Aros = BA1SIFLA
BE12FF44 | BEEAEEEA| Acod = BEEEEEEA

Remove the breakpoint from ZwAllocateVirtualMemory and show the calling location of HeapCreate in the
voiyhabs module.

BE12FE3C| FCO2EEBC| 7 ntdll.2wAl locatelirtualMemory ntdll.7CI2EEET

@R1EFS7C| FCE1ECEF | 7 ntdl L. Rt lCreateHeap kerne |52, TLE1ECET
B01EF53A0| 08461440 © kerne |52, HeapCreate b E - aGAG Al D
B01EF3A4| BEN4E06E| Flaas — 49068 actualize

BR1ZFARS| BB1290868| InitizlSize - 139088 I

BR1ZFOAC) BRSZABEE|  MadimumSize - 324888 [ Hide arguments Space

BE12FF24 | BR4B1RER | voivhabs. BE4E1HEH

BA12FF32| ba4apa8a0 Aral = DB4B8A8608 .

@BR12FF3C| GEEEEEEE| AroZ = ADEEEEEE Follove address in stack,

BEl12FF4E| bals1F1A Hra2 = @E151F1R

AE12FF44| BAREEEEA| Arod = AABEREER Show procedure Enter
Execute toret F4
Copy ko clipboard »
Appearance 4

http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/dyre-emerging-
threat.pdf
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Put a breakpoint on the instruction after the HeapCreate call and resume the execution (F9). Write down the
address of the newly created heap (returned in EAX register, OxDEOOOO in this example, might be different).

aE4a1444 |1 > 57
aa4a1445 11 . B
aad4aldds |1 . £
AdE 1447 ] .

FF15
g94424 40
SECS

BE4E1451

Registers [(FPUI

PUSH EDI

PUSH ESI

PUSH ER=

CALL OWORD PTR DO5:[<&kKERMELZZ.H
MOU DWORD PTR S5: [ESP+4B81, EAX
CHP ERX, EBEX

BEDEABEEA
FLO2EE9E
FCAFB2EA
BEEa8a888
BE812F3E8
BE1ZFFza
BE 132888
BEZZ24888

BE4E1440 voivhabs.BR4E1440

ntdl L. FCO26E90
ntdl L. FCOFE3CSE

|

Max imumSize 224888 (2292184,
InitialSize 1539888 (1252048,
Flaas = HERP_CREATE_EHMRELE_TRAC!:
HeapCreate

Remove the previously set breakpoint (0x40144D) and scroll down until you see a call to RegisterClassEx function
(0x4018DE). Put a breakpoint on this function and resume the execution (F9).

AE4E1SEC . E@ J

BE4E12ED . CP4424 7L 10806EE

AE4E18CE . 899C24 SAREREEE

HE4E130C . CV8424 24600860 ;

HE4E1807 . 899C24 SEEEHEEHE
. FF15 ECY14666

BE4E13E4 . &3

BE4E13ES . &3

BE46a12ES . &=

BE4E12EF . &2 ESBzZa0EE

BE4a12EC . FFv7424 48

BE4E13Fa .  FF15 E27¥14668

BEdE12F G . BR B85

BEdE1gFS 0

ooanisrs || 1 FE1g gerideme

FUSH ERX

MOU ODWORD PTR S5:[ESP+7PCI, 16
MOU DWORD PTR S5:[ESP+2@1, EBX
MOU DWORD PTR SS:[ESP+241, woiuhz
MOU DWORO PTR SS: CESP+221, EBX

L EEERD PTR DS: [<&USER32.Req

EEBH
EEx
SES
DWORD FTR S5: [ESF+42]

FolindClassEx = BE12FAESE

ASCII "MY_EXCLUSIUE_CLRASS™
LRegisterClassERRA

FLParam = @
pOlgFroz = MHULL
hdwner = MULL

pTemplate = 3E8B
hinst = B218E21A

OWORD PTR DS: [<&USER3Z.Cres:
S

ER
LIl OWORD FTR OS: [<8USERSZ. Shoy

[

LCreatelialogParamA
ShowState = Sh_SHOW
hllnd = @BlZFABS
Showll indow

Next you will check the address of the window procedure in a registered window class. Hiding some code in a
window procedure is a common technique used by a malware to hinder analysis and change the execution flow. If
the window procedure points to an existing address it is good to put a breakpoint at this address.

The window procedure address is passed in a third field of the WndClassEx structure (IpfnWndProc) preceded by
two INT values. This means that this address is a third DWORD value in the WndClassEx structure.

typedef struct ta
UINT
UINT
WNDPROC
int
int
HINSTANCE
HICON
HCURSOR
HBRUSH
LPCTSTR
LPCTSTR
HICON

} WNDCLASSEX,

gWNDCLASSEX {
cbSize;

style;
lpfnWndProc;
cbClsExtra;
cbWndExtra;
hInstance;
hIcon;
hCursor;
hbrBackground;
lpszMenuName;
lpszClassName;
hIconSm;
*PWNDCLASSEX;

Address of the WndClassEx structure is put as the first argument onto the stack

. Follow it in the dump.
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il - GEl2FAas|Lolndt la22En = BR1ZFRES
AETZF2EE |- FC218283 ntdl 1. YC218285 Address 4

EE12FIE4 |« BE8EE060E

- L Show 45 dunp
o Show UNICCOE g
BE1ZF2CE |« FECZDEEE Lock stack,

BE1ZF2CC |- BE00E8E888

GE1ZF506 |« FEFFSS1C '

GR1ZFA04 |« CF1ZA34A Copy bo clipboard Chrl4iC

BE1ZF505 |« FF12197E Madify

BoicroEs | bsaizes

N — - o
o voLlYhnabs.

BE1ZFEC |- FF121986 Push DWORD

BE1ZFFE |« CF128C1C Pop DWORD

BE1ZF5F4 |« B2i@Ezie

AE1ZF2FE |« BZ1BE216 Search For address

BE1ZFSFC |« B2E48254 ) .

AE1ZFARE |- B2E4E254 Search For binary string  Ctrl+B

BETZFAES |- B2246224
BE1ZFAES |- BEEEEE3E

EE1ZFAEC |« ABREBEES G0 ko EEP

SSEFE%E . SSéSSSéS (30 b0 expression Chrl+3

S BT —
Fallow in Skac Enter
Appearance L4

Now read the address of the Window procedure from the hex dump remembering that addresses are written in
the little-endian notation. In this case the Window procedure address is 0x02100210.

| Address | Hen dump |ASCII

ER1ZFAES| 28 B8 BB BA BS 08 A8 B8 18 B2 1A B2 08 A8 B8 BE| 8. .. %, .. FEME, ...
EE1ZFALS| IE @8 B0 08| 68 B0 48 68 By @0 @l B8 11 o6 6l 80 4, ., ..0, . @.4.8,
EE1IZFAZE| 18 BB BO 0B B8 BO B8 B8 28 CO 48 B8 B0 B8 B8 BB F.o.eeas SE ...,
EE1ZFAZE( Al B3 81 B3| Al B3 A1 A2 A1 B3 Al B2 81 A3 Al A3 GeCeEeEeDeeEeEe
EE1ZFA42I Al B2 81 B2/ Al 82 @1 B2 ED 82 18 62 10 82 18 62| GeCeEeiess kS pEpE

Next try to follow this address in the assembly window. If you land in the existing code section, put a breakpoint at
this address. To go back to the current location you can follow the EIP register.

Next scroll down until a call to EnumDisplayMonitors function. Put a breakpoint on this call and resume the
execution (F9) or alternatively select this location and use Run to selection (F4).

ga4@1341 || . FFra24 18 FUSH DWORD FTR §5: [ESP+181
aa4a1345 || . 53 PUSH EEX
padaiade || . 53 PUSH EEX

. FFIS 4C714@@3 | CALL DWORD FTR OS:[{%USER32.Enur USER3Z.EnunDisplayMonitors
8461240 || v EB_B2 JHMP SHORT woiuhabs. AA4E1951
aa4a124F || > 33ce XOF EAX, EAR
Ga461%51 || > SESC24 FCASEEEE | MOV ECH, DWORDUPTRSS:ESP+S7C1 | woivhabs.@@d@4234

BOOL EnumDisplayMonitors (

_In_ HDC hdc,

~In  LPCRECT lprcClip,
_In_  MONITORENUMPROC lpfnEnum,
~In  LPARAM dwData

) ;

Check the address of the enumeration procedure (lpfnEnum) on the stack (the third argument, in this example
OXEDE68S).

ntdll.7C918
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Put a breakpoint on the enumeration procedure (in the assembly window go to the address of the enumeration
procedure — IpfnEnum and toggle a breakpoint on this address). Resume the execution (F9).

HEEDEEEE

BEEDE&SD
BEEDEES2
BEEDESSS

HIEE
B2 ESF21z88

+ EF 7TE1480086
CcC

cC

OF OWORD PTR O5: CEAX], EAX
MO ERE, 12F3ES

JME BBEDFERS

IMT2

IMT2

The execution should break inside the enumeration procedure. Step over (F8) two times to follow the jump.

BEEDFEBE
AHEDFEAF

BEEDFEES
BEEDFEBE
BEEDFEBBE
BEEDFE11
BEEDFE1G
BEEDFEIE
BEEDFEBIE

BEEDFEDR
BEEDFEDD
HEEDFEBEHA

BEEDFEES
BEEDFEE?
BEEDFEBES

ES 42EEFFFF
ES DDFFFFFF
8945 EC
BE4E EC

Moy EEF, ESF

SUE ESF, 55

MOU OWORD PTR S5:CEEP-CI1,ERX
CALL BHEDEEE

CALL ABEDFAFS

MOU OWORD PTR S5:CEEF-141, EAX
MO ER:, OWORD PTR SS:CEEP=141

FUSH DWORD PTR 55: CEEF-241

FUSH ODWORD PTR S5: [EEF-1C]

MOU EAX, OWORD PTR S5: CEEF-41

CALL ERX

Moy ESF,EEF

FOF EEF USERZZ. FE42ATEE
RETH

Resume the execution (F9). When you hit the breakpoint on CALL EAX step into (F7) the call. You should land in
another unpacking stub function.

BEEE1EES
HEEE 16EH

BEEE1&C1
BEEELECE
BEEE16&CY

Step over (F8) two times.

ABEEZZER
AREE Z2EE

BREEE22ED
BEEEZZEF
ABEEZEF2
BEEEZZFE
BEEE22FA

Baaa

[alslals]
EZ B888REEA
Eg 26226888

cC

3245 FC
EZ RAZEBFFFF
2370 FC Ba

AODD BYTE PTR DS: [ERX], AL
ADD BYTE PTR DZ: [ERRD, AL
MO ERE, &

JHMP BEEESSEC

INTZ

INT3

MO EEBP, ESP

SUB ESP, 44

MOV OWORD FTR S5:[EEF-41, ER:-
CALL HBEE199C

CHMP DWORD FTR S5:[EBP-41,4

Now scroll down until a group of three calls just before function return. Put a breakpoint on the first call and

resume the execution (F9).

BEEEZAZ1
BREEZ2AZ2
AEEE 2H234

BEEEZAZE
BEEEZ2A20
BEEEZA42
BEEEZA47
BREEE2A42
BEEE2A4R
BREEE2A40
BEEEZR4E

&R @48
[5]5]
EZ2 11EZFFFF
[ ]5]
EZ DAELFFFF
EZ2 VFEOCFFFF
2BES
j={1]
C2 1668
cC
cC

FPUSH ER:
]

H &
CALL GBEE1CA4C
H &

CALL G8EEICIC
CALL BEEE1SBC

After reaching the breakpoint step into the first function call (F7). You will see several PUSH instructions followed
by a call instruction.
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EE FUSH EEP

SEEC MO EEF, ESP

SSEC B SUE ESF, G0

ES CSFCFFFF |CALL 81371524

5945 FZ MO OWORD PTRYSS:[EEF=51,EAx

SE45 F2 MOU ER, DWORD FTR S5: [EEF-21

2E45 40 MOL ECH, DWORD PTR DS: [CEAX+46]

2940 F4 HMOU DWORD PTRUSS: [EEF-CI,ECK

FFFS 1C FUSH DWORD PTR S5:[CEBP+1C3]

FFFE 12 FUSH DWORD PTR S5:CEBP+1283]

FFFS 14 FUSH DWORD PTR S5:LEEBP+143]

FFFS 1m FUSH DWORD PTR SS:LCEEF+183]

FFPS BC PUSH DWORD FTR SS:CEBF+C]

FFPS B3 PUSH DWORD FTR SS:CEEF+2] vo iyhabs. BE4EEEEE

FFEE Fd CALL DWORD FTR SS:CEEF-C]

2945 FC MOL OWORD PTR S5: [EEP-41,EAX

2E45 FC MO ER:, DWORD PTR S5: [EEF=41

8EES MO ESF, EEP

When you step over (F8) to this call instruction you will see this is a call to CreateThread function.

=1 FUSH _EEF

2BEC MOL EBP,ESP

22EC @C SUB ESP, G0

EZ2 CEFCFFFF |CALL @1371924

2945 F2 MOU OWORD PTR S5: CEEF-21,ERX

SB45 F2 MOY ERH, OWORDT FTR SS5: CEEF-21

SEB45 48 MO ECH,OWORD FTR DOS: [EHR+48] |kernel3Z2.CreateThread
5240 F4 MOU OWORO FTR S5: [EBF-C1,ECX |kernel3Z.CreateThread
FF7S 1C FUSH DWORD PTR S5: [EEF+1C]

FF7S 12 FUSH DWORD PTR =5: [EEF+121

FF7S 14 PUSH DWORD PTR S5: [EEP+141

FF7S 18 PUSH DWORD PTR S5: CEEP+1A1

FF7E @C FUSH DWORD PTR S5: [EEF+C]

FF7S @2 FUSH DWORD PTR S5: [EEF+21

FFSS F4 CALL DWORD PTR SZ: [EEP-CI kernel32.CreateThread
5245 FC HMOU DWORD PTR S55: CEEF-41, EAX

SB45 FC MU ERE, OWORDT FTR 55: CEEF-41

SBES MO ESF,EEF

HANDLE WINAPI CreateThread (
_In opt_ LPSECURITY ATTRIBUTES lpThreadAttributes,

_In_ SIZE T dwStackSize,

_In opt  LPVOID lpParameter,
_In_ DWORD dwCreationFlags,
_Out_opt LPDWORD lpThreadId

) ;

Now take a look at the stack. The thread routine is passed as the third argument. In this example it points to
OXEE38AC.

IpStartAddress

Put a breakpoint on the thread function (/pStartAddress) and resume the execution (F9).
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HHEESSHE CC

SB4424 A4

BHEESZER 23F2 @8
BEEEZZES |+« 75 BB
BEEESSES ES 88880080
BEEESSER ==
BHEESZER S3ES BE
BEEEZSEE |+ EBE 1B
BHEES3CHA SB428 18
BHEEZ3CE E1
HHEEZ3C4 SB48 B@C
BEEESSCT 51
BHEEZECE SE48 B2
HBHEESECE E1
BHEES3CC SB438 B4
BHEEZSCF E1
HHEEZ208 SBE2
BEEESS02 &4: SE1D ZO0EEAEE
BHEEZE0? FFO1
BHEESS0E CZ 8488
BHEESE0E cC

When a breakpoint at the thread function is hit step over (F8) un

BEEE220E
AREE220:2

BEEEZE0E
HBEEEZE0E

2Baz2

&4:3B10 SEEEEEEE
FFD1

C2 a488

cC

IMT3

MO ER=, OWORD FTR SS5:[ESP+41]
CHF EH=, B

JHE SHORT BEEE32CH

CALL BAEE2Z2EA

FOP ER:

SUE ERR, BE

JrP SHORT BEEEZS0E

MO ECk, OWORD FTR DS:[ERX+181
PLUSH ECH

MOW ECH, OWORD PTR DS: [ERX+C]
PUSH ECH

MOW ECH, OWORD FTR DS: [ERX+ES]
FLUSH ECH

MOW ECk, OWORD FTR DS:[EAX+4]
PLUSH ECH

MOW EC:, OWORD PTR DS:[ERX]
MOU EB:, OWORD PTR FS5:[3@1]
CALL ECx

RETH 4

IMTZ

MOU ECH,.DWORD PTR DS: [EAX]
HMOU EBX,.OWORD PTR FS:[201
CALL ECx

RETH 4

INT3

Advanced artefact analysis
October 2015

kernel32.7CEEET12

til a call to ECX. Step into the call (F7).

voivhabs. BE4EIEEA
voivhabs. 8840353568

You should land at the OEP with overwritten code which OllyDbg hasn’t analysed properly.

BE4Ea224E | .
AE4E224F | 7

BE4Ea3351
BE4Ea23E2
BE4A23E5
BE4Ea2359
BE48325H
BE48325E
BE4a3351
BE483363
BE483367
BE4E22EE

T

sadeal el el eall ) v

ce

£4:Al S8EEER0G
350E

324424 AC

=1

2B4424 B8

MOW EBP,ESP

AMD ESP.FFFFFFFZ

SUB ESP,:2C

PUSH ESI

FUZH ER=

MOY ER=, OWORD FTR FS:L381]
TEST _EBE=x,EEX

MOU OWORDT PTR 55:CESF+CI, ERX
FOF EH:

MOU ERx, OWORD FTR SS:[CESF+21

BAEEZZ0E

Starting at the OEP address select a group of instructions. Next right-click on them and from the context menu
choose ‘Analysis->During next analysis, treat selection as->Command’.
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Backup *
Copy 3
Binary » Ca]
fssemble Space ]
SPHT, EAY
Label BEEESSDE
Zomment ; QEEE?SJ
Breakpoint L
Hit trace Y e ASCIT “kernel3z.dlL™
Fun trace p HH1HER] kernel32.GetModu leHand LeR
1a16a7E] kernel32.GetProcAddress
G0 ka 3
Fallow in Dunnp r
Search For 3
i iA1EacE] kernel32.lriteConsolell
Find references to * L:[ESF+C]
Vig , woivhabs. BE463356
Copy ko executable L
3 Analyse code Chel+A
Analyze This! Remove analysis Fram module
Bookmark:, » Scan object files Chel+0
Cump process (OllvDumpEsx) Remowe object scan From module
Make dump of process
Assume arguments
Appearance r Remove analysis From selection BkSpc

During next analysis, treat selection as

Advanced artefact analysis

| &

3

H1&EFFA
H1&EFFA
H1&EFFE
B15EFFE
Q1EEFFE

Evte %

‘iard
Doubleword

Zommands
BEvtes

Words
Doublewords
A5CIT kext
UMICODE text

Now click on them once again and from the context menu choose ‘Analysis->Analyse code’.

October 2015
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Backup

Copy
Binary

Aszemble Space

Label

Carmenkt H
Breakpoink

Hit trace

Run trace

Goka
Fallaw in Durmp

Search for

Find references ko
View

Copy ko execukable

Analyze This!
Bookmark,
Cump process (OllvDumpEx)
Make dump of process

Advanced artefact analysis
October 2015

= 330E

II "kernel3z.dLL™
p nel32.GetModu leHandleR

32, GetProcAddress

-

=132 WriteConsalell

= 'L"
5 TET

B A A .

k Scan object Files k0
Remove object scan From module

Assume arguments

fppearance k| Remove analysis from selection BkSpc
During next analysis, treat selection as +

HAE4EA224F CC IMT2

. BB PLUZH EBP
BE4E3351 | . 3BEC HMaw EBF,ESP
BE4EZEES | . S3E4 FS ANMD ESF, FFFFFFFS
BE4EZEEE | . S3EC 20 SUE ESF,2C
ga483359 | . 56 FUZH ESI
BE48335H | . 58 FUSH ER=
HE4E355E | . 64:iH] SOEEEE88E MOU ERR, DWORD FTR FS:[381]
ga4az2sl | . 350B TEST EEX,EEX
BE4E3252 | . 394424 BOC MOU OWORDT FTR S5:CESF+CI, EAX
BE4a23357 | . 53 FPOP EH: BREEEZ220E
gE4E3252 | . 2B4424 02 MO ER:, OWORD PTR SS: [ESP+21
BE4E822EC cd B2 CHP DWORD PTR DS:[CERW+E4], 2
BE4EZEFE |~ GFE2 EDDOBGEE JE woivhabs, BE4E3ES
BE4AZETE EZ ASFEFEFE CALL woiwhabs. BB463520
BE48227E g FUZH ER=
BE48337C 63 18144886 PUSH woivhabs. 884814160 ASCII "kernel32.dLlL™
Ba483351 FF1S EBlB4800 CALL OWORD PTR DS:[4018EE] kernel32. GetModu leHandleR

Next you will dump the process image and reconstruct the IAT table. To dump the process use OllyDumpEx plugin

(as described previously).
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OllyDumpEx ¥1.30 - voiyhabs.exe
b odule
PE Baze: 1+ Module |E:HDDcuments and SettingzhjdoesDeskiopiDyretvoivhabs. exe ﬂ Diurmp |

" Memaorny |

[~
" Address ﬂ

List Section: ™ Base Only ¢ Al Memary " Address Fange | - |
Dump Mode: & Rebuild ¢ Binam(Faw] © Binairtual)
Search Mode: ™ Select &l Memony [exclude listed PE)

EE Seupss & Memory O Disk Search PE | ReScan Memaony |
FE O ption
Image Base: |00400000 Fiw Wirtual Offset [v Prefer Oniginal Characteristics [Meed Rescan)

- v Fill Yirtual Offzet Hole
Section Align: (00007000 [ Dizable Felocation

- [ Auto Adjust Image Base Address

Entry Paoint: (00003850 Get EIF 2z OEF

Y c = [ Rebuid DataDirectory [Follow ImageB ase Change)
Section
Select All | SelectBaseMDdule| Select F'rivate.-".-’-'-.ll| Select F'rivate.-"E:-:eu:| DeSelect All

| .ﬁ.ddress| Size| Owrer | Section | Tope | Aocess | "v"irtuaIEIffset| "»-"irtuaISize| Eharacteristics|
00407000 00004000 voivhabs et Imag R Q0007000 oo004000 EO0000Z0
004058000 00007000 voivhabs .data Imag R Q0005000 - 00007000 Co0ooo40
00408000 00050000 waivhabs s Imag R Q000so00 - NO0sDOo0 40000040
Q0463000 00007000 voivhabs Treloc Imag R Q00E3000 00007000 42000040

PE 32 EXE lnaded, Bazedddress=00400000, Relocation, DumpR ebuild

Now try to reconstruct the Import Address Table (RVA of the OEP: 0x3850) by using ImpRec. This time you might
see some invalid imports after clicking Get Imports and Show Invalid. Right-click on each of them and from the

context menu choose Cut thunks(s). After all invalid pointers are resolved, use Fix dump to fix the dumped
executable.
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-ﬁ Import REConstructor v1.7e FINAL (C) 2001-2010 MackT/uCF

Attach to an Active Process

Advanced artefact analysis

]

I o hanalyseshsamplehvoivhabs. exe [00000333]

~|  FickOLL |

Impaorted Functionz Found

- advapid2. dil FThunk: 00001000 MbFunc:17 [decimal 23] walidYES
- kemel32 dil FThunlk: 000071060 MEFunc: 34 [decimal:52] validYES
- zhell32. dil FThunk: 00001734 MbFunc:1 [decimal:1] validYES
- ghiwapi.dll FThunk: 0000771.3C MbFunc:1 [decimal1] walidYES
- userdz dll FThunk: 000071144 MbFunc: 3 [decimal: 3] validYES
- mikbdlldll FThunk: 00001154 HMbFunc: 2 [decimal:2] valid: YES
- FThunk: 00001160 MbFunc: 2 [decimal: 2] walid:HO
M 500001160 ptr- 00650053

+]

rva: 000071164 ptr: 00650044

Show [rvalid

Show Suzpect

Auto Trace

Clear Imparts

Log

rea: 10007 034 forwarded from mad:ntdll.dll ord: 0054 name: RtlbllocateH eap

Current imparks:

Clear Log

AT Infos needed

—_— Mew Import [nfos (ID+ASCH+LOADER]
QEP IEIEIEIEIBEEEI AT AutoSearch Il =37 IDEIEIEIEIEIEIEI Size IEIEIEIEIEIE'EIE

Rua, 0001000 Size |000001 63 W Add new section

Options

About

Lioad Treel Sawve Treel et Imparts || Fis Dump Il

E st

ele e e B

= =

October 2015
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4. Anti-debugging techniques

4.1 Anti-debugging and anti-analysis techniques
One of the countermeasures for anti-debugging is to use special plugins for OllyDbg like aadp4olly’ and Olly
Advanced®.

When using those plugins you need to check which anti-anti-debugging techniques should be used. You can do this
by accessing the plugin’s options dialog via Plugins menu.

7 | Plugins | Opticns  Window Help

I3 1zadptolly » B
2 Olly Advanced »
— 3 AnalyzeThis L
M 4 Asm2Clipboard L |
5 Bookmarks r
6 Labelmaster »
7 ODbgScript 3
., 8 OllyDumpEsx 3
- 9 OllyDbg PE Dumper >

AATA An e erar " -

The screenshot below presents the anti-anti-debugging options of aadp4olly plugin.

Yaadp4olly https://tutsdyou.com/download.php?view.3021 (last accessed 11.09.2015)
190lly Advanced https://tuts4you.com/download.php?view.75 (last accessed 11.09.2015)
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Anti-Anti-Debugger Plugin v.2 for Ollydbg

Arti-Debugging tricks
[ TeminateProcess

<l

|sDebuggerPresent

MtGlobalHags

HeapFlags

Get TickCount

Cutput Debug String ( format string )

[ ZwOpenProcess
[ FindWindow

<1 =1 71 % «

SwQueryinformation Process
2w Setinformation Thread
Block Input

Suspend Thread
Unhandled ExceptionFiter
Process32Mexd

[ Module32Next

[ ZwluenySystemIrformation
[ ZwlueryCbject

Coded by +NCR/CRC! [ReVeRsEr] Save | Cancel |

4.2 Dyre - basic patching with OllyDbg

=1 71 71X

—

Advanced artefact analysis
October 2015

If your virtual machine has only one CPU configured you can start Process Explorer/Process Monitor and try to
execute the unpacked Dyre sample. You will observe that the sample quits almost immediately and nothing much
seems to be happening. The screenshot below shows the Process Tree view as created by Process Monitor tool

(Tools->Process tree).
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B Process Tree

[ only show processes still running at end of current trace

Timelines cover displayed events only

g

ﬂ winlogon.exe (440)

%8| Process Hacker exe (1808)
ZJf Procmon exe (1344)
npacked_dyre exe (3032)

Description:
Company:

Path: Idle
Command:

User:

PID: 1]

Windows Logon A _ Microsoft Corporat....

=1 [ Bxplorer. EXE {1464) Windows Explorer _ Microsoft Corporat....
&% VBoxTray exe (1972) VitualBox Guest .. _Olacle Corporation
mGreenshot.exe 2012) Greenshat _ Greenshat

Process Hacker
Process Monitor

Process Description Life Time Compariy Start Time
= 1 0] —

5| csrss exe (340) Client Server Runt... _ Microsoft Corporat....
B wininit exe (388) Windows Start-Up... _ Microsoft Corporat....

5| csrss exe (400) Client Server Runt... _ Microsoft Corporat....

I 2
M Sl ..

Started: 7/2/2015 4:13:29 PM

[GoTo Event] [ Indude Process ] [ Indude Subtree ]

T2201541323PM n/a
72201541338 PM nfa
2201541333 PM nsa
2201541333 PM nsa
2201541333 PM nsa
T2201541410PM nia
T22N5414 1P nia
T22N5414 1P nia
215 111:45PM nia
732015 112:00PM nia
I 7/3/20151:12:04 PM

7/3/20151:12:.04 PM

Close

Now open the unpacked Dyre in OllyDbg.

A s 55

81243851 . BBEC

Alz4z882 S3E4 F2
@12428586 22EC 2C
@1242289 =1

@124238R8 =1

B1242858 |] . &4:A1 SHEREEGEE
alz4zeel |1 . S50B

Aalz43863 || . 524424 @C
alz243367 || . 58

Al1z42268 SBE4424 B2
@lz42ec || . 2372 &4 B2
@iz4287vE (| .~ BFE2 EDGSEEHE
@12423%75 || . EZ ASFFFFFF
@i1242a3ve || . 5@

alz4zevc |l . 83

Aalz4z831 |1 . FF1S ER1AZ461
alz243387 (] .

alzdzeEs FF1E FR16248]1
@124222E S @@
@1242298 S BE
a124289:2 SA Ba&
@1242394 11 . 6A 68
@lz24z22%2 |1 . &R B8
a1z243393 |1 . 8BFA

A124339H0 |1 . FF1S

A1z422A8 204C24 @c
@1242204 51

A1 242005 EENE

FUSH EEF

Haw EBF, ESP

AMD ESF, FFFFFFFE

SUE ESP, 2C

FUSH ESI

FUSH ERH

MOL ERX, OWORD PTR FS:[3@]
TEST EBEX,EE=X

MO DWORD FTR S5: [ESF+C1, ERX
FOF ERX

Mol ER=, OWORD FTRE S5: [ESF+21
CHMF DWORD PTE DS:[ERX+£41,2
JEB unpacked.d1243953

CALL EEEEDkEd.BiE4SBEB

unpacked. 81241410
OWORD FTR DS: [<{&KERMEL3Z.Ge=

ERE
SNDRD FTR DS:[<&KERMELZZ.Ge

e
—
o
ag

= EE

FUSH &

MOY ESI,ERA

CALL DWorRD PTR DO5: [<&kERMELZZ. Wl
LEA ECH,OWORD FTR SS:[ESF+C]
PUSH ECH

kernel32.BaseThreadInitThunk

kernel3z.BaseThreadInitThunk
kernel32.F5F51174

FProcHamedededinal = "~x8B~uFF
pModule = "kerpel3dZ.dL L™
GetHModu leHandleA

hModule = FEFE11G6Z2

L Gt FrocAddress

FoReserued = MULL

pllritten = MHULL

CharsTollrite = @

Buffer = MULL

hConsole = MULL

kernel3z2.BaseThreadInitThunk

care FeT

L Il iteConsalell

October 2015

If you step over (F8) a few times you will notice that at the first jump instruction (JB) the program is jumping to the

ExitProcess routine.

BEZEIIED |] . 56

BEZEIEEH =1t ]

BEZEIECR &4:A1 SEEEEEGEG

BEZEI2E]1 . B2EDB

BEZEZSEZ |1 . 224424 BC

BEZEIZEY || . 58

BEZEZSES SE4424 B35

HEZEZSEC ). BEVE 64 BZ
@S2 EDRREEEE

BEZEISFE |] . | E3 ASFFFFFF

BEZEISFE =]

BEZEZE7C 1. [ 62 18142E08

FUSH ESI

FUSH ERX

MO ERX,DWORD PTR FS:[3E]
TEST EBX EEX

MOl OWORG PTRISS: [ESF+C1,ERX
FOF ERH

MOW ERX, OWORD FTR S55: CESF+&E1
CHF OWORD FPTR DOS:LCERX+&4], =
JE unpacked.BE2ZEIES

CALL unpacked.B02E3826

FUSH ERX

FUSH unpacked. B02E1418

FrocHameOrOrdinal = ™™

roflodule = "kernel3z2.dLL™
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* ¥
oEzEZ957 || « | ES F4FSFFFF CALE wnpacked.B@2ES10@
BEzEZ25C || Jv-EB BS JMP SHORT wnpacked. BEZESI6S
ge2E295E || » | ES SOFAFFFF CALE unpacked.BEZESSFA

» HEA BE FUSH & ExitCode = O

gezE2265 |L. FF1E AS182E@@ | CALL DWORD PTR DS:[<&KERMEL32.Ex|LEx itProcess
BEZEZIEE CC INTZ
BEZEZIEC uls IHTZ
BEZEZIE0 e INTZ
BEZESTEE CE INTS

If the value is less than two it terminates the process.

BEZEZEEE || . 64:P1 30000EEE | MOV EAX,DOWORD PTR FS:[381

BEZEI2E] . B2EOB TEST EBX, EBX

BEZEZ2ES |1 . 894424 AC MOU DWORD FTR S5:[CESF+C1,ERX
BEZEIZEY |] . 58 FOP ERX

HEzEZoes |1 . 2B4424 B8 MOY ERX, OWORD FTR S5: [CESF+21

« 8373 64 B2 CHP DWORD FPTR _DS5: CERX+G641, 2
HEZEZSTE |1 o BF32 EDBBBEEE JE unpacked. BRZEZ963

To patch this behaviour click on CMP instruction and press space (or select Assemble from context menu). Replace
value ‘2’ with ‘1’

b1 MUY DdEDT F IR S50 LESFFE] , EHE
FOF ER=
2 MO ERX, DWORD FTR S5: CESF+21
B2 CHF OWORD PTE DS:[ERAXK+&41,2
IBEEEE JE unpacked. BEZE3963
B Assemble at 002£386C ==
EMDIE 3
ERE F LL™
BEERE E
2 \CMP Diw/ORD PTR DS:[EAx+54]1] |
P
Fi
F oo !
E v Fill with NOP's .-’-'-.sseml:ulel Cancel |
M
HZEBE CALL DWORD PTR DS:[<&KERMELZZ.Wr i LllciteConsalell
ic LEA ECH,DWORD PTE S5:[CESF+C]
FUSH ECH
rallr F=T

Select modified commands and from the context menu choose Copy to executable -> All modifications and then
Copy All in the dialog window.

Lol MR

oopzzoes || . god4424 ec HMOU DWOROTFTRISSIIESP#E], EAX
oaazaae? || - 58 FOP EAY Copy g E00 Gelzlelzlelel
ooezises || . EB4424 @3 MOU EAY, DUORDTETR S5 TESE+E] i EIP BBB23858 unpacked.
BEEZEEEL 237% &4 61 CHF DWORD FTR DS: [EA%+E41, 1 Binary > 56 O5 GEED Selhe G
BREZZE7E (| Wv BFE2 EDBEREEE | JE unpacked. AORZ306S B S BBIB 33bit ACF
BEEZ2506 ||+ | ES ASFFFFFF CALL unpacked. BEEZSE2E Assemble Space R St DBED Aoniy BIF
opEz3sTE (| - | S8 PUSH EA st |9 B2 B8s: isbit miF
ooezzere || o | 62 1814mzem FUSH unpacked.BB0Z1418 Label . = b B B e L
eozzeel || . | FFIE ER1@GZee | CALL DWORD PTR OS:[<&KERNELZ abel ' Th &o oooe ML
Paneaias || 1 |RRis T8 1BEZGR EBLE BUARD TR 03: [CAKERNELE C t na
o : ommen ;
A BEE =k L B
moozzzee || 1| eR e PUSH & Breakpoint b e
BeEz3554 || o | ER @B PUSH & i 311 enpto .0
ooezzese || o | €A 88 FUSH Hit trace 3 e
ooezzzas || o | 2EFE MOU EST, EAX ELE
eozzEon || . | FFIE chleazes | CALL DWORD PTR OS:[<&KERMNELZ s » |75 Shetn 6.
Gaazgann || o | sD4ted ac LEA ECH, DWORDFTR S5: [ESP+C] —|Ete SR B
ooEz3aA4 (| . | 51 FUSH ECH B e 2a
oeezzens || o | FFos CALL EST Follow Enter ELE
oopzzeny || - | 25ce TEST EAH,EAX 3210
B | Bl |G S P B I
. unpacked.
ooazseed || | B8 2EIdEzen FUSH unpacked.0az1420 Ew orgin here ey el GEE e (TRl
oopzzees || . | cos424 28 LEA EDY, DWORD FTR 553 [ESP+2E Got 5
BeEZ3gED (| . | 52 PUSH ECH oto
Boaz55EE || . | FFAE Feleazea | DALL DWORD FTR OS:[<&KERNELS .
ooazzzcs || o | sDsdzd ic LEA EA, DWORD FTR S5: [ESP+10 Fellow in Dump 3
- S
Bomssece || | BL FLEH ERy View call tree Ctrl+K
2 Soe Y[R 15550 M GO R S
< [ Search for [
Jump is MHOT taken .
BREZIIEI—unpacked. BIAREIES Find references to 3
View 4 —_—
Copy to executable » Selection
Analysis » All modifications
BREZERSA 1l Detach Process | Sl e

In the new window from the context menu choose Save file and save the patched executable.
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. File C:\analyses\samplelunpacked_dyre.exe = || =3 2

Backup
Copy k

AEEEZCE1|  FF1S E61B4888 Binary 3
AbaGoCon| FRLS 7oledone

AEAGZCSE| SR B Assemble
AEERZCIE
BEEEZCIZ Search for ¥
HEERZCS9Y

BBEEZCIE el

SSSSEEEE FF15 CHla408a
BEEEZCAE| 904024 Bc Go to offset Ctrl+G
BOEEZCA4| Gl

View image in Disassembler

Hex »
Text L4
Short 3
Long b
Float 3

Disassermnble

Special L

Appearance k

Now try running the patched executable while observing its behaviour in Process Explorer or Process Monitor
(process tree).

(=] [ Explorer.EXE (1036) Windows Explorer _ Microsoft Corporat... 7/3/2015 5:05:48 FM  n/a
g WEBox Tray.exe (1876) Virual Box Guest ... Oracle Corporation  7/3/2015 5:05:45 PM  n/a

.Greenshot.exe (1900) Greenshot _Greenshot 7/3/2015 5:05:49 PM  n/a
E*DLLYDBG.B(EI:'IH-B} OlyDbg, 32-bit an... _ 73201551707 PM  nda
.| unpacked_dyre exe (2576) _ 7/3/2015 51808 FM nsa

¥ procexp exe (2660) Sysintemals Proc:e..._SysirrtemaIs -ww... 7/3/20155:2049PM n/a
=¥ Procmon exe (3652) Process Monitar _Sysirrtemals -ww... 7/3/2015521:06 PM n/a

unpacked_dyre_fix exe (3432) | F32N5 52115 P T/3/2015 52116 PM
W TIBaytnlk EqDW .exe (3536) - 32552116 PM 74372015 5:21:26 FM

If everything is done correctly you should see that the Dyre process is creating a new child process which uses
significantly more time.
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5.1 Following child processes of Tinba loader

5| Process Tree

Only show processes still running at end of current trace

Timelines cover displayed events only

Life Time

Comparny

I

_ Microsoft Corparat....
_ Microsoft Corparat....
_ Microsoft Corporat....
_ Microsoft Corporat....

Microsoft Corporat...

I Orce Crzraion

Greenshot

R st -wi..

Sysintemals - ww...

Microsoft Corporat...

5.1.1 First stage

Process Description Image Path
] Idle () Idle
B System (4) System
.| cerss.exe (352) Cliert Server Runt... C:\Windows'syst...
B wininit exe {400} Windows Start-Up... C:\Windows syst...
.| cerss.exe (408) Client Server Runt... C:\Windows'syst...
' winlogon exe {448) Windows Logon A... C:\Windows syst...
BE Explorer. EXE {2000} Windows BEqlorer  C:"Windows\BExpl....
'!? VBox Tray exe (820) VirtualBox Guest ... C:\Windows'\Syst ...
!Greenshut.exe (1488) Greenshot C:Program Files™...
;ﬂ Procmon.exe (3672) Process Maonitor C:Mools'Portable ...
¥ procexp exe (4020 Sysintemals Proce... C:'toolshPortable ...
= ﬁdnc o likwidacji _ doc_TK2015 exe (2392) Chanalyses'samp...
= f}dnc o likwidacji _ doc_TK2015.exe (Z260) Chanalyses'samp...
= EXPLORER .exe (2424) Windows Explorer  C:\Windows\EXP. ..
- T

First open OllyDbg and load the malware sample “doc o likwidacji _ doc_TK2015.exe”. Ignore the error about bad

format of the executable.

Error

Bad or unknown format of 32-bit executable file
‘Chanalyses\sample\doc o likwidag)i _ doc_TK2015.exe’

oK

Now you should land in the entry point at 0x401300.
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==

P < <

™

EE -

SEEC MOU EEF, ESP » |Reaisters (7
P41 303 S3EC B3 SUE ESF, S 2
GE4a] 268 C74E Fé oa1a4106| AOU LOCAL2T, doc_o_L 160411000 ol Eoiloade 1500
BE4E1 360 & FEFCFFFF CALL doc_o_li.BB4B15 (] EO% 2adalsoa
Eda]212 ES ESCConoe BALL doo-os|i.@p4nDFDG e e
BE4E1Z17 £5 18164808 FUSH doc_o_|i.BB481818 3 Ehae
@ada1C ES FFCEaGGE CALL doc_o_ [i.B@<460C20 e losaean
BE46a1 321 §304 64 ADD ESP, 4 riloeso0ean
BE4a1 324 £5 ESEZ0R0E FUSH SES
BEdE] 22 ES 7aCranms EALL doc_o_li.@@<4a0RA0 EIF [B8481560
BE4a1 S2E 53C4 B4 ADD ESF, 4 26 55 G
BE4a1 351 ES TREFG@0e CALL doc_o_li.B@<4602E60 BH B
me4aisEe || o ES eEsEmmEa EALL doc_o_ L i.BB46E1AG b EE B
BE4a1336 || - 3308 S0F ERR, EAR 0 B B
aedaiZs0 || 1 BEES HOU ESF. EEF A E B
me4aiZEE |1 S0 FOF EBF 28
= i3
BE4a1 344 £c INT3 o8 LastErr
= i
BE4E1 347 £c INT3 ElLD G &
BE4E1 348 £C INT3 F G O
BR4E] 345 EE INTS 315 empty @
BE4a] 24A £C INT3 Rk Sk
BE4E134B £C INT3 Elb G b
BE4E] 24C £c INT3 ST Chowy -
BE4E1 340 £C INT3 HlLs G
= . - "

FST 8808 Co

BRI . MR
< r
EEF-BB1ZFF 54
doc_ o li.<ModuleEntryFoint >
Address |Hex dump ASCIT -
ba411o80) 89 F9 a1 EL[AC BF 86 31165 85 DA BIISC Ok 56 Oife-upindtear v |
Be411616|6F A3 02 SB|CF 64 OF B7|CF 3B CF GF| A4 C1 BC 57| siFisde=
00411620/ Ca B0 G0 DG\ 5F 36 21 OF| G 85 R 98| CF B1 E1 1C|=Lim 61923 r(ZiEL
BE411830| 6F 78 &1 SC|BF BF B¢ CF| 21 F3 21 F3|B9 EC FF C&|ovatq#n=ttein F
B411046 71 OF AC DS|4F DI EL F2|OF C3 8F BA|ED BC DI EI| owktirezsr)8is
BE411BE6|6F A4 CI DC| 23 CF &9 CB|FC CF 56 Ci|OF AD DS SB| #ftwd= (S"=UHheiti
@B 1 185G el oo Lot
BE411678(01 E1 F2 FZ|6F C1L C8 BF|AS Ci F2 FF|CL 21 F3 BF| FREistiwji: <1,
@E411656| 05 81 E1 SC|IF &6 91 GF|BE C6 BF Ci|CB C3 GO 88| [Fup (Taw pelt,
GB411696( 32 63 @8 BE|FC 57 48 47|59 Ei S¢ 7A|SA 4C 41 31| 2... WEEYOW=ZLA] 3
BE411BAE| 72 48 56 55|40 53 74 51|53 £1 41 31|72 SE 5C 47| rEUILSHOYOAIr—&
oo¢11b88| 50 7E 53 56/ 5i 58 65 3163 B7 52 58| 7E SF S SD| 1"SUlKelouRE"_~
BE411BCE| 35 BB @8 G8| 62 57 52 56| 7E SF SE 50|35 08 6O 88| S,..cWRFT 1S,
B411606( 72 SE SC 47| SO JE 53 S6| 51 S5 5 3163 57 52 Sb| reub1 SUGReLoWRP
oB4116EG| 7E SF SE 50|35 @ 0@ 00|72 48 SE 55|40 53 74 51| 15, . rEUILETD
BE411BFE(55 51 41 31|72 BE 5C 47|50 7E 55 56| 5 53 85 31| vEALr 17 SURke] 5
ARdiiiARlI A2 7 B2 BRI FF EF BF BNl AE AR AR ARI 79 EF B2 4d| -~hIRP” ~15. . _uhblRD

EEE SRR EE

kernel32.BaseThreadln it Thunk
doc_o_li.<{ModuleEntrwPoint >
doc_o_Lli.<ModuleEntryPoint >
g2bit BIFFFFFFFF]

Z2bit @(FFFFFFFF)

22bit BIFFFFFFFF)

g2bit BIFFFFFFFF]

Z2bit FFFDEE@E(FFF)

HULL

ERROF_ACCESS_DEMIED [(BEEEEEEE]
(MO, HE, E, BE, M5, PE.GE,LE]

- ] ESPUOQOEDI
nd B BB EH Err BEBBBBBEB6 I
=z HEAR,52 Mask 111111

ZFF FrAFLI74|RETURH to ke ,
BEIEFFQE TFFOFEEER
BE1ZFF94 |re@lzFFO4
BE1ZFF22 7rBOBSFS| RETURH o ni
BHE1ZFFIC TFFOFEEE
BE1ZFFAE TrECOYFZ
BE12FFA4 [5]5]5]5]s]s]s]z)
BE1ZFFAS BEGEAEEEH
BE1ZFFAC TFFOFEEE
HE1ZFFEA BHAEAGAEH
HE1ZFFE4 BEGEAEEEH
HE1ZFFES [5]5]5]5]s]s]s]z)
BE1ZFFEC GE12FFAGD
BE1ZFFCE [5]5]5]s]s]s]s]z)
BE1ZFFC4 FFFFFFFF|End of SEH ¢
ea1zFrcs || 77Bo07an|SE handler ||
BE1ZFFCC BE4220BE
BB12FFDG || oeoBaoms

< [ p

Insert breakpoints on the

e (CreateProcessW
e SetThreadContext

following functions:

e  WriteProcessMemory

e ResumeThread

October 2015

Resume the process execution (F9). After a short while you should land at the CreateProcessW breakpoint. As you
can see either in the stack window or the call stack window (Alt+K) a new process is created in suspended state
(CREATE_SUSPENDED) and is created using the original executable image.
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* * Advanced artefact analysis
x €enisa October 2015
* *
* ¥
IE‘ CPU - main thread, module kernel32 EI @
SEFF 04 EOI, EDT » |Registers (FPUY < < < < <
rlEr | B P BA4EFFES UNICUDE "Ciwnanalysesneamplenndos o Likwidacdl _
FTRA o EA BE PLSH & . | ??F!IF!BBBB kernel22. 77ANGEEE
TTRAZDES 5 oC FLISH DWORD PTR 55: [EEF+2C] kerne |32, 77RABEF: R WOl fotr{=del
PTARZAET £ 2 PUSH DWORD TR 53: [EEF+2E] kerne |32 FTARBER e aan
FTAAZEZA € 24 PUSH DUORD PTR 55: [EBP+24] kerne |32, PREA0M: e oD
| Hi e B e e PO e cevrracnacess
FPARZE43 S 12 FUSH DWORD PTR SS:[EEBFP+12]
PTARZE4E £ 14 PUSH DWORD TR 53: [EEF+14] PRRRZEED kerne |32, CreateProcessll
PPARZE4S £ 1m PUSH DWORD TR 53: [EEF+1A] = D S 3
PTARZE4E S ac PUSH DWORD TR 535: [EEF+C] doc_o_L L. BE41ERE A e el HilAAAaaAas
PTARZE4E € o5 PUSH DWORD PTR 55: [EBF+E] o BhER BRI fiadaanaas
AEAn2e5S 0 A [ S 0823 32bit OIFFFFFFFF)
TTARZESS SE2265AE CALL kernel32.CreateProcessInternalll Z ABSE 25hit PFEOEGAR4A68)
TTAA, 3 FOF EEF Ba45EF2Y &S BEEE HULL -
FTAAZEEA 2208 RETH ==
ainnzesD o LaztErr ERROR_SUCCESS (BOHHO0E3)
PTAAZEEF 0P BEBEEZ4E (MO, ME, E, EE, NS, FE, GE, LE)
Rl o enoty 6.0
PPARZEEZ 0U EDI,EDI e Eh
PTARZEEA PUSH_EEF e B
PTARZEES 00 EEP, ESF e B
PTARZEET PUSH & e B
PTAAZEEY PUSH DWORD PTR 53: [EEF+2C] kerne |32, TTARBEF: Y Be
PTARZEEE PUSH DWORD TR 53: [EEF+2E] kerne |32 FTARBER D kb
e R e R | e 1858 o 53548301
: +;
: BAEE Cond BB BB Erv B BB GBBA@ (GT)
PPARZATE PUSH DWORD PTR 535: [EEF+1C]
FrPARZEY PUSH DWORD PTR S5:[EBP+15] G e (ElED ez 434343
PTARZATI PUSH DWORD TR 53: [EEF+14]
FPARZATE PUSH DWORD TR 53: [EEF+1A]
FPARZES1 PUSH DWORD PTR 535: [EEF+C1 doc_o_L L. BE41ERE
FrAAZES | F FUSH DWORD PTR S%: [EBF+81 =
4 |_| 2
e
Address |Hewx dum  [EEFEEEl Go4cEroo|[LALL o CreateProcesshl from GRASEFEE i
g e e | 012FEED 4EFFES|| Hodu [eF i [eNane = "Civhanalysessseanplenndos o Likwidasii _ doo TK2B1E. exe™
411@18| 6F A3 DS SE|CF &4 OF E7|CF 8B CF OF A4 C1 23 A || el S o o
411620| 02 50 B0 DC|2F 36 21 OF|CS 25 OA 5B CF 81 EBE EesestEEeloy = i
411630| 6F T 61 3C|BF BF Br CF|21 F9 21 F9 B9 EC FEEE piseiEeei oy = (T
4 4871 @F AC D2 4F D1 E1 F2|@F C? @F BA|EY BC FEF4 Cn ErlEEmdEles =
4116c6 6F A4 Cl OC| 23 CF €9 CS|FC CF S& C1)8F AD g reat lonFlags = CREATE_SUSPENDED
411866| CF &9 Fo 56| CF GF OF CG|BS 5C AF B5 A1 OF EEES) FE e < I
41187801 E1 F2 F2|8F C1 C2 BF|AS C1 F2 FF|Cl 21 FEnG = g?‘eg ;rF- g
411826|C3 21 EL 2C|1F &6 91 BF|EE C& BF C1|CE C2 oo e DP & “DI“F° Z Beitrces
411896/ 90 B8 B B@|40 &5 72 73|61 &7 £5 42| 6F 78 e (HAFEEEEEEUNE 8
4110A0| 48 73 62 60| 7R &1 4C £4(£0 51 TR B3 41 & 2
4110B0| 6F 46 E& 62|51 &3 ©F B2| 57 &F &4 &2 48 &R Feot e
4110ca| 04 32 00 08|52 65 61 64|48 &3 EC £5 @A 34 () e
e S RS B R E R R Fiig | 77eD RETURM to ntdll.7PED31EF from ntdll.7PECERFD
4110F| 60 65 41 BB| 48 &0 &5 vF| B 40 6B &3 65 55 Eeie s
411100| B8 63 6A 65| 4C &7 £B £9( 35 3 BB BB 45 &5 e [
4 46 72 65 €5/ BB 24 60 88| 47 &C &F 62|61 &C Foog .
411120| 6C 6F £3 BB| 4B 54 £ vC| 48 76 6F &3 BL BB Eoos
411130|47 65 74 58|72 &F £3 65|73 7 48 65 &1 7B e
bl o (R e S 3R S B3 BElGR Wl 68 WIS B < FC34 %
™ ¢ <[] +

Step over (F8) a few times till you go past return and land back in the loader code. You should land on the
instruction TEST EAX, EAX.

BE45EF 1E SE45 Bc MOU ERH, OWORD FTR SS5: [EEF+C] doc_o_Li.88410060

AE45EF21 =] FUSH _ER=

AB45EFZ2 SE45 83 MOU ER:, OWORD FTR S5: [EEF+31

AE4EEFZE =] FUSH ER=

AR4EEF2E FFEE C2 CALL DWORD PTR S5:[CEEP-221 kerne 32, CreateProcessl
2ECA TEST ERR,ERX

BE4EEFZE |~ BF24 AlBZEERE JE Ba45F202

BE45EFS1 cH 84 FUSH 4

AR45EF32 63 8818aaEa FUSH 18E8&

AE45EF3E &3 DadzaaEa FUSH z0E

Scroll down in the assembly code and you should see calls to functions such as GetThreadContext,
ReadProcessMemory, ZwUnmapViewOfSection,  VirtualAllocEx, = WriteProcessMemory, SetThreadContext,
ResumeThread. This is typical for the process hollowing technique.

Now you could step over the code (F8) and follow how exactly the process hollowing is taking place.

Resume the execution (F9). The execution should break on WriteProcessMemory. Take a look at the arguments
passed via stack to the WriteProcessMemory function.
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*
* * Advanced artefact analysis
x enisa October 2015
** "

5 BE4EF262 | FCALL o WriteProcessMemory from BE4EFZEE
HE12FEF 4 BEARAASC (| hProcess = BEABEASC (window)

HE12ZFEFS BEdEEEEE (| Address = 4BEADE

HE12FEFC A212088A) | Buffer = AZ12A0E8

BA12FCAR HEEA4eEA || BytesTollrite = 4580 (17928, )

HE12FCE4 BE12FDEE(bpButesliritten = BE1ZFDEB

BA12FCAs BEEREEEE
BA12FCAC BEEREEEE
BE1ZFC1E TFFOF@Ea
HE1ZFC14 BEARREEE
HA1ZFC1E 7rEBOS16F | RETURH to ntdll.7YFEO216F from ntdll.7FBCEEFD
BAL1ZFCIC BEARAES 3
BA12ZFCZA []5]5 5 x5 ]
HE12FC24 BEHEHEEEE
BA12FC2E BEEREEEE
BA1ZFC2C BEEREEEE

IR R~ w1 ARRRRARAR

You see that the loader overrides 17920 bytes at the address 0x400000 of the previously created child process. If
you follow in the dump source buffer (0x2130000%) you will see typical PE headers with likely some unpacked
code.

Address |Hex dump HSCII "
EZ12EEEE[ 4D SR 98 BE| B2 0O OR B8 B4 BE OB B FF FF OB BE|HZE.#...%... ..
FZ212EE1E(BE BE OA B8 B8 00 A B8 48 0O OB B8 B0 B BE BE|J....... Eooooooo
E212EE2E (B8 00 08 B8 B8 00 D8 B8 B8 B0 D8 B8 B8 BE B8 BE| ... e i ieiannns
GR1SEE2E( B8 0O 08 B8 B8 00 08 B8 B8 00 08 88 S0 00 08 B8 ... e anaa =

B212E648)  BE IF BA BE 8@ B4 @3 CO 21 BS @1 4C CO 21 54 &2 AF|A.4{.=198L=tTh
BZ1lZBEcE) 69 Y3 28 ¥B ¥2 6F &7 ¥2 6l 6D 28 &2 &1 6E &E &F| is program canno
BZ13A85E8) 74 28 62 65 28 72 V5 6E 28 69 &6E 28 44 4F 53 28(t be rcun in DOS
Bz1z8878) 60 6F &4 65 2E B0 80 BH 24 00 88 88 88 60 88 88 mode....%.......

B212AE20) 50 45 88 BA 4C 61 @1 B8 EB AE @0 55 B0 00 @8 88 FE..LO@A, o« .. ..
B212EE%0) BE BE B8 BA EQ GG GF 81 BB 01 @1 47 B0 36 88 88| ... .« =62885.6. .
B212E6R5) BE BE B BA BE BB G0 B8 B0 10 G0 B8 86 10 668 88 ......... PooolPoo
B212E6EA) BE BB B8 B8 BE BB 40 B8 B0 10 G0 B8 86 02 G0 88| ...... [CI - .

BZ1ZEECE) A1 DO 88 B8 B0 00 88 B8 8BS 00 88 B8 80 00 88 88 B. ... .o feinanas
B21Z8808) BE 45 88 B8 BE B2 83 88 IC FE @8 88 82 60 88 88| .F...8. .o f..8...
HZ1ZA6ER| BE 1B 88 B8 BE 16 88 B8 B0 00 @1 B8 B8 60 88 88 k.. kL LBl
BZ1ZEEFE) BE BE 88 B8 10 B0 88 B8 B0 00 88 B8 B0 00 88 88 ... k... 0e....
B212E168) B0 BE A8 B8 B0 GO0 G0 B8 BO 00 G0 B8 B0 00 @8 88 ... .. ... ..00.0...
B212E110) B0 BE B8 BA BE GO0 G0 B8 BE 00 G0 B8 BE 00 88 B8 ..... ... . .000...
B212A126) B0 BE B BA AR GG G0 B8 B0 OO0 G0 B8 B0 00 B8 B8 ..... ... .00 00...
B212A1260) B0 BE B B8 AR BB GO B8 BE 00 G0 B8 BE OB B8 B8 ..... ... 00000 a.
B21zZ8140) 80 0O 88 B8 B0 00 G0 B8 B0 00 G5 B8 80 00 88 B8 ... . ciieennanas
H21Z81568) B0 BB 88 B8 B0 BB 88 B8 B0 00 88 B8 B8 B0 88 88| ... ... ... .0 0.
BZ1ZA1e60) BE BB B8 B8 BB G0 88 B8 B0 OO 88 B8 B0 OO @8 B8 ... ... .00 000a..
B2126170) B0 BE B8 B8 BB B0 88 B8 2E &6 &6C 61 74 OO B8 88 ......... flat...
B212E1268) BE 26 B8 BA BE 16 G0 B8 BB S5 G0 B8 BE 02 @8 88| .5... k.. .6.. 8.,
B212A1%6) BE BE B B8 BE GG G0 B8 B0 00 G0 B8 20 00 B8 68| ............ oo™
BZ12A1A8) BE BE B B8 AR BB G0 B8 BE 00 G0 B8 66 00 B8 B8 ..... ... 00000 a.
BZ1Z81E0) B0 DO 88 88 B0 00 G0 B8 B0 00 88 B8 80 00 88 B8 . ... it eennanas
BZ1ZA1CH) B8R BE 83 B8 B0 GO0 83 B8 B0 00 88 B8 B0 B0 B8 B8 ... ceisrnnnanas
H21Z81068] AR BB B8 BA BE BB B8 B8 86 B0 88 B8 B8 6O 88 B8] ... .. .. eeeeaa..

4 I

Resume the execution (F9) two times until you break on SetThreadContext function. Write down the address of the
context structure put on the stack (0x420000 - pContex) and follow it in the dump.

BB 1 2FCaa AERARAAZE || hThread = BEARERSS (window)

BE12FCad BR420888 (LpContext = BA420060E

BE12FCE2 BEAEEEEE

BE12FCAC BEAREEEE

BE1ZFC1A TFFOFEaa

BE1zFC14 BEAGEEEE

BE1ZFCLS FrB0316F[RETURH to ntdll.7rEDZ16F from ntdll.7FBCEEF

BE45F2A4 [EHLL to SetThreadContent from HE45F2A1

The entry point of the newly created process is stored in its EAX register!?. Its value can be read from the context
structure at the address pContext+0xB0™3. In this case the entry point address is 0x00401000 (remember about
little-endian notation). Write down the address of the entry point, it will be needed later.
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Address |Hex dump

BE42EEEE| BY BB @1
BE4ZEE1E) B BR BE
HE4ZEE20) B8 00 08
AE42EE38) B8 BR B8
HE42E8848) BB AR B8
AE4ZEEEE) AR BR BE
BE4ZEECE ) BE QR BE
BE42EETE) BB BR BE
BE4ZEE2E) B8 BR BE
HE4z2E88%6) 3B 00 08
AEA42E8RE| AR AR B8
HEA42EE8EE | BE 18 48
FE4ZEACEH) B B2 B3
BE4ZEEDE) B QR BE
HE4ZEEER) BE BR BE

P

TN

Advanced artefact analysis
October 2015

Resume the execution (F9) until you land at the breakpoint on ResumeThread.

Open Process Hacker and find the suspended child process. Right-click on it and open Properties window.

"% Process Hacker [ENISA-PC\ENISA]+ (Administrator) o] ]
Hacker View Tools Users Help
% Refresh 73 Options | #8 Find Handles or DLLs 2% System Information | OE X search Processes [Ctri<K) D

Processes | Services | Network | Disk |
Name PID  CPU L/OTotal.. PrivateB.. User Name Description
&> B Systern Idle Process 0 90.24 0 NT AUTHORITY\SYSTEM
5 1 csrss,exe 352 0.03 117 MB NT AUTHORITY\SYSTEM  Client Server Runtime Process
& B wininit.exe 400 888 kB NT AUTHORITY\SYSTEM Windows Start-Up Application
B 1 csrss.exe 408 197 4.95 kB/s 148 MB NT AUTHORITY\SYSTENM Client Server Runtime Process
_ﬂ_l| winlogon.exe 448 171 MB NT AUTHORITY\SYSTEMN Windows Logon Application
4 o explorer.exe 2000 0.88 44,82 MB  ENISA-PCVENISA Windows Explorer
S VBoxTray.exe 820 0.01 119 MB ENISA-PCA\ENISA VirtualBox Guest Additions Tr...
m Greenshot.exe 1488 252 MB  EMISA-PCAEMISA Greenshot
4 * OLLYDBG.EXE 3584 332 249MB/s 1642 MB ENISA-PC\ENISA OllyDbg, 32-bit analysing deb...
4 doc o likwidacji _ do... 3176 632 kB ENISA-PCAENISA
| 7 doc o likwidacji _ ... 3548 232 kB ENISA-PCAENISA
‘8 ProcessHacker.exe 2816 045 7.29MB  ENISA-PC\ENISA Process Hacker

CPU Usage: 9.76%  Physical Memorny: 2642%  Processes: 37

In the Properties window switch to Memory tab and find a memory block where the entry point is located

(0x401000 -> memory block 0x400000). Right-click on it and choose Read/Write Memory option.

http://www.nirsoft.net/kernel_struct/vista/CONTEXT.html
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doc o likwidacji _ doc_TK2015.exe (3548) Properties

| General | Statistics | Performance | Threads | Token

Modules

Memory | Environment | Handles | Job

| Disk and Metwark

Comment

(=] & |weSa)

Mame

Free

Free

Frae

Frae

Free

Free

Froao

Private {Commit)
Thread 3516 Stack: Pr...
Mapped (Commit)
Private (Commit)
Private (Commit)
Private {(Commit)
ntdll. dll: Image (Commit)
ntdll. dll: Image (Commit)
ntdll. dll: Image (Commit)
nidll. dll: Image (Commit)

apisetschema.dll: Ima...

Mapped (Commit)

-~
Address

Ox12d000
Ox 12000
0130000
0134000
0140000
0x141000
0150000
0x151000
0x400000
0x405000
Ox77b80000
0x77b81000
0x 7757000
0x77ca0000
0x77cbo000
Ox77dc0000
Ox77dc1000
Ox7ffb0000

D THA 3INNN

Size Protect...
g kB EW 3
4 kB RW
16 kB R
45 kB MNA
4 kB R
a0 kB MNA
4 kB R
2.68 MB MNA
T P | DA
I,\x, Read/Write Memory
Save..
Change Protection...
Free
Decommit
Read/ Write Address...
Copy

-~

m

Ctrl+C

aae Lilsl

Close

Advanced artefact analysis
October 2015

In the new window go to the entry point address at offset 0x1000 (addresses are relative to 0x400000).

(X doc o likwidacji _ doc_TE2015.exe (3548) (0:400000 - 04050007 [o || = | 2|
00000000 44 Sa 90 00 03 00 00 00 04 00 00 00 ££ ££ 00 00 MZ. .. oooeeeeon... ~
00000010 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 -....... Bovunnn.
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..o veeeeeeeenn..
00000030 00 0 ga=—==—==_==_naa oo oo oo oo oo _aa ea ca_ce .,
nooooodn oe 1f | Goto Offset s ... .. 1..L.!'Th
00000050 83 73 B program Canno
oooooos0 74 20| Enteran offset: be run in DOS
00000070 6d 62| o 1000 il -7 O
00000080 50 45 F..L.oe-.. U....
goooooso oo ool 0 ] |- G.E.
000000a0 00 00 2.3 ][ =
L Boeeeennn.
000000c0 01 00 00 00 00 00 00 00 05 00 00 00 00 00 00 00 aeesenneeeeeeeaas
00000040 00 46 00 00 00 02 00 00 1c £b 00 00 02 00 00 00 aFuuuunnnenanennas
000000e0 00 10 00 00 00 10 00 00 00 00 01 00 00 00 00 00 - oo v oo eeeenn.. %

Re-read ” Wirite ” Go To... Save ” Close
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Advanced artefact analysis

October 2015

Write down the first two bytes at this offset (0x64A1) and override them with (OxEBFE). Click Write and close the

window.

% | doc o likwidacji _ doc_TK2015.exe (3940) (0400000 - 0x405000)

00000Lel
00000£d0
00000£ed
00000££0
00001000
00001010
puaala Ruled ]
00001030
00001040

Qo
a0
a0
a0

oo
oo
(i
il
al
2l
3c
04
Oc

oo
a0
a0
a0
30
79
gk
gk
a0

oo
oo
oo
oo
oo
Oc
52
e
75

]
aag
]
]
]
33
78
01
ed

Qo
a0
a0
a0
a0
a0
0l
c7 81
29 ch

]
[uu]
]
oo
&b
32
c2

oo
a0
a0
a0
40 0Oc
00 75
gk 72
]

7

a3

aa
a0
a0
a0

LI e

[ Re-read

Write

)

Go To... ]

a0
a0
a0
a0
i +}

=
L&

20
61
24

]
an
an
]
40
&b
01
ac
i

oo
oo
(i
oo
1lc
40
cé
41
b7

]
aa
]
]
gb
i}
31
ac
34

oo
oo
oo
oo
oo
29
c9
75
de

# | doc o likwidacji _ doc_TK2015.exe (3548) (0x400000 - 0x405000)

00000Le0
00000Lda
00000Led
00000££0
00001000

]
]
an
an
eb

.

00001010 20

00001020
00001030

00001040
nAnn1 nsn

52
cé

7

oo
il
(ufu]
oo
fe
g2l
3c
04

Oc
n=

a0
oo
a0
0o
30
79
gk
gk
a0

)

oo
oo
oo
(i
oo
Oc
52
3e
75

1r

a0
oo
a0
a0
a0
33
78
01

e
n=

]
]
[uu]
]
[ufu]
[uu]
01
c7
a9
ne

aa
aa
ua}
oo
tb
32
c2
g1
cé
Ra

a0
a0
a0
a0
40 0dc
a0 75
gb 72
7f
03
ar

a0
a0
a0
a0

=1
LT o T I

k)]

Re-read

1

Write

I

Go Tao... ]

a0
Qo
a0
a0
gk

=
£

20
a6l
24
ity

]
]
g
]
40
b
01
ac
0t
an

jula]
julal
oo
]
1c
40
cé
41
b7
nn

ufy]
]
[uu]
]
gb
ng
3
ac

34
i

julal
julal
ufu]
oo
ulal
g9
c8
75
ig
!

a0
a0
a0
a0

f]
L}

-

C£
41

er

o
o

a0
aa
a0
a0

o
[}

-

Ce
41

ef

o
o

nn

00 wewwwnnsssmmunons -

00 weeennneeemmnnns

00 weeennneeemmnnes |

00 weeennneeemmnnas il
g d.0....0..08 H

03 .vy.3.2.u..0....

23 B<.Bx...r ..l.A.

] b SR alklu

34 Uuo..rd..4N. 4 _
[ SavE... ][ Close ]

Lo = Sl

00 wessnnnsssnmmuns S
00 wessnnnsssnmmnns

00 weernnneeenmmans 7
00 weernnnecenmmens =
a8 0ewa.B..B8....H

03 .v.3.2.u..0....

83 B<.Bx...r ..l.L.

g Fawawan alilu

34 u IE. 4. 4 i
N Ll ARk N 141

Now switch back to OllyDbg and step over (F8) till return from ResumeThread function.

TEFECICY
FLECICE

FEF2CICE
FEF2CICC
TEFSCICE
roFEC301
il == =y
reFEC30s
TEFECZ0E
FEF2C200
FEF2CIES
FEFRCIES

TEFEC2ER

SB45

as
as

441 3FE7E

1a

5]
E4CFE18a8
L@z

HOF

MOP

MOU EDI,EDI
FPUSH EBF
MOW EBF,ESP

LER ER=,OWORD FTR SS:LCEEF+21

FUSH ERA

FUSH OWORDT FTR 55:CEEF+&1

CALL OWoRD PTR D5:C<&ntdll.HtResumeThrea

TEST EHx,ERX

JL KERMELER.7SFA3CY

MOU ER:, OWORD PTR SS:CEEF+21

FOF EEP

RETH <
MOU ER=. OWORD FTR SS:[EEF+181

RezumeThread

ntdll.wResumeThread

BRSEFZAE

Now you can minimize OllyDbg. In the Process Hacker window you can also notice that the child process was
resumed and is now using a considerable amount of CPU time. This is the result of the endless loop you created in
this process. Note the process identifier (PID) of the child process (in decimal).
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Advanced artefact analysis

Hacker View Tools Users Help

Processes | Services | Network | Disk |

158 Process Hacker [EMISA-PC\EMISA]+ (Adrministrator)

':f._?p Refresh :7: Options | #8 Find Handles or DLLs

b3

[ 5 ]S

Search Processes (Ctrl+E)

o

Marme

_ﬂ_'l winlogon.exe
4| o explorer.exe
§% VBoxTray.exe
m Greenshot.exe
2 de OLLYDBG.EXE

"8 PrgcessHacker.exe

T

PID CPU /O Total.. Private B... User Name
448 164 MB NT AUTHORITYYS
2000 0.04 6166 MB  EMISA-PCVEMISA
820 0.04 52 B/fs 121 MB EMISA-PCLENISA
1488 2855 MB  EMNISA-PCVENISA
3584 086 251 MB/s 169 MB EMISA-PCVEMNISA
4 doc o likwidacji _ do... 3176 632 kB EMISA-PCHENISA
doc o likwidagji _ ... 3548 4940 156 kB EMISA-PCHENISA
2816 033 73 ME EMNISA-PCLENISA

m

CPU Usage: 51.65% Physical Memory: 26060% Processes: 35

Start a new OllyDbg instance and attach it to the child process (File->Attach).

I

Select process to attach

=

Process [MHame I i n o

Fath

s

HEEEDZSS9Y ] suchost
HEEARS2C) swchost
HEEER44E SearchIn
HEEER4ES) OL LTHost
HEEARA 94 | suchost
HEEARS] 4| spoo L sw
HEEAREZA| suchost
HEEEESES [ swchost

[l Loy iyl

C:~lindows~swstemIZsuchost . exe
C:~lindows~swstem3dZsuchost . ene
taMindowssswstemIz2~Search Inderner. ene
taindows~swstem32~0l lHost . exe
txindowsssystemd2~suchost . ere
txWindows~SystemI32~spoolsu. ere
C:~lindows~sustem3d2~suchost . ene
Cr=llindows~system3z2-suchost.exe

BEEEESSS( FileZill
HEEANS0A| Greensho
FIEEREES | D
HEEAR P54 | suchost
HEEER DA | Ernp lorer
HEEEEFOC| taskhost
GEEAESES | DL LHost
HEEECEEE | ProcessH
BEARACES | doc o Li
BEEREODC | doc: o Li
FEEAEEEE | OLLYDBG

GOI+ Window
OWM Mot ification Window

Task Switching
MEI command handling windo

Process Hacker C[EMISA-PC-E

MSCTFIME UI

C:~Program Files-File£illa Server~File
C:~Program Files-Gresnshot~Greenshot.e
Ce~lindows~sustemI2Own. ene
Cz~lindows~sustenm3d2~suchost . exe
C:~lindows~Explorer.EXE
C:~lindows~sustem3d2-taskhost.ene
Cr=lWindows~system32-0l lHost.exe
C:~tools~Portable wersion~processhacke
C:~analyses sample~doc o likwidacjii _
C:~analyses sample~doc o likwidacji _
Ci~tools~Portable wersion~0lly_118~0LL ™

Aftach | Cancel |

Ignore the error message (the same as previously). You should land somewhere in ntdll.

October 2015
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* OllyDbyg - doc o likwidacji _ doc_TE2015.exe - [CPU - thread 00000454, module ntdll]
@ File View Debug Plugins Options Window Help

=N >

- &=

Faused

TrEEGdZ
PrEEIE43
PPEEZE44
PPEEZE4E
PTEEZEE
PrEEZEAT
PrEEZE4E
7TEEEE4S
TTEEZE4D
PPEESEE]
PTEESEET
PTEESSER
PPEESSEC
PTEESSEE
PPEE2EEL
PPEEZEES
PPEBZEEE
PrEEZEET
PPEEEEED
PTEEEEEF
PPEEEET4

4

SBYC24 EC
SBE424 B2
CPEZ BADBREEE
SO7A 04
GHBFF

~ 74 1E

8303 FF

23c8

FZ:HE

FrD1

S1F? FFFFE@EEE

& HS
B3 FFFFEEEE

~

E6:894A A2

RETH
M

HOP

FPUSH _EDI

MOU EDI,.OWORD PTR S5: [ESF+C]
MOU ED:, DWORD PTR 55: [ESP+21
MOU DWORD PTR D5:[EDAI, @

MOU DWORD PTR DS:[ED:+41,EDI
OR EDI,EDI

JE SHORT ntdll.7?7BE3SFC
OR_ECk,FFFFFFFF

#OR EAK, ERX

FEFME SCAS BYTE PTR ES:[EDID
HOT ECR

CHMP ECX,EFFFF

JEE SHORT ntdll 7FBBSET4
MOU ECX, BFF

MO KGR PTR D5: [EOR+2], CH

Registers (FPU)

S

ERX FFFODBEG
ECH BEQ00RE0
EQ 7PCi0230
EBX BEBEEEEG

— | ESP emagFFsC
||| EEF omziFras

Return to 7FCI0E7Y (ntdll.77C10273)

ES] GEEEEEEE
EDI GEEEEEEE

ntdll.DboliRemoteBreak in

Address

Hex dump

HSCII

1

EIF 7FEESE41 ntdll.77BEZE41
C @ ES 88228 22bit A(FFFFFFFF]
F 1 C5 @881E 22bit A(FFFFFFFF]
A B 55 @825 32Zbit A(FFFFFFFF]
£ 1 D5 @822 3Zbit @(FFFFFFFF)
S @ FS @03E 3Zbit FFFOD@GE(468@0)
E S G5 @@EE HULL
0 8 LastErr ERROR_SUCCESS (B00080GE)
- | EFL @@@g@z4s (MO, ME.E.BE, M3, PE.GE, LE]
STA empty A.A
3 STl empty A.A
STZ2 empty 8.8
ST2 empty 8.4
ST4 empty 8.4
STS enmpty B.B
TE annty I
??CIDE?Q RETURM to ntdll.77C1027!
BESIFFEE TrEZDZVE|ASCIT "E= W™
BESIFF & BEGAEAEGE
BASIFFES BEGAEREG
BASIFFEC BEGAEAEE
BESIFFFa BESIFFEE
BESIFF 74 BEEEEREG
BEIIFFTS BEZOFFC4| Pointer to next SEH rec
BEZ9FF 7T FrES0740| SE handler
BESIFF 20 BESFOSFE
BESIFF S BEEEHEEE
BESIFF2E BEZIFFI4
HEZIFFEC TrAF1174| RETURM to kerne l32. 7FAF —
aEzarFon || oepoaaon |
BESIFF 34 GESIFFO4
BASIFF oS r??BDBBFE RETURM to ntdll.77EOESF! ™
1| 3

|.-’-‘«ttached processz paused at ntdl. DbgBreakPoint

In the assembly window go to the address 0x401000 (EP). You should see the previously injected OxEBFE bytes. Put

a breakpoint on this instruction and resume the process (F9).

Fauzed

Sldx| win] wivi $1 A + L|E[M]

BR4E1a862
BE4E 16864
aa46 188
Ba4E18832
A48 188cC
BE4E188E
Ba4E1a1 1
pa4E1a1:2

I =

2 2@
2173 AC 22803208

SHORT doc_o_Lli.B88468]1868
#“0R BYTE FTR DS:[CEA=1,AL
AOD BYTE PTR DS5:[CERA1,AL
MOY ERK, OWORD FTR DOS: CEAK+C]
MOW ERA,OWORD FPTR DS: CEAR+1C]
MOW ERX,OWORD FTR OS: CEAX]
MO ECH, OWORD FTR DOS: [ERX+2A]
CHMP DWORD PTR DS: [ECH+C], 2260622
e SHORT doc_o_li.GB4B106C

After you land at the breakpoint select JMP instruction and press Ctrl+E to edit it. Replace EB FE bytes with the
original 64 A1.

P

ASCIH

HE: +02

Edit code at 00401000

(3]

[z

UNICODE |

64 A1

| Keep size

Ok

Cance

-
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Advanced artefact analysis

After confirmation OllyDbg will automatically reanalyse the code, changing it significantly.

Fauzed

[EEETEFNETET
HA4E1869
Bad4a186c
BEa4E 1 aEE
Bad4EiEl 1
BA4E1E1S
BEA4E1E1A
Ead4Eialn
Ba4E1alF
98491022

Sl x]| wjl] w4 L 4 +] L|E[M]

EdiAl ZERRERAR
B

33083288

5.1.2 Second stage
First when still paused at the entry point of the second stage, create a snapshot of the virtual machine (name it
‘Tinba — second stage’). In case of anything going wrong you wouldn’t need to repeat the entire process.

MOL ER, DWORD
MOL ERX, DWORD
MOL ERX, DWORD
MOL ERX, DWORD
MU ECH, OWORD
CHF DWORD FTR

MOL ERK, DWORD
Mou EDX, ERx
ADD EDX, DWORD

Next put breakpoints on the following functions:

e CreateProcessinternalW
e GetThreadContext

e SetThreadContext

e  WriteProcessMemory

e ResumeThread

FTR FS:[261]

PTR DS:[ERRX+C]
PTR DS:[ERR+1C]
PTR DS:[EAX]

PTR DS:[EAR+261]
DZ: [ECH+C], 220822
SHORT doc_o_Li.88481880

FTR DS:[EAR+E]

FTR DS: [EDM+3C]
MOU EDY,DWORD PTR OS: [EDK+7E]

October 2015

Resume the execution (F9). Shortly you should land at the CreateProcessinternalW call. Right-click on the assembly
code and select ‘Analyze this!’ (while using the OllyDbg plugin). Next open the Call stack window (View -> Call
stack, Alt+K).

I

Continue the execution (F9) till you land at the GetThreadContext breakpoint.

-~

IE Call stack of main thread EI@
Address | Stack Frocedure « arguments Called from Frare
HE1ZF914| FFAFFESY © kernel32. CreateFrocessInternalll kernel32. FPAFFE94

HE12F9F4| FPARZESE| ¥ kernel32.CreateProcessInternalf kernel32.CreateProcessA+27

BE12FAZC| BE410E9] | kerne 132, CreateProcessH BE418ESE BE12FAZS
BE12FAZ8 | BEE0EEEE Modu leF i lLeMame = HULL

BE12FA34 | B81Z2FES Commandline = "EXPLORER™

BE1Z2FAZE| BEE0EEEE pProcessSecurity = MULL

HE1Z2FASC| BEE0EEEE pThreadSecurity = HULL

AE12FA4E | BREEREER InheritHandles = FALSE

BA12FA44 | BREEEEES CreationFlags CREATE_SUUSFEMDED

HE12FA42 | BEEHEEEE pEnwironment = MULL

BE12FA4C | BEEEEEEE CurventDir = MULL

BE12FASE| BB1Z2FASS pStartuplnfo = BE12ZFASE

BH1Z2FAS4 | BB1ZFASC pFrocessInfo = BA12ZFAIC

BR1ZFFEE| BEd10@1E| B84 100ES BE4 18816 BE12FF a4
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IE‘ CPU - main thread, module kernel32 EI@

SBFF 04 EDI,EDT » |Registers (FPUI < < <
=™ e i, DEEEEEE]
77 4| FE7E ac FUSH DUDRD' PR 533 LEBR+C] o] e el oA
77l 7| FFFE 8% PUSH DWORD PTR SS: [EEF+ kernel32, PPAFL174 ol b
77 A FF1E 1412AATT CALL OworRD FTR OS: [<&ntdll HtGetContextTh ntdll.ZwdetContent Threa ESP @@1ZFA4c
PrEBIEAE S0 TEST EAR, EAX 5D Erb g
TEE S || Anas CerAss o ke”‘e‘S? irZRIHEH ESI 7PBESEES kernel3Z.7TPESSEES
s || 58 on EDT Bp4iB4ES
fEmaeds | em POF £GP 80410EB9 EIF 7PEB9SEF kernel32.BetThreadContent
p
C @ ES BB23 Ebit BIFFFFFFFF)
e o F @ C5 BBlE Zzbit BIFFFFFFFF)
i e o A @ £S5 BEZD ZEbit BIFFFFFFR
aEnaes] o Z @ DS BBz2 zbit BIFFFFFFFF)
iEDataE o 5@ F5 BEZE 2zbit TFFOFBEELFFF)
77 4| SEFF HoU EDI, EDI yR 9 EEE G
i 3| s R e 0 G LastEre ERROR_MO_MORE_FILES (B000GE12)
T E0 FOF EEF’ _ BE410EES | EFL meeeEzE (MO, HE,HE, A, NS, PO, GE, G
;; bg w %B a5 JEE SHORT <JMP.&API-MS-Win—Core—ProcessT |_| ST@ empty 8.8
7 = oF 5T1 ermpty B.8
7 cE oF S5T2 ermpty B.8
7 EF oF S5T2 empty B.8
7 o oF gk empty SS
77 1 |- FF25 2312AA77 JHE DWORD FTR DS: [<&API-M5—Win-Core-Procd KERMELEA. SuspendThread STe Shee B
i o # o 5TV empty 8.8
i H o zz1im ESPUDZDI
TSN || H hiE FST BEBE Cond B B @B Ere B0 808888 (6T
rde || o o FCW B27F Prec MEAR,53 Mask 111111
FPEBIEEC | BEFF 0y EDI,EDI
FTEBIEEE | EE PUSH_EEF
FYERIEEF | BEEC 00U EEP,ESP
FTEBIETL 208 OF ERX, EAX
FYERIETS | I94E 80 CAF DWORD PTRTSSELEEF+CT, EAX
PTEBIETE SH 4
PTERIETE | BEIECH SETHE AL
v || 8 R e Pl S i
< [l r
e
Address |Hex dum ASCIT ~ BEBE E?kL tg Gegggggs?go?tgxg Ffom BE41REES
BE41 1000 5 BB FF BS| 1C FE FE FF|FF o5 IE 1% 48 ©9 FF Bl B. qud  Gd#E. I b o [ . winaew
d11616( 15 FE FF FF|FF 95 1E 12|48 BB 5 BZ| 00 00 00 CO| t5  G44E.30,..[F K FAAC| LpContent = BE12FAAC
411020( 03 ES BS Fr|FF FF ES CZ BB BB BB 53|03 ES 90 00| t2es  &r...&pdk. K
411030( 83 BB 93 Cv|ES DE BB B8 BB 40 &1 78|56 &3 £5 77l ..&) flapt iew K
411048( 4F €6 45 £9|&C &5 BB 57| FF O3 53 Co|ES 60 08 o8| 0FFile i v Ehel
411050( 80 E& &3 72|74 75 &1 EC|41 BC BC EF|£3 B8 57 FF|.UirtuilAlloc.W Ehed
41186603 57 ES 11|00 B8 B 4F| 70 65 EE 46|&9 6C £5 40| GiEd...0penFiish s
41167861 76 78 63| 6E 67 41 BB|50 FF DS EZ|B0 00 68 98| appingd, P “2. Bt
411020( 6 ©1 EB 90|20 40 0@ 50|93 0T 2B 48|09 5B 9B BF| [USC B.15f B0+ 2
411090( 25 48 BB 52|50 BB A B4 FF OB 53 £A| 09 &R 09 cA| E.Rj.J+ “Siij.d EH
4110AG( 34 S8 FF D599 C5 &A 48 63 BB 38 BO| 09 53 cA 00| 4P r&fikh,B. .53 e
41ipenl PP D7 89 C7 85 09 F3 A4/65 PO GF o8 on S 03 o) ke insie Ph o
4110C0( 66 0B BE BB B0 BE OB Ehee
411600( A1 3B BB BB BB SB 48 i 2
4110EG( 51 73 BC 33|00 32 OB hoe
4116FG( FF FE 99 C2| @2 B2 o0 i
4111068( 06 31 C3 41|23 Co B4 B
411116(41 £4 76 EF| 23 C& B
411126( 83 72 1C B3| BE (3 S5 s o
411130|FF 75 B3 FF| 93 24 EHae o
411140( B8 BB BB Fz|AE 53 oF FRRG |
411128( FF FF FF 59|33 24 o Res
411166( 53 2C 10 48|88 57 04 Ehng tng
4111768( 55 CE E1 ES| B8 60 il e
4111260( 2C F3 BA AC| 33 C1 E = Fi =
i ey R B ER)E3 5 R ISR 5 85 53 B E8 | F R TR | ZFAE4 5158
4l ¢ 4l ¢

Note the address of the pContext structure (in this example it is Ox12FAAC) and follow it at the dump. Next step
over (F8) till return from GetThreadContext and read EXPLORER.exe entry point from the pContext+0xB0 address.
Alternatively you can just find explorer.exe executable on the disk and check its entry point address with some PE
editor (e.g. CFF Explorer). In this situation EP is located at the address 0x4AA8DF.

Address |Hex durmp ASCII

FE1ZFAAC| @7 BR A1 @A) 98 FA 12 88 568 @l 28 B8 2C FE 12 88| «.68.5 - $.PA(.{r$.
FA1ZFABC| 88 @1 28 @@ DE 35 40 @8 4E @@ BE A8 @8 FE BOD 77 ?E[.IE R ]
AE12ZFACT PE f, Al..
BEA12FADC
HE12FAEC
BE12FAFC
BE12FEAC
BE1ZFELC
HE12ZFB2C
HE12ZFB3C
HE12ZFB4C
BA12FBEC
HE12FBEC
BE12FEFC
BA1ZFESC| 46 FC 12 BE D2 23 22 OB 06 O B2 B2 48 FC 12 69| Fi. Tui *. ﬂE@“#.

Resume the execution (F9) till the breakpoint on WriteProcessMemory.

HE41HWFEE | PCALL o WriteProcessMemory from EBE41EF4R
aal2FA44 BEAAEALC (| hProcess = BA0EEAIC (windowl

BE12FA4S BEA4AASOF (| Address = 4AASOF

BE12FA4C BEdl1E26() Buffer = @@411826

HE12ZFASA HEEEE1EE]] BytesTollrite = 188 [(256.)

HE12FASY BEAREEEE (LpByteslleitten = MHULL

HE12ZFASS BEARAES S
BA12FASC [[5]5]5]x ek x]
HE12FAER BEHEEEEEE
Ba12FA&4 BEAEEEEE
BE12FAGS BEAREEEE
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Follow the source buffer in the dump address (in this case 0x411026).

Address

Hex dump

HSCII

BA41 1826
BE41 1836
BE411846
aa411856
B84 11866
BA4 11876
BE4 11826
BEA41 1836
BE41 18R
BE4 11886
@841 18ce
B4 11806
Ba4118E6
Ba4118F
BE4111868
aa411116

=
=
I
i
-
=
[
[

= e e e
T30 D 00 ] 0 N e L
T T T T T T T T

Fr...2FE%. . B3R
HapULewDFFLlE

.N LEFE. ... Uirtuy
alAlloc. W YiEd..
OpenFileMapping
A.F “%....[H3C @
Lo Eoicq BOR].
3% LSi.i.deP rEF
JEh . B, SJ. FE[FE-
sh4x%. . PIn_..ACE
BECCEMEM. di8. .. 1
E.iB i, [H iiv.3.2
W TE ETwFR
< IRuBrir BFLFASF
i >AlHiddocAduné F
wif o dH 1w ws |
Ui}, 2HIW ull 6%
MELEGTLY[ ...EE
* ul . £i E55
ME, 30 F13, M2, 3
*EP A& _GHA %l
-« J1[FE LERE, et
EHCEmGai <=t GeEf
Faftldat . G dEdE
U= AeEE#ETCIRA
EBEs G IHEEEwE G
FAMERASI . A SRA §

Notice names of functions such as MapViewOfFile and OpenFileMapping.

Advanced artefact analysis
October 2015

Select the first two bytes of the source buffer (E8 C2) and press Ctrl+E. Replace them with bytes EB FE.

Address

Hex dump

ASCII

BA4 11826
B4 11826
BEA411846
BE41 1855
BE41 1865
Ba41187E
BE41 1838
@841 183:
2841 18R
B84 118E6
Ba4118CE
BE4 11806
BEA4118EE
BE4116FE
BE411185

30 DD 00 - i N e
T T 5 0 0 O T O i T

Fr...E[3%.. . EER

ES'C2 09 99 09 63 Co Lo 90 99 09 09 59 Cf £ Ot
28 57 N Edit data at 00411026

.

=

a1 80 9 450 5

&R 48 9 |NICODE |

oo ¢ d HEx+00 [ES 2

ga z4 4 | Eeepsize

] Cancel |

ZE V&5 S0 oo 90 @1 99 o9 9 B9 EE O 29 90 81 01

22 42 B2 EB C2 298 40 01 62 32 42 B2 EB BF 20 4R
A1 @8 90 AR GE FR RE 0GR 40 G116 R0 42 @e FRoON

=l
eBE&LQJEEEB¢$1¢d|
AMERAE T AR SRAl i

3

Next step over WriteProcessMemory function till the user code. You should land at TEST EAX, EAX instruction.
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*
* ¥
BE416F3E | Sved2d ¥CHG DWORDOPTRYSS:CESEI, EAX
gE41EFZE | FFBS DSFEFFFF FUSH DWORD FTR S5:CEBF-4221
gE418F<44 | FFBS 13FEFFFF FUSH DWORD FTR S5:CEBF-4E=]
gE416F4H | FF33 75134008 CALL DWORD FTR OS:CEEX+481375] kernel32. WriteProcesstemory
FEESNEEl  S5CE TEST ER,ERH
BE41EFES |+ BF24 ARBEEHEE JE @41 1062
BE41EFEE | GO PUSH ERH
BE416FS2 | 8093 CI204000 LEA EA:, DWORD FTR DOS: [EEX+4626C3]
BE416FEF | Sve424 “CHE DWORD PTR SSHCESFI, EAR
gE41EFEZ | FFBS F4FDFFFF FUSH DWORD PTR 55: [EEP-2GC]
BE41EFES | &R @A PUSH &
BE41EFER | ER @4 PUSH 4
BE41EFEC | &R @8 FUSH &
BE41BFEE | &R FF PUSH -1
BE41EF7E | FF23 43164000 CALL DWORD PTR DS:CEEM+481042] kernel32.CreateFileMappingh
BE4lEF7s | S5CE TEST ER:,ERH
BE41EF7E |+ BF24 54068006 JE GE411662
gE41EF7E | §385 FSFOFFFF HOW OWORD PTRUSS: [EEF=2851, EAX
gE418F24 | FFBS F4FOFFFF PUSH DWORD FTR S5: CEBF-28C]
BE41EFSH | &R @8 PUSH &
BE41EFSC | &R @8 FUSH &
BE41BFSE | &R B2 PUSH =2
BE41EF9E | GO PUSH ERY
GE416F21 | FF23 SF164006 CALL DWORD PTR DF:CEEX+48165F] kernel32.HapliewldfFile
BE416FO7 | 2508 TEST ERX,ERX
@E418F92 |+ 74 5B JE SHORT &@41E8FF&
BE418FSE | 5385 FCFOFFFF HOW DWORDPTR_SS: [EEF=2841, EAX
g8418FAL | FFBS F4FDFFFF FUSH DWORD FTR S5: CEBF-28C]
BE41EFAF | G FUSH ERX
BE41EFAZ | 2093 24104000 LEA ER:, DWORD FTR D5: [EEX+4E1624]
BE41EFRE | 276424 ®CHE DWORDTPTRISS:CESRI, EAX
Ba416FEL | G FUSH ERX
GE41GFEZ | ER 24296600 CALL ©6413808
gE841EFE7Y | FFBS 1CFEFFFF FUSH DWORD FTR S5: CEEF-4E4]
BE418FED | FF33 15114008 CALL DWORD FTR DS:CEEX+481118] kernel32, ResuneThread
BE41EFCS | B9 140006680 MOU ECH, 14
BE41EFCE | 51 FUSH ECH
BE41EFCT | &2 ESEI0GEE PUSH 2EZ
BE41EFCE | FF93 408114006 CALL DWORD PTR DS:CEEM+4811468] kernel32.5leep
@a416F04 | 5O FUSH ERY

Continue the execution (F9) until ResumeThread breakpoint. Now since OxEBFE trick was already applied you can
safely step over (F8) the ResumeThread function.

Minimize OllyDbg window and check in Process Hacker if explorer.exe process was resumed properly.

"% Process Hacker [ENISA-PC\ENISA]+ (Administrater) =R ==
Hacker View Tools Users Help
'i:;:?p Refresh o2 ¢ Options | #& Find Handles or DLLs *  search Processes [Ctrl+K) 2
Processes | Services | Network | Disk |
Mame PID CPU L/OTetal.. PrivateB.. User Mame it
_ﬂ_'l winlogon.exe 448 164 ME NT AUTHORITYASYS
4 | = explorer.exe 2000 0.01 3735 MB  EMISA-PC\EMISA
8% VBoxTray.exe 820 121 MB  EMISA-PCVEMISA
m Greenshot.exe 1488 2152 MB  ENISA-PCHEMISA
2 * OLLYDBG.EXE 3584 076 252MBfs  1685MB  EMISA-PC\EMNISA
4 | doc o likwidagji _ do... 3732 620 kB ENISA-PC\ENISA L
41 | doc o likwidagji _ ... 1256 1036 MB  EMISA-PC\EMISA 1
-1 explorer.exe 3360 4948 I} 1ME EMISA-PCEMISA
"8 ProcessHacker.exe 3128 014 764 MB  ENISA-PCWVEMISA
* OLLYDBG.EXE 1676 082 251 MBfs 2234 MB ENISA-PC\EMISA i
i 1 b
CPU Usage: 5213% Physical Memory: 28.24% Processes: 37

Next open a new instance of OllyDbg and attach it to the EXPLORER.exe process.
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Select process to attach = ||E|

Process [Hame Window Fath "
HEEREEEE] swchost C:=Windows~systendZ~suchost.ene

HEERESES | swchost C:~Windows~systendZ~suchost .. ene

FEERESES | Fileg i Ll C:~Program Files~File2illa Server~File
HEERHS0E | Greensho) GOI+ Window C:~Frogram FilesGresenshot~Greenshot. e
HEEARASEC) OLLYDBG | OllwDbg - doc o likwidacji|Cistools~Portable wersion~Olly_118~0LL
FEERE A EE | Dw OWM Mot ification Window C:~Windows~system32~Own. exne

HEERE S| swchost C:~Windows~system3d2~suchost . ene

HEERE DM | Evplorer| Task Switching C:~Windows~Explorer.EXE

HEARAFOC| taskhost | MCI command handling windol Cr-blindows~system3z2~taskhost. exe
HEEEECEE | ProcessH) Process Hacker [EMISA-PC~El Citools~Portable wersion~processhacke

BEEEEDEE| EXPLORER Ci=Windows~EXPLORER. ene _|
FEEEEEAS| OLLYDBG | MSCTFIME UI Cistools~Portable wersion~0LlLly_11@~00L1
HEEREESS | doz o Li C:~analyses~sample~doc o likwidacii _ _

Altach Cancel |

After attaching to EXPLORER.exe override EB EF bytes at the entry point as described in the previous section
(original bytes were E8 C2). If you don’t remember the address of an entry point you can use Debug -> Execute till
user code (Alt+K) function.

[€] CPU - main thread, module EXPLORER ===
< <

EIGRENE  ES Cenbbnnn CALL_EWFLORER. BBARARSAE - [Feaictess (PP
el 2 — = L EA= rrAFL1EZ kerne 52, BaseThreadlin (6 Thunk
eI ARAEERY{ e o DNE ETRER: ED BB4ARGDF EXFLORER. <Hodk LeEntruFoint >
BR4AASED | EE GEGREEEE CALE EXFLORER. BB4ARSEE Eo Bt . 2
BE4AARSEE | 4D DEC EEF SR BRiFCT4
BE4AREFS | &1 FOFAD EBP BBLSFCTC
BE4ARSFS |~ 7B 56 Ji SHORT EXPLOREF. BE4AAS4C EST BocABoas
BE4AREFE | 6965 77 4Feedses | IMUL ESP, DWORD PTR S9sLEBR¥PRd, co4cccdr | —| BRI Bammmmnn
BE4AASFD | &L INS BYTE PTR ES:LECI], 0N L4 )
BE4ARSFE | ES:@HST FE AOD EYTE PTR 5:CEDI-13,0L EIF [BE4AREDF. EXFLORER. <Modu LeEntryPaint >
BE4ARSEE | D555 CEESEDEE ROR OWORD PTR OS: CECH*+OESCE], CL .
el ADD BYTE PTR D3:LEARI, AL 5 Y B o B igdageaE
OELtBREE el ST A6 S5 8o23 ZEbit O(FFFFFFFF)
BE4ARSEE | G572 74 PEE16C41 | IMOL ESI, DWORD PTR O: [EDX+741, 41606175 s b B PR EREhU pdaaanannd
BE4AAS1E | &L INS EYTE FTR ES:LECI1, DR B E S rhes EEEhE vt
BE4AAS1E | EC INS EYTE FTR ES:[EOI], D R
BEGAAS14 | EF GUTS D%, DWORD FIR E&: [EOI] ¥ H
e || Sl [hte (AU [ Rloll 0 @ LastErr ERROR_SUCCESS (9098090
BE4AAS1E | FFDS CALL EEX EFL @@@eaz46 (MO, ME, E, BE, NS, PE, GE, LE)
BE4AASIA | 57 CHE ERA, EDI ST@ erpty 9.0
BE4AASLE | ES 11QBEEER CALL ERFLORER. BB4AR9E1 grd moty B
BE4AASEA | 4F OEC_EDI BTE e A
BE4AA3Z1 |v 78 85 J0_SHORT EXFLORER. BA4AAIESE oIS ot e
BE4AASEE | BE OUTS 0%, BYTE FTR ES: EDI] EllE! S b
BodfRoce | dSeces 4p atvaroes| IHOL 6P, DHORDIPTRUSSEIEERDT, co70s ! TS Znpty 6.0

E +: .
@E4AAZZ0 [ EE OUTS DX, BYTE PTR ES:CEOT] ' Bl S B e ]
BE4ARSEE [ E7:dl IHC ECH S O EeruUnzDOI
Mg | Eamg ) [k i) (SRl _|FsT@oze condBE G @ ErvEBlEo@BOE (GT)
fisA Cva S T ARA BUTE CTD Ro.renvt Al FCW &27F  Prec MEAR,53  Mask 111111
4 3
BEARFSFE=E L ORE R - DEGFFSAE

Address | Hex dump FrAF1174[RETURH to kernel32.7FRF

e e S S [ sizrere |réoiercet
4 S6 FS 4F 86| 0SB 40 @R
2 _ N gaizFcea || 77EORSFS|RETURN to ntdll. 7PEORSF
BES3AG2E [AF Of 40 fF 4F G615 OF 4B GA 14 Bd B2 fol
e e NS 22} SRR galzFcad || FEFOFGEE

BalzZFCces 7ro542E8| SETUPRPI. FPoe42E8
Bal2FCcac QIEAEEEEHE
aalzZFCcoa BEAEEEEHE
BE1=FCod YFFDFaGEa
BE1=FCos BEEREEEE
BE12FCoC BEEEEEEE
BE1ZFCAE BEEEEEEHE
BE12FCAY BE12FCos
BE12FCAS BEEEEEEHE
GE1ZFCAC FFFFFFFF|(End of SEH chain |‘j

B[ od B4 Eo 66l Gy 4 @l ..
BECIAG4E| 00 4B B1 GASH A1 40 Ba B 4B B 66| Fe OF 40 of
BECIAACA| B8 BE BE G0 Eo B2 Bl ARl G0 AF 4f G610 Go El oAl ..
BECIAREE| AE 53 5] GGG B9 66 B8 D7 [4 B G666 G 6@ 00| o
BEC3AG7E[ B G4 5P GR) GG G0 GG 06| 00 66 G0 06|66 68 66 06
BECIAGEE[ FF FF DG G B6 6D GG G600 66 53 66| A5 B3 G806
BacIa0%a| 4E E6 48 BB Bl 12 BF 44[FF FF EF FF|FF FF FF FF
BACIA0AG| 81 G 86 68 FF FF FF FF|FF FF FF FF @9 G2 08 oo
BACIAGEE| 60 G OO GO DG B0 0O 00| 0D GO B0 OF B9 63 00 GO
90530000| 08 6 95 84|03 b5 B3 Ba| 63 ba oG 0a| o5 45 o8 oa| .
ARSIPEER| 08 0B 6B 09 OE PO OO DO B9 0P GO GO B OF GB aa| .. RS ||| el S emeliem —
AASIA0FE| B0 0P PO 0GR B0 B9 DO 00|09 Q0 B0 OE 99 B 08 69 | e W >
AAC201 GE] A A AR AR A6 A0 G0 G0 A6 AR AE GAIGE G666 66 Len

4 3 4 b

To reach the payload put a breakpoint on OpenFileMappingA and resume the execution (F9).

After reaching the OpenFileMappingA breakpoint step over (F8) till the user code or choose Debug->Execute till
user code (Alt+F9). You should land at the PUSH EBX instruction.

72



Advanced artefact analysis

x *

* *

. enisa

* *

* *

FEEREEE &H b4 FUSH 4

HE4AADE 1 EFDE CALL ERX : call to OpenFileMappinaf
52 FUSH EBEX

HE4AASS 4 EH B FUSH &

BE4AAS5E £h Ba FUSH &

HE4AAS5E EH B4 FUSH 4

BE4AASSA 1] FUSH ERX

HE4AAS5E EEDE CALL ESI kernel3z2.MaplliewdfFile

BE4AAS50 29CE Mol EST, ERX

BE4AASSF 5H 46 FUSH 4@

BE4AA9E 1 558 DE3EEEEE FUSH SEEE

BE4AADEE FUSH EB®

BE4AA9E T 5H B FUSH &

HE4HE9ES FFOY CALL EODI kernel3z2.UirtualAl loc

HE4AASSE 89CY MOL EDI, ERM

BE4AA9E0 8909 MOL ECH, EBR

BE4AASEF : REF HMOLS BYTE PTR ES: [EDII,BYTE PTR DS:[CESI]

BE4AA9T 1 HE FOBEFEEEE AOD ERH, GFFD

BE4AASTE 1] FUSH ERX

BE4AASY YT cs RETH

To reach the final payload step over (F8) the return instruction (RETN).

[

[€] CPU - main thread

=&

raFFD NS CALL &7 raras i
TIOEZ | ED CoRBEEEE CALL GE7718C3 « A .
BE;7LOE; | gOCT HOU EE, EAX ECY ABRAGAGA
BETTiEED ( ES SDRSEEEE CALL @arylGRe EDX 775264F4 ntdll.KiFastSustenCal [Ret
BEFTIAOE | & HOU EDT, EAX EBY BBEECFEE
BEF71A18 | ES AEABEEEE CALL 9771823 |
BEF71A1E | 4D DEC EEF Ml E3F B&5iFaea
BEF71ALE | Bl FPOFAD = L
BEF7LAL7 |~ 78 &6 JO SHORT BEFT1BEF ED1 ABvSoric
BEC7LALS | 985 77 4FEE4669 | IMUL ESP, DWORD PTRVSSSLEBF¥FRI, c946664F
| o A e
Er7iaZs | OS89 CAESAD@E ROR DWORD PTR D&t [ECHAOEACET, CL ol oo O RERRRER R
BEFTLAZE | BEEA ADD BYTE PTR DS: [EAH1, AL a Bl EEhS Eeaaaaa
pEvriesn | e RUSHEEST . 2 B DS BAZZ 52bit BLFFFFFFFF)
BEF7IAZE | £372 74 7EE1EC41 | IMUL ESL, DWORD PTR DS:[EDX+741, 41606175 R FE EEES EEhS eHaaa e
BECTLA3E | &L INS BYTE FTR ES:[EDID,OX 28 B B R
e s :
BEFTIE3S | E20@ BRFL WORD PTR DS:CEAR], AX 00 [eodss Sl EUEEae (el
BEFT1A3A | 57 FUSH EDI EFL 8888828z (HO,HE,HE, A, NS, PO, GE, &)
BEF7IA3E | FFOS CALL EEX
BETTiAZ0 | 97 ®CHE EAX, EDI S G
BEF7IAZE | ES 11058680 CALL B0771854 A SRS B
BEF71A4S | 4F DEC_EDT S75 enpty 0.0
BECTLE44 |v 7B &5 JO_SHORT BE7716RE 5T empty 8.0
ancriads | e OUTS 0%, BVTE FTR £5: (EOI] 3TE empty 5.0
Gerrigdn | gaeces <o ei7oross| ML EGP, DUDRDIRTRISSSEERRsaDN coorost | ~ |12 SBTY 1160467177 sanaraara
i D Zzii ESFUDZDI
an o
FST @928 Cond B B BB Err BB 108 DB B B
FCW B2FF Frec NEAR,53 Mask 111111
Rddress |Hen dunp RECIT TSIE1174| RETURN to
BE;EEE| 57 18 55 (| BB 00 08 08| 45 55 97 r5| 00 B0 OO S8 [T9usseEluds e - [EEEEE (HhaEE
BEC7EA18( 49 73 B¢ &F| 77 35 94 SB|7E 6F &3 65 73 r3 09 D1 Isilowbdfroceis.T [ | Bl e et —
BEF7EA2E( CC 97 7S OB| DB BE 09 43|72 65 61 4|65 46 69 6C|Fu....CreateFil gl Dos1EEEE || TresEsts ®
BEF7EAZE| E5 40 61 7B|7H &3 £E &7 41 BB C4 17|95 7S 08 99| eMappinad.—$iu. . iR |||
BEr7EA4E| B3 BF 4F 7B| &5 &E 45 &9 &C &5 40 81|78 7@ 63 E|..OpenFileMappin el || [k
BEF7EASA| 67 41 B@ SE|1Z 95 75 BB BB BB B 55 6E 60 61 rB|af.~#u....Unnap aeziraat || anasanss
BEFTOAEA|B6 €3 65 77| 4F 66 45 5360 65 BE 04| 0B 97 75 88| UiewdFFile: Ebiu. EEE |||
BEF7RA7E| B3 GO PO 4D|&1 7B 5& &3 &5 77 4F &6 46 £3 6C 65| .. .HMapUiewDfFile e |||l
BECTEESE| B 62 20 93|75 DO OB OB BB 43 72 65 61 74 65 58| .D Gu....CreateP EnaR (||
BECTEAYE| P2 EF 63 E5| 7S 73 41 OB|2F 98 93 75 B0 B8 09 99| rocestH. Giu.. .. e |||
BECTOOAE| 47 E5 P4 54| &3 72 65 &1 &4 43 6F EE|rd4 65 ¢3 74| GetThreadlontent R A |||
BE;7EOEE| B8 D7 22 92|75 0O O 08| B 47 65 £4| 40 6F 64 75| 4Fldu. . ..EetHad R |||t
BEFTHACE| EC 65 4% 61| 6E &4 &C 5541 BB &4 28/ 98 vS 09 9| leHandlif.dlju., e [ e e ——
BEF7HADE| B3 B0 4C 6F|&1 &4 4C &3\ 562 72 61 72| 79 41 8@ FO|..Loadlibrarud. e [ ==hERER N INE
BEFFAAER| 27 95 TS GA(G9 A8 98 43|72 65 61 74|65 54 65 72| "du....CreateThr aesiracs || iFERFERR snatbes
BEF7OAFE| 65 61 64 BB| 14 3F 97 75 BB BR BA BA| 52 65 73 75| ead.dFu. .. .Resu Eine ||| Ao =
BEF7R1GE| 60 65 B4 63|72 65 61 64| BB 53 BE 51| 77 B8 DA 88| meThread. WHOW. . . Ein || R [
Giarroi26l 05 GG oa| 53 6l 65 4&| rb B0 Ed ES| 96 o o8 @B| - . Slbcpoesin . BBZLFECC | 77E3BACS RETURN to
ceaaSleEp.omiy.., g a
BEPR1Z6| BG BE B2 £El 73 46 €5 ECIEC 41 74 74|72 63 £2 7ol llSEtFileRrtribu Ereinen) || EEEE ]| BRI AR
L™ r < [ r

Now create a snapshot called ‘Tinba’. This snapshot will be used in the later exercises.

October 2015
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6. Introduction to scripting
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6.1 Decoding hidden strings in Tinba
This exercise starts where the previous exercise ended. If necessary, restore the snapshot named Tinba created
when you reached the main Tinba payload.

BEYT 1802
BEFF 1867
BETT186E3
BEFF1EEE
BEYFiaLa
BEFFIELE
BETYFIALIE

=]
BEFFIE1Y [~ FE E&

BETYFIALS
BEFF 1826

ES BEFFFFFF
ES CZaBnaag
g9C2

ES _2DE8086aa
ES BESB0EEE
40

6965 ¥7 4FEEd4eEd
&C

CALL @07 7EsEs
CALL eayvyi8cs

MO EEX, ERX

CALL 8677 18AE

HMOW EDT, ERX

CALL eB7vFiez3

DEC EEF

FOPAD

JO SHORT BE771i8sF

IMUL_ESF,COWORD FTE SS5:[EBF+¥T], c24ccc4dF
IMS BYTE FTR ES: [EDIT, D

Step into (F7), the first call instruction

I-0 command

BEFY
BEFY
BEFFEFEE
BEFFEFEC
BEFTEFEE
BEFFEFEF
BAEFFEFLZ
BEFFEFLY
BAEFFEFLIC
BAEFFEFLD
BEFFET2H
BEFTETE1
BEFTETET
BEFTETE0
BEFFETZE
BEFFETSE
BEFFETIE
BAFFEFIE
BAFFAFIC
BAFFAT4Z
BAFFEF4T
BAFFEF4C

LeES BEBEEEEE
EE

CrC1 881206eE
FF15 EFFSFFFF

31iCs
FF1E D3FSFFFF

S1EE _EF 174850
ES ES590000
EZ 49108060 I
sice

Zice WOR EAF, EAR
45 INC ERY
el MOF
~ V5 28 JHZ SHORT mE7Pevae || always taken
43 DEC EAX .
83EC B2 SUE ESF, &
ES 15120008 AL BE77iAzF
ES 99150808 CALL AGvr2EEs
45 DEC EAX
8304 B2 ADD ESP, &
45 EAH

HMou ECs, 1252
CALL DWORD FPTR DS: [FFFFF2EF]
DEC ERx

WOR ECH, ECH

CALL DWORC PTR OS: [FFFFF2031
CALL AE77ETSE

FOF EB:

SLIE EE, 48175F

CALL oErrivos] - Step into

Next step into the seventh call instruction (F7).

EEr
515 P W= o=
1515 Vo W= 1=
HETF1FF
BE7 1 PRS
HETF1FAG
BE7 1 FHA
HETF 1 FAC
BE7F1FEL
515 P Wl ==
1515 Pl Wl = =
HETF1FES
BE7 1 FEC
515 P A e
[51E P R e

BATE 1662

EE
29ES

S1EC opo1a000
EBEE BEFFFFFF
B74424 B4

EA BE
EZ BEHRERRE
L]

-

FUSH EEF

ML) EEF, ESP

SUE ESF, 166

FUSH ER:

LEA EAx,OWORO FTR S5: [EEF-16&]
FUSH ER:

®CHGE OWORD FTR S5: [ESF+41.ERX

FLUSH &
CALL HE77F1VET
CINOE

?1
SEES4221 aaaa

FOPAD
ADC EL,EL
CALL FAR_BE0E: 2142E035

EEH# EEIG4EEE
202z ECZedBEE

CACC OWORD FTR DZ: TEEX+401B8EE]
FUSH ER:

LEA EA¥,DOWORD PTR DS [EEX+4826EC]

Take a look at the first call instruction. Step into this call (F7).

You should land at another call instruction followed by a second call to LoadLibraryA

HETF1FEC
HETFIFC2
BETFIFCS
BETFLIFCS
BETF1FCE
aar71Co

ES 42210088
FF92 EE104886

5B
8083 ECZe4a8a
Srad4z4

5
ES S@F3FFFF

CALL BB773EFE

CALL DWORD PTR D5:[CEEBx+4@18EE]
FUUSH ERX

LEA ER:x.OWORD FTR DO5: [EBX+4B025EC]
ACHG DWORD PTR S5:[CESF1.ERX

FUSH EHX

CALL go7711ez

kernel32.Loadl ibrarwA

If you had scrolled up in disassembly window the code would desynchronize.
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GEFFITAA | &R @5 PUSH &
BEFPIFAC | ES BSE0GGSE CALL 8EvF1TET
BEFFITEL | 95 CWOE
BEFFITES | &1 POPAD
BEFF1TES | 1A0E AOC BL,BL
BEFFIFES | 9@ S5ES4221 mEE CALL FRAR @EEE: 2142ES3S
BEFFLFEC | FF23 EE1G4B080  [CALL DWORD PTR DS: [EEX+4810EE]
BEFFIFCZ | GB PUSH ERX
GEFFIFCS | 2085 EC2e4B00  [LEA EAX,OWORD PTR DS: [EBX+4G825EC]
BEFFLIFCD | E7@424 ®CHE DWORD. PTRSSHLESF], EAX
]
BErlPELRETURN o BOrrlrEl from BEcrlrEr
GEZIF /S | DOBBEEEE
[J| 2a21F7ec | oB21E7Z4 argl
| BE21FFPE | BEZIFFPd

BEZIFF74
BEZ1FF7E
BEZ1FFrC
BBz1ErEd

YTS3EECY|RE ﬂrjq :dl L. PPE3EECY from ntd
rre2el8E| RET == :dll.7rS3ebD8E from ntd

aEz1Fg14| A 8rgZ  secy
[?fgggggg RETURM to ntdll.7FS3ECEE from ntd

HE7YF1FEC FF323 EE1B4B880 CALL OWORD PTR D5: [EBA+4@18EE] kernel32.Loadl ibrarvA
BEFTIFCE =] FUSH ERX

BEFTY1FCE 20583 ECZe4B8@a |LERA ERX,DWORD FTR DS: [EER+4B2EEC]

BEFTIFCS aredz4 WCHG DWORO FTE S5: CESFE1.EAR-

HEFY1FCC 5] FUSH ERX

parrivel | Eg seFsFFFF | GANN ggrites

ES 42210688

CHLL 887 735FE

Now follow in dump arg3.

Address

Hex dump

ASCII

BEZIFT TS
B8Z1F7Ed
e

14 F3 21 88 CY EE 53 ¥¢ BE &0 53 77 5@ EC 53 77
rC B2 2F 65 B3 84 77 8@ ES 56 29E 7S FF FF 88 B@

@9 28 53 75 15 A3 0p oa &4 Fe 21 oF 20 A3 38 oo

And step over (F8) a call:

HA7F17E? E2 42210808 CALL BA&7738FE
FF22 EE1B4B888 CALL DWORD FPTR DS: [EE=+4818EE] kernel22.Loadl ibrarwA
BAY7LIVCE =] FUSH ERX
BETFLVCE 2022 ECZed8@E LEA ERHX,DWORD FTR 0% CEES+4@26EC]
BATFLVCS a7a424 #wCHG DWORD FTR S5: [ESF1,ERX
BATFLIVCC =15] FLUSH ERA
pe7717C0 | ES 3BFIFFFF CALL ge771182

Take a look at the memory dump.

=1, FESwAMSWF e 5w
180w, VR ..
ceGUEC. gt rE.

Address

Hexn dump

ASCII

BEZ1FF 74
BEZ1FFa4
BEZ1F7I4

4E 54 44 4C|4C B8 52 77| BE &0 52 77| 5B EC B2 77
7C B2 2F &2/ B2 A4 77 BB E2 56 9E Y5\ FF FF B8 BA

BE BB 93 TS| 15 A% B8 88| cd FS 21 88|20 A% 38 @8

HTOLL . SwHmSWF=Sw
1B<h [ ww, 2URG L.
e EC, . dT Y, rEL

To use OllyScript create script.osc file with the following code:

var base
var labels

; checking memory base of Tinba payload
gmemi eip, MEMORYBASE
mov base, SRESULT

; allocating memory for results
alloc 1000
mov labels, SRESULT

; printing header information

eval "Memory base: Ox{base}"

leg " ———— "

log "Searching for encoded strings."
log SRESULT,""

log " "
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search 1

; searching for byte pattern
find base, #50874424046A772#

cmp
je e

mov
mov
mov
mov

; fi

gopi
mov

; finding decode routine address

oop:

SRESULT, 0
nd loop

base, SRESULT

push addr,base+5.
call addr,base+7.
data addr,base+l2.

nding data length
push addr, 1, DATA
len, SRESULT

gci call addr,DESTINATION
gci SRESULT, DESTINATION

mov decode addr,

SRESULT

; executing decode routine

exec

ende

gstr
mov
fill

; pr
eval
log

add
jmp

end loop
log
free
paus

pushad

push {labels}
push {len}

push {data addr}
call {decode addr}
popad

labels
string, S$RESULT
labels, len, O

inting result

"{data addr} ({len} bytes)

SRESULT, ""

base, 7
search loop

labels
e

->

{string}™"

Advanced artefact analysis
October 2015

To use this script first make sure that the EIP register points to the Tinba payload (for example you haven’t

followed in any API call).

Then open ODbgScript Script Window and Log Window.
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** <

1 aadpdolly

2 Olly Advanced k
3 AnalyzeThis »
4 Asm2Clipboard »
5 Bookmarks b

6 Labelmaster 3
7 ODbgScript 4
8 OllyDumpEx

Run Script...

Script Window... |}
Log Window...

Help

About

Next load script.osc in Script Window by right-clicking it and choosing Load Script->Open.

@ Script Execution

Line|Comnand 0 [Result
Run Script 4 i
Load Script 3 m
Help
Edit Variables 4
Execute Command... X
Appearance k

‘o

When the script is loaded press <space> to resume script execution or right-click on script and from the context
menu choose Resume.

& o e |
el N E

uar labels

scheck ing memory base of Tinba pavload
amemi eip, MEMORYBHSE
moyw base, SRESULT

ral lozating memory for results
alloc l86d
moyw labels, SRESULT

tprrinting header information

TUEL "Memory base: Bribase}™

e e il "

log "Searching for encoded strings.™
tog SRESULT, ™™

e "

e e e 0 ) T O

L0000 T

K

At the same time take a look at Script Log Window where the decoded strings should be printed.

77



'f?;) Script Log Window

Advanced artefact analysis
October 2015

(=)o =]

Address |Message

Trargeg | ——————————————

Freves Searching for encoded strings.

TrEvas Memory base: B:7Y7BAEE

Treves | ——-m———————————

Traras Tra7rF4 (9 bptes) —» ADUVAPIZZ

TrEvEs TPEZZA (2 butes) -» ~“~bin.ede

Trarves YrA3BS (2E bwtesl -» Software~~Microsoftslindows~~Currentllersion~~Run
TrEres FrEDFA (& bwtes) —» DOUBLE

TrEFEs FFPHEES (9 buptes) - EXPLORER

TrEres 7rivBl (& buwtes) —> WTOLL

Treres Frerre (18 butes) - HLOCALAPPORTAR-™
TrEres FrerAE [(1F bwtes) - Packages»windows_ie_ac @E1%~AC~
Treres FP28BE (B butes) -» HAPPOATHE-“
Trares TreBEF (168 bwtes) - KLOCALAPPOATAR-™
Treres FP28AC (5 butes) —» Lowss

Traras TF2AFE (9 byptes) =3 ~~log.dat

Treres FF2B0A (¥ botes) —» WS2_22

Traras Tr2CBF (8 bytes) -» CRYFT3Z

TrEres FreCd4s (9 butes) - ADUVARIZZ

Traras TF2C8E (9 byptes) —» ~~ntf.dat

Now that you know all encoded strings you can do typical string analysis to guess some of Tinba’s functionality. For
example on the strings list you can find strings such as data_before, data_end, data_inject, data_after which tell
that Tinba is using webinjects technique known from other banking trojans.

TrEvas
TrETES
TrATED
Traras
TrATES

TrEres

i ==
7rdvde
Tra4TRE
rrdrF4
Trda42

¥7EIEE

D0 M O 0 00

butes]
butes)
butes]
butes]
butes]
butes]
butes)
butes]
butes)

> set_url

set_url
~ndata_before
~ndata_end
~ndata_inject
~ndata_end
~ndata_after
~ndata_end
Frame-Options

Each printed line has the following message format:

{address} ({data_length}) -> {decoded_string}

Where {address} is an address where decoding instructions were found. This means that you can use printed
messages to localize at what part of the code each string was used.

Additionally you could create a more advanced script, which would not only decode strings but also rewrite the
Tinba code in such a way that it would reference to already decoded strings instead of decoding them at runtime.
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