)
< I

2

Identifying and handling cybercrime traces

Toolset, Document for students
September 2013

*
¥ Ty

* *
, enisa

* #
- -
European Union Agency for Network and Information Security = www.enisa.europa.eu



*

x
x

*

.t

x ¥ Identifying and handling cybercrime traces
* Toolset, Document for students
enisa
September 2013
About ENISA

The European Union Agency for Network and Information Security (ENISA) is a centre of network
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1 General Description

This exercise consists of three components. The first two components are the tasks for collecting all
possible incident-related information with a special focus on information that is specific to various
sources like social media and IRC channels. Very often this information is not IP-based information,
which is a regular source of relevant information for CERTs. More and more relevant information is
content-specific. Thus, working with the constituency requires a better understanding of their
technical environment as well as methods of attacks on technical objects. For example, if the CERT
provides services for a particular organisation which is an owner of the ‘ABC123’ system and the
name of this system is specific and unique, then the CERT needs to start active network monitoring
of all information related to such system. There are already many instances of the successful use of
social media in tracking criminals. These include:

e Two men were identified as criminals who attacked (with the DDoS attack) Amazon, EBay and
Priceline. They were bragging about this fact on an online hackers’ forum. They were very active
on the forum and shared a lot of information about various attacks and stolen credit cards.”

o Hackers discussed break-in activity into the Sony PlayStation Network and the fact of credit card
numbers possession on an underground Internet forum.

Iams , &

, B¥p date

thats what | heard, seams o |

Status on Phalans Bot

= e

worst company ever aren't they? | almost feel hke a chump for enjoyin

jainst people who did nothing wrong, now letting one of

Figure 1: Hacker forum screenshot presenting discussion about the types of data hackers stole from Sony2

In the first two subtasks of Task 1 (Twitter accounts and keywords) you will learn about some rules
for content-related network monitoring and you will use this knowledge in Task 2 (except that in
Task 2 we are talking not about Twitter accounts but about IRC channels). The following tools will
also be used in the exercises in Task 3:

! More: http://arstechnica.com/security/2012/07/hacking-duo-charged-for-amazon-ddos/
2 Source: New York Times online service: http://bits.blogs.nytimes.com/2011/04/28/hackers-claim-to-have-playstation-
users-card-data/? r=0
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e Topsy.com service;
e NameChk.com service;
e Maltego (http.//www.paterva.com/web6/products/maltego.php).

While performing Task 4 — Legal aspects of Internet monitoring services, you will learn about legal
aspects of Internet monitoring activities. It is obvious that you and other trainees come from
different countries with different legal systems, but some general rules related to this topic can be
learnt. The example presented in this exercise will be based upon national legislation, the most
important aspect of which relates to Personal Data Protection Law.?

3 The Personal Data Protection Law in the EU Member States is based on the same directive — 2002/58/EC of the European
Parliament and of the Council of 12 July 2002 concerning the processing of personal data and the protection of privacy in
the electronic communications sector (Directive on privacy and electronic communications). Its content (in official EU
languages) is available at: http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0058:EN:NOT
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2 Introduction
At the beginning of the exercise the trainer will inform you about the following key factors:

e The CERT is responsible for a specific constituency;
e part of the CERT services is network monitoring for active detection.*

Your area of interest should be various information sources, where you can detect a potential
incident, not only from the technical point of view, but also from the point of view of identifying the
attackers. You should also take into consideration all legal aspects related to the performance of
your work according to existing law in your country. Special attention should be paid to activities
that are related to the regular collection and usage of data which could be treated as personal data.
Important issues are: confidentiality of the communication, technical protection of the stored data,
collection of sensitive data, data anonymisation, attribution and handing over the assumptions
made. It is also important that use of publicly available systems for content monitoring be kept to a
minimum. The main reason is to avoid the discovery of monitoring activity by potential
cybercriminals.

The main schema for tasks related to identifying cybercrime traces is:

discuss the NM develop the use (or write) test the code in
and IH algorithm for the appropriate the real
capabilities NM and IH code environment

Figure 2: The general model for performing the exercise tasks®

There are two main sources of information, which will be discussed and analysed during the
exercises:

e Social media (based on the Twitter example);
e Internet chat forums.

Additionally, there are further methods of collecting information from the Internet by using the
services available online or after installing on a computer.

* Classic IP threats monitoring is not the main task during this exercise
® Abbreviations used in the figure: NM — network monitoring, IH — Incident Handling
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3 Task 1 - Social Media (based on Twitter example)

The possibility of social media monitoring will be analysed using the example of Twitter, which
seems to be the most attractive source of potentially relevant information.

From now on you will be assigned to one of the groups.

3.1 Subtask 1 — Twitter accounts

The first subtask for you is to discuss and determine Twitter user accounts which, in your opinion,
could become significant sources of relevant information. You can use your favourite Twitter
accounts as well as carrying out Internet research during the exercise to collect new favourites. The
guidance for selection are:

e your main area of interest should be Twitter users' channels;

e there are some words which could be helpful in finding relevant channels, e.g.: ‘anon’, ‘tango
down’, ‘ops’, ‘corrupt’, ‘Cr3w’, ‘cyberwars’®;

e their geographical location does matter, e.g. ‘AnoninPoland’ user channel;

e some periodic actions/operations can bring relevant information, e.g. ‘#OpUSA’;

e you should focus not only on channels related to the particular groups. Some information
channels, which specialise in monitoring these groups, are good intermediates.

At the end of this task your group should present your proposals of Twitter accounts. Prepare a short
presentation (in the form of a list of keywords). Also suggest hackers’ slang terms which you can use
in your investigations.

3.2 Subtask 2 — Keywords

This subtask is to develop the list of keywords which will be used for monitoring and detection. In
practice, when such services are provided, there are two sources of keywords:

e the set provided by the constituency representative. This type is usually very organisation-
oriented and often it refers to very specific systems of organisations’ representatives like system
names, particular persons’ names, etc. On one hand this is very helpful as system owners are the
best sources of relevant information, but on the other hand these keywords are impractical in
terms of their existence in the underground sources of information and language used by
criminals;

e the set developed by CERT members. This set is usually more practical in terms of the keywords’
existence in the underground. It should be a natural addendum to the set provided by the
constituency representative.

Good examples of keywords are:

e name of particular organisation (rather colloquial name than official name, e.g. ‘ENISA’ but not
‘European Union Agency for Network and Information Security’;

e English name of local name, e.g. translation into English from local language, like ‘agency’ (not
‘agencja’ in Polish);

e even if we do not focus on IP addresses, it is good to have them in our set and treated as the text
string;

e domain name of the monitored organisation or part of the constituency, e.g. ‘enisa.europa.eu’
or ‘europa.eu’;

é Sample terms
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e words usually used when information about successful attacks is issued, e.g.: ‘tango down’,
‘pOwned’, ‘hacked’. If local language words are also often used in such situation, they should be
added to the set.

Now you should present your proposals of keywords. This is a short presentation (in the form of a
simple list). Think about the quality and usefulness of the proposals — yours and these presented by
others.

3.3 Subtask 3 — Code development

The next, third subtask is to develop the code of the monitoring script. The main task of the code is
to monitor chosen users' channels and alert whenever condition of monitoring is met.

The modules of the script could be the following:

definition of the
keywords

set of Twitter accounts
for monitoring

collection of tweets

matching tweets with
the keywords

alerting investigators

Figure 3: Modules of the Twitter monitoring code
For the code development purposes you can use the common set examples.
The script can be found on Virtual Machine at: /home/enisa/enisa/monitoring/

A few screenshots from the script and the result of its processing are presented below.
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& enisa@enisa-VirtualBox: ~fenisafmonitoring

" ",

"twitter.php" 134L, 4722C

Figure 4: Screenshot of the script for Twitter monitoring

enisa@enisa-VirtualBox: ~/enisa/monitoring

enisa@enisa-VirtualBox:~/enisa/monitoring$ sqlite3 twitter.sqlite
SQLite version 3.7.15.2 2013-81-69 11:53:05
Enter ".help" for instructions

Enter SQL statements terminated with a ";"
sqlite> .tables

twitter

sqlite= select * from twitter Llimit 10;
227|116441232158363648
226|116443573431451648
225|118276500167462913
224|118797825550200832
223|141110393161527296
222)141110482613436416
221|141116607698808832
100|154831560204496896
99|154883856032473089

98|155349302804357120

sqlite> I

Figure 5: Screenshot from the script for Twitter monitoring: ID numbers of tweets

The code example and its functional description is given in Appendix 2 — The code example 1 for
network monitoring (Twitter).

In this example keyword is ‘hacked’ and monitored Twitter account is ‘“AnonOpsLegion’.
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WARNING ALERTS:
2013-07-03 20:05:18
https://twitter.com/AnonOpsLegion/status/352488234414112769

Muslim Brotherhood spokesman says all his social media feeds are hacked Il #Egypt

http://t.co/9b9fEe8MUv

For statistical presentation of the search results another script can be used (see Appendix 3— The
code example for visual presentation of the tweets searching).).

The graphical output from the script execution for ‘ENISA’ keyword is as below:

#ENISA In last 100 tweets

10.0 B “ENISA

7.9

5,0

2,5

0.0
2013-08-30 2013-08-28 2013-08-26 2013-08-24
2013-08-29 2013-08-27 2013-08-25 2013-08-23

Figure 6: The graphical representation of the ‘ENISA’ keyword
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getConnectionWithAccessToken( S

TwitterAuth! s

Figure 7: Screenshot from the script for graphical representation of the Twitter search results

3.4 Conclusion of Task 1

After the task has been completed your trainer will lead a wrap-up session. During the session you
will discuss:

Effectiveness of the search of Twitter channel;

Legal considerations related to this kind of search;

Your experiences and ideas for effective monitoring of social media;

The most interesting keywords (including hackers’ slang words) for effective search;
Examples of how the graphical representation for Twitter monitoring solution worked.
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4 Task 2 - IRC channels

During this task you will improve your skills of monitoring IRC channels. Automating this kind of work
is probably one of the most difficult tasks for security professionals.

The first subtask will be to analyse security aspects of IRC channels monitoring. The most dangerous
aspects are the possibility of identification of the person or organisation carrying out the monitoring,
or the identification of the fact that the presence on a channel is only for monitoring and discovering
criminal activity. Such identification can provoke attacks on an investigating party.

You should develop your own ideas on how to challenge the above problems.
The main ideas can be:

e to use anonymisation of the network connectivity (e.g. with TOR service). The IRC channel can
be reached anonymously by executing the ‘torify’ command which is a part of the ‘tor’ package
(Ubuntu and Debian distributions). If we want for example to use irssi client the the following
command should be executed: torify irssi;

e to periodically make a ‘human action’ on the channel in order to be recognised as a trusted
party;

e to periodically share potentially valuable information (from the criminal’s perspective). This
information should not bring a real value and for example could be re-published from other
public sources.

The second subtask will be to develop the script which will alert investigators about a relevant IRC
conversation. The assumption is that investigators have a secure IRC channel with functionality in
place to reduce the possibility of their detection and identification. Their main goal is to develop a
solution which will search IRC content logs, match them with keywords and finally alert the
investigators via email message. Regarding the keywords, the rules for their setting up are exactly
the same as those related to the social media channels.

The script can be found on Virtual Machine at: /home/enisa/enisa/monitoring/

A few screenshots from the script and the result of its processing are presented below.

Page 9



Identifying and handling cybercrime traces
Toolset, Document for students

September 2013

enisa@enisa-VirtualBox: ~/enisa/fmonitoring

echo
@cert.example.com

B8

"irc.sh" 28L, 826cC

Figure 8: Screenshot from the script for IRC monitoring. Script code

enisa@enisa-VirtualBox: ~/.irssi

11:31 -! Please join #freenode for any network-related questions or
11:31 -! queries, there are numerous freenode volunteers and helpful
11:31 -! users who would be happy to try answer any questions you might
11:31 -! have.

11:31

11:31 -! Check out www.fossevents.org to find out what is happening in
11:31 -! your area, join us at FOSSCON (www.fosscon.org) for talks and
11:31 -! real-1life collaboration or bring a picnic and come join

11:31 -! like-minded geeks for a geeknic (www.geeknic.org) somewhere
11:31 -! close to you.

11:31 -! Lastly, massive thanks to the 0SU Open Source Lab

11:31 -! (http:/fosuosl.org/) and Private Internet Access

11:31 -! (https://www.privateinternetaccess.com/) for their sustained,
11:31 -! long term support and dedication they show to the FO0SS

11:31 -! communities.

sl g =l

11:31 1 Fhkdkdkhkhkhkdkhhkddhdhhdhhddhddddddrddadd o ddddddd b dddbhddhddh b hd b ddddd

11:31 -! Please read http://blog.freenode.net/2010/11/be-safe-out-there/
11:31 1 AEEEEEAEITAEIT A EXT A AT A AT A AT A TR T AR AT AE T AT AT A AT A R T AT d AT h A hExdd®x
11:31 -!- End of /MOTD command.
11:31 -!- Mode change |[+i] for user enisa

11:31 enisa( 1) 1:freenode (change with ~X)
[(status)] |}

Figure 9: Screenshot from the IRC client IRSSI for IRC monitoring
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enisa@enisa-VirtualBox: ~/.irssi/.logs/#enisa

enisa@enisa-VirtualBox:~/.irssi/.logs/#enisa$
2013-10-01.1log 2013-10-02.log
enisa@enisa-VirtualBox:~/.irssi/.logs f#enisa%

<wui3Aejeba=>

Iqu4ai3iph
xie3Ailiph
ahcahchu9w
rulixiesid
iecooBahVvé
guHu9apieb
uoVeeB0oqu
aoqu3Aceiz
ieHaev9cel
iepaefchoG

thahnzooYi
LohcZaireT
shui8ulash
ohyie7ahch
eeraF4ahdu
Geid7queez
eiringum2B
Iewohx2Lae
Uguohjizah
LHEL (G E]

ocoviPefeu2
Bie8lakohe
obo4thoicCh
Iquidpheim
Uaw9ayie7f
uedoriuD3I
pheeBlroor
Dai8sohtif
PhalLoh7aip
reexeiBoo9

1s

tail 20613-10-01.1log

Uo3leluach
Fa7eibaine
Ah4oupheth
Eevderoiok
queCeegule
rooGhiphla
meilgae7Ni
Lietho9iel
ieHaidzae]
Eetaedni7m

enisa@enisa-VirtualBox:~/.irssi/.logs/#enisa% I

Figure 10: Screenshot of the result of the IRC monitoring

EezZ2ong6Fo
AhChievic?9
aeThahX7ah
Phoow9Ca4E
eejlegooZ9
eeKahquils
zoo9iCeil3
Siedcoed4bo
aeZuTZeip3
Ahy1phohBA

ungeiv@ugh
JughahceCh
roHlquenai
shoh®Eico9
aujoékoolai
Gohleisuo?
aidieRaehs
GeBThaildav
Gee9sieXlo
vei3aiPehi
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5 Task 3 — Multiple online sources for finding relevant information

This task is to work with various online services that can be used by CERT staff in the process of
finding relevant information about particular cases or for constant monitoring of their constituency.
During this task you will also work in groups. At the beginning please work for 20 minutes and list all
services in three categories:

Category A — services which you use regularly in your CERT work;

Category B — services which you do not use regularly in your CERT work, but you know would be
helpful in a particular situation or are worth considering as a regular service in the future;

Category C —services understood to have functionality which could be very helpful for CERT staff.

5.1 Sub-task 1 — Find all information related to ENISA on Twitter and
published during the last week

For this task you can use the topsy.com service. You should put ‘ENISA’ keyword in the search
window and choose a specific time range.

SOCIAL ANALYTICS SOCIAL TRENDS API COMPANY

enisa Q Sort by relevance
| atest Results New major incidents in 2012 report by EU cyber security agency ENISA | Cision Wire

news.cision.com/47994219-7eB83-41d2-a332-dBE54117 2ea8/r/new-major-incidents-in-2012-report- by-eu-cyber-security-agency-
Past 1 Hour B  enisacossaazs

i ; P TR P g,

Past 1 Day a PI- CisionWire UK @cisionw

= Mew major incidents in 2012 repon by EU cyber security agency ENISA bit.ly/162HrdC
Past 7 Days W 2 hoursago *™Reply t3Retweet trFavorite (O2 more
Past11Days [0

Interactive map - All #CERT in Europe by ENISA Permanent Stakeholders Group
Past30Days B jinjedin comisink7oode=PNIRNE
All Time Marty Mal ena @mallavibarrena
S Interactive map - All IL,ERT in Europe by ENISA Permanent Stakeholders Group Inkd.in/FNJRREB
SPECITIC hange W 2 days ago *Reply Rstwest trFavorite (2 more

] : )
Path — Monica Carolina S
path.com/p/28B93H
onica Carolina S @mncarolina
s || Monica Carolina S
Bl Girls Day Out :3 (with I'v'laﬂ,"free Eame and Enisa at Planet ice cream) [pic] — path.com/p/28B93H
W6 daysago *wReply t3Retweet trFavorite ¢©1 more
@ Everything
& | inke Good Practice Guide for Incident Management — ENISA
B enisa.europ rt/support/incident-management
W Tweets h mailforlen
Good Practice Guide for Incident Management — ENISA bit.ly/170JTOQ via @Diigo

@ Photos W6 daysago *sReply ©Retweet trFavorite (O7 more
H Videos
& Influencers Path — Nurrina Fatmawati

path.com/p/3uRIsE

[ Murrina Fatmawati @nunin
All Languages EESH Damn! | Love Indonesial (0 (wi Enu;a} [pic] — path.com/ |, ‘3uRIsE
R W 2 days ago *mReply S Retweet trFavorite (02 {
PR3

. Indianna Talavera @anna talavera
BEE | @nisabananas that hurt Enisa pic.twitter.com/dk8sERSpmV

Figure 11: The result of ‘ENISA’ search in the topsy.com service
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As you will see such a general search can come up with a lot of an irrelevant information. Thus
please tune the search by excluding false negative results as much as possible, e.g. these which
include words like ‘love’, ‘girls’, ‘Bukvic’, ‘Custovic’. Find the relevant search operator.

5.2 Sub-task 2 - Find all social media services which contain information
about a specific user (recognised by a nickname)

Such functionality could be helpful if information about a specific Internet user is important. For this
purpose the participant can use the NameChk.com service.

B8 suipv taken ¥ | O Flixswer men W MySpace mken 3 [ stumbistpon taken 3
| saey i | \Eipondspunns . o vf] (] tietion et 8| | o i 3
BAIqger taken 3 [ Fors ﬂ nepabes malizhle | N Thistie:
B sogmarks | Y Fomalog avallabie v' ] newsine W Tribe
B) niogmv !_:ﬁm_‘nuuqu_a[g __a-.-_a!_a_l:__e_f B photobucket mken K 5] Tripit aken 3
Baghtkite takernn | [ Frendreed mien % | {7 Picas auailznia v | taken M
& By M runnyordie *p* PictureTrail B Twimpic avallable w|
|n E_'.:'::.'!E'.T_ v able W | <7F fwisp @ Pinterest taken M WP bwitter taken M
£m calemom taken 3 ;_ \ Gather availahie v‘ _P Plancast avallznle w#| | usTeam taken 3
& Car Domaln Bl coat ®) plaws B visualize us
| @ cnima avatabie v | |[B] Gemslue men 8 W pime n_'.'ldﬁlﬁ avallable v |
| claimid avalable W Glthub E Plurk L Vimen taken M
*. ColourlLavers | ™ Gogobat avallabie W T politics4all.com Viakoopa
B ccnnect.me 9 Good Reads raker 8 [ Posterous taken B O Welollow avallable v |
@ CopyTaste & gowalla when % B ow mien K [ wikipedia
| B current avatable v | Hexday ] quem B3 vaisnliste avallable v |
(2 DairyBooth taken 3 [ nis mien M Rae Your Mesic Wordpress taken 3
P oairyMation taken 3 M Howcas RETE 1 WURH
g dalicious taken ¥ | [EJ Hulu mhen M 5 reddit aken ¥ 0 Xanoa taken 3
BB deviantarT taken % @ jning B redux B «Fre
|-- Digg avaiiable v/ | M identica avallatie v ResumeBucke: &% yfreg taken 3
[E) duzn N deetetallylovalt W Rever Yaitity
2 nisqus taken 3 S Imageshack * e D vouTube taken 3
== Dpplr % Inzanelaurmnal e Sessmic ﬁlﬂ 2aal0G
| B oribbble avaitable wh Instrctahles wmen ¥ setiise Tm & 7ocome

Figure 12: The result of the ‘ENISA’ search in the namechk.com service

Your additional task is to provide a list of such accounts which could be used for further monitoring.

5.3 Sub-task 3 — Finding phone numbers and people using PGP software in a
particular organisation

If you want to investigate a particular organisation you can probably collect many pieces of

information about it. One of them could be phone numbers and PGP keys used in the organisation.

The tool which can be used for this purpose, is Maltego. Maltego is an open source intelligence and
forensics application. It offers mining and gathering of information as well as the representation of
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this information in an easy-to-understand format. It is available as a free tool for non-commercial

purposes.

You can download the tool from the Paterva website
at: http://www.paterva.com/web6/products/download.php.

After the installation the software interface shows the available functionality.

Maltego Tungsten CE 3.4.0

Machines Collaboration

Gopy.

LS I

te Clear
Al @ pelete

5] Palette
¥ Devices

. B

m IPva Address

1 IP versior

& MX Record

2 4 s mail exchance
NS Record

B o

- Netblock

5 N nternet Auton:

= URL
&

B i
> Locations
» PenetrationT...
v Personal

g Alas

Document
& A docume

X selectbyType T |\ Zoomto T 'y Zoomin

% ‘SelectLinks

A add Similar Sibings B, Seléct Childran. £ Ade Childeen

:I 5 select All

| % tnvert Selection | Add Path
Entity.
Selection &8 Select None

5 Zoomtofit 'y Zoom Out

Salect Parents Select rked © 5% Reverse Links Zoom 100% 7 Zoom Selection
b Bookma: i ] A

ELf New Graph (4) x

MainView | BubbleView  Entity List 2 e [®] 2o e o=

Figure 13: Screenshot of Maltego application

5.3.1

Finding PGP keys

LL-R -1 = RER SRR Gk Machi...

[ =

(4 Detail View

» x

= Property View

» x

In this sub-task the organisation which will be investigated is ENISA. To select the organisation, you
need to choose the domain. This can be done by dragging and dropping the domain palette from the
left side bar.
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Figure 14: Choosing the organisation by website selection

Having the icon on the main board, by double clicking the name of the organisation can be changed
to enisa.europa.eu.

Then your task is to receive information about particular PGP keys available in the organisation.
Please find the appropriate function in the service to get it.

Your result should be the same or similar to that presented in the figure below.
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Figure 15: Screenshot 1 — Information about the PGP keys available in the organisation

5.3.2 Finding phone numbers

Your next task is similar, but now you should add information about the available phone. If you are
successful, your result should be similar to that presented below.
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Figure 16: Screenshot 2 — Information about the organisation phone numbers with the property view of one of the
numbers

The sub-tasks of Task 3 showed just a few examples of possible tracking activities. Maybe you know
other known sources of valuable information? Always remember that you are permitted to use legal
methods of information collection only.

The Maltego Tool it is a very powerful tool and only a small part of its capabilities was presented
during the exercise. Now you can experiment with this tool and find other possible ways to use it. To
learn about more its functionalites, watch the video tutorials prepared by Paterva. They are available
at: http.//www.paterva.com/web6/documentation/index.php.
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6 Task 4 — Legal aspects of Internet monitoring services

In this part of the exercise your task is to develop a kind of internal legal guide for doing
investigation work for your team. Consider potential risks in particular.

Think about:

- your legal power and real needs.

establishing relations with law enforcement agencies and:

- the protection of collected information

- the protection of personal data if it will be part of your monitoring and could be made public

as a result.

Now, analyse the laws of your country. The result of your analysis can be a matrix with name of your
country (rows) and law rules (columns) — see example below.’

Country/Law Personal Data | Classified Information | Data Breach Notification
Protection Protection [etc.]
Personal data can be processed | If  processed information s .

Poland only if: classified, then it must: ISP must report to data su.bJe.ct
- there is approval of data | - be revealed only to authorised about personal data breach in its
subject; persons; network not later than 3 days after
- it is necessary to fulfil legal | - be processed in the protected its discovery.
requirements; environment  (technically and | |sp must report to National Data
- it is necessary for the public physically); Authority about  personal data
benefit; - be protected according to the | preach in its network not later then
- it is necessary for fulfilling specified rules described in the 3 days after discovering it.
legitimate tasks, which do not special documents which define
violate the data subject rights protection level

Greece

The Netherlands

Germany

[...]

When you are ready present your findings and discuss with others. Pay special attention to the
protection of personal data.

7 The proposals in the table are not all examples from the law.
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To use the script below you have to have a Twitter account and register your application
at: https://dev.twitter.com/apps/new

To register your application you can use your Twitter account.

LBV

APIHeath Blog Discussions  Documentabon - a

Figure 17: Screenshot presenting the template for creating an application on the Twitter website

Create an application

Application Details
Marma
ENSA

Description: *
EMSA anareite

Callback URL

Developer Rules Of The Road

a change of give you

o Fosiow Qrentiesags

AL 50 plaase chick
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Figure 18: Screenshot presenting information about the registered organisation
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Figure 19: Screenshot presenting the information about the issued token for the application
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// number of last checked statuses

Snotweets = 10;

session_start();

// https://github.com/abraham/twitteroauth
require_once("twitteroauth/twitteroauth/twitteroauth.php");
// Twitter API

Sconsumerkey = "XXXXX";

Sconsumersecret = "XXXXX";

Saccesstoken = "XXXXX";

Saccesstokensecret = "XXXXX";

function getConnectionWithAccessToken(Scons_key, Scons_secret, Soauth_token,
Soauth_token_secret) {

Sconnection = new TwitterOAuth(Scons_key, Scons_secret, Soauth_token, Soauth_token_secret);

return Sconnection;

}
Sconnection = getConnectionWithAccessToken(Sconsumerkey, Sconsumersecret, Saccesstoken,
Saccesstokensecret);

Salertarray = array();

Sseparator ="[#]";

// for each interesting user

foreach (Stwitterusers as Stwitteruser) {

Stweets = Sconnection-
>get("https://api.twitter.com/1.1/statuses/user_timeline.json?screen_name=". Stwitteruser .
"&count="". Snotweets);

// error handler for Twitter API
Serr = NULL;
foreach (Stweets->errors as Serror) {
echo Serror->message;
Serr = true;
}
// stop if there is error
if (Serr) {
die("\r\n\r\nStop because of above errors.\r\n");

}

// for each tweet from each interesting user
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foreach (Stweets as Stweet) {

// parse time to own format
Stweetdate = date('Y-m-d H:i:s', strtotime(Stweet->created_at));
// unique id from Twitter id
Stweetid = Stweet->id_str;
// create URL from data
Stweeturl = "https://twitter.com/" . Stweet->user->screen_name . "/status/" . Stweetid;
Stweettext = Stweet->text;
// checking if tweet is retweet
if (substr(Stweettext, 0, 4) =='RT @') {
Stweetid = Stweet->id_str;
// if tweet is retweet then add (.=) URL to Stweeturl var

Stweeturl .= "\r\nhttps://twitter.com/" . Stweet->retweeted_status->user->screen_name .

"/status/" . Stweetid . " (RT)";

Stweettext = Stweet->retweeted_status->text;
}
// check whether the status is in the database
try {
// SQlite
Sdb = new PDO('sqlite:underground_twitter.sqlite');
// if there is no database then create

Sdb->exec("CREATE TABLE IF NOT EXISTS underground_twitter (id INTEGER PRIMARY KEY, id_str

TEXT UNIQUE NOT NULL)");

Squery = "SELECT COUNT(*) FROM underground_twitter WHERE id_str = 'Stweetid"";
foreach (Sdb->query(Squery) as Srow) {
Scount = Srow["COUNT(*)"];
echo "Scount - Stweetid\r\n";
}
} catch (PDOException Se) {
print 'Exception : ' . Se->getMessage();
}
// if SELECT to database return O (record doesn't exist in database)
if (Scount == 0) {
// INSERT INTO database tweet id
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try {
Sdb->exec("INSERT INTO underground_twitter (id_str) VALUES (" . Stweetid . "');");
} catch (PDOException Se) {

print 'Exception : ' . Se->getMessage();

<?php

/*

* |dentifying cybercrime traces - social media / Twitter
* script should be run every few (<5) minutes

*/

// interesting keywords

Swarningstrings = array("enisa", "agency", "tango", "national government", ".eu, "pOwned",
"hacked");

Then the Twitter's users should be pointed out:

// interesting users

Stwitterusers = array("user_01", "user_02", "user_03", "user_04", "user_05");

The next step is to use a publicly available Twitter API. The trainer should inform trainees about

availability of such API (https://github.com/abraham/twitteroauth). This helps to build a databases
with IDs of tweets.

Finally the script should notify the investigators about the discovered threat.
// for each interesting keyword
foreach (Swarningstrings as Swarningstring) {
// check url
foreach (Stweet->entities->urls as Sturl) {
if (strpos(Sturl->expanded_url, Swarningstring) !== false) {
Salert = Stweetdate . Sseparator . Stweeturl . Sseparator . Stweettext . Sseparator;
// add to alert array

array_push(Salertarray, Salert);

}
// check tweet

if (strpos(Stweettext, Swarningstring) !== false) {
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Salert = Stweetdate . Sseparator . Stweeturl . Sseparator . Stweettext . Sseparator;
// add to alert array

array_push(Salertarray, Salert);

}

Salertuniquearray = array_unique($alertarray);
Salertnotify = "WARNING ALERTS:\r\n";
Salertstrlen = strlen(Salertnotify);
foreach (Salertuniquearray as Salert) {
Salertnotify .= "\r\n" . str_replace(Sseparator, "\r\n", Salert);
}
Salertstrlencheck = strlen(Salertnotify);
// if there is at least one new tweet
if (Salertstrlen < Salertstrlencheck) {
echo Salertnotify;
// send e-mail

mail(‘'alert@our-cert.eu’, '[Identifying cybercrime traces] Twitter', Salertnotify);

?>
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8 Appendix 2 — The code example for visual presentation of the tweets
searching

<html>
<head>
<script type="text/javascript" src="https://www.google.com/jsapi"></script>
<script type="text/javascript">
google.load("visualization", "1", {packages: ["corechart"]});
google.setOnLoadCallback(drawChart);
function drawChart() {
var data = google.visualization.arrayToDataTable([
<?php
// https://github.com/abraham/twitteroauth
require_once("/home/enisa/enisa/monitoring/twitteroauth/twitteroauth/twitteroauth.php");
// Twitter API
Sconsumerkey = "XXXXX";
Sconsumersecret = "XXXXX";
Saccesstoken = "XXXXX";
Saccesstokensecret = "XXXXX";

function getConnectionWithAccessToken(Scons_key, Scons_secret, Soauth_token,
Soauth_token_secret) {

Sconnection = new TwitterOAuth(Scons_key, Scons_secret, Soauth_token, Soauth_token_secret);

return Sconnection;

}
Sconnection = getConnectionWithAccessToken(Sconsumerkey, Sconsumersecret, Saccesstoken,
Saccesstokensecret);

// https://dev.twitter.com/docs/api/1.1/get/search/tweets
// https://dev.twitter.com/docs/using-search

Stweets = Sconnection-
>get("https://api.twitter.com/1.1/search/tweets.json?q=%23enisa%20exclude:retweets&count=100

");
Sstack = array();
foreach (Stweets->statuses as Stweet) {
//var_dump(Stweet);
Stweetdate = date('Y-m-d H:i:s', strtotime(Stweet->created_at));

Stweettext = Stweet->text;
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//echo Stweetdate . "\n";
array_push(Sstack, explode(' ', Stweetdate)[0]);
}
Sstack = array_count_values(Sstack);
Schart = "\t\t\t\t\t['Day', '"#ENISA'],\n";
while (Spie = current(Sstack)) {
Schart .= "\t\t\t\t\t["" . key(Sstack) . "', Spie],\n";
next(Sstack);
}
Schart = substr(Schart, 0, -2);

echo Schart;

>
1);
var options = {
title: '"HENISA in last 100 tweets'
2
var chart = new google.visualization.ColumnChart(document.getElementByld('chart_div'));
chart.draw(data, options);
}
</script>
</head>
<body>

<div id="chart_div" style="width: 900px; height: 500px;"></div>
</body>
</html>
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9 Appendix 3 - The code example for IRC monitoring
#!/bin/bash

# ldentifying cybercrime traces - IRC channel

# script should be run every midnight

#irssi (as IRC client) settings:

# /set autolog_path ~/.irssi/.logs/S0/%Y-%m-%d.log

# /set autolog on

# search interesting keywords in logs from yesterday

# XXXCXXXXXX. or XXX XXX XXX.XXX are IP addresses

# domain.xx is domain name server

IRC="find /home/XXXXX/.irssi/.logs -name S(date --date='1 day ago' +%Y-%m-%d).log -exec egrep -il
'keyword_1|domain.xx|tango|government institution | XXX. XXX XXX. | XXX XXX.XXX.XXX' {}\; | sed
":a;N;S!ba;s/\n/ -a /g' | awk '{print " -a " SO}"

IRCLEN="echo ${#IRC}'
If the keyword is found then the investigators should be notified via email.
# if there is a file
if [ SIRCLEN -gt 0] ; then
# send e-mail with log
echo "IRC logs attached" | mutt -s "[Identifying cybercrime traces] IRC" alert@our-cert.eu SIRC
Fi

The result of the script is a mail which contains the matched word. In the example, due to the
content monitoring of the channel “hackchat” the keyword “org_one.gov.eu” was discovered in the
conversation of criminals. Logs are:

--- Log opened Sun Jun 29 00:00:13 2013

00:04 -!- hacker01_ [hackerO1*anonmx@AN-di2.t5r4.govi.IP] has joined #hackchat

00:04 -!- hacker01_ is "hacker01 AnonSomwhere" on (unknown)

00:07 -!- hacker01__ [hackerO1*anonmx@AN-di2.t5r4.govi.IP] has joined #hackchat

00:07 -!- hacker01_ [hackerO1*anonmx@AN-di2.t5r4.govi.IP] has quit [Connection closed]
00:07 -!- hacker01__is "hacker01 AnonSomwhere" on (unknown)

00:08 -!- hacker01 [hacker01*anonmx@AN-di2.t5r4.govi.IP] has quit [Pingtimeout: 121 seconds]
00:09 -!- hacker01__ [hackerO1*anonmx@AN-di2.t5r4.govi.IP] has quit [Connection closed]
00:09 -!- Odik__ [Ella__@AN-20e.6tt.42adcl.IP] has joined #hackchat

00:09 -!- Odik___is "Bluto" on (unknown)

00:09 -!- Dragon [Dragon@AN-j3b.im0.23nk0v.IP] has quit [Connection closed]

00:09 -!- wawka [not@yourhouse.anymore] has quit [Connection closed]
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00:09 -!- wawka [not@yourhouse.anymore] has joined #hackchat

00:09 -!- wawka is "..." on (unknown)

00:09 -!- Dragon_ [Dragon@AN-j3b.im0.23nk0v.IP] has joined #hackchat

00:09 -!- Dragon__is "Dragon" on (unknown)

00:10 -!- hacker01 [hacker0O1*anonmx@AN-di2.t5r4.govi.IP] has joined #hackchat

00:10 -!- hacker01 is "hacker01 AnonSomwhere" on (unknown)

00:12 -!- Ella_ [Ella__ @AN-20e.6tt.42adcl.IP] has quit [Ping timeout: 121 seconds]

00:17 -!- hacker01 [hacker01*anonmx@AN-di2.t5r4.govi.IP] has quit [Connection closed]
00:18 -!- hacker01 [hacker0O1*anonmx@AN-di2.t5r4.govi.IP] has joined #hackchat

00:18 -!- hacker01 is "hacker01 AnonSomwhere" on (unknown)

00:20 -!- Dragon is "Dragon" on (unknown)

00:20 -!- Dragon [Dragon@AN-j3b.im0.23nk0v.IP] has joined #hackchat

00:20 < Dragon> hi, let's hack org_one.gov.eu

00:20 -!- Ella_ [Ella__ @AN-20e.6tt.42adcl.IP] has joined #hackchat

00:20 -!- Ella_is "Bluto" on (unknown)

00:21 < hacker01> ok, let's do it

01:21 -!- Dragon_ [Dragon@AN-j3b.im0.23nk0v.IP] has quit [Ping timeout: 121 seconds]
01:22 -!- hacker01 [hacker01*anonmx@AN-di2.t5r4.govi.IP] has quit [Connection closed]
01:22 -!- L3JION [LEJION@1671671] has quit [Ping timeout: 121 seconds]

--- Log closed Jun 29 01:22:25 2013
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