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1. What Will You Learn?

1.1 Mobile forensics

Mobile forensics are a set of complex techniques aiming at the delivery of digital evidence based on data
extracted from mobile devices. As such, it utilises approaches, technologies and tools known from computer
forensics. Some of the concepts and solutions are common for both, while others are specifically for mobile
forensics. Mobile forensic investigations (and digital forensic investigations in general) can be split into
several phases: identification of a target mobile device, its seizure and data acquisition, examination and
analysis, reasoning and reporting. Over the course of the investigation, activity must be documentation and
gather evidence properly and securely stored.

This exercise will focus on the following phases: data acquisition (excluding physical approach) and
examination and analysis (in terms of mobile device contents, application-specific data, malware and
network communications).

1.2 Network forensic
Mobile network connectivity through technologies like GSM, UMTS, LTE is not commonly used in computer
environments and thus has to be dealt with in a special way in a lab situation. One way is to use specialised
commercial systems* available to law enforcement agencies. Alternatives are open-source implementations
of management and data forwarding applications which, when combined with software defined radio (SDR)
hardware, can be used to create a closed mobile network suitable for analysis.

The students will be given prepared samples of malware traffic captured with tcpdump® and mitmproxy® for
analysis. After the exercise and accompanying studies the students should be aware of tools and techniques
to build an environment to capture and analyse network traffic generated by mobile malware.

1.3 Mobile malware reverse-engineering
In this exercise the task will be to analyse malicious applications developed for mobile platforms (Android,
i0S) and use a variety of tools to identify information leading to the development of countermeasures.
Extracting the applications from a mobile device will not be part of this exercise.

We will demonstrate the analysis of two mobile malware applications (Android.Trojan.SLocker.DZ for
Android and i0S.Oneclickfraud) using a couple of publically available tools and make the students acquainted
with them.

4 Cellular Intercept and Cellular Monitoring technologies give Law Enforcement and Government Agencies a technological edge,
http://www.cellularintercept.com/, last accessed on: 2015-09-14

5 Tcpdump: network traffic sniffer, http://www.tcpdump.org/, last accessed on: 2015-09-14

6 MitM Proxy: An interactive console program that allows traffic flows to be intercepted, inspected, modified and replayed,
https://mitmproxy.org/, last accessed on: 2015-09-14
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2. Exercise Task

2.1 Task 2.1: Analysis of sample application's permissions on an Android device

2.1.1 Introduction
In this task, the students will use native Linux instrument called AAPT’ which allows to take a look into
permissions of the sample application. The AAPT tool can be used to list, add or remove resource files from
apt packages (i.e. Android applications). If can also dump specific data from the packages.

2.1.2 Details
In the exercise directory (/home/enisa/D2/2.6 T1) students will find an APK application file
com.androidream.secretdiary.free.apk. For the analysis of this file students will have to use the pre-installed

AAPT tool.

2.1.3 Task walk-through
In this section a possible approach to permissions' analysis is explained.

2.1.3.1 Take a look for tool's options by running aapt.
Android Asset Packaging Tool

[-a]

s of Zip-co

ot d[ump] [--values] - .
| Print the contents of the resou table string pool in the

Print 1
Print P
Print the r
e C

C

and icon for thv app declared in APK.

Print
Print
Print

Figure 1

2.1.3.2 Use command "aapt d permissions" to view the permissions of

com. andIOLdream secretdiary. free. apk appllcat|on
A-\ 6 - task 1% aapt d | n n.androidream. retdiary.free.apk

Figure 2

7 Build System Overview, http://developer.android.com/sdk/installing/studio-build.html, last accessed on: 2015-09-14
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Compare permissions granted to this application to all available permissions for Android applications® and
describe what this specific application can do.

2.2 Task 2.2: Analysis of sample application's Mach-o header on an iOS device

2.2.1 Introduction
In this simple task the students will use tool called OTOOL which allows to take a look into Mach-O header
of the sample iOS application. This application is available only for Mac OS X platform.

2.2.2 Details
You will have to use the otool on sample iOS application. You will find information about the FAT header to
identify the supported CPU architecture to run an application. It's important to know how to run the
application if it's needed to put the application into a sandbox.

2.2.3 Task walk-through
Students will need to download .IPA file directly from an iPhone or from the Internet. After that they will
need to unzip .IPA file then check information from the FAT file header.

2.2.3.1 Unzip .IPA file.

inf lating
inflating: i
inflating: i

extracting: Payload/Goog

Figure 3

8 Android applications permissions, http://developer.android.com/preview/features/runtime-permissions.html, last accessed on: 2015-09-14
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2.2.3.2 Use otool to check FAT header.

iMac-mic enizaf otool —f Pavload/Googlet Mops.opp/Googleh Mops

15A75

align 2

Figure 4

Compare FAT_MAGIC value with Mach-O documentation® and answer the question: is the binary for a 32-
bit platform, 64-bit platform, or are the binaries universal?

e 32-bit (ARMv6, ARMv7) — OXFEEDFACE
e 64-bit— OXFEEDFACF
e Universal binaries — OXCAFEBABE

2.3 Task 3.1: A quick evaluation of knowledge regarding mobile devices
Please answer the following questions. Only one answer is correct in each question.

1. Whatinformation is contained in the IMEI number?
a) The manufacturer's code

b) Name of operator
c) The number of home network
d) None of the above

2.  The ICCID number is:
a) The number identifying the SIM card

b) The serial number of the SIM card
c) Number, which can be read without knowing the PIN
d) All of the above

3. The IMSI identifies:
a) Subscriber

b) Phone
c¢) TheSIM card

9 Universal Binaries and 32-bit/64-bit PowerPC Binaries,
https://developer.apple.com/library/mac/documentation/DeveloperTools/Conceptual/MachORuntime/index.html#//apple_ref/c/tag/fat_header,
last accessed on: 2015-09-14
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d) The telephone

4. To disable communication capabilities of a seized mobile device which is turned on:

a)
b)
c)
d)

Insert the device into the overvoltage bag

Separate it from the network by pulling out SIM card
Turn it off

Put it in a Faraday's bag and analyse as soon as possible

5. How to check the IMEI of a device which is turned on?

a)
b)
c)
d)

By entering *#06#
By entering *##06#
By entering *#08#
By entering *##08#

6. What does "post mortem" extraction mean?

a)
b)
c)
d)

Device is bricked

Device is turned off

Extraction will damage the device
Device is turned on

7. How can the integrity of electronic evidence be ensured?

a)
b)
c)
d)

By burning extracted data to a read-only medium
By a checksum

By following chain of custody

All of the above

2.4 Task 4.1: Logical data extraction from Android devices

24.1

24.2

24.3

244

Introduction
In this task the students will use the AF Logical OSE tool to make a logical extraction from Android device.
The trainer will give a short introduction to the usage of the Android AVD's and AF Logical OSE tool.

Tools used
e AVD
e AF Logical OSE

Details

Students have to prepare the Android Virtual Machine with the Android AVD tool. After that, they'll have to
fill some data into Android Virtual Machine and once that is done, students can make a logical extraction. If
they are any problems with creation of Virtual Machine and / or populating it with sample data students can
use AVD called Android_VM_ENISA.

Task walk-through
The following steps explain how to make a logical extraction of an Android device.
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2.4.4.1 Create new AVD machine. Open Linux Terminal and type android. You will see the SDK Manager
window. Navigate to Tools and go to Manage AVDs. Click on Create and create a new AVD as
shown in the picture below.

=

4] Android Virtual Device (AVD) Manager -+ x

|Android virtual Devil:esl‘ Device Definitions ‘

List of existing Android virtual Devices located at /home/enisa/.android/avd

AVD Mame Target Name Platfor | APl Lev| CPU/AB Create...

Refresh

Figure 5 AVD Manager

i Edit Android Virtual Device (AVD) - + x
AVD Name: [hndroid_VM_logi(al
Device: [ e
Target: [ Android 5.1.1- APl Level 22 8
CPU/ABI: ARM (armeabi-v7a)
Keyboard: Hardware keyboard present
Skin: Skin with dynamic hardware controls o}
Front Camera: None
Back Camera: None .
Memory Options: | RAM: wneapizz |
Internal Storage: ‘ [512 ] [MiB 2 ]
SD Card:
@® size: [512 | [mig ||
O File: ‘ | Browse
Emulation Options: ‘ ] snapshot [J Use Host GPU
[0 override the existing AVD with the same name

Figure 6 Create new AVD

2.4.4.2 Fill in sample data (e.g. add some contacts, try to send few SMS messages, try to call any
number, open Internet browser, save some images on the internal memory and send some

images by MMS message).
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/f_ Developer options | OFF

Take bug report

Desktop backup password

Desktop full backups aren't currently
protected

Stay awake

Screen will never sleep while
charging

HDCP checking
Use HDCP checking for DRM content only

Protect SD card

Apps must request permission to
read SD card

DEBUGGING

USB debugging

Debug mode when USB is
connected

Figure 7 Enable USB debugging
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2.4.4.4 Run the aflogical-ose command via terminal. By running this command you will push to the

device a small application w

g

Figure 8 aflogical-ose command

hich tries to download data from the device.
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2.4.4.5 On the device's screen it can be seen types of information for downloading from the device

memory. Click on capture and wait until you "Data extraction completed" message appears.
AFLogical 0S|
Available providers:

+ |CallLog Calls

+ | Contacts Phones

+ | MMS

+ | MMSParts

' |SMS

Select All | Deselect All Capture

Figure 9

2.4.4.6 Now you need to get back into the terminal window and press enter to download data to the
local hard disk.

r to pull

Figure 10 aflogical-ose pull data from device

2.4.4.7 After that you have to find a folder called aflogical-data on your hard drive. In this folder you will
find another folder named by the date and time of the extraction and when you will go deeper
then you will find *.csv files with resources downloaded from the phone.
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2.5 Task 4.2: File system extraction from Android devices

2.5.1 Introduction
In this task the students will use adb and dd tools to make a file system extraction from Android device. The
trainer will give a short introduction into the usage of the Android AVD's and used specific commands.

2.5.2 Tools used
e AVD
e adb
e cat, dd, su, sudo

2.5.3 Details
Students have to prepare the Android Virtual Machine with the Android AVD tool. After that they'll have to
fill some data into Android Virtual Machine and once that's done students can make logical extraction. If
they are any problems with creation of Virtual Machine and / or populating it with sample data students can
use AVD called Android_VM_ENISA.

2.5.4 Task walk-through
2.5.4.1 Firstly we connect the device through usb and enable usb debugging in the phone settings.

2.5.4.2 To identify the partition layout we connect to the device through adb shell and list partitions
through /proc/partitions.
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~
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Figure 11 /proc/partitions
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mdm1c
mdm
mdm1mO
mdmIm9k
mdm1me
mdm1

misc
modem -

padB
padC
padD
persist
re

Figure 12 Partitions By Name

2.5.4.4 Next, extract the system img to the root of the sdcard.
ro Snamu 2 dd 1t=/dev/block/mmcblk&pdl o 1 5 '( em. 1mg
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C:\Progr

Figure 14

2.6 Task 4.3: Manual file carving

2.6.1

2.6.2

2.6.3

2.6.4

Introduction

In this task, the students will use wxHexEditor tool to perform file carving from a file system imaged of an
Android device. The trainer will give a short introduction into the usage of the wxHexEditor and tells
something about file signatures.

Tools used
e wxHexEditor

Details
This exercise refers to Task 2 above. Now that students have dumped a partition from Android Virtual
Machine, the goal is to find some JPG file in the partition image.

Task walk-through

Afile signature is data used to identify or verify the content of a file. In particular, it may be a so called magic
number which identifies the format of the file. Generally a short sequence of bytes (most magic numbers
are 2—-4 bytes long) is placed at the beginning of the file.

Manual file carving is the process of reconstructing files by scanning the raw image of the disk looking for
file signatures and its contents, and reassembling them. This is usually done by examining the header (the
first few bytes) and footer (the last few bytes) of a file.
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2.6.4.1 Open wxHexEditor by typing in Linux Terminal command wxHexEditor and open one of partition
file by clicking on File -> Open.

tadss

InfoPanel

Access:
Device:

Datalnterpreter

Name: system.img
Path: /home/enisa/Desk gappepaz1e
Size: 509.9 MB

Read-Only
FILE

wxHexEditor 0.22 Beta for Linux

»

File Edit View Tools Devices Options Help
1Bl Ee QQ-

]

J/home/enisa/Desktop/system.img ]

Al

[] Unsigned [] Big Endian| Qffset
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08123456789ABCDE
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Showing Page: 0

Cursor Offset: 0
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Selected Block: NfA
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2.6.4.2 You need to find a header of a JPG file which is FF D8 FF (list of all known file signatures can be
found on the Internet ). It is important, that the header is a few bytes ahead of an ASCII string

Figure 15

"JFIF". Use search tool ("Edit -> Find -> Find All") directly from wxHexEditor.

u Find - + %
Search: |FFDSFF | v ]
Search as Options
QL [J Search backwards
@) Cancel
[J Wrap around
[ As UTF-8
Figure 16
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426903444|E8 E9 EA F1 F2 F3 F4 F5 F6 F7 F8 F9 FA FF C4 00 1F 01 #00+=s(]+="+- — vo
426903462(00 63 01 01 61 ©1 01 01 01 01 01 60 00 00 00 00 00 01| PoCCCEEEO ol | ‘ Clear ‘
Showing Page: 817821 Cursor Offset: 426903064 Cursor Value: 255 |Selected Block: N/A Block Size: N/A
Figure 17

2.6.4.4 Now you need to find a hex value of FF D9 which is a JPEG files' footer. Try to locate the nearest
occurrence after the header identified in the previous step.

(W= wxHexEditor 0.22 Beta for Linux X
File Edit View Tools Devices Options Help
B BelQa %
Datalnterpreter ® Jhome enisa/Desktop/system.img 1 | Search Results ®
[ unsigned [] BigEndian |0ffset 80 ©1 62 B3 B4 85 06 07 B8 B9 BA OB OC 6D BE OF 10 11 8123456789ABCDEFOL 2213. Offset 426468512 ol
426985378F8 A2 9D D9 1C 91 EC 1F DA 17 1F DE IF 95 1F DA 37 3F |L6¥Lawy 2w [vov 77|7| | 2214. Offset 426471364
sinary (11113111 |0 Ft | |56005388|0F 1F F7 CD 14 51 76 2E 48 F6 17 FB 46 E7 FB C3 FE F9 Jr=10v. H+avFr/ 2215, OFfset 426475616
8 bit 426905486 A4 FE D2 B9 FE FO FF 00 BE 68 A2 8B B F6 71 EC 2F F6 iimm= Jhoi
Lot 42690542495 CF F7 87 FD F3 47 F6 95 CF F7 87 FD F2 28 A2 8B BO |pl=g2<G:ol=g2=( 2216. Offset 426488858
426905442|F6 70 EC LF DA 57 39 FB C3 FE F9 14 7F 69 5C E3 EF OF |+pe=v WOV [m-fai\nn 2217. Offset 426858959
32 bit 426985466\ B EG BA 26 BB OF 67 OF C1 FD A5 73 FD F1 FF 80 7C 8A Vilyxghilis |&| || 2218, Offset 426902636
sabit 42698547828 A2 8B BO F6 70 EC 7F FF D9 FF E1 84 DE 68 74 74 70 |(dizpen 1 Be Jhttp
42690549634 2F 2F 6E 73 2E 61 64 6F 62 65 2E 63 6F 6D 2F 78 61 ://ns.adobe.com/xa
Float 42698551470 2F 31 2E 30 2F 08 3C 3F 78 70 61 63 6B 65 74 20 62 |p/1.0/ <?xpacket b| || | 2220. Offset 426930104
boubl 426905532|65 67 69 6F 3D 27 EF BB BF 27 20 69 64 3D 27 57 35 4D |egin="ng " id="WSM| || 5051 Orrcer angea7283
e "% 1426905550(30 4D 70 43 65 68 69 48 A 72 65 53 7A 4E 54 63 7A 6B @MpCehiHzreSzNTczk 5€
42696556863 39 64 27 3F 3E BA 3C 78 3A 78 6D 70 6D 65 74 61 20 |c9d’ 7>g<x:xmpmeta 2222. Offset 426950104
'N”""’m' e B 1426905586/78 6D 6C 6F 73 3A 78 3D 27 61 64 6F 62 65 3A 6E 73 3A xmlns:x='adobe:ns: | ||| 2223. Offset 426965599
ame: system.img 426905604 (6D 65 74 61 2F 27 3E BA 3C 72 64 66 3A 52 44 46 20 78 meta/'>E<rdf:RDF x
Path: /home/enisa/Desk 126085622(60 6C 6E 73 3A 72 64 66 30 27 68 74 74 78 3A 2F 2F 77 |mlns:rdf="http:/u| || | 222+ Offset 427023869
Size: 509.9MB 426905640(77 77 2E 77 33 2E 6F 72 67 2F 31 39 39 39 2F 30 32 2F ww.w3.0rg/1999/02/| || |2225. Offset 427026708
gtt_essr ?f:lEd-Only 426905658/32 32 2D 72 64 66 2D 73 79 6E 74 61 78 2D 6E 73 23 27 |22-rdf-syntax-ns#' 2226. Offset 427064175
evice: 426905676/3E OA BA 20 3C 72 64 66 3A 44 65 73 63 72 69 70 74 69 >EE <rdf:Descripti
426905694 |6F 6E 20 78 6D 6C 6E 73 3A 78 6D 7@ 3D 27 68 74 74 76 |on xmlns:xmp='http| || |2227- Offset 427184560
426905712|3A 2F 2F 6E 73 2E 61 64 6F 62 65 2E 63 6F 6D 2F 78 61 |://ns.adobe.com/xa| ||||2228.Offset 427187403
42690573078 2F 31 2E 38 2F 27 3E OA 20 20 3C 78 6D 70 3A 43 72 |p/1.0/">8 <xmp:Cr| ||| 2229 Offset 427269823 ||
42690574865 61 74 6F 72 54 6F 6F 6C 3E 41 64 6F 62 65 20 50 68 |eatorTool>Adobe Ph\ || ~~ "~ o C T sI
426905766|6F 74 6F 73 68 6F 78 20 43 43 20 28 4D 61 63 69 6F 74 otoshop CC (Macint % - Offsel -
426905784 |6F 73 68 29 3C 2F 78 6D 70 3A 43 72 65 61 74 6F 72 54 osh)</xmp:CreatorT| || |2231. Offset 427429260
426905802 |6F 6F 6C 3E BA 20 20 3C 78 6D 70 3A 43 72 65 61 74 65 jool>E <xmp:Create| ||| 2232, Offset 427575605
42690582044 61 74 65 3E 32 38 31 34 2D 30 38 2D 31 38 54 31 33 Date>2014-08-18T13
426905838/3A 30 36 3A 31 39 2D 30 37 3A 30 30 3C 2F 78 6D 70 3A|:06:19-07:00</xmp: 2233. Offset 427742194 =2
42690585643 72 65 61 74 65 44 61 74 65 3E OA 20 20 3C 78 6D 70 CreateDate>g <xmp| || L223soceae a
426905874|3A 4D 6F 64 69 66 79 44 61 74 65 3E 32 30 31 34 2D 30 :ModifyDate>2014-0/ | [ Clear
3
Showing Page: 817826 Cursor Offset: 426905486 Cursor Value: 255 Selected Block: N/A Block Size: N/A
Figure 18
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2.6.4.5 When you find the header and trailer of JPG file you have to mark hexadecimal code from
header to footer (you need to know offset addresses).

W) wxHexEditor 0.22 Beta For Linux - + X
File Edit View Tools Devices Options Help
DA Ee Qg & w @
Datalnterpreter = Jhome/enisa/Desktop/system.img 1 + | 5earch Results ®
! E
e eotsexo b b 4a 5o ba ba o1 oa aa o 4z oa ox aa a1 [T| W e 0 oA 1 Ot szsesess: i
Binary O e | 903066 || |2213. OFfset 426468912
8 bit 426903084 2214, OFfset 426471364
16bit 426903162 & copy cerl+C 2215. OFfset 426475616
426903120 CopyAs
32 bit 426963138 oD 2216. OFfset 426488858
ave As bum
64 bit P P 2217. Offset 426858959
- R ® ol 2218. Offset 426902636
boubie (4 1257700811532+ 126903218 Delete 2219. OFfset 426905486
426903228 2220. Offset 426930104
InfoPanel ® i;gggg;gz oo Cut Cerl+x 2221. OFfset 426947283
E:t?.e: ;a;tmez}.;mgamﬂk 426903282 Fill selecton 2222. Offset 426950104
Size: 500.9MB iiggggg?g Set Selection Block Start 2223. Offset 426965599
Access:  Read-Only SERREEE quick Tog 2224. OFfset 427023869
Device:  FILE 426903354 NewT. 2225. Offset 427026708
Eggg::;; ewlag 2226. Offset 427064175
426963408 2227. OFfset 427184560 | |
426903426 ||| 2228. OFfset 427187403 :
426903444 =||||2229. OFfset 427269823 N
426903462 =
426983480 2230. OFfset 427426377
426903498 2231. Offset 427429260
CHECEENE 2232. Offset 427575605 o
426903534
426903552 | Clear
v
Showing Page: 817821 Cursor Offset: 426903064 Cursor Value: 255 Selected Block: 426903064 -= 42690548  Block Size: 2424
Figure 19

2.6.4.6 Now you choose "Save As Dump" and save this file as TEST.JPG. After that you will be able to see
the picture.
It's worth to mention that file carving can be done automatically with commercial tools, such as Micro
Systemation's XACT, or open-source ones, e.g. foremost.

2.7 Task 4.4: RAM memory dump from Android device

2.7.1 Introduction
In this task the students will use tools to make a RAM memory extraction from Android device. After that
students will use Volatility and Autopsy tools to analyse RAM dump file.

2.7.2 Tools used
e Android SDK°
e Android NDK*

e LiIME®

e Dwarfdump®
e Volatility

e Autopsy®

10 Android SDK, http://developer.android.com/sdk/index.html, last accessed on: 2015-09-14

1 Android NDK, http://developer.android.com/tools/sdk/ndk/index.html, last accessed on: 2015-09-14

12 LiME: Linux Memory Extractor, https://github.com/504ensicslabs/lime last accessed on: 2015-09-14

13 Libdwarf and Dwarfdump, http://wiki.dwarfstd.org/index.php?title=Libdwarf_And_Dwarfdump, last accessed on: 2015-09-14
14 Volatility: RAM dump analyser, https://code.google.com/p/volatility/wiki/, last accessed on: 2015-09-14

15 Autopsy® is a digital forensics platform and graphical interface to The Sleuth Kit® and other digital forensics tools,
http://www.sleuthkit.org/autopsy/, last accessed on: 2015-09-14
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2.7.3 Details
This exercise will explain how to:

e Perform Android device memory forensics with Volatility,

e Set up Android build environment,

e Cross-compile of Android kernel,

e Use the Android Emulator,

e Acquire memory from Android devices with LIME module,
e Build Volatility profile for Android,

e Run Volatility commands against Android memory dumps.

2.7.4 Task walk-through

2.7.5 Dumping RAM memory

git clone https://android.googlesource.com/kernel/goldfish

Figure 20 Download of kernel source code

2.7.5.1 The android kernel has different versions that are split into branches. You can check the
branches by issuing git branch —a inside the kernel source folder.

S & ~% cd

branch -a

> origin/master

Figure 21 Kernel branches

2.7.5.2 For this exercise the android kernel version 2.6.29 is going to be used. To do this students are
going to create a new branch named lime tracking the 2.6.29 kernel source. Issue the following
command:

git branch --track lime remotes/origin/android-goldfish-2.6.29
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> origin/master

Switc
Your

Figure 22 Create branch lime and checkout

2.7.5.3 In order to compile the kernel you will need the configuration file. Usually the configuration file
for the kernel is included by the OEM in the source. Additionally if the kernel that is built in the
device supports it, it can be extracted from it by pulling the /proc/config.gz file. In this case
students will use the included configuration file in arch/arm/configs/goldfish_armv7_defconfig .
First you will need to set the environment variables to compile the kernel as shown below:

enisa@enisa-vm:~/goldfish$ export ARCH=arm

enisa@enisa-vm:~/goldfish$ export SUBARCH=arm

enisa@enisa-vm:~/goldfish$ export CROSS COMPILE=/usr/share/android-

ndk/toolchains/arm-linux-androideabi-4.6/prebuilt/linux-x86 64/bin/arm-

linux-androideabi-
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2.7.5.4 Afterwards students will create the initial configuration file from the goldfish default

configuration.

cing type-punned pointer will break strict-aliasing rules [-Wstrict-aliasing]

cing type-punned pointer will br strict-aliasing rules [-Wstrict-aliasing]

05:8: warning: ignoring return value of 'f , with attribute warn unused result [-Wunused-result

HOSTCC  sc
SHIPPED scr
SHIPPED scr
SHIPPED sc
HOSTCC

with attribute warn unuse sult [-Wunu

rning: override: FB EARLYSUSPEND ¢ s choice state

ration written to .config

Ldfishs ||

Figure 23 Initial config file creation

2.7.5.5 Next edit the configuration file to enable module loading. Open .config file and edit line 115 as

shown below:

HAV s
HAVE_G
CONFIG SLABINFO
CONFIG RT MUTE
CONFIG
CONFIG_MODULES=y
CONFIG MODULES UNLOAD=y

CONFIG MODULES FORCE UNLOAD=J
CONFIG BLOCK=y

Figure 24 Configuration change
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a
MODPOST 1
CC dr
LD [M] drix

Figure 25 Kernel Compilation

2.7.5.7 Now you can start the emulator with the kernel you have just compiled issuing the following
command.

enisa@enisa-vm:~/goldfish$ emulator -avd Nexus -kernel
arch/arm/boot/zImage

2.7.5.8 Next you need to download the lime module and compile it.

enisa@enisa-vm:~$ git clone https://github.com/504ensicsLabs/LiME

github.com/504ensicslLabs/LiME

(delta @), pack-reused 82

Figure 26 Download lime source

2.7.5.9 Edit the Makefile accordingly.

enisa@enisa-vm:~/LiME/src$ diff Makefile ~/Makefile

25a26,27
> KDIR GOLDFISH := ~/goldfish
> CCPATH :=/usr/share/android-ndk/toolchains/arm-linux-androideabi-

4.6/prebuilt/linux-x86 64/bin/
33,35¢35,38

< S (MAKE) -C /lib/modules/$ (KVER) /build M=$ (PWD) modules

< strip --strip-unneeded lime.ko

< mv lime.ko lime-$ (KVER) .ko

> $ (MAKE) ARCH=arm CROSS COMPILE=S$ (CCPATH) /arm-linux-androideabi- -C
$(KDIR_GOLDFISH) EXTRA_CFLAGS=—an—piC M=$ (PWD) modules

> mv lime.ko lime-goldfish.ko

Then compile the module issuing make
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Ldfish EXTRA (F

Figure 27 Module compilation

2.7.5.10 Next push the compiled module to the running emulator and set the memory dump path.
Afterwards you can puII the memory dump as show below
s T |_ r

/sdcard/1lime. ko

d/lime.dump format=Lime"

IME/src$ adb pull /sdcard/lime.dump

2780 KB/s (359661600 bytes in 126

Figure 28 LiMe memory dump.

2.7.6 Examining memory dump with Volatility

2.7.6.1 Build a Volatility Profile
Volatility uses profiles to properly analyse RAM dump. For Android an already prepared profile called
LinuxGolfish-2_6_29ARM should be used. If the students want to create their own profiles, they should refer
to another exercise by ENISA: https://www.enisa.europa.eu/activities/cert/training/training-

resources/documents/advanced-artifact-handling-handbook (Section 2.2.2.3, Task 1.2.3 Building a Volatility
profile).
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2.7.6.2 Examine the Memory Dump with Volatility
Since Android is based on Linux, students can use any of the Linux-related Volatility commands'® to analyse
the memory dump. Mostly used commands for Android are explained below. The descriptions are copied
from Volatility project website:

e linux_pslist

This plugin prints the list of active processes starting from the init_task symbol and walking the task_struct-
>tasks linked list. It does not display the swapper process. If the DTB column is blank, the item is likely a
kernel thread.

-f ram.lime linu

DTB 't Time

4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4

Figure 29 linux_pslist

e linux_proc_maps
This plugin prints details of process memory, including heaps, stacks, and shared libraries.

16 Volatility: A command reference for Linux, https://code.google.com/p/volatility/wiki/LinuxCommandReference23, last accessed on: 2015-09-14
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f ram.lime linux

Minor Inode File Path

Figure 30 linux_proc_maps

e linux_arp
This plugin prints the ARP table.

VirtualBox:~$ volatility --profile=Lin

dation Volatility Fran

Figure 31 linux_arp

e linux_ifconfig
This plugin prints the active interface information, including IPs, interface name, MAC address, and
whether the NIC is in promiscuous mode or not (sniffing).

f ram.lim

Figure 32 linux_ifconfig

e linux_route_cache
This plugin enumerates the data in the routing table cache. It can show you which systems a machine
communicated with in the past.
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f ram.lime Llir

goooooooegSgsSssges

Figure 33 linux_route_cache

e linux_mount
This plugins mimics of the output of /proc/mounts on a running Linux system. For each mountpoint it
prints the flags, mounted source (drive, network share, etc) and the director it is mounted on.

Figure 34 linux_mount

2.7.7 Using Autopsy
The Autopsy allows to analyse files extracted from an Android device. It supports physical dumps from most
of Android devices (please note that in this exercise physical acquisition methods are not explained) as well
as raw memory dump files.
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2.7.7.1 To run Autopsy you need to start the Autopsy service as a root user.
enisa@ENISA-VirtualBox:~% sudo autopsy

r on the remote host and paste this URL in it:

calhost:9999/aut

s running and use <ctrl-c

Figure 35

2.7.7.2 When the service is started, open web browser and type this address:
http://localhost:9999/autopsy.

Autopsy Forensic Browser 2.24

http://www.sleuthkit.org/autopsy/

OPEN CASE NEw CASE HELP

Figure 36
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2.7.7.3 To create new case click on NEW CASE. To open existing one, click OPEN CASE. When you create
a new case you have to fill in information such as "Case name" and "Investigator names".
Description is optional.

Figure 37

2.7.7.4 Next you'll be prompted to add a host i.e. device subject to investigation.

studen -

Figure 38
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ADD A NEW HosT

1. Host Name: The name of the computer being investigated. It can
contain only letters, numbers, and symbols.

[AndroidVM ]

2. Description: An optional one-line description or note about this
computer.

[ ]

3. Time zone: An optional timezone value (i.e. EST5EDT). If not given, it
defaults to the local setting. A list of time zones can be found in the help
files.

4. Timeskew Adjustment: An optional value to describe how many

seconds this computer's clock was out of sync. For example, if the
computer was 10 seconds fast, then enter -10 to compensate.

CHN—

5. Path of Alert Hash Database: An optional hash database of known
bad files.

[ ]
6. Path of Ignore Hash Database: An optional hash database of known
good files.

[ ]

App HosT CANCEL HELP

Figure 39

2.7.7.5 Next you'll be prompted to add an image of the host / device.
Adding host: aAndroidvm to case ENISA_1

Host Directory (/var/lib/autopsy/ENISA_1/Androidvm/) created

Configuration file (/var/lib/autopsy/ENISA 1/AndroidvM/host.aut) created
We must now import an image file for this host

ADD IMAGE

Figure 40
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ADD A NEW IMAGE

1. Location

Enter the full path (starting with /) to the image file.

If the image is split (either raw or EnCase), then enter * for the
extension.

[,ﬂ’home,."enisa,fram.lime ]

2. Type
Please select if this image file is for a disk or a single partition.
O Disk @ Partition

3. Import Method

To analyze the image file, it must be located in the evidence locker. It can
be imported from its current location using a symbolic link, by copying it,
or by moving it. Note that if a system failure occurs during the move,
then the image could become corrupt.

@ Symlink O Copy © Move

Figure 41

1.0 | September 2015

2.7.7.6 Next step is to choose proper file system of the added image. Choose "raw" for the RAM

memory dump.

Image File Details

Local Name: images/ram.lime

Data Integrity: An MD5 hash can be used to verify the integrity of the
image. (With split images, this hash is for the full image file)

® Ignore the hash value for this image.

' Calculate the hash value for this image.

© Add the following MD5 hash value for this image:
[ |

[ Verify hash after importing?

File System Details

Analysis of the image file shows the following partitions:

Partition 1 (Type: Unknown)

Mount Point: File System Type: [raw ¢

ADD CANCEL HELP

Figure 42
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2.7.7.7 Once completed you'll be presented with the following screen which allows to run analysis, add
another image file, close the file or — among other options — check image's integrity.

Figure 43

2.7.7.8 Since the image subject to analysis if a raw image, some functionalities may not be available. As
an example, try and search for keyword "@enisa.europa.eu" which —in this case — was used for

the e-mail address set up on the Android system. Try to locate e-mail account's password.

). ). JATA UNIT /.
1 =

Figure 44
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KEYWORD SEARCH DATA UNIT HELr CLOSE
Oy ? X
Unit 598923 (Hex - Ascii) [~] e e
61: 128 (enisa@enis)
62: 140 (nisa@enisa.euro) EXECRTCONTEITR SADe NotE
63: 346 (pop3.enisa.euro) ASCII (display - + Hex (display - & ASCII Strings (display -
64: 442 (pop3.enisa.euro) report) report) report)
Unit 598960 (Hex - Ascii) Hex Contents of Unit 598923 in ram.lime-0-@
65: 402 (pop3.enisa.euro)
. " H ] 75007400 2fO06100 63006300 67007500 u.t. /.a. €.c. o.u.
Unit 598962 (Hex - Ascii) 16 6007400 5007300 65007400 75007080 n.t. .s. e.t.u.p.
66: 0 (pop3.enisa.euro) 32 5006900 62006300 6TRO6dE0 6900600 _.i. n.c. oum. iln.
48 67005700 66007200 61006700 60006500 g._. f.r. a.g. m.e.
) » 64 62007400 2:007300 6d006cA0 23000000 nt. .xoml. £
Unit 599000 (Hex - Ascii) g0 £0403640 0A0AOROO 50866340 0OOOOOOO @@ ... PL@ ...
67: 296 (enisa@enis) 96 pOOAOEEE 15000800 f349a640 43000000 I.@cC
68: 308 (nisagenisa.euro) 112 50492640 00000000 15000800 GO0AO0AO PI@ oovr eee e
128
Unit 599160 (Hex - Ascii)
69: 2 (pop3.enisa.eura)
Unit 599234 (Hex - Ascii) 224 00000000 23000000 eBA0a640 DOODOOOO e Fen @0 .
70: 338 (pop3.enisa.euro) 240 eB886e340 9029d31d OREEEEEE OfEE0EBO NP I D
[~]| 256 41000000 3b00EOED 50493640 ODOAOEAD A.. ;... PL.@ ....
Figure 45

2.8 Task 4.5:i0S —iPhone Backup Analyser 2

2.8.1

2.8.2

2.8.3

Introduction

In this task, the students are given a set of files from iTunes backup system for analysis with iPhone Backup
Analyser 2 (iPBA2). This software allows the user to browse through the content of an iPhone/iPad backup
made by iTunes (or other software able to perform iOS devices' backup).

Details

As explained on iPBA2 project website, it parses the backup directory and shows decoded file system tree.
Each file can be clicked to see its properties, such as:

e Real name and name in the backup directory

e File UNIX permissions

e Data hash (as calculated by iOS)

e Userandgroup ID

e Modify time, access time, creation time

e File type (from magic numbers)

Any built-in viewer will allow to browse through known file formats e.g.:

e ASCIl viewer

e  PLIST structure browser
e SQLITE browser

e HEXviewer

Task walk-through

This section will explain possible ways to analysis of data stored in iOS backup.
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2.8.3.1 Open iPBA2 and open folder ef2662a6b74953ed19d5aa3c25cfcd0019ed43ee.

Unique Identifier:
EF2662A6B74953ED19D5AA3C25CFCDO
019ED43EE

Device Name: iPhone (ENISA)

Last Backup Date: 2015-08-19 09:41:50
Phone Number: +48 798 941 983
iTunes Version: 12.2.1.16

Serial Number: 7R118WQ8DZZ
Display Name: iPhone (ENISA)

IMEI: 012748002883544

ICCID: 894803143109507525%9

Backup filesystem

Name | size
» Standard files

P HomeDomain

I AppDomain

P CameraRollDomain

> RootDomain

P MediaDomain

> KeychainDomain

P SystemPreferencesDo...

P ManagedPreferencesD...

P DatabaseDomain

(I [T3]

(right click on File to show appropriate viewers)

= iPBA 2 -
File Plugins Reports ?
=20 0. 0

Backup Info Selected File info

Figure 46

2.8.3.2 You can use predefined PLUGINS to view some data and create reports from predefined

REPORTS tools.

2.8.3.3 Take a look at the following option: CameraRollDomain -> Media/DCIM/100APPLE.

=
File Plugins Reports ?

IPBA 2

=60 0 Q

Backup Info |

Unique Identifier:
EF2662A6B74953ED19D5AA3C25CFCDO
019ED43EE

Device Name: iPhone (ENISA)

Last Backup Date: 2015-08-19 09:41:50
Phone Number: +48 798 941 983
iTunes Version: 12.2.1.16

Serial Number: 7R118WQ8DZZ
Display Name: iPhone (ENISA)

IMEI: 012748002883544

ICCID: 8948031431095075299

Backup filesystem |

Name | Size g
+ CameraRollDomain

b

b Media

b Media/DCIM

> Media/DCIM/.MISC

~ Media/DCIM/100APPLE

IMG_0001.JPG 1571kb

IMG_0002.JPG 3355kb

IMG_0003.JPG 2366 kb |
a— g

(right click on file to show appropriate viewers)

Qt IMGT 0003/ 3PG=Image VIeEWer:

Image Preview

- [Ox

EXIF data

Selected file info \

File: IMG_0004.JPG

Element type: -
Permissions: rw-r--r—
Data hash:

User id: 0000015

Group id: 000001f5

Last modify time:
2015-08-18 16:13:35

Last access Time:
2015-08-18 16:13:36
Creation time:
2015-08-18 16:13:35

File Key (obfuscated file
name):
9e3156b537de1ceal7a3s
9fd1c9faaa8cb870701
Flag: 4

Figure 47
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You can view or even export simple JPG file from backup. Please export few JPG files from

backup.

Let's take a look of JPG files which you exported by another tool called exiftool. This is a
software WhICh aIIows to read EXIF data Try to locate GPS co- ordlnates

I-;'l T||||-| Irl1 I _E

ication Date/Time
Date/Time

Figure 48

2.8.3.6 Now you are able to see GPS position where this image file was most presumably taken. Open
any website that allows to search GPS position (e.g. https://maps.google.com) and the co-

ordinates into search field. You need to change word "deg" to a degree symbol (i.e.

°) with a

combination of ALT + 248 on keyboard.

O

47°

29'55.17"N, 19° 3'36.38"E

m

Figure 49
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2.8.3.7 Now take a look into AppDomain. This is a list of installed applications. Locate folder Documents

for application WhatsApp (net.wshatsapp.WhatsApp). Here you can find an SQLite databases
used by WhatsApp instant messenger. Open database called ChatStorage.sqlite in SQLite viewer.
Try to find ZWAMESSAGE table which contains messages history.

Backup Info hatStorage.sqlite - SOLIte Browse
Unique Identifier: | (=)
EF2069A6B74953ED19DSAAIC25CFCD0 HANE L | << | Records 1-100
019ED43EE ZWACHATPUSHCO... 0 || 5 ZTEXT B
Device Name: iPhone (ENISA) L ZWACHATSESSION 1 i VARCHAR L
Last Backup Date: 2015-08-19 09:41:50 ZWAGROUPINFO 0] | &
Phone Number: +48 798 941 983 ZWAGROUPMEMBER 0 1 -32 | Hi there! 485
iTunes Version: 12.2.1.16 ZWAMEDIAITEM 1 |2 -40 How are U? 485
Serial Number: 7R118WQ8DZZ = : PP E—— ~on
Display Name: iPhone (ENISA) - !
IMEI: 012748002883544 | ;“;’:ﬁ:éﬁﬁg{”m ;1 4 2 | Fine, thanks! Norl
ICCID: 8948031431055075299 L) -
. Z_METADATA 1 | ||5 -3 Gladto see youonwaApp Non| |
Backup Filesystem =] ~]
T size A (<] Il [ 12) [« [T
[
~ Documents
Axolotl.sglite 64 kb
ChatSearch.sglite 32kb |||
ChatStorage.sqlite 184 kb
Contacts.sqlite 92kb ||Z
StatusMessages.plist 533 b
syncHistory.plist 478b || |
blockedcontacts.dat 224b
calls.backup.log 228b
calls.log 228b
wallpaper 308 kb
I Likrar |~
(<] i | [>]
Figure 50

2.9 Task 4.6: Brute-forcing Android encryption mechanisms

2.9.1

2.9.2

2.9.3

Introduction
In this task, the students will try the process of cracking the PIN used to encrypt Android device (lce Cream
Sandwich and Jelly Bean) using brute force methods.

Details
Students will have to prepare a recovery partition for Android device. After that they will be able to
download necessary files which will be used during cracking process.

Task walk-through

This section will show possible approaches to brute-force attacks against PIN-based encryption of Android
devices. The task requires students to use a physical device, since AVD emulators won't support fastboot
mode.
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2.9.3.1 First you need to put the phone in recovery mode so that it can boot a custom recovery image.
If the device already has a custom recovery image with root address installed, you can skip this
step. There's and easy way to accomplish this with adb. If you have a device with adb enabled,
simply connect it to PC (make sure you pass it through if running in a virtual machine), run a
terminal and issue the following command:

en 1 ot |1- ENISA- I'."i rt ._|._:,|-|_EI|Z:|_Z'-:: s ._:]I':i b reboot ::n::l|::|t-|_|:_|._-,|rj|::l -

Figure 51

2.9.3.2 Next, boot the device from a rooted recovery image. For this purpose, a Clockwork Mod?'’ image
is used, but you can use any device-compatible recovery image with root and adb enabled.
Please, note where you saved the recovery image. From a terminal, run fastboot and make sure
you can communicate with the device.

eni Virtual % fastboot dev

Figure 52

2.9.3.3 Now that you checked that you can communicate with the device over fastboot, boot it using
the recovery image.

Figure 53

2.9.3.4 Your device should be in a recovery mode now. Next, pull the needed necessary header and
footer data so that you can brute-force the encryption PIN. Their location varies device by

:~$ adb shell dd if=

Figure 54

7 ROM Manager: ROMs and Recovery Images, http://www.clockworkmod.com/rommanage, last accessed on: 2015-09-14
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2.9.3.5 Now that you have everything you need you'll run the Android Brute Force Encryption cracking
program against the header and footer files. By default, a 4-digit numeric passcodes will be used
but you can change the number of digits at your will remembering that the longer the PIN, the
more time is necessary to brute-force it.

A-VirtualBox:~$ ce s /pto p/tmp header ~/De

Found PIN!:

Figure 55

After a while you will be able to see PIN code.

2.10 Task 5.1: Analysing pcap data and proxy logs of Android.Trojan.SLocker.DZ

2.10.1 Introduction
In this task the students are given a set of files (PCAP, mitmproxy) created during observing activity by an
Android device infected with the Android.Trojan.Slocker.DZ ransomware. The students will use Wireshark
and the text editor of their choice to search for patterns indicating malicious behaviour and analyse and
describe this.

2.10.2 Tools used
e Wireshark
e  MITMProxy

2.10.3 Details
There are two files in the traces subdirectory of the exercise environment named:

F836F5C6267F13BF9F6109A6B8D79175.pcap and F836F5C6267F13BF9F6109A6B8D79175.log.
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2.10.4 Task walk-through
This section will contain possible ways to analyse the given information and identify the answers to the
requests in the table:

2.10.4.1 Open the PCAP file in Wireshark. After loading the PCAP file you will see the list of packets
captured. Only a subset of these packets are part of the malware communication, to identify
these we can use some of the tools Wireshark provides.

rje F836F5C6267F13BFAFE109A6BBD79175.pcap [Wireshark 1.12.6 (Git Rev Unknown from unknawn)] CIRCONE)
Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
A I [} &
1 @rQCAee AT EE 99C0 §EH g -

Filter: ‘ v | Expression... Clear Apply Save
No. Tine Source Destination Protocol Length Info

1 0.000000 85,214,154, 162 . 166,82, NTP Version 4, server

2 0.000045 85,214,194, 162 192, 168.82.10 NTP 90 NTP Version 4, server

3 0.005381 144,76.115.197 192.168.82.10 NTP 80 NTP Version 4, server

4 0,005431 144.76.115, 197 192, 168,82, 10 NTP 90 NTP Version 4, server

5 6.010574  91,189.89,199 182, 168,82, 10 NTP 90 NTP Version 4, server

6 6.010614 91.189.89.199 192.168.82.10 NTP 80 NTP Version 4, server

7 B.006425  B5,10,246.234 192, 168,82, 10 NTP 90 NTP Version 4, server

8 B.006476  B85,10,246.234 182, 168,82, 10 NTP 90 NTP Version 4, server

9 29.758462 192.168.82.10 192.168.81.1 DNS 85 Standard query 0x1368 PTR 1.82.168.192.1in-addr.arpa

10 29,758499 192.168.82 10 192, 168.81.1 DNS 85 Standard query 0x1368 PTR 1.82,168,192.in-addr.arpa

11 20.845917 192,168,811 192, 168.82.10 DNS 144 Standard query response 8x1368 No such name

12 29.845957 192.168.81.1 192.168.82.10 DNS 144 Standard query response 0x1368 No such name

13 66,987368 85,214,194, 162 192, 168.82. 10 NTP 90 NTP Version 4, server

14 66987389 85,214,194 162 192, 168,82.10 NTP 90 NTP Version 4, server

15 66.996351 144.76.115.197 192.168.82.10 NTP 80 NTP Version 4, server

16 66,996374 144.76,115, 187 192, 168.82. 10 NTP 90 NTP Version 4, server

17 71,893571 85.10.246.234 192, 168,82.10 NTP 90 NTP Version 4, server

18 71.993595 85.10.246.234 192.168.82.10 NTP 80 NTP Version 4, server

19 73.001205 91.189.89.198 192, 168.82. 10 NTP 90 NTP Version 4, server

20 73,001226  91,189.89,199 192, 168,82.10 NTP 90 NTP Version 4, server

21 131005685 B5.214.194,162 192.168.82.10 NTP 90 NTP Version 4, server

22 131005704 85,214,194, 162 192, 168.82. 10 NTP 90 NTP Version 4, server

23 134009792 144,76.115,197 192, 168,82.10 NTP 90 NTP Version 4, server

24 134009823 144.76.115.197 192.168.82.10 NTP 90 NTP Version 4, server

25 136.009053 85,10,246.234 192, 168.82. 10 NTP 90 NTP Version 4, server

26 136.009095 B5,10,246.234 192, 168,82, 10 NTP 90 NTP Version 4, server

27 139.018393 91.189.89.199 192.168.82.10 NTP 90 NTP Version 4, server

28 139.018433 91,189.89,199 192, 168.82. 10 NTP 90 NTP Version 4, server

29 195018849 85,214,194, 182 192, 168,82, 10 NTP 90 NTP Version 4, server

Figure 56
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2.10.4.2 Open the list of conversations (Statistics - Conversations = Tab IPv4). In this list you will find all
conversations contained in the network traffic dump accompanied by additional information
regarding starting point in time, amount of data transferred and duration of the connection. This
does not show the malicious traffic by itself but delivers an overview and some details regarding
the information to be analysed.

148.251.154.104

192.168.82.10

2036,839358000 681,9347

g Conversations: FE36F5C6267F13BF9F6109A6BED79175. pcap
Ethernet: 2 Fibre Channel FDDI 1Pva: 20 IPve IPX IXTA NCP RSVP SCTP M5 B Token Ring uDP: 27 us|
IPv4 Conversations
Address A Address B Packets Bytes Packets A- Bytes A—B Packets A« Bytes A«B Rel Start Duration bps A-B bps A<B
85.214.194.162 192.168.82.10 86 7740 86 7740 ] 0 0,000000000 2751,9549 22,50
144.76.115.197 192.168.82.10 86 7740 86 7740 ] 0 0,005381000 2751,9579 22,50
91.189.89.199 192.168.82.10 86 7740 86 7740 ] 0 6,010574000 2756,9809 22,46
85.10.246,234 192.168.82.10 86 7740 86 7740 0 0 8,006425000 27459543 22,55
192,168.81.1 192.168.82.10 88 17 038 44 13582 44 3454 29,758462000 1790,8579 60,67
173194.116.130 192.168.82.10 409 97 738 187 79 410 242 18328 572,361162000 7.5031 B84669,40
64.233.184.93 192.168.82.10 20 4523 8 3634 12 889 577,189024000 0,2553 113886,81
52.11.98.231 192.168.82.10 48 9931 28 6156 20 3773 801,312030000 85,8070 514,03
91.189.92.152 192.168.82.10 58 13087 34 8 5895 24 4492 804,165542000 92,9555 739,71
91.189.81.13 192.168.82.10 2876 2837 278 1954 2760 087 922 77192 807,164251000 89,9580 245455,66
91.189.81.14 192.168.82.10 1279 1295583 867 1264108 412 31475 822,166779000 74,9545 134919,95
173.194.116.132 192,168.82.10 10 989 4 372 [ 597 1349,049471000 1369,6799 2,17
176.9.1.211 192.168.82.10 4 360 2 180 2 180 1350,184503000 0,0504 28543,68
173194.116.144 192.168.82.10 59 16 337 27 11 428 32 4909 1458,618424000 3078190 297,01
192168.82.10 216.58.212.67 567 509 363 208 22550 361 486 813 1487,520883000 1445585 1247,94
173.194.116.158 192.168.82.10 110 68 975 61 62 824 49 6151 1523,370637000 243,0630 206774
192,168.82.10 209,216,230.62 288 195038 132 12095 156 182943 1608,240618000 165,8661 58336
173.194.116.147 192.168.82.10 40 8428 18 5460 22 2968 1638,171914000 1080,5583 40,42
173.194.116.143 192.168.82.10 630 636 064 438 614 231 194 21 833 1820,630593000 352,6078 13935,73

[_| Name resolution

[ Limit to display filter

‘ 8 Help || [")copy

2am | ‘ Graph A—B | ‘

Graph A=B

Figure 57

2.10.4.3 Open the list of endpoints (Statistics - Endpoints = Tab IPv4). In this list the geo-location of the
conversation endpoints is added to the list.

reo Endpoints: FE36FSC6267F13BFIFA109A6B8079175 pc
Ethernet: 3 Fibre Channel FDDI 1Pva: 21 1Pv6 1PX IXTA NCP RSVP
IPv4 Endpoints
Address Packets Bytes Tx Packets Tx Bytes Rx Packets Rx Bytes Country
85.214.194.162 86 7 740 a6 7740 0 0 Germany
192.168.82.10 6924 5759 107 2323 211 168 4 601 5547 939 -
144.76.115.197 86 7 740 86 7740 0 0 Germany
91.1859.858.199 86 7 740 86 7740 0 0 United Kingdom
85.10.246.234 86 7 740 86 7740 0 0 Germany
192.168.81.1 88 17 036 44 13582 44 3454 -
173.194.116.130 409 97 738 167 79 410 242 18 328 United States
64.233.184.93 20 4523 8 3634 12 889 United States
52.11.99.231 a8 9831 28 5156 20 3 775 United States
91.188.92.152 58 13087 34 8585 24 4482 United Kingdom
91.189.91.13 2876 2837 279 1954 2760 087 922 77182 United States
91.189.91.14 1279 1285 583 B67 1264108 412 31 475 United States
173.194.116.132 10 969 4 372 ] 597 United States
176.9.1.211 4 360 2 180 2 180 Germany
173.194.116.144 9 16 337 27 11 428 32 4909 United States
216.58,212.67 567 509 363 361 486 813 208 22550 United States
173.194.116.159 110 68 875 51 62824 49 6151 United States
209,216,230.62 288 195038 156 182943 132 12085 United States
173.194.116.147 40 B 428 hR:] 5 460 22 2 968 United States
173.184.116.143 630 536 064 436 614 231 194 21 833 United States
148.251.154.104 94 17 436 90 17158 4 280 Germany
|»f Name resolution || Limit to display filter
| 8 Help ‘ ‘ [[)copy ‘ | @ Map |
Figure 58
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2.10.4.4 Open the Protocol Hierarchy (Statistics = Protocol Hierarchy). The previous approaches have
given no clear indicator for malicious behaviour or even a hint for which connections should be
inspected in more detail. Thus you have to try to dig deeper and find information regarding the
protocols used in the dump. In this case you'll find interesting information regarding JSON data
which has been transmitted in clear-text.

* Hypertext Transfer Protocol i 485% 336 ' 228%
Line-based text data | L% 84 071%
Media Type 0.42% 29 0,43%
JavaScript Object Notation 0,38% 26 013%

Malformed Packet 0,07% 5 0,07%
Figure 59

2.10.4.5 Apply afilter to the captured traffic (Right-click on the selected entry = Apply as Filter
Selected).

2.10.4.6 Use TCP stream analysis (Right-click - Follow TCP Stream). Using this feature provides a human-
readable presentation of the HTTP traffic. Indicators of malicious traffic can be clearly identified,
for example the deception phrase in the payload of the first server response.

A Follow TCP Stream (tcp. stream eq 53) @ @ &
Stream Content
HTTP/1.1 200 0K
Date: Thu, ©9 Jul 2015 ©6:55:23 GMT
Content-Length: 154
Etag: "f572fca6chBof70eabac579f6408909756338a4¢c"
Content-Type: text/html; charset=UTF-8
Server: TornadoServer/4.0.1
{"sms_template": "OMG!!! Guess who's on a video here, you will not beliewe it!!! Download this application and lock on first page http://cnnfoxnews.com/"}HTTP/L. 1
200 0K
Date: Thu, ©9 Jul 2015 06:55:24 GMT
Content-Length: 11
Etag: "7cfl78d3908dB88ceddbfho156d848d87e60fo0d3"
Content-Type: application/json; charset=UTF-8
Server: TornadoServer/4.0.1
{"id": "3"}HTTP/1.1 260 0K
Date: Thu, ©9 Jul 2015 06:55:24 GMT
Content-Length: 14
Etag: "T7ccdbbg4s, faf! 7agcl"
Content-Type: text/html; charset=UTF-8
Server: TornadoServer/4.0.1
Action executeHTTP/1.1 200 OK
Date: Thu, ©9 Jul 2015 06:55:41 GMT
Content-Length: 129
Etag: "d85b7cdlblSh31lla6fdabsazoefcabassdscfins”
Content-Type: application/json; charset=UTF-8
Server: TornadoServer/4.0.1
{'city": "Hamburg", "ip": "78.54.10.177", "lon": 10.0, "lat": 53.55000000000001, "country_code": "DE", "country_name": "Germany'}HTTP/1.1 200 0K
Date: Thu, ©9 Jul 2015 ©6:56:11 GMT
Content-Length: 2
Etag: "bf2lages8fbc5a3s846fhosh4fans59e0917b2202F"
Content-Type: text/html; charset=UTF-8
Server: TornadoServer/4.0.1
LIHTTP/1.1 200 0K
Date: Thu, B9 Jul 2015 06:57:02 GMT
‘ Entire conversation (3260 bytes) - |
‘ o8 rind H 1@ Save As H iPrint ascll EBCDIC Hex Dump C Arrays o Raw
| 8 Help ‘ [¥IFilter Out This Stream H @ Close ‘
Figure 60

2.10.5 Task walk-through with mitmproxy logs
For the creation of the following screenshots Honeyproxy'® was used. The project is based on MITMProxy
and creates a web interface to inspect and analyse the traffic captured. Unfortunately it is not under active
development as of the time of preparation of this exercise.

8 HoneyProxy — a man-in-the-middle SSL proxy & traffic analyser, http://honeyproxy.org/, last accessed on: 2015-09-14
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2.10.5.1 Overview of the web interface and the captured data.

f L HoneyProxy [ Show Traffic (i Generate Report
Name Method Status Type size Time
5 | Rito: /145,251 154, 104:12449: 12449/ gac/+d25caBB91e352df o - rmm—— - T eems A
pha GET 200 text/html 28 09:00:04, 29.07.
$2| http://148.251.154.104:12448: 12443 /pha o
4d25cag891e352df GET 200 application/json 108 09:00:04, 28,07,
5 | http:J/148.251.154.104:12448: 12449 /gac /4 25caB 89 1e352¢F 56ms
pha GET 200 text/ntml 28 09:01:04, 29.07,
S| http:/148.251.154.104:12449: 12449 /pha 105ms
4d25ca8891e352df GET 200 applicationfjson 108 09:01:04, 29.07.
5| hitp:J/148.251. 154.104:12448:12449/gac/4d25caB 89135 2df 57ms
pha GET 200 text/html 1548 10:02:46, 29.07.
Ritp://145.251.154.104:12448: 12443 /pha 187ms
88ffbS44b15ff953 GET 200 applicationfjson 118 10:02:46, 20.07.
5 | http://148.251.154.104:12449: 12449 /gac/B8TTbSA4b 15953 100ms
88ffbS44b15/953 GET 200 text/htm 148 10:02:47, 20.07.
3] http://148.251.154.104:12445: 12449 eaction/B8Hhs44b1517953 S6ms
gt GET 200 applicationfjson 1498 10:02:52, 29.07.
5 | Rttp://148.251.154.104:12448: 12443/t 60ms
pha GET 200 text/html 28 10:03:26, 29.07,
£2] http://148.251.154.104:12449: 12449 /pha 99ms
88ffb544b15(f953 GET 200 applicationfjson 108 10:03:35, 29,07,
5 | http://148.251 154.104:12449: 12449 /gac /B bSA4b 15953 57ms
pha GET 200 text/html 28 10:04:20, 29.07.
S2| http://148.251.154.104:12445: 12449 /pha e
88ffb544b15ff953 GET 200 applicationfjson 108 10:04:20, 29.07.
5 | http://145.251.154.104:12445: 12443 /gac/B8FfbSA4b 15953 56ms
pha GET 200 text/html 28 10:05:28, 20.07.
22| http://148.251 154 104:12449:12449/pha 87ms
88ffbS44b15f953 GET 200 application/json 108 10:05:28, 20.07. U
=5 | http://148.251.154 104:12449: 12443 /gac/861fbS44b15ff953 68ms ™

Figure 61

2.10.5.2 Close view of the malware requests.

Mame
S GO L

http://148.251.154.104:12449:12449/gac/4d25ca8891e352df

[148.251.154.104:12449:12449/pha

— | 4d25caB8891le352df
http://148.251.154.104:12449:12449/gac/4d25ca8891e352df

pha
http:/f148.251.154.104:12449:12449/pha

4d25caB89le352df
http:/f148.251.154.104:12449:12449/gac/4d25ca8891e352df

Figure 62

2.10.5.3 Request showing the message displayed to the victim.

Preview | Details Raw

pha

GET /pha?name=sdk_phone_armv7&imei=-000000008000000&c1ient_version=1,03&1d=88ffh544b15ffo538android_version=5.1&phone_number=15555215554 HTTRP/1.1
User-Agent: Dalvik/2.1.8 (Linux; U; Android 5.1; sdk_phone_armv? Build/LKY45)

Host: 148.251.154.104:12449

connection: Keep-Alive

Accept-Encoding: gzip

<empty request content=

<

HTTP/1.1 208 0K

Date: wed, 29 Jul 2015 0B8:82:46 GMT
Content-Length; 154

Etag: "f572fcaéch89f70easats79f6408909756338a4c"
content-Type: text/html; charset=UTF-8

server: TornadoServer/4.0.1

{"sms_template": "OMG!!! Guess who's on a video here, you will not believe it!!! Download this application and look on first page http://cnnfoxnews.com/"}

Figure 63
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Preview | Details Raw
gt

GET /0t HTTP/1.1

User-Agent: palvik/2.1.8 (Linux; U; Android 5.1; sdk_phone_armv? Build/LKv45)
Host: 148.251.154.104:12449

connection: Keep-Alive

Accept-Encoding: gzip

=empty request content=

HTTP/1.1 208 0K

pate! wed, 29 Jul 2015 ©8:82:52 GMT
content-Length: 149

Etag: "647fb44982f9adcad4cllbddaassdcicy2celaes”
content-Type: application/json; charsef=uTF-8
server: TornadoServer/4.0.1

["city": "kaltenkirchen", "ip": "85.176.244.75", "lon": 9.966708008808003, "lat":

53.83330080000801, "country_code": "DE", "country_name": "Germany"}

Figure 64
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2.11 Task 5.2: Analysing pcap data and proxy logs of i0S.Oneclickfraud

2.11.1 Introduction
In this task the students are given a set of files (PCAP, mitmproxy) created during observing activity by an
iOS device infected with the i0S.Oneclickfraud malware. The students will use Wireshark and the text editor
of their choice to search for patterns indicating malicious behaviour and analyse and describe these.

2.11.2 Tools
e Wireshark

2.11.3 Details
There are two files in the traces subdirectory of the exercise environment named:

71972F763EBSEAEB87681D2615E9E68E.pcap and 71972F763EB5EAEB87681D2615E9E68E.log.

2.11.4 Test walk-through
The general approach to identify the malign traffic in the PCAP file is identical to Task 5.1. Following we will
show the screenshots unique to Task 5.2. There is no walk-through with proxy logs as the server is not
responding to the malware requests.

2.11.4.1 List of conversations.

l‘ o Conwversations: J

Ethernet: 5 Fibre Channel FDDI IPvd: 10 IPvE IPX
Address A Port A Address B Port B Packets Bytes
192,168.82.10 0388 17.172.224.35 20 12 1763
192.168.82.10 0388 17.142.160.29 20 3 208
192,168.82.10 50390 17.130.254.10 443 19 5 558
192,168.82.10 50391 104.85.166.25 80 1916 1705331
192.168.82.10 50393 17.130.234.10 5223 70 15510
192.168.82.10 50394 17.130.254.18 5223 G 412
192.168.82.10 0400 173.194.44.79 443 134 99 501
192.168.82.10 2068,222.11.37

Figure 65
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2.11.4.2 List of endpoints.

‘ ® Endpoints: 71972F763EBSEAEEST681D2615E9ER8E. pca
Ethernet: 6 Fibre Channel FDDI IPvd: 11 IPv6 1IPX JXTA NCP RSVP
TCP Endpoints
192.168.82.10 50388 12 1763 7 644 5 1119 -
17.172.224.35 20 12 1783 =) 1119 7 644 United States
192.168.82.10 50389 3 206 2 132 1 74 -
17.142.160.29 80 3 206 1 74 2 132 United States
192.168.82.10 50390 18 6 558 10 838 9 5720 -
17.130.254.10 443 19 6558 9 5720 10 838 United States
192.168.82.10 50391 19186 1705 331 820 55 126 1096 1 650 205 -
104.85.166.25 20 1916 1705331 1096 1 650 205 820 55126 -
192.168.82.10 50393 70 15510 36 6558 34 8952 -
17.130.254.10 5223 70 15510 34 8952 36 6558 United States
192.168.82.10 50394 6 412 4 254 2 148 -
17.130.254.18 5223 6 412 2 148 4 264 United States
192.168.82.10 50400 134 99 501 59 8148 75 91 353 -
173.194.44.79 443 134 99 501 75 91 353 59 8148 United States
192.168.82.10 50404 11 1409 6 607 5 802 -
206,222.11.37 20 11 1 409 =) 802 5] 607 United States
Figure 66
2.11.4.3 TCP Stream.

F e Follow TCP Stream (tcp.stream eq 7)

Stream Content

GET /app/init HTTR/1.1

Host! eroeroou. com

Accept: */*

Accept-Language: en-us

Connection: keep-alive

Accept-Encoding: gzip, deflate

User-Agent: ErocEroMovie/l CFMetwork/711.1.12 Darwin/14.9.0

HTTP/1.1 484 Not Found

Date: Wed, 08 Jul 2015 10:36:41 GMT

Server: Apaches2.2.15 (Cent0s)

Content-Length: 284

Connection: close

Content-Type: text/html; charset=is0-8859-1

<|DOCTYPE HTML PUBLIC "-//IETF//DTD HTHML 2.0//EN"=

<html=<head=

<title=404 Mot Found</title=

</head><body=>

<hl=>Not Found</hl=

<p>The requested URL fapp/init was not found on this server.</p=>

<hr:=

<address=Apaches2.2.15 (Cent0S) Server at ercercou.com Fort 80</address=>

</body=</html>

Figure 67
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2.12 Task 6.1: Analysing Android.Trojan.SLocker.DZ

2.12.1

2.12.2

2.12.3

2.124

Introduction
In this task the students will analyse an Android.Trojan.SLocker.DZ APK file. They will have to answer a couple
of questions which will lead them to the identification of various characteristics of this trojan malware.

Tools
e AndroGuard
e apktool

Details

In the exercise directory students will find an APK file F836F5C6267F13BF9F6109A6B8D79175.apk. For the
analysis of this file they can use the pre-installed AndroGuard, apktool and the text editor of their choice
(there are several available on the system). In the next section students will find questions they have to
answer during the analysis to identify the behaviour of the application.

Task walk-through
In this section, we will walk through a possible approach to analyse the malware and extract requested
information.

2.12.4.1 Decode the APK file with the following command:

apktool d F836F5C6267F13BF9F6109A6B8D79175.apk -o
F836F5C6267F13BFI9F6109A6B8D79175

S 9F

ktool/ framework/1.apk

I
I
I
I
I
I
I
I
I
I
I
E

Figure 68

2.12.4.2 Search for permissions in the AndroidManifest:

grep permission

idManifest.xml
Lyml

1
1

=

Figure 69
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Figure 70

2.12.4.3 Search for the package name in the AndroidManifest:
grep package F836F5C6267F13BFI9F6109A6B8D79175/AndroidManifest.xml

Figure 71

2.12.4.4 Search for the mtents in the Andr0|d|VIan|fest

on.BOOT_COMFLETED" /=

RECEIVED"

Figure 72
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155 accordion_open. png

Figure 73

2.12.4.6 View the contents of the HTML file:
w3m F836F5C6267F13BF9F6109A6B8D79175/assets/tabl.html

IFPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

FBI HEADQUARTERS

WASHINGTON DC DEPARTMENT, USA

1.html
2.html
tab4. . html

S FILES HAVE BEEN FOUND AND YOUR ATTENDANCE OF THE FORBIDDEN IC SITE HAS BEEN FIXED. FOR THIS REASON YOUR DEVICES HAS BEEN

Figure 74

2.12.4.7 Search for IP addresses in the dataset:

grep -—-Eor

"[0-9]{1,3}\.

[0-9]{1,3}\.

F836F5C6267F13BF9F61 09A6B8D79175/*

Figure 75

ACENTER

THE INDIC

[0-9]{1,3}\.

[0-9]1{1,

1148

3}

.251.154.104
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2.12.4.8 Inspect the strings.xml file:

less F836F5C6267F13BF9F6109A6B8D79175/res/values/strings.xml

TAINED FROM YOUR DEVICES.

t il it

tion of the term, 48hours that follow will be

¢ d F
arFamily

6F5C6267F13BFF6109A688D79175/res/Values/strings. xnl 1ines 1-38/38 (END)

Figure 76

2.13 Task 6.2: Analysing i0S.Oneclickfraud

2.13.1

2.13.2

2.13.3

2.134

Introduction

In this task the students will use class-dump-z to analyse i0S.Oneclickfraud. As in Task 6.1 they will have to
answer some questions regarding the characteristics. The trainer will give a short introduction into the usage
of the disassembler.

Tools
e class-dump-z

Details

In the exercise directory, students will find an iOS application file 71972F763EB5EAEB87681D2615E9E68E.
For the analysis of this file they will have to use the pre-installed class-dump-z disassembler. In the next
section they will find questions they have to answer during the analysis to identify the behaviour of the
application.

Task walk-through
In this section a possible approach how to analyse the malware and extract the requested information will
be shown.
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2.13.4.1 Identify the file and unzip it:
file 71972F763EBSEAEB87681D2615E9E68E
unzip 71972F763EBSEAEB87681D2615E9E68E

Figure 77

2.13.4.2 Use strings to gather information:
strings -a Payload/EroEroMovie.app/embedded.mobileprovision

Figure 78

Figure 80
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3. References

Build System Overview
http://developer.android.com/sdk/installing/studio-build.html

Android applications permissions
http://developer.android.com/preview/features/runtime-permissions.html
Universal Binaries and 32-bit/64-bit PowerPC Binaries

https://developer.apple.com/library/mac/documentation/DeveloperTools/Conceptual/MachORuntim

e/index.html#//apple_ref/c/tag/fat_header

File signatures table

http://www.garykessler.net/library/file_sigs.html

Android SDK

http://developer.android.com/sdk/index.html

Android NDK

http://developer.android.com/tools/sdk/ndk/index.html

LiME: Linux Memory Extractor

https://github.com/504ensicslabs/lime

Libdwarf and Dwarfdump
http://wiki.dwarfstd.org/index.php?title=Libdwarf And_Dwarfdump
Build a Volatility Profile
https://code.google.com/p/volatility/wiki/AndroidMemoryForensics#Build_a_Volatility Profile
Volatility: RAM dump analyser
https://code.google.com/p/volatility/wiki/

Autopsy® is a digital forensics platform and graphical interface to The Sleuth Kit® and other digital
forensics tools

http://www.sleuthkit.org/autopsy/

LiIME: Linux Memory Extractor

https://github.com/504ensicslabs/lime

Volatility: A command reference for Linux
https://code.google.com/p/volatility/wiki/LinuxCommandReference23
ROM Manager: ROMs and Recovery Images
http://www.clockworkmod.com/rommanage

HoneyProxy: a man-in-the-middle SSL proxy & traffic analyser
http://honeyproxy.org/
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